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1 Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 8.1.4.1.6 which is part of the 5G NR5GC test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Shaun Harry


Shaun.harry@keysight.com
1.1 Verification Test Summary 

Test Case: 
8.1.4.1.6
ATS Version:
iwd-TTCN3-B2019-06_D20wk25
System Simulator used:
Keysight S8704A Protocol Conformance Toolset
UE used:
HiSilicon Balong 5000

Verification Status:
PASS
2 Corrections required

2.1 Change 1
	Function name
	fl_TC_8_1_4_1_6_TestBody

	Reason for change
	1, for rrcReestablishment, SRB1 should be re-established at both UE and SS. TTCN does not perform SRB1 re-establish at SS side

2, DL security should be started after sending RRCReestablishment

	Summary of change
	1, release/config SRB1 to re-establish it before sending RRCReestablishment
2, start DL security after sending RRCReestablishment

	TTCN module
	RRC_IntraNR_Handover_NR5GC

	MCC160 Comment
	1. Accepted – see proposed implementation below
2. Accepted


Before Change

	  function fl_TC_8_1_4_1_6_TestBody () runs on NR5GC_PTC

  {

    var RNTI_Value v_RNTI_Value := f_NR_CellInfo_GetRNTI(nr_Cell1);

    var PhysCellId v_PhysCellId := f_NR_CellInfo_GetPhysicalCellId(nr_Cell1);

    var ShortMAC_I v_ShortMAC_I;

    var template (value) DL_DCCH_Message v_RRCReconfigurationHO;

    var NextHopChainingCount v_NextHopChainingCount;

    var float v_T304Min := f_NR_SetTimerToleranceMin(nr_Cell1, rrcTimer, 1.0); //T304 is ms1000 according to 38.508-1 Table 4.6.3-19.

    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT1 := { cs_NR_CellPower(nr_Cell2, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2) }; //As per Table 8.1.4.1.6.3.2-1

    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT2 := { cs_NR_CellPower(nr_Cell2, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE) }; //As per Table 8.1.4.1.6.3.2-1

    var SubFrameTiming_Type v_TimingAtT;

    timer t_T304Min;

    // Reconfigure nr_Cell2 to no respond to any RA Preamble

    // Table 8.1.4.1.6.3.2-4: The UE attempts to perform the handover using MAC Random Access Preamble on NR Cell 2. SS does not respond.

    f_NR_SS_RachProcedureConfig(nr_Cell2, cs_NR_RachProcedureConfig_NoResponse);

    //@siclog "Step 1" siclog@

    // The SS changes the power level setting according to the row "T1".

    f_NR_SetCellPowerList(v_CellPowerList_AtT1);

    //@siclog "Step 2" siclog@

    //The SS transmits an RRCReconfiguration message on NR Cell 1 to order the UE to perform handover to NR Cell 2.

    v_RRCReconfigurationHO := f_NR5GC_RRCReconfiguration_IntraNR_HO(nr_Cell2);

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, cs_TimingInfo_Now, v_RRCReconfigurationHO));

    t_T304Min.start(v_T304Min);

    //EXCEPTION: In parallel to the events described in step 9 the steps specified in Table 8.1.4.1.6.3.2-4 should take place.

    //Nothing to do nr_Cell2 already configured to not respond to any RA Preamble

    //@siclog "Step 3" siclog@

    //The SS changes the power level setting according to the row "T2".

    f_NR_SetCellPowerList(v_CellPowerList_AtT2);

    v_ShortMAC_I := f_NR_Calculate_ShortMAC(nr_Cell1, nr_Cell1);

    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit an RRCReestablishmentRequest message on NR Cell 1?

    t_T304Min.timeout;

    SRB.receive(car_NR_SRB0_RrcPdu_IND(nr_Cell1, cr_38508_RRCReestablishmentRequest(cr_NR_ReestabUE_Identity (v_RNTI_Value, v_PhysCellId, v_ShortMAC_I), handoverFailure)));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    //@siclog "Step 5" siclog@

    //The SS transmits an RRCReestablishment message to resume SRB1 operation and re-activate security on NR Cell 1.

    //@sic R5-200185 sic@

    v_NextHopChainingCount := 7;

    f_NR_SS_AS_ActivateSecurity_Current(nr_Cell1, 6); //Use a different value than UE to generate an integrity failure (step 6)

    v_TimingAtT := f_NR_GetNextSendOccasion_DL(nr_Cell1);

    SRB.send (cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, cs_TimingInfo_NR(v_TimingAtT), cs_38508_RRCReestablishment_Def(tsc_NR_RRC_TI_Def,v_NextHopChainingCount)));

    f_NR_RRCRelease_Local(nr_Cell1, v_TimingAtT);

    //@siclog "Step 6" siclog@

    //Check: Does the test result of test procedure in TS 38.508-1 [4] subclause 4.9.5 indicate that the UE has performed mobility registration on NR cell 1 started in NR RRC_IDLE?

    //@sic R5-200185 sic@

    f_NR5GC_CheckCampedOnNewCell(nr_Cell1);

   }


After Change

	  function fl_TC_8_1_4_1_6_TestBody () runs on NR5GC_PTC

  {

    var RNTI_Value v_RNTI_Value := f_NR_CellInfo_GetRNTI(nr_Cell1);

    var PhysCellId v_PhysCellId := f_NR_CellInfo_GetPhysicalCellId(nr_Cell1);

    var ShortMAC_I v_ShortMAC_I;

    var template (value) DL_DCCH_Message v_RRCReconfigurationHO;

    var NextHopChainingCount v_NextHopChainingCount;

    var float v_T304Min := f_NR_SetTimerToleranceMin(nr_Cell1, rrcTimer, 1.0); //T304 is ms1000 according to 38.508-1 Table 4.6.3-19.

    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT1 := { cs_NR_CellPower(nr_Cell2, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2) }; //As per Table 8.1.4.1.6.3.2-1

    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT2 := { cs_NR_CellPower(nr_Cell2, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE) }; //As per Table 8.1.4.1.6.3.2-1

    var SubFrameTiming_Type v_TimingAtT;

    timer t_T304Min;

    // Reconfigure nr_Cell2 to no respond to any RA Preamble

    // Table 8.1.4.1.6.3.2-4: The UE attempts to perform the handover using MAC Random Access Preamble on NR Cell 2. SS does not respond.

    f_NR_SS_RachProcedureConfig(nr_Cell2, cs_NR_RachProcedureConfig_NoResponse);

    //@siclog "Step 1" siclog@

    // The SS changes the power level setting according to the row "T1".

    f_NR_SetCellPowerList(v_CellPowerList_AtT1);

    //@siclog "Step 2" siclog@

    //The SS transmits an RRCReconfiguration message on NR Cell 1 to order the UE to perform handover to NR Cell 2.

    v_RRCReconfigurationHO := f_NR5GC_RRCReconfiguration_IntraNR_HO(nr_Cell2);

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, cs_TimingInfo_Now, v_RRCReconfigurationHO));

    t_T304Min.start(v_T304Min);

    //EXCEPTION: In parallel to the events described in step 9 the steps specified in Table 8.1.4.1.6.3.2-4 should take place.

    //Nothing to do nr_Cell2 already configured to not respond to any RA Preamble

    //@siclog "Step 3" siclog@

    //The SS changes the power level setting according to the row "T2".

    f_NR_SetCellPowerList(v_CellPowerList_AtT2);

    v_ShortMAC_I := f_NR_Calculate_ShortMAC(nr_Cell1, nr_Cell1);

    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit an RRCReestablishmentRequest message on NR Cell 1?

    t_T304Min.timeout;

    SRB.receive(car_NR_SRB0_RrcPdu_IND(nr_Cell1, cr_38508_RRCReestablishmentRequest(cr_NR_ReestabUE_Identity (v_RNTI_Value, v_PhysCellId, v_ShortMAC_I), handoverFailure)));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    //KS R5sxxx change_81416

    f_NR_SS_SRB1_Release(nr_Cell1);

    f_NR_SS_SRB1_Config(nr_Cell1, -,  true);
    //@siclog "Step 5" siclog@

    //The SS transmits an RRCReestablishment message to resume SRB1 operation and re-activate security on NR Cell 1.

    //@sic R5-200185 sic@

    v_NextHopChainingCount := 7;

    f_NR_SS_AS_ActivateSecurity_Current(nr_Cell1, 6, -, true); //KS R5sxx change_81416 //Use a different value than UE to generate an integrity failure (step 6)

    v_TimingAtT := f_NR_GetNextSendOccasion_DL(nr_Cell1);

    SRB.send (cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, cs_TimingInfo_NR(v_TimingAtT), cs_38508_RRCReestablishment_Def(tsc_NR_RRC_TI_Def,v_NextHopChainingCount)));

    f_NR_RRCRelease_Local(nr_Cell1, v_TimingAtT);

    //@siclog "Step 6" siclog@

    //Check: Does the test result of test procedure in TS 38.508-1 [4] subclause 4.9.5 indicate that the UE has performed mobility registration on NR cell 1 started in NR RRC_IDLE?

    //@sic R5-200185 sic@

    f_NR5GC_CheckCampedOnNewCell(nr_Cell1);

   }


New Function

	  function f_NR_SS_SRB1_Release(NR_CellId_Type  p_NR_CellId,

                                     template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now) runs on NR_BASE_PTC

  {

    var template (value) NR_RadioBearerList_Type v_SrbDrbList := {

      cs_NR_SS_RadioBearer_Release(tsc_NR_RbId_SRB1)

    };

    f_NR_SS_CommonRadioBearerConfig(p_NR_CellId, v_SrbDrbList, p_TimingInfo);

  }

  function f_NR_SS_SRB1_Config(NR_CellId_Type  p_NR_CellId,

                                     template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                     template (omit) boolean p_CnfFlag := omit

                                     ) runs on NR_BASE_PTC

  {

    var template (value) NR_RadioBearerList_Type v_SrbDrbList := {

      cs_NR_SS_SRB1_Config

    };

    f_NR_SS_CommonRadioBearerConfig(p_NR_CellId, v_SrbDrbList, p_TimingInfo, p_CnfFlag);

  }


MCC160 proposed implemenation
  function fl_TC_8_1_4_1_6_TestBody () runs on NR5GC_PTC

  {

    var RNTI_Value v_RNTI_Value := f_NR_CellInfo_GetRNTI(nr_Cell1);

    var PhysCellId v_PhysCellId := f_NR_CellInfo_GetPhysicalCellId(nr_Cell1);

    var ShortMAC_I v_ShortMAC_I;

    var template (value) DL_DCCH_Message v_RRCReconfigurationHO;

    var NextHopChainingCount v_NextHopChainingCount;

    var float v_T304Min := f_NR_SetTimerToleranceMin(nr_Cell1, rrcTimer, 1.0); //T304 is ms1000 according to 38.508-1 Table 4.6.3-19.

    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT1 := { cs_NR_CellPower(nr_Cell2, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2) }; //As per Table 8.1.4.1.6.3.2-1

    var template(value) NR_CellPowerList_Type v_CellPowerList_AtT2 := { cs_NR_CellPower(nr_Cell2, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE) }; //As per Table 8.1.4.1.6.3.2-1

    var SubFrameTiming_Type v_TimingAtT;

    var IntegerList_Type v_DrbIdList := f_NR_GetActiveDRBs(nr_Cell1); 

    timer t_T304Min;

    // Reconfigure nr_Cell2 to no respond to any RA Preamble

    // Table 8.1.4.1.6.3.2-4: The UE attempts to perform the handover using MAC Random Access Preamble on NR Cell 2. SS does not respond.

    f_NR_SS_RachProcedureConfig(nr_Cell2, cs_NR_RachProcedureConfig_NoResponse);

    //@siclog "Step 1" siclog@

    // The SS changes the power level setting according to the row "T1".

    f_NR_SetCellPowerList(v_CellPowerList_AtT1);

    //@siclog "Step 2" siclog@

    //The SS transmits an RRCReconfiguration message on NR Cell 1 to order the UE to perform handover to NR Cell 2.

    v_RRCReconfigurationHO := f_NR5GC_RRCReconfiguration_IntraNR_HO(nr_Cell2);

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, cs_TimingInfo_Now, v_RRCReconfigurationHO));

    t_T304Min.start(v_T304Min);

    //EXCEPTION: In parallel to the events described in step 9 the steps specified in Table 8.1.4.1.6.3.2-4 should take place.

    //Nothing to do nr_Cell2 already configured to not respond to any RA Preamble

    //@siclog "Step 3" siclog@

    //The SS changes the power level setting according to the row "T2".

    f_NR_SetCellPowerList(v_CellPowerList_AtT2);

    v_ShortMAC_I := f_NR_Calculate_ShortMAC(nr_Cell1, nr_Cell1);

    //@siclog "Step 4" siclog@

    //Check: Does the UE transmit an RRCReestablishmentRequest message on NR Cell 1?

    t_T304Min.timeout;

    SRB.receive(car_NR_SRB0_RrcPdu_IND(nr_Cell1, cr_38508_RRCReestablishmentRequest(cr_NR_ReestabUE_Identity (v_RNTI_Value, v_PhysCellId, v_ShortMAC_I), handoverFailure)));

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    //UE re-establish SRB1 - UE releases SRB2 and DRB

    //In SS: re-establish SRB1 and SRB2 - Release DRBs

    //@sic R5s201242 sic@

    f_NR_SS_SRBs_DRBs_Release(nr_Cell1, cs_TimingInfo_Now, v_DrbIdList); 

    f_NR_SS_SRBs_DRBs_Config(nr_Cell1, cs_TimingInfo_Now, omit, true); 

    //@siclog "Step 5" siclog@

    //The SS transmits an RRCReestablishment message to resume SRB1 operation and re-activate security on NR Cell 1.

    //Note: RRCReestablishment includes a wrong nextHopChainingCount value causing an integrity check failure.


//@sic R5-200185 sic@

    v_NextHopChainingCount := 7;

    f_NR_SS_AS_ActivateSecurity_Current(nr_Cell1, 3, -, true); //Use a different value than UE to generate an integrity failure (step 6)

    v_TimingAtT := f_NR_GetNextSendOccasion_DL(nr_Cell1);

    SRB.send (cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, cs_TimingInfo_NR(v_TimingAtT), cs_38508_RRCReestablishment_Def(tsc_NR_RRC_TI_Def,v_NextHopChainingCount)));

    f_NR_RRCRelease_Local(nr_Cell1, v_TimingAtT);

    ...

2.2 Change 2
	Function name
	f_NR_InitAS_KeyChaining_KeyRefresh

	Reason for change
	Case run into infinite loop when NextHopChainingCount is bigger than 3, since the value of v_Auth_Params.NCC is (0, 1, 2, 3)

	Summary of change
	Add one more parameter to tracking the NextHopChainingCount

	TTCN module
	NR_SecurityFunctions

	MCC160 Comment
	Not needed, we only need SS and UE to use a different value, so it is proposed to use value 3 in fl_TC_8_1_4_1_6_TestBody when using f_NR_SS_AS_ActivateSecurity_Current


Before Change

	  function f_NR_InitAS_KeyChaining_KeyRefresh(PhysCellId p_TargetPhysicalCellIdentity,

                                                 ARFCN_ValueNR p_ARFCN_DL,

                                                 NR_SecurityParams_Type p_Auth_Params,

                                                 NextHopChainingCount p_NCC) return NR_SecurityParams_Type

  {

    var NR_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    // initialise to  received as parameter

    if (v_Auth_Params.NCC == p_NCC) {  // Refresh of KgNB; Horizontal key derivation

      v_Auth_Params.KGNB := f_NR_Authentication_A11(v_Auth_Params.KDF,

                                                    v_Auth_Params.KGNB,

                                                    v_Auth_Params.NH,

                                                    p_TargetPhysicalCellIdentity,

                                                    p_ARFCN_DL);

    }

    else {  //Chaining of KgNB; Vertical Key derivation

      while (v_Auth_Params.NCC != p_NCC)  {

        if (v_Auth_Params.NCC != 0) { // NH for NCC =1 is already derived in initial AS Key derivation

          v_Auth_Params.NH := f_NR_Authentication_A10(v_Auth_Params.KDF,

                                                      v_Auth_Params.KAMF,

                                                      v_Auth_Params.NH);

          // Derive NH and store in v_Auth_Params.KGNB

        }

        v_Auth_Params.NCC := (v_Auth_Params.NCC + 1) mod 4;

      }

      v_Auth_Params.KGNB := f_NR_Authentication_A11(v_Auth_Params.KDF,

                                                    v_Auth_Params.KGNB,

                                                    v_Auth_Params.NH,

                                                    p_TargetPhysicalCellIdentity,

                                                    p_ARFCN_DL,

                                                    true);

      //Derive KGNB* which will be KGNB from NH stored in v_Auth_Params.KGNB

}
……

}


After Change

	  function f_NR_InitAS_KeyChaining_KeyRefresh(PhysCellId p_TargetPhysicalCellIdentity,

                                                 ARFCN_ValueNR p_ARFCN_DL,

                                                 NR_SecurityParams_Type p_Auth_Params,

                                                 NextHopChainingCount p_NCC) return NR_SecurityParams_Type

  {

    var NR_SecurityParams_Type v_Auth_Params := p_Auth_Params;

    //KS R5sxxx change_reestablish

    var NextHopChainingCount  v_NCC := v_Auth_Params.NCC;
    // initialise to  received as parameter

    if (v_Auth_Params.NCC == p_NCC) {  // Refresh of KgNB; Horizontal key derivation

      v_Auth_Params.KGNB := f_NR_Authentication_A11(v_Auth_Params.KDF,

                                                    v_Auth_Params.KGNB,

                                                    v_Auth_Params.NH,

                                                    p_TargetPhysicalCellIdentity,

                                                    p_ARFCN_DL);

    }

    else {  //Chaining of KgNB; Vertical Key derivation

      while (v_NCC != p_NCC)  {//KS R5sxxx change_reestablish

        if (v_Auth_Params.NCC != 0) { // NH for NCC =1 is already derived in initial AS Key derivation

          v_Auth_Params.NH := f_NR_Authentication_A10(v_Auth_Params.KDF,

                                                      v_Auth_Params.KAMF,

                                                      v_Auth_Params.NH);

          // Derive NH and store in v_Auth_Params.KGNB

        }

        v_Auth_Params.NCC := (v_Auth_Params.NCC + 1) mod 4;

        v_NCC := v_NCC + 1;//KS R5sxxx change_reestablish

      }
……

}


<Indicate the exact TTCN changes performed >

2.3 Change 3
	Function name
	f_NR_SS_AS_ActivateSecurity_Current

	Reason for change
	Same as change 1.2

	Summary of change
	Add input parameter to indicate whether re-establish is ongoing

	TTCN module
	NR_SecuritySteps

	MCC160 Comment
	Accepted


Before Change

	function f_NR_SS_AS_ActivateSecurity_Current(NR_CellId_Type p_CellId,

                                               NextHopChainingCount p_NCC := tsc_NR_38508_NextHopChainingCount,

                                               template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now

                                               ) runs on NR_BASE_PTC

  {

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    // refresh security keys

    v_RRC_SecurityParams := f_NR_InitAS_KeyChaining_KeyRefresh(f_NR_CellInfo_GetPhysicalCellId(p_CellId),

                                                               f_NR_CellInfo_GetFrequencySSB(p_CellId),

                                                               v_RRC_SecurityParams,

                                                               p_NCC);

    // reset the PDCP sequence numbers for ciphering

    v_RRC_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_CellId, false);

    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                          v_RRC_SecurityParams.AS_Integrity,

                                          v_RRC_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

    f_NR_Security_Set(v_RRC_SecurityParams);

  }


After Change

	  function f_NR_SS_AS_ActivateSecurity_Current(NR_CellId_Type p_CellId,

                                               NextHopChainingCount p_NCC := tsc_NR_38508_NextHopChainingCount,

                                               template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                               boolean p_Reest :=false //KS R5sxxx change_reestablish

                                               ) runs on NR_BASE_PTC

  {

    var NR_SecurityParams_Type v_RRC_SecurityParams := f_NR_Security_Get();

    // refresh security keys

    v_RRC_SecurityParams := f_NR_InitAS_KeyChaining_KeyRefresh(f_NR_CellInfo_GetPhysicalCellId(p_CellId),

                                                               f_NR_CellInfo_GetFrequencySSB(p_CellId),

                                                               v_RRC_SecurityParams,

                                                               p_NCC);

    // reset the PDCP sequence numbers for ciphering

    v_RRC_SecurityParams.AS_Ciphering.ActTimeList := f_NR_RRC_CipherActTime_GetCurrent(p_CellId, false, p_Reest);//KS R5sxxx change_reestablish

    f_NR_SS_RRC_EnableIntProt_CiphULandDL(p_CellId,

                                          v_RRC_SecurityParams.AS_Integrity,

                                          v_RRC_SecurityParams.AS_Ciphering,

                                          p_TimingInfo);

    f_NR_Security_Set(v_RRC_SecurityParams);

  }


2.4 Change 4
	Function name
	f_NR_RRC_CipherActTime_GetCurrent

	Reason for change
	Same change 1.2

	Summary of change
	For re-establish case, increase the DL SQN , so that security is started after sending 
rrcReestablishment

	TTCN module
	NR_SecuritySteps

	MCC160 Comment
	Accepted


Before Change

	function f_NR_RRC_CipherActTime_GetCurrent(NR_CellId_Type p_CellId, boolean p_IncrSRB1) runs on NR_BASE_PTC return NR_SecurityActTimeList_Type

  {

    var NR_PdcpCountInfoList_Type v_PdcpCountInfoList;

    var NR_PdcpCountInfo_Type v_PdcpCountInfo;

    var NR_PDCP_ActTime_Type v_PDCP_ActTimeUL;

    var NR_PDCP_ActTime_Type v_PDCP_ActTimeDL;

    var NR_RadioBearerId_Type v_RadioBearerId;

    var NR_SecurityActTime_Type v_SecurityActTime;

    var integer I;

    var NR_SecurityActTimeList_Type v_SecurityActTimeList;

    v_PdcpCountInfoList := f_NR_SS_PdcpCount_Get(p_CellId);

    for (I:=0; I < lengthof(v_PdcpCountInfoList); I:=I+1) {

      v_PdcpCountInfo := v_PdcpCountInfoList[I];

      if ((not ispresent(v_PdcpCountInfo.UL)) or (not ispresent(v_PdcpCountInfo.DL))) {

        FatalError(__FILE__, __LINE__, "missing PdcpCountInfo for UL or DL");

      }

      v_RadioBearerId := v_PdcpCountInfo.RadioBearerId;

      // Convert PdcpCount to integer value (UL an DL)

      v_PDCP_ActTimeUL.SQN := f_NR_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.UL);

      v_PDCP_ActTimeDL.SQN := f_NR_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.DL);

      // increment SQN for SRB1 (UL and DL)

      if (p_IncrSRB1 and (ischosen(v_RadioBearerId.Srb) and (v_RadioBearerId.Srb == tsc_SRB1))) { // @sic R5s190214 sic@

        v_PDCP_ActTimeUL.SQN := f_NR_SQN_Increment(v_PDCP_ActTimeUL.SQN);

        v_PDCP_ActTimeDL.SQN := f_NR_SQN_Increment(v_PDCP_ActTimeDL.SQN);

      }

      // set activation time

      v_SecurityActTime.RadioBearerId := v_RadioBearerId;

      v_SecurityActTime.UL := v_PDCP_ActTimeUL;

      v_SecurityActTime.DL := v_PDCP_ActTimeDL;

      v_SecurityActTimeList[I] := v_SecurityActTime;

    }

    return v_SecurityActTimeList;

  }


After Change

	function f_NR_RRC_CipherActTime_GetCurrent(NR_CellId_Type p_CellId, boolean p_IncrSRB1,

                                            //KS R5sxxx change_Re-establishment

                                             boolean p_Reest:=false) runs on NR_BASE_PTC return NR_SecurityActTimeList_Type

  {

    var NR_PdcpCountInfoList_Type v_PdcpCountInfoList;

    var NR_PdcpCountInfo_Type v_PdcpCountInfo;

    var NR_PDCP_ActTime_Type v_PDCP_ActTimeUL;

    var NR_PDCP_ActTime_Type v_PDCP_ActTimeDL;

    var NR_RadioBearerId_Type v_RadioBearerId;

    var NR_SecurityActTime_Type v_SecurityActTime;

    var integer I;

    var NR_SecurityActTimeList_Type v_SecurityActTimeList;

    v_PdcpCountInfoList := f_NR_SS_PdcpCount_Get(p_CellId);

    for (I:=0; I < lengthof(v_PdcpCountInfoList); I:=I+1) {

      v_PdcpCountInfo := v_PdcpCountInfoList[I];

      if ((not ispresent(v_PdcpCountInfo.UL)) or (not ispresent(v_PdcpCountInfo.DL))) {

        FatalError(__FILE__, __LINE__, "missing PdcpCountInfo for UL or DL");

      }

      v_RadioBearerId := v_PdcpCountInfo.RadioBearerId;

      // Convert PdcpCount to integer value (UL an DL)

      v_PDCP_ActTimeUL.SQN := f_NR_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.UL);

      v_PDCP_ActTimeDL.SQN := f_NR_SQN_ConvertFromPdcpCount(v_PdcpCountInfo.DL);

      // increment SQN for SRB1 (UL and DL)

      if (p_IncrSRB1 and (ischosen(v_RadioBearerId.Srb) and (v_RadioBearerId.Srb == tsc_SRB1))) { // @sic R5s190214 sic@

        v_PDCP_ActTimeUL.SQN := f_NR_SQN_Increment(v_PDCP_ActTimeUL.SQN);

        v_PDCP_ActTimeDL.SQN := f_NR_SQN_Increment(v_PDCP_ActTimeDL.SQN);

      }

      //KS R5sxxx change_Re-establishment

      // increment SQN for Re-establishment (DL)

      if ((p_Reest) and (ischosen(v_RadioBearerId.Srb) and (v_RadioBearerId.Srb == tsc_SRB1))) {

        v_PDCP_ActTimeDL.SQN := f_NR_SQN_Increment(v_PDCP_ActTimeDL.SQN);

      }
      // set activation time

      v_SecurityActTime.RadioBearerId := v_RadioBearerId;

      v_SecurityActTime.UL := v_PDCP_ActTimeUL;

      v_SecurityActTime.DL := v_PDCP_ActTimeDL;

      v_SecurityActTimeList[I] := v_SecurityActTime;

    }

    return v_SecurityActTimeList;

  }


3 Execution Log Files 

3.1 HiSilicon Balong 5000

The HiSilicon Balong 5000  5G UE passed this test case on Keysight S8704A Protocol Conformance Toolset. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test case execution log file:

TC_8_1_4_1_6_LOG.html

In the log file (in .html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

· PICS/PIXIT parameter file:
TC_8_1_4_1_6_PIXIT.xml
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