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1 Overview

This document lists all the changes needed to correct issues in the ATS iwd-TTCN3-B2019-06_D20wk25 related to the title of this CR.

Contact:
Shaun Harry

shaun.harry@keysight.com
2 Corrections required
2.1 Change 1
	Function name
	fl_TC_9_1_2_1_Body

	Reason for change
	1. UE has no valid security context due to the REGISTRATION REJECT in the preamble, so the UL messages at Step 2-2C and Step 4 will not be protected.

2. Following the failed security mode procedure step 3-4 thus the 2nd  security procedure at Step 7 should not use “initial secure”

	Summary of change
	1. Used tsc_SHT_NoSecurityProtection in place of tsc_SHT_IntegrityProtected.
2. At Step 7 and Step 8 used Initial_NoSecurity instead of Initial_Secure.

	TTCN module
	SecurityMode_NR5GC.ttcn

	MCC160 Comment
	Accepted


Before Change:

	function fl_TC_9_1_2_1_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var boolean v_Result;

    var NasCount_Type v_NasCountUL;

    var template (omit) EAP_Message v_EAP;

    var template (omit) ABBA v_ABBA;

    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (v_NGC_NASCellA);

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);

    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);

    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(v_PLMN, {bit2oct(v_TAC)});

    var NG_UE_SecurityCapability v_ChangedCap;

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Steps 2-2C" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?); // @sic R5-198939, R5s200055 sic@

    //@siclog "Step 2C" siclog@

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) { // @sic R5-202656 sic@

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 2C");

    }

    //@siclog "Step "2D - 2E" siclog@

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN); // @sic R5-198939, R5-202656 sic@

    } else {

      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN); // @sic R5-198939, R5-202656 sic@

    }

    v_SecurityParams := f_NR5GC_Security_Get();

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    } else {

      v_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)));

      v_ABBA := cs_ABBA(v_SecurityParams.ABBA);

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               false,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    v_ChangedCap := fl_InvalidateReplayedSecurityCapabilities(v_MsgToSend.security_Mode_Command.ueSecurityCapability);

    v_MsgToSend.security_Mode_Command.ueSecurityCapability := v_ChangedCap;

    //@siclog "Step 3" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 4" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp; // @sic R5s200055 sic@

    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00010111'B)))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");

    } else {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    }

    //@siclog "Step 5" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_SUCI))));

    //@siclog "Step 6" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        tsc_NR_RbId_SRB1,

                                        cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection,   // @sic R5-202656 sic@

                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cr_NG_MobileIdentitySUCI(?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits))) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    } else {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 6");

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* @sic R5s190205 sic@ */

    //@siclog "Step 7" siclog@

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               true,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 8" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_Secure, true); // @sic R5s190435, R5s200055 sic@

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");

    }

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    // Store GMM Mobility Info now

    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo); // @sic R5s190388 sic@

    //@siclog "Step 9a1 - 9Aa1" siclog@

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, v_NasCountUL); // Use NasCount returned from NAS S.M. Complete

    //@siclog "Step 9Ba1 - 9Ca1" siclog@

    f_NR_Capability(v_NGC_NASCellA);

    //@siclog "Step 9Da1" siclog@

    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,

                                                   v_GUTIToSend,

                                                   v_TAIList,

                                                   -,-,-,-,-,

                                                   v_GMM_MobilityInfo.SessionStatus //@sic R5-198509 sic@

                                                   );

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog Steps 9Ea1 - 9Ja1 siclog@

    f_NR5GC_RRC_Idle_Steps15_20 (v_NGC_NASCellA, TESTMode_OFF, noRrcConnectionRelease);  // @sic R5s190435 sic@

    //@siclog "Step 10" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB2, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_IMEI))));

    //@siclog "Step 11" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        tsc_NR_RbId_SRB2,

                                        cr_NG_NAS_Ind((tsc_SHT_IntegrityProtected, tsc_SHT_IntegrityProtected_Ciphered),

                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cr_NG_MobileIdentity_TypeOfId(?, ?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits, tsc_IdType_NG_IMEI))) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 11");

    } else {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 11");

    }

  }


After Change:

	function fl_TC_9_1_2_1_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (v_NGC_NASCellA);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var NG_NAS_SecurityParams_Type v_SecurityParams;

    var boolean v_Result;

    var NasCount_Type v_NasCountUL;

    var template (omit) EAP_Message v_EAP;

    var template (omit) ABBA v_ABBA;

    var TrackingAreaCode v_TAC := f_NR_CellInfo_GetTAC (v_NGC_NASCellA);

    var NG_NAS_GutiParameters_Type v_GutiParams := f_NR5GC_CellInfo_GetGutiParameters (v_NGC_NASCellA);

    var template (value) NG_MobileIdentity v_GUTIToSend := f_NG_GutiParameters2MobileIdentity (v_PLMN, v_GutiParams);

    var template (value) NG_TrackingAreaIdList v_TAIList := cs_NG_TAIListNonConsecutive(v_PLMN, {bit2oct(v_TAC)});

    var NG_UE_SecurityCapability v_ChangedCap;

    //@siclog "Step 1" siclog@

    f_UT_SwitchOnUE(UT);

    //@siclog "Steps 2-2C" siclog@

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (v_NGC_NASCellA, tsc_NR_RRC_TI_Def, ?, tsc_SHT_NoSecurityProtection);  // @sic R5-198939, R5s200055 sic@

    //@siclog "Step 2C" siclog@

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, Initial_NoSecurity)) { // @sic R5-202656 sic@

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 2C");

    }

    //@siclog "Step "2D - 2E" siclog@

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {

      f_NR_Authentication5G_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN); // @sic R5-198939, R5-202656 sic@

    } else {

      f_NR_AuthenticationEAP_AKA(v_NGC_NASCellA, tsc_SHT_NoSecurityProtection, tsc_SHT_NoSecurityProtection, v_PLMN); // @sic R5-198939, R5-202656 sic@

    }

    v_SecurityParams := f_NR5GC_Security_Get();

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    } else {

      v_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)));

      v_ABBA := cs_ABBA(v_SecurityParams.ABBA);

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_Secure,

                                               v_GMM_MobilityInfo,

                                               false,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    v_ChangedCap := fl_InvalidateReplayedSecurityCapabilities(v_MsgToSend.security_Mode_Command.ueSecurityCapability);

    v_MsgToSend.security_Mode_Command.ueSecurityCapability := v_ChangedCap;

    //@siclog "Step 3" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 4" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection))) -> value v_ReceivedAsp; // @sic R5s200055 sic@

    if (not match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_SECURITY_MODE_REJECT(cr_GMM_GSM_Cause(omit, '00010111'B)))) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 4");

    } else {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 4");

    }

    //@siclog "Step 5" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_SUCI))));

    //@siclog "Step 6" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        tsc_NR_RbId_SRB1,

                                        cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection,   // @sic R5-202656 sic@

                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cr_NG_MobileIdentitySUCI(?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits))) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 6");

    } else {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 6");

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, true); /* @sic R5s190205 sic@ */

    //@siclog "Step 7" siclog@

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(v_SecurityParams,

                                               Initial_NoSecurity,

                                               v_GMM_MobilityInfo,

                                               true,

                                               omit,

                                               v_EAP,

                                               v_ABBA);

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    //@siclog "Step 8" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity, true); // @sic R5s190435, R5s200055 sic@

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");

    }

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    // Store GMM Mobility Info now

    f_NR5GC_MobileInfo_SetGMM_MobilityInfo(v_GMM_MobilityInfo); // @sic R5s190388 sic@

    //@siclog "Step 9a1 - 9Aa1" siclog@

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, v_NasCountUL); // Use NasCount returned from NAS S.M. Complete

    //@siclog "Step 9Ba1 - 9Ca1" siclog@

    f_NR_Capability(v_NGC_NASCellA);

    //@siclog "Step 9Da1" siclog@

    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,

                                                   v_GUTIToSend,

                                                   v_TAIList,

                                                   -,-,-,-,-,

                                                   v_GMM_MobilityInfo.SessionStatus //@sic R5-198509 sic@

                                                   );

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog Steps 9Ea1 - 9Ja1 siclog@

    f_NR5GC_RRC_Idle_Steps15_20 (v_NGC_NASCellA, TESTMode_OFF, noRrcConnectionRelease);  // @sic R5s190435 sic@

    //@siclog "Step 10" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB2, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_IMEI))));

    //@siclog "Step 11" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        tsc_NR_RbId_SRB2,

                                        cr_NG_NAS_Ind((tsc_SHT_IntegrityProtected, tsc_SHT_IntegrityProtected_Ciphered),

                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cr_NG_MobileIdentity_TypeOfId(?, ?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits, tsc_IdType_NG_IMEI))) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 11");

    } else {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 11");

    }

  }

  


