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1 Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 6.4.3.1 which is part of the NR5GC_IRAT_IWD_20wk11 test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Ting Gao

gaoting@starpointcomm.com
1.1 Verification Test Summary

Test Case: 
6.4.3.1
ATS Version:
iwd-TTCN3-B2019-06_D20wk11
System Simulator used:
Starpoint SP9500 Test system
UE used:
HiSilicon Balong 5000
Verification Status:
PASS
2 Corrections required
2.1 Change 1
	Function name
	fl_TC_6_4_3_1_NR5GC_EUTRA_TestBody()

	Reason for change
	1、 In ttcn, the first and second p_Index should be 0 and 1.

2、 The selected EPS security algorithms should be provided to the UE prior to 5GC->EPC. These will not be sent during preamble because UE S1 support is not known at the time of the 1st security mode procedure. According to  24.501 5.4.2.1, the NW can initiate a security mode procedure in order to provide the selected EPS NAS security algorithms to the UE.

	Summary of change
	1、 Change index from 1,2 to 0,1;

2、 Change  Preamble state from STATE_INACTIVE_2A to STATE_CONNECTED_3A

	TTCN module
	Inactive_CellReSelection_NR5GC_NR.ttcn

	MCC160 Comment
	1. Accepted 
2. Rejected as alternative solution implemented as per R5-202564


Before change

    function f_TC_6_4_3_1_NR5GC() runs on NR5GC_PTC

  { // Inter-RAT cell reselection From NR RRC_INACTIVE to E-UTRA RRC_IDLE (lower priority & higher priority, Srxlev based)

    f_NR5GC_IRAT_Init(NR_6);  // System information combination NR-6 as defined in TS 38.508-1 Table 4.4.3.1.2-1 is used in NR cell

    f_EUTRA_NR_SendSysinfoCoOrd(EUTRA, f_NR5GC_IRAT_ListOfFrequencies());    // sends Freq. Info to the other RAT

    // Table 6.4.3.1.3.3-1: SIB2 of NR Cell 1

    f_NR_CellInfo_SetSIB2_ThreshServingLowP(nr_Cell1, 10);

    f_NR_CellInfo_SetSIB2_CellReselectionPriority(nr_Cell1, 5);

    // Table 6.4.3.1.3.3-2: SIB5 of NR Cell 1

    f_NR5GC_CellInfo_SetSIB5_cellReselectionPriority(nr_Cell1, 1, 6);

    f_NR5GC_CellInfo_SetSIB5_cellReselectionPriority(nr_Cell1, 2, 4);

    //Create and configure cell

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR5GC_IRAT_PreambleEUTRA_NR (nr_Cell1, STATE_INACTIVE_2A);

    f_NR_TestBody_Set(true);

    fl_TC_6_4_3_1_TestBody();

    f_NR_TestBody_Set(false);

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Postamble");

    // UE now on EUTRA

    f_NR_ReleaseAllCells();

  }
After change

  function f_TC_6_4_3_1_NR5GC() runs on NR5GC_PTC

  { // Inter-RAT cell reselection From NR RRC_INACTIVE to E-UTRA RRC_IDLE (lower priority & higher priority, Srxlev based)

    f_NR5GC_IRAT_Init(NR_6);  // System information combination NR-6 as defined in TS 38.508-1 Table 4.4.3.1.2-1 is used in NR cell

    f_EUTRA_NR_SendSysinfoCoOrd(EUTRA, f_NR5GC_IRAT_ListOfFrequencies());    // sends Freq. Info to the other RAT

    // Table 6.4.3.1.3.3-1: SIB2 of NR Cell 1

    f_NR_CellInfo_SetSIB2_ThreshServingLowP(nr_Cell1, 10);

    f_NR_CellInfo_SetSIB2_CellReselectionPriority(nr_Cell1, 5);

    // Table 6.4.3.1.3.3-2: SIB5 of NR Cell 1

    f_NR5GC_CellInfo_SetSIB5_cellReselectionPriority(nr_Cell1, 0, 6);

    f_NR5GC_CellInfo_SetSIB5_cellReselectionPriority(nr_Cell1, 1, 4);

    //Create and configure cell

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR5GC_IRAT_PreambleEUTRA_NR (nr_Cell1, STATE_CONNECTED_3A);

    f_NR_TestBody_Set(true);

    fl_TC_6_4_3_1_TestBody();

    f_NR_TestBody_Set(false);

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Postamble");

    // UE now on EUTRA

    f_NR_ReleaseAllCells();

  }
2.2 Change 2
	Function name
	fl_TC_6_4_3_1_NR5GC()

	Reason for change
	1、 The selected EPS security algorithms should be provided to the UE prior to 5GC->EPC. These will not be sent during preamble because UE S1 support is not known at the time of the 1st security mode procedure.  24.501 5.4.2.1 states that the NW can initiate a security mode procedure in order to provide the selected EPS NAS security algorithms to the UE

2、 it is not FirstTimeS1ToN1

3、 Security parameter need to send in step7 as in EUTRA side is waiting : fl_TC_6_2_3_1_NR5GC_EUTRA_TestBody-> f_EUTRA38_TrackingAreaUpdateFromN1->  f_EUTRA38_TAUReqFromN1（）->v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR);    

	Summary of change
	1、 Add new steps 0 and 0A to perform an additional NAS security mode procedure to provide selected EPS algorithms to the UE,a prose will be submit in RAN5#87.
2、  Set  FirstTimeS1ToN1 to  false;

3、  Add  
f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);  and f_NR5GC_Send_AuthParametersToEUTRA ();

	TTCN module
	Idle_CellReSelection_NR5GC_NR.ttcn

	MCC160 Comment
	1. Accepted in principle but implemented in the preamble according to R5-202564
2. Accepted
3. Implemented differently, see R5s200564 change 1


Before change

 function fl_TC_6_4_3_1_TestBody() runs on NR5GC_PTC

  {

    var template(value) NR_RachProcedureConfig_Type v_NR_RachProcedure;

    // Send both authentication and NR sysinfo parameters to EUTRA that will be used throughout the test

    f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA);  // Rx context for Step4 from EUTRA

    v_NR_RachProcedure := f_NR_InitialiseRachProcedure(nr_Cell1); // @sic R5s191148 Ch. 3 sic@

    f_NR_SS_RachProcedureConfig(nr_Cell1, v_NR_RachProcedure);

    f_NR_SS_RRC_ReleaseSecurity(nr_Cell1);

    //@siclog "Step 4" siclog@

    // The SS changes NR Cell 1 SSS levels according to the row "T0" in table 6.4.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2); // FR2 FFS

    //@siclog "Step 5" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    //@siclog "Step 6" siclog@

    // Steps of the generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 are performed on NR Cell 1.

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1   );

    //@siclog "Step 7" siclog@

    // The SS transmits an RRCRelease message including suspendConfig with NR_RRC_INACTIVE condition.

    f_NR_RRC_InactiveDef(nr_Cell1);

    //@siclog "Step 8" siclog@

    // The SS changes NR Cell 1, E-UTRA Cell 12 and E-UTRA Cell 13 SSS level according to the row "T2" in table 6.4.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -98, -98);

  } // fl_TC_6_4_3_1_TestBody

} // end of Inactive_Cell
After change

function fl_TC_6_4_3_1_TestBody() runs on NR5GC_PTC

  {

    var template(value) NR_RachProcedureConfig_Type v_NR_RachProcedure;


var GMM_MobilityInfo_Type v_GMM_MobilityInfo := f_NR5GC_MobileInfo_GetGMM_MobilityInfo(); 

var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();                


 //@siclog "Step 0 - 0A" siclog@

    f_NR_NASSecurityModeProcedure(nr_Cell1, v_SecurityParams, Initial_Secure, v_GMM_MobilityInfo, omit,-,-,-,tsc_NR_RbId_SRB2); 

f_NR_RRC_InactiveDef(nr_Cell1, -, true);   

    // Send both authentication and NR sysinfo parameters to EUTRA that will be used throughout the test

    f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);   
    

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA);  // Rx context for Step4 from EUTRA

    v_NR_RachProcedure := f_NR_InitialiseRachProcedure(nr_Cell1); // @sic R5s191148 Ch. 3 sic@

    f_NR_SS_RachProcedureConfig(nr_Cell1, v_NR_RachProcedure);

    f_NR_SS_RRC_ReleaseSecurity(nr_Cell1);

    //@siclog "Step 4" siclog@

    // The SS changes NR Cell 1 SSS levels according to the row "T0" in table 6.4.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2); // FR2 FFS

    //@siclog "Step 5" siclog@

    // Wait for 1 second to allow UE to recognise the change.

    f_Delay(1.0);

    //@siclog "Step 6" siclog@

    // Steps of the generic test procedure in TS 38.508-1 Table 4.9.9.2.2-1 are performed on NR Cell 1.

    f_NR5GC_IRAT_S1ToN1_IdleMode(nr_Cell1,-,false); 

    //@siclog "Step 7" siclog@

    // The SS transmits an RRCRelease message including suspendConfig with NR_RRC_INACTIVE condition.

    f_NR_RRC_InactiveDef(nr_Cell1);

    //@siclog "Step 8" siclog@

    // The SS changes NR Cell 1, E-UTRA Cell 12 and E-UTRA Cell 13 SSS level according to the row "T2" in table 6.4.3.1.3.2-1/2.

    f_NR_SetCellPower (nr_Cell1, -98, -98);


//@siclog "Step 11" siclog@


f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA);   


f_NR5GC_Send_AuthParametersToEUTRA ();    

  } // fl_TC_6_4_3_1_TestBody

} // end of Inactive_CellReSelection_NR5GC_NR

2.3 Change 3
	Function name
	f_NR_NASSecurityModeProcedure()

	Reason for change
	For change 2.1, SRB2  is already  setup up which should be used for NAS message

	Summary of change
	Pass in SRB parameters  in  f_NR_NASSecurityModeProcedure()

	TTCN module
	Idle_CellReSelection_NR5GC_NR.ttcn

	MCC160 Comment
	Accepted and implemented under R5s200509


Before change

 function f_NR_NASSecurityModeProcedure(NR_CellId_Type p_CellId,

                                         NG_NAS_SecurityParams_Type p_SecurityParams,

                                         TypeOfRegistration_Type p_ConnectionType,

                                         GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                         template (omit) Null_Type p_NasCountReset := true,

                                         boolean p_IMEISVReq := false,

                                         template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                         template (omit) EAP_Message p_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success)))   )

    runs on NR5GC_PTC return template (value) NAS_SecurityReturnType

  {

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var boolean v_Result;

    var NasCount_Type v_NasCountUL;

    var NG_NAS_SecurityParams_Type v_SecurityParams := p_SecurityParams;

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1;
    var template (omit) EAP_Message v_EAP := p_EAP;

    var template (omit) ABBA v_ABBA := cs_ABBA(v_SecurityParams.ABBA);

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(p_SecurityParams,

                                               p_ConnectionType,

                                               p_GMM_MobilityInfo_Type,

                                               p_IMEISVReq,

                                               p_AddInfo,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, v_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE

    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, p_ConnectionType, p_IMEISVReq);

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");

    }

    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s190109 sic@

      return cs_NAS_SecurityReturnValue(v_NasCountUL, v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg);

    } else {

      return cs_NAS_SecurityReturnValue(v_NasCountUL, omit);

    }

  }
After change

 function f_NR_NASSecurityModeProcedure(NR_CellId_Type p_CellId,

                                         NG_NAS_SecurityParams_Type p_SecurityParams,

                                         TypeOfRegistration_Type p_ConnectionType,

                                         GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                         template (omit) Null_Type p_NasCountReset := true,

                                         boolean p_IMEISVReq := false,

                                         template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                         template (omit) EAP_Message p_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))),











 NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1)  

    runs on NR5GC_PTC return template (value) NAS_SecurityReturnType

  {

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var boolean v_Result;

    var NasCount_Type v_NasCountUL;

    var NG_NAS_SecurityParams_Type v_SecurityParams := p_SecurityParams;

    var template (omit) EAP_Message v_EAP := p_EAP;

    var template (omit) ABBA v_ABBA := cs_ABBA(v_SecurityParams.ABBA);

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(p_SecurityParams,

                                               p_ConnectionType,

                                               p_GMM_MobilityInfo_Type,

                                               p_IMEISVReq,

                                               p_AddInfo,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, v_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE

    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, p_ConnectionType, p_IMEISVReq);

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");

    }

    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s190109 sic@

      return cs_NAS_SecurityReturnValue(v_NasCountUL, v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg);

    } else {

      return cs_NAS_SecurityReturnValue(v_NasCountUL, omit);

    }

  }
3 Branches executed

4 Execution Log Files

4.1 Hisilicon Balong 5000
The Hisilicon Balong 5000 passed this test case on Starpoint SP9500 Test System. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file: 
\ TC_6_4_3_1_NR5GC_PASS.spm
· PIXCIT settings used:

\ TC_6_4_3_1_NR5GC.sppar

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
5 References

	[1]
	R5s200567:  Supporting information for agreement of NR5GC IRAT test case 6.4.3.1 in FR1



