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	Reason for change:
	In the current TTCN implementation, the function f_ExtendedEAPAKA_PRF returns 1024 bits.

This causes problem in function f_NG_EAP_AuthenticationInit, where following is called:

v_MK := f_ExtendedEAPAKA_PRF (v_K, char2oct (v_S));
    v_Auth_Params.MK := v_MK;
    // As per 33.501 clause 6.1.3.1
    // KAUSF is EMSK in RFC 5448 cl. 3.3
    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);

It is not possible to get a value for v_Auth_Params.KAUSF if the v_MK is 1024. 

This needs to be corrected.

	
	

	Summary of change:
	Instead of returning 1024 bits, the function f_ExtendedEAPAKA_PRF should return 1152+256 = 1408 bits.

	
	

	Consequences if not approved:
	A conformant UE will fail the testcase
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1.1 f_ExtendedEAPAKA_PRF 
	Function name
	f_ExtendedEAPAKA_PRF

	Reason for change
	In the current TTCN implementation, the function f_ExtendedEAPAKA_PRF returns 1024 bits.

This causes problem in function f_NG_EAP_AuthenticationInit, where following is called:

v_MK := f_ExtendedEAPAKA_PRF (v_K, char2oct (v_S));
    v_Auth_Params.MK := v_MK;
    // As per 33.501 clause 6.1.3.1
    // KAUSF is EMSK in RFC 5448 cl. 3.3
    v_Auth_Params.KAUSF := substr (v_MK, 1152, 256);

It is not possible to get a value for v_Auth_Params.KAUSF if the v_MK is 1024. 

This needs to be corrected.


	Summary of change
	Instead of returning 1024 bits, the function f_ExtendedEAPAKA_PRF should return 1152+256 = 1408 bits.

	TTCN module
	EAP_TypeDefs.ttcn

	MCC160 Comment
	


Before Change:

	  function f_ExtendedEAPAKA_PRF(bitstring p_Key,
                                octetstring p_String,
                                integer p_NumberOfOutputBits := 1024) return bitstring
  { /* PRF' defined for extended EAP-AKA (EAP-AKA') as according to RFC 5448 clause 3.4.1 */
    var integer v_BlockSize := 256;  // HMAC-SHA-256 returns 256 bits
    var integer N := (p_NumberOfOutputBits + v_BlockSize - 1) / v_BlockSize;
    var octetstring v_String;
    var bitstring v_T_i := ''B;
    var bitstring v_MK := ''B;
    var integer i;
    for (i := 0; i < N; i := i + 1) {
      v_String := bit2oct(v_T_i) & p_String & int2oct(i+1, 1);
      v_T_i := f_HMAC_SHA_256(p_Key, v_String);
      v_MK := v_MK & v_T_i;
    }
    return substr(v_MK, 0, p_NumberOfOutputBits);
  }



After Change:

	  function f_ExtendedEAPAKA_PRF(bitstring p_Key,
                                octetstring p_String,
                                integer p_NumberOfOutputBits := 1408 /*WA#10_1_1_1 1024*/) return bitstring
  { /* PRF' defined for extended EAP-AKA (EAP-AKA') as according to RFC 5448 clause 3.4.1 */
    var integer v_BlockSize := 256;  // HMAC-SHA-256 returns 256 bits
    var integer N := (p_NumberOfOutputBits + v_BlockSize - 1) / v_BlockSize;
    var octetstring v_String;
    var bitstring v_T_i := ''B;
    var bitstring v_MK := ''B;
    var integer i;
    for (i := 0; i < N; i := i + 1) {
      v_String := bit2oct(v_T_i) & p_String & int2oct(i+1, 1);
      v_T_i := f_HMAC_SHA_256(p_Key, v_String);
      v_MK := v_MK & v_T_i;
    }
    return substr(v_MK, 0, p_NumberOfOutputBits);
  }


	


