Page 1



3GPP TSG-RAN5 Meeting #2020-TTCN email
R5s200509
Online, 16th Dec 2019,  - 31st Dec 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	38.523-3
	CR
	0823
	rev
	-
	Current version:
	15.7.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	


	

	Title:

	NR5GC FR1 : Addition of NR5GC IRAT test case 8.1.4.2.1.1

	
	

	Source to WG:
	Keysight Technologies UK

	Source to TSG:
	R5

	
	

	Work item code:
	5GS_NR_LTE-UEConTest
	
	Date:
	2020-03-20

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	To add NR5GC IRAT test case 8.1.4.2.1.1 to the 5G/NR5GC_IRAT ATS.

	
	

	Summary of change:
	This document lists all changes applied to NR5GC IRAT test case 8.1.4.2.1.1 required for approval. See detailed change description for further information

	
	

	Consequences if not approved:
	Test case will not be added to ATS

	
	

	Clauses affected:
	8.1.4.2.1.1

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


Table of Contents
2Table of Contents

1
Overview
3
1.1
Verification Test Summary
3
2
Corrections required
3
2.1
Change 1
3
2.2
Change 2
9
2.3
Change 3
11
2.4
Change 4
12
2.5
Change 5
17
2.6
Change 6
19
2.7
Change 7
23
3
Execution Log Files
24
3.1
HiSilicon Balong 5000
24
4
References
25



1 Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 8.1.4.2.1.1 which is part of the 5G NR5GC_IRAT test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Shaun Harry


Shaun.harry@keysight.com
1.1 Verification Test Summary 
Test Case: 
8.1.4.2.1.1
ATS Version:
iwd-TTCN3-B2019-06_D20wk11
System0 Simulator used:
Keysight 5G Protocol Conformance Toolset 

UE used:
HiSilicon Balong 5000
Verification Status:
PASS
2 Corrections required

2.1 Change 1
	Function name
	fl_TC_8_1_4_2_1_1_NR5GC_EUTRA_TestBody

	Reason for change
	1. On the NR side, the function f_NR5GC_Send_IRATParametersToEUTRA() is waiting for a trigger from EUTRA PTC between sewnding GUTI parameters and security paramters.

2. According to the latest 24.501 ( following CR C1-194753), UL and DL NAS counts should be maintained on 5G->LTE handover. In the current implementation the NAS counts received from NR are set on LTE side during f_EUTRA38_MappedContextFromN1_InitNAS() but is then overwritten with 0. 

3. Following the agreed prose CR R5-201215, the EPS Update Type in TRACKING AREA UPDATE REQUEST at step 6 will be either “TA updating” or “Combined TA/LA updating with IMSI attach” but the use of the function f_GetEPSTAUType() will expect either “TA updating” or “Combined TA/LA updating”
4. Expected KSI is currently harcoded as 1. Since the UE has a mapped security context the KSI will be the same as was used in NR.
5. The UE may not include lastVisitedTAI if it has not registered to EPC before
6. Type of security context will be “mapped security context” in case of handover


	Summary of change
	1. Add missing trigger to NR PTC

2. Remove resetting of NAS counts to 0
3.  Change expected Update Type in TAU REQUEST
4. Change expected KSI in TAU REQUEST

5. Add “ifpresent” to expected lastVisitedTAI in TAU REQUEST
6. Expect “mapped security context” in TAU REQUEST (see change 3)


	TTCN module
	IRAT_Handover_NR5GC_EUTRA

	MCC160 Comment
	


Before Change

	  function fl_TC_8_1_4_2_1_1_NR5GC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti;

    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;

    var template (value) MobileIdentity v_MappedGUTI;

    var SRB_COMMON_IND v_ReceivedMsg;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);

    var TrackingAreaCode v_Tac := f_EUTRA_CellInfo_GetTAC(eutra_Cell1);

    var template (present) TrackingAreaId v_TAI := cr_TAI(v_PLMN, bit2oct(v_Tac));

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (NORMAL);

    var EUTRA_SecurityParams_Type v_Auth_Params := f_EUTRA_Security_Get();

    var octetstring v_HOCmd := f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(f_EUTRA_CellInfo_GetFrequencyIEs(eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetDL_ChBandwidth (eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetUL_ChBandwidth (eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetPhyCellId(eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetRootSequenceIndex (eutra_Cell1));

    v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR);

    v_MappedGUTI := f_EUTRA38_NR_Convert5G_CoOrdToEPS_GUTI (v_CoOrd_Guti, omit);

    // Configure C-RNTI based contention resolution in target cell

    f_EUTRA_SS_ConfigRachProcedure(eutra_Cell1, tsc_C_RNTI_Def2, cs_RachProcedureConfig_CRNTI_Dedicated(f_EUTRA_CellInfo_GetRAR_TA(eutra_Cell1),

                                                                                                        f_EUTRA_CellInfo_GetDL_ChBandwidth(eutra_Cell1))); // @sic R5-123712 sic@

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    // activate RRC security at SS target cell for SRB 1, 2 and 1 AM DRB

    v_Auth_Params := f_EUTRA38_MappedContextFromN1_InitNAS(eutra_Cell1, v_SecurityRx, true);

    v_Auth_Params.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO(eutra_Cell1, tsc_DrbList_Def);

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_Auth_Params.NAS_Integrity, v_Auth_Params.NAS_Ciphering);

    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, '00000000'O, omit);
    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL(eutra_Cell1,

                                             v_Auth_Params.AS_Integrity,

                                             v_Auth_Params.AS_Ciphering,

                                             cs_TimingInfo_Now);

    f_EUTRA_Security_Set(v_Auth_Params);

    //Configure UL grant configuration ("OnSR", periodic TA is NOT started) in target cell (cell 1)

    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_ULGrantAllocation_Def_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_UplinkTimeAlignment_Synch_None));

    // Send EUTRA HO command to NR

    f_EUTRA_NR_SendCoOrd(NR, cms_EUTRA_NR_OctetData (v_HOCmd, "HO Cmd"));

    // @siclog "Step 2" siclog@

    SRB.receive( car_SRB1_RrcPdu_IND( eutra_Cell1, cr_508_RRCConnectionReconfigurationComplete( tsc_RRC_TI_Def ) ) );

    /* SS automatically checks that UE transmit an RRCConnectionReconfigurationComplete using the indicated

       security key and the indicated security algorithms */

    f_EUTRA_PreliminaryPass( __FILE__, __LINE__, "Step 2" );

    //Configure UL grant configuration

    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_PUCCH_Synch_Config_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_UplinkTimeAlignment_Synch_Auto_Def)); // @sic R5s191111 sic@

    // @siclog "Step 3" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                      cr_TAU_Request_N1ToS1(f_GetEPSTAUType (NORMAL),
                                                                            '001'B,
                                                                            cr_DRXparameter_Any ('5C'O) ifpresent,

                                                                            v_AdditionalUpdateType,

                                                                            v_MappedGUTI,

                                                                            v_TAI,
                                                                            *))))-> value v_ReceivedMsg; // @sic R5-201215 sic@

    // @siclog "Step 4-5" siclog@

    f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq (eutra_Cell1,

                                                   tsc_RRC_TI_Def,

                                                   v_ReceivedMsg.Signalling.Nas[0],

                                                   -, noRrcConnectionRelease,

                                                   -, true);   // @sic R5s191111 change 9 sic@

  }


After Change

	   function fl_TC_8_1_4_2_1_1_NR5GC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA_NR_CoOrd_GUTI_Type v_CoOrd_Guti;

    var EUTRA_NR_CoOrd_Security_Type v_SecurityRx;

    var template (value) MobileIdentity v_MappedGUTI;

    var SRB_COMMON_IND v_ReceivedMsg;

    var GutiParameters_Type v_GutiParams := f_EUTRA_CellInfo_GetGuti(eutra_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId(v_GutiParams.PLMN_Identity);

    var TrackingAreaCode v_Tac := f_EUTRA_CellInfo_GetTAC(eutra_Cell1);

    var template (present) TrackingAreaId v_TAI := cr_TAI(v_PLMN, bit2oct(v_Tac));

    var template AdditionalUpdateType v_AdditionalUpdateType := f_GetAdditionalUpdateType (NORMAL);

    var EUTRA_SecurityParams_Type v_Auth_Params := f_EUTRA_Security_Get();

    var octetstring v_HOCmd := f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(f_EUTRA_CellInfo_GetFrequencyIEs(eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetDL_ChBandwidth (eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetUL_ChBandwidth (eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetPhyCellId(eutra_Cell1),

                                                                                 f_EUTRA_CellInfo_GetRootSequenceIndex (eutra_Cell1));

    v_CoOrd_Guti := f_EUTRA_NR_WaitForCoOrd_GutiParams(NR);

           f_EUTRA_NR_SendCoOrd(NR, cms_EUTRA_NR_Trigger);
    v_SecurityRx := f_EUTRA_NR_WaitForCoOrd_Security (NR);

    v_MappedGUTI := f_EUTRA38_NR_Convert5G_CoOrdToEPS_GUTI (v_CoOrd_Guti, omit);

    // Configure C-RNTI based contention resolution in target cell

    f_EUTRA_SS_ConfigRachProcedure(eutra_Cell1, tsc_C_RNTI_Def2, cs_RachProcedureConfig_CRNTI_Dedicated(f_EUTRA_CellInfo_GetRAR_TA(eutra_Cell1),

                                                                                                        f_EUTRA_CellInfo_GetDL_ChBandwidth(eutra_Cell1))); // @sic R5-123712 sic@

    f_EUTRA_CellInfo_SetC_RNTI ( eutra_Cell1, tsc_C_RNTI_Def2 );

    // activate RRC security at SS target cell for SRB 1, 2 and 1 AM DRB

    v_Auth_Params := f_EUTRA38_MappedContextFromN1_InitNAS(eutra_Cell1, v_SecurityRx, true);

    v_Auth_Params.AS_Ciphering.ActTimeList := f_EUTRA_RRC_CipherActTime_GetForHO(eutra_Cell1, tsc_DrbList_Def);

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_Auth_Params.NAS_Integrity, v_Auth_Params.NAS_Ciphering);

    //REMOVED f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, '00000000'O, omit); 
    f_EUTRA_SS_RRC_EnableIntProt_CiphULandDL(eutra_Cell1,

                                             v_Auth_Params.AS_Integrity,

                                             v_Auth_Params.AS_Ciphering,

                                             cs_TimingInfo_Now);

    f_EUTRA_Security_Set(v_Auth_Params);

    //Configure UL grant configuration ("OnSR", periodic TA is NOT started) in target cell (cell 1)

    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_ULGrantAllocation_Def_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_UplinkTimeAlignment_Synch_None));

    // Send EUTRA HO command to NR

    f_EUTRA_NR_SendCoOrd(NR, cms_EUTRA_NR_OctetData (v_HOCmd, "HO Cmd"));

    // @siclog "Step 2" siclog@

    SRB.receive( car_SRB1_RrcPdu_IND( eutra_Cell1, cr_508_RRCConnectionReconfigurationComplete( tsc_RRC_TI_Def ) ) );

    /* SS automatically checks that UE transmit an RRCConnectionReconfigurationComplete using the indicated

       security key and the indicated security algorithms */

    f_EUTRA_PreliminaryPass( __FILE__, __LINE__, "Step 2" );

    //Configure UL grant configuration

    f_EUTRA_SS_CommonCellConfig(eutra_Cell1, cas_PUCCH_Synch_Config_REQ(eutra_Cell1, cs_TimingInfo_Now, cs_UplinkTimeAlignment_Synch_Auto_Def)); // @sic R5s191111 sic@

    // @siclog "Step 3" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                      cr_TAU_Request_N1ToS1((tsc_EpsUpdate_TaUpdate, tsc_EpsUpdate_Combined_IMSIAttach),//KS R5sxxx change_814211_6c
                                                                            v_SecurityRx.KSI,
                                                                            cr_DRXparameter_Any ('5C'O) ifpresent,

                                                                            v_AdditionalUpdateType,

                                                                            v_MappedGUTI,

                                                                            v_TAI ifpresent,//KS R5sxxx change_814211_6e

                                                                            *, tsc_NasKsi_MappedSecurityContext))))-> value v_ReceivedMsg; // @sic R5-201215 sic@

    // @siclog "Step 4-5" siclog@

    f_EUTRA38_TrackingAreaUpdateFromN1_WithoutReq (eutra_Cell1,

                                                   tsc_RRC_TI_Def,

                                                   v_ReceivedMsg.Signalling.Nas[0],

                                                   -, noRrcConnectionRelease,

                                                   -, true);   // @sic R5s191111 change 9 sic@

  }


2.2 Change 2

	Function name
	f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA()

	Reason for change
	The EPS bearer ID in DrbToAddModList in the RRCConnectionReconfiguration for handover from 5G to EUTRA, should match the EPS bearer ID given in “mappedEPSContext” in PDU SESSION ESTABLISHMENT ACCEPT. This is set to 12 (0xC) in f_NG_NAS_GetPduSessionEstablishmentAccept() and the EPS bearer ID is constrained to be “DRB ID + 4” in cds_508_DRB_ToAddMod_Common. So DRB ID 8 should be used here.

	Summary of change
	Use DRB ID 8 instead of DRB ID 1 so that the EPS bearer ID matches the ID mapped at the UE

	TTCN module
	IRAT_Handover_NR5GC_EUTRA.ttcn

	MCC160 Comment
	


Before Change

	function f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(Frequency_IE_Type p_Frequency_IE,

                                                             Dl_Bandwidth_Type p_DL_ChBandwidth,

                                                             Ul_Bandwidth_Type p_UL_ChBandwidth,

                                                             integer p_PhysCellId,

                                                             integer p_RootSequenceIndex,

                                                             integer p_N := 1) return octetstring

  {

    var bitstring v_Bitstring;

    var ChannelBandwidthDependency_Type v_ChannelBandwidthDependency := f_EUTRA_BandDependentParam(p_DL_ChBandwidth,

                                                                                                   p_UL_ChBandwidth);

    var template (value) DRB_ToAddModList v_DRB_ToAddModList := { cs_508_DRB_ToAddMod_DEFAULT_AM(tsc_DRB1) }

    var template (omit) CarrierFreqEUTRA v_CarrierFreqEUTRA := omit;

    var template (omit) CarrierFreqEUTRA_v9e0 v_CarrierFreqEUTRA_v9e0 := omit;

    var template (value) RRCConnectionReconfiguration_v1310_IEs v_RRCConnectionReconfiguration_v1310_IEs := cs_RRCConnectionReconfiguration_v1310_IEs (cs_RRCConnectionReconfiguration_v1430_IEs (-,

                                                                                                                     cs_RRCConnectionReconfiguration_v1510_IEs (omit, -, -, -,

                                                                                                                       cs_RRCConnectionReconfiguration_v1530_IEs (cs_SecurityConfigHO_From5GToEPC()))));

    var template (value) RRCConnectionReconfiguration_v890_IEs v_RRCConnectionReconfiguration_v890_IEs := cs_RRCConnectionReconfiguration_v890_IEs(cs_RRCConnectionReconfiguration_v920_IEs(-, -,

                                                                                                                       cs_RRCConnectionReconfiguration_v1020_IEs (-, -,

                                                                                                                         cs_RRCConnectionReconfiguration_v1130_IEs (-,

                                                                                                                           cs_RRCConnectionReconfiguration_v1250_IEs (-, -, -, v_RRCConnectionReconfiguration_v1310_IEs)))));

                  ………………

  }


After Change

	function f_Encode_RRCConnectionReconfiguration_HO5GToEUTRA(Frequency_IE_Type p_Frequency_IE,

                                                             Dl_Bandwidth_Type p_DL_ChBandwidth,

                                                             Ul_Bandwidth_Type p_UL_ChBandwidth,

                                                             integer p_PhysCellId,

                                                             integer p_RootSequenceIndex,

                                                             integer p_N := 1) return octetstring

  {

    var bitstring v_Bitstring;

    var ChannelBandwidthDependency_Type v_ChannelBandwidthDependency := f_EUTRA_BandDependentParam(p_DL_ChBandwidth,

                                                                                                   p_UL_ChBandwidth);

    var template (value) DRB_ToAddModList v_DRB_ToAddModList := { cs_508_DRB_ToAddMod_DEFAULT_AM(tsc_DRB8) }

    var template (omit) CarrierFreqEUTRA v_CarrierFreqEUTRA := omit;

    var template (omit) CarrierFreqEUTRA_v9e0 v_CarrierFreqEUTRA_v9e0 := omit;

    var template (value) RRCConnectionReconfiguration_v1310_IEs v_RRCConnectionReconfiguration_v1310_IEs := cs_RRCConnectionReconfiguration_v1310_IEs (cs_RRCConnectionReconfiguration_v1430_IEs (-,

                                                                                                                     cs_RRCConnectionReconfiguration_v1510_IEs (omit, -, -, -,

                                                                                                                       cs_RRCConnectionReconfiguration_v1530_IEs (cs_SecurityConfigHO_From5GToEPC()))));

    var template (value) RRCConnectionReconfiguration_v890_IEs v_RRCConnectionReconfiguration_v890_IEs := cs_RRCConnectionReconfiguration_v890_IEs(cs_RRCConnectionReconfiguration_v920_IEs(-, -,

                                                                                                                       cs_RRCConnectionReconfiguration_v1020_IEs (-, -,

                                                                                                                         cs_RRCConnectionReconfiguration_v1130_IEs (-,

                                                                                                                           cs_RRCConnectionReconfiguration_v1250_IEs (-, -, -, v_RRCConnectionReconfiguration_v1310_IEs)))));

………………..

  }




2.3 Change 3

	Function name
	cr_TAU_Request_N1ToS1

	Reason for change
	1. For TAU REQUEST on N1 to S1 transition, type of security context can be “mapped security context” in case of handover
2. On N1->S1 transition the UE may include “non-current native NAS key set identifier” according to 24.301 8.2.29.2

	Summary of change
	1. Add extra paramter to select type of security context

2. Allow NonCurrentNativeKeySetID

	TTCN module
	EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


Before Change

	template (present) NAS_UL_Message_Type cr_TAU_Request_N1ToS1(template (present) EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                                template (present) NAS_KsiValue p_KsiValue,

                                                                template DRXparameter p_DRXparameter,

                                                                template AdditionalUpdateType p_AdditionalUpdateType,

                                                                template (present) MobileIdentity p_MobileId := cr_MobileIdAny,

                                                                template TrackingAreaId p_TAI := cr_TAI_Any ifpresent,

                                                                template MobileIdentity p_AdditionalGUTI := omit) :=

  {

    tRACKING_AREA_UPDATE_REQUEST := {

      securityHeaderType         := tsc_SHT_NoSecurityProtection,

      protocolDiscriminator      := tsc_PD_EMM,

      messageType                := tsc_MT_TauRequest,

      asmeNasKeySetId            := cr_NAS_KeySetIdentifier(p_KsiValue, tsc_NasKsi_NativeSecurityContext),

      epsUpdateType              := cr_EPS_UpdateType(tsc_EpsUpdate_NotActive, p_EpsUpdate_TypeValue),

      oldGuti                    := p_MobileId,

      nonCurrentNativeNasKeySetId  := omit,   /* @sic R5s100135 sic@ */
……………….

  };


After Change

	template (present) NAS_UL_Message_Type cr_TAU_Request_N1ToS1(template (present) EPS_UpdateTypeValue p_EpsUpdate_TypeValue,

                                                                template (present) NAS_KsiValue p_KsiValue,

                                                                template DRXparameter p_DRXparameter,

                                                                template AdditionalUpdateType p_AdditionalUpdateType,

                                                                template (present) MobileIdentity p_MobileId := cr_MobileIdAny,

                                                                template TrackingAreaId p_TAI := cr_TAI_Any ifpresent,

                                                                template MobileIdentity p_AdditionalGUTI := omit,

                                                                template (present) B1_Type p_Tsc := tsc_NasKsi_NativeSecurityContext)) :=

  {

    tRACKING_AREA_UPDATE_REQUEST := {

      securityHeaderType         := tsc_SHT_NoSecurityProtection,

      protocolDiscriminator      := tsc_PD_EMM,

      messageType                := tsc_MT_TauRequest,

      asmeNasKeySetId            := cr_NAS_KeySetIdentifier(p_KsiValue, p_Tsc),

      epsUpdateType              := cr_EPS_UpdateType(tsc_EpsUpdate_NotActive, p_EpsUpdate_TypeValue),

      oldGuti                    := p_MobileId,

      nonCurrentNativeNasKeySetId  := *,   /* @sic R5s100135 sic@ */
……………

  };


2.4 Change 4

	Function name
	f_EUTRA38_MappedContextFromN1_InitNAS()

	Reason for change
	According to A.4 of 33.401, initial NH is derived from  KeNB.

	Summary of change
	When NCC is 0, derive NH from KeNB.

	TTCN module
	EUTRA38_NR5GCProcedures.ttcn

	MCC160 Comment
	


Before Change

	function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var CellCarrierFreqEUTRA_Type v_CarrierFreq := f_EUTRA_CellInfo_GetEARFCN(p_CellId);

    var NasCount_Type v_NasCountForDerivation;

    var NasCount_Type v_NasCountUL;

    if (p_Handover) {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountDL;

    } else {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountUL; // According to 33.501 cl. 8.5.2 shall be the same value as in TAU Req

    }

    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,

                                                      v_NasCountForDerivation,

                                                      p_NR_Auth_Params.Key,

                                                      v_SecurityParams.KDF);

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;

    // Derives KNASint key

    //As per 33.401 clause 9.2.2.2

    v_NasCountUL := 'FFFFFFFF'O;

    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL);

    //Derive KenB

    if (p_Handover) {  // @sic R5s191111 sic@

      while (v_SecurityParams.NCC != 2)  {

        v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,

                                                             v_SecurityParams.KASME,

                                                             v_SecurityParams.NH);

        v_SecurityParams.NCC := (v_SecurityParams.NCC + 1) mod 4;

      }

      v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S13(v_SecurityParams.KDF,

                                                        v_SecurityParams.KENB,

                                                        v_SecurityParams.NH,

                                                        f_EUTRA_CellInfo_GetPhyCellId(p_CellId),

                                                        v_CarrierFreq.dl_CarrierFreq, true);

    //Derive KENB* which will be KENB from NH stored in v_SecurityParams.KENB

    }

    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                      v_SecurityParams.KENB,

                                                                      v_SecurityParams.KDF);

    // Now update the SS

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);

    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, p_NR_Auth_Params.NASCountDL, f_NasSecurity_IncrementCOUNT (p_NR_Auth_Params.NASCountUL)); // @sic R5w190307 sic@

    // @sic R5s191146 change 4.4.2 sic@

    return v_SecurityParams;

  }


After Change

	function f_EUTRA38_MappedContextFromN1_InitNAS(EUTRA_CellId_Type p_CellId,

                                               EUTRA_NR_CoOrd_Security_Type p_NR_Auth_Params,

                                               boolean p_Handover )  runs on EUTRA_PTC return EUTRA_SecurityParams_Type

  {

    var EUTRA_SecurityParams_Type v_SecurityParams := f_EUTRA_Security_Get();

    var CellCarrierFreqEUTRA_Type v_CarrierFreq := f_EUTRA_CellInfo_GetEARFCN(p_CellId);

    var NasCount_Type v_NasCountForDerivation;

    var NasCount_Type v_NasCountUL;

    if (p_Handover) {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountDL;

    } else {

      v_NasCountForDerivation := p_NR_Auth_Params.NASCountUL; // According to 33.501 cl. 8.5.2 shall be the same value as in TAU Req

    }

    v_SecurityParams.KASME := f_NG_Authentication_A14(p_Handover,

                                                      v_NasCountForDerivation,

                                                      p_NR_Auth_Params.Key,

                                                      v_SecurityParams.KDF);

    // Derives KNASenc key

    v_SecurityParams.NAS_Ciphering.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Enc_Alg,v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    // Derives KNASint key

    v_SecurityParams.NAS_Integrity.K_NAS := f_EUTRA_NB_Authentication_S15 (tsc_NAS_Int_Alg,v_SecurityParams.NAS_Integrity.Algorithm,

                                                                           v_SecurityParams.KASME,

                                                                           v_SecurityParams.KDF);

    v_SecurityParams.KSIsgsn := v_SecurityParams.AuthParams.KeySeq ;

    // Derives KNASint key

    //As per 33.401 clause 9.2.2.2

    v_NasCountUL := 'FFFFFFFF'O;

    v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S11 (v_SecurityParams.KDF, v_SecurityParams.KASME, v_NasCountUL);

    //Derive KenB

    if (p_Handover) {  // @sic R5s191111 sic@

      while (v_SecurityParams.NCC != 2)  {

if (v_SecurityParams.NCC == 0) { 



     v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,



                                                            v_SecurityParams.KASME,



                                                            v_SecurityParams.KENB); 



    }

     else {
        v_SecurityParams.NH := f_EUTRA_NB_Authentication_S12(v_SecurityParams.KDF,

                                                             v_SecurityParams.KASME,

                                                             v_SecurityParams.NH);

       }
        v_SecurityParams.NCC := (v_SecurityParams.NCC + 1) mod 4;

      }

      v_SecurityParams.KENB := f_EUTRA_NB_Authentication_S13(v_SecurityParams.KDF,

                                                        v_SecurityParams.KENB,

                                                        v_SecurityParams.NH,

                                                        f_EUTRA_CellInfo_GetPhyCellId(p_CellId),

                                                        v_CarrierFreq.dl_CarrierFreq, true);

    //Derive KENB* which will be KENB from NH stored in v_SecurityParams.KENB

    }

    v_SecurityParams.AS_Ciphering.KRRCenc := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Enc_Alg,

                                                                       f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Integrity.KRRCint := f_EUTRA_NB_Authentication_S15 (tsc_RRC_Int_Alg,

                                                                       fl_AS_IntegrityInfo_GetIntAlg(v_SecurityParams.AS_Integrity),

                                                                       v_SecurityParams.KENB,

                                                                       v_SecurityParams.KDF);

    // Derives KRRCenc key

    v_SecurityParams.AS_Ciphering.KUPenc := f_EUTRA_NB_Authentication_S15 (tsc_UP_Enc_Alg,

                                                                      f_EUTRA_NB_ConvertCiphAlg2Bitstring(v_SecurityParams.AS_Ciphering.Algorithm),

                                                                      v_SecurityParams.KENB,

                                                                      v_SecurityParams.KDF);

    // Now update the SS

    f_EUTRA_NB_SS_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering);

    f_EUTRA_NB_SS_NAS_CountSet(NASCTRL, p_NR_Auth_Params.NASCountDL, f_NasSecurity_IncrementCOUNT (p_NR_Auth_Params.NASCountUL)); // @sic R5w190307 sic@

    // @sic R5s191146 change 4.4.2 sic@

    return v_SecurityParams;

  }




2.5 Change 5

	Function name
	fl_TC_8_1_4_2_1_1_TestBody()

	Reason for change
	1. EUTRA PTC will not send “HO cmd” until it has received GUTI and security information

2. Security mode procedure at steps 0-0A should use SRB2, but function     f_NR_NASSecurityModeProcedure() currently always uses SRB1

	Summary of change
	1. Move wait for HO cmd to after function f_NR5GC_Send_IRATParametersToEUTRA() to match sequencing of EUTRA PTC implementation
2. Pass new paramter to    f_NR_NASSecurityModeProcedure() to select SRB2 (see change 6)

	TTCN module
	IRAT_Handover_NR5GC_NR.ttcn

	MCC160 Comment
	


Before Change

	function fl_TC_8_1_4_2_1_1_TestBody() runs on NR5GC_PTC

  {

    var octetstring v_EUTRA_HOCmd := f_EUTRA_NR_WaitForCoOrd_Data(EUTRA, "HO Cmd");

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo := f_NR5GC_MobileInfo_GetGMM_MobilityInfo(); // @sic R5-195328 sic@

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NasCountInfo_Type v_NASCountInfo;

    //@siclog "Step 0 - 0A" siclog@

    f_NR_NASSecurityModeProcedure(nr_Cell1, v_SecurityParams, Initial_Secure, v_GMM_MobilityInfo, omit); // @sic R5-2001215 sic@

    //@siclog "Step 1" siclog@

    // Send both authentication and NR sysinfo paramters to EUTRA ready for HO

    v_NASCountInfo := f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, -, cs_MobilityFromNRCommand (tsc_NR_RRC_TI_Def, v_EUTRA_HOCmd, substr(v_NASCountInfo.DL, 3, 1) )));

    //@siclog "Step 2" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Postamble");

  }


After Change

	function fl_TC_8_1_4_2_1_1_TestBody() runs on NR5GC_PTC

  {

    var octetstring v_EUTRA_HOCmd;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo := f_NR5GC_MobileInfo_GetGMM_MobilityInfo(); // @sic R5-195328 sic@

    var NG_NAS_SecurityParams_Type v_SecurityParams := f_NR5GC_Security_Get();

    var NasCountInfo_Type v_NASCountInfo;

    //@siclog "Step 0 - 0A" siclog@

    f_NR_NASSecurityModeProcedure(nr_Cell1, v_SecurityParams, Initial_Secure, v_GMM_MobilityInfo, omit, - - -, tsc_NR_RbId_SRB2); // @sic R5-2001215 sic@

    //@siclog "Step 1" siclog@

    // Send both authentication and NR sysinfo paramters to EUTRA ready for HO

    v_NASCountInfo := f_NR5GC_Send_IRATParametersToEUTRA(nr_Cell1);

v_EUTRA_HOCmd := f_EUTRA_NR_WaitForCoOrd_Data(EUTRA, "HO Cmd");

    SRB.send(cas_NR_SRB1_RrcPdu_REQ(nr_Cell1, -, cs_MobilityFromNRCommand (tsc_NR_RRC_TI_Def, v_EUTRA_HOCmd, substr(v_NASCountInfo.DL, 3, 1) )));

    //@siclog "Step 2" siclog@

    f_EUTRA_NR_WaitForCoOrd_Trigger (EUTRA, "Postamble");

  }


2.6 Change 6
	Function name
	f_NR_NASSecurityModeProcedure()

	Reason for change
	Security mode procedure at steps 0-0A should use SRB2, but function     f_NR_NASSecurityModeProcedure() currently always uses SRB1

	Summary of change
	Add new paramter to select SRB to use

	TTCN module
	MR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before Change

	function f_NR_NASSecurityModeProcedure(NR_CellId_Type p_CellId,

                                         NG_NAS_SecurityParams_Type p_SecurityParams,

                                         TypeOfRegistration_Type p_ConnectionType,

                                         GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                         template (omit) Null_Type p_NasCountReset := true,

                                         boolean p_IMEISVReq := false,

                                         template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                         template (omit) EAP_Message p_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success))))

    runs on NR5GC_PTC return template (value) NAS_SecurityReturnType

  {

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var boolean v_Result;

    var NasCount_Type v_NasCountUL;

    var NG_NAS_SecurityParams_Type v_SecurityParams := p_SecurityParams;

    var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1;
    var template (omit) EAP_Message v_EAP := p_EAP;

    var template (omit) ABBA v_ABBA := cs_ABBA(v_SecurityParams.ABBA);

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(p_SecurityParams,

                                               p_ConnectionType,

                                               p_GMM_MobilityInfo_Type,

                                               p_IMEISVReq,

                                               p_AddInfo,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, v_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE

    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, v_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, p_ConnectionType, p_IMEISVReq);

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");

    }

    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s190109 sic@

      return cs_NAS_SecurityReturnValue(v_NasCountUL, v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg);

    } else {

      return cs_NAS_SecurityReturnValue(v_NasCountUL, omit);

    }

  }




After Change

	function f_NR_NASSecurityModeProcedure(NR_CellId_Type p_CellId,

                                         NG_NAS_SecurityParams_Type p_SecurityParams,

                                         TypeOfRegistration_Type p_ConnectionType,

                                         GMM_MobilityInfo_Type p_GMM_MobilityInfo_Type,

                                         template (omit) Null_Type p_NasCountReset := true,

                                         boolean p_IMEISVReq := false,

                                         template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                         template (omit) EAP_Message p_EAP := cs_EAP_Message(bit2oct(encvalue(cs_EAP_Success), NR_RadioBearerId_Type p_SRB := tsc_NR_RbId_SRB1)))

    runs on NR5GC_PTC return template (value) NAS_SecurityReturnType

  {

    var template (value) NG_NAS_DL_Message_Type v_MsgToSend;

    var NR_SRB_COMMON_IND v_ReceivedAsp;

    var boolean v_Result;

    var NasCount_Type v_NasCountUL;

    var NG_NAS_SecurityParams_Type v_SecurityParams := p_SecurityParams;

    //REMOVED var NR_RadioBearerId_Type v_SRB := tsc_NR_RbId_SRB1;
    var template (omit) EAP_Message v_EAP := p_EAP;

    var template (omit) ABBA v_ABBA := cs_ABBA(v_SecurityParams.ABBA);

    if (px_NAS_5GC_AuthenticationType == AKA_5G) {// only send EAP message and ABBA for for EAP authentication

      v_EAP := omit;

      v_ABBA := omit;

    }

    f_SS_NG_NAS_ConfigureSecurity(NASCTRL, v_SecurityParams.NAS_Integrity, v_SecurityParams.NAS_Ciphering, p_NasCountReset); /* download security keys and reset NAS COUNT */

    v_MsgToSend := f_Get_NG_SecurityModeCmdMsg(p_SecurityParams,

                                               p_ConnectionType,

                                               p_GMM_MobilityInfo_Type,

                                               p_IMEISVReq,

                                               p_AddInfo,

                                               v_EAP,

                                               v_ABBA);

    // send SECURITY MODE COMMAND

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId, p_SRB, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, v_MsgToSend)));

    // receive SECURITY MODE COMPLETE

    SRB.receive(car_NR_SRB_NasPdu_IND(p_CellId, p_SRB, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, p_ConnectionType, p_IMEISVReq);

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "NAS Security Mode Procedure Failed");

    }

    if (ispresent(v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg)) { // @sic R5s190109 sic@

      return cs_NAS_SecurityReturnValue(v_NasCountUL, v_ReceivedAsp.Signalling.Nas[0].Pdu.PiggybackedPduList[0].Msg);

    } else {

      return cs_NAS_SecurityReturnValue(v_NasCountUL, omit);

    }

  }




2.7 Change 7
	Function name
	f_NR5GC_Send_AuthParametersToEUTRA()

	Reason for change
	DL NAS count shound be incremented before passing to EUTRA, so that the following TAU REQUEST is correctly integrity protected

	Summary of change
	Increase DL NAS count before sending

	TTCN module
	NR5GC_IRAT_CommonFunctions.ttcn

	MCC160 Comment
	


Before Change

	  function f_NR5GC_Send_AuthParametersToEUTRA () runs on NR5GC_PTC return NasCountInfo_Type

  {

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    var NasCountInfo_Type v_NASCountInfo := f_SS_NG_NAS_CountGet(NASCTRL);

    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Security(omit, omit,

                                                       v_NAS_SecurityParams.KAMF,

                                                       v_NAS_SecurityParams.KSIamf,

                                                       v_NASCountInfo.UL,

                                                       v_NASCountInfo.DL, // @sic R5w190307 sic@

                                                       omit, omit));

    return v_NASCountInfo;

  }


After Change

	  function f_NR5GC_Send_AuthParametersToEUTRA () runs on NR5GC_PTC return NasCountInfo_Type

  {

    var NG_NAS_SecurityParams_Type v_NAS_SecurityParams := f_NR5GC_Security_Get();

    var NasCountInfo_Type v_NASCountInfo := f_SS_NG_NAS_CountGet(NASCTRL);

    v_NASCountInfo.DL := f_NasSecurity_IncrementCOUNT(v_NASCountInfo.DL);
    f_EUTRA_NR_SendCoOrd (EUTRA, cms_EUTRA_NR_Security(omit, omit,

                                                       v_NAS_SecurityParams.KAMF,

                                                       v_NAS_SecurityParams.KSIamf,

                                                       v_NASCountInfo.UL,

                                                       v_NASCountInfo.DL, // @sic R5w190307 sic@

                                                       omit, omit));

    return v_NASCountInfo;

  }


3 Execution Log Files 
3.1 HiSilicon Balong 5000
The HiSilicon Balong 5000 5G UE passed this test case on Keysight 5G Protocol Conformance Toolset. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test case execution log file:

TC_8_1_4_2_1_1_LOG.html

In the log file (in .html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

· PICS/PIXIT parameter file:
TC_8_1_4_2_1_1_PIXIT.xml

4 References
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