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1 Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 9.1.1.6 which is part of the 5G NR5GC test suite. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Shaun Harry


Shaun.harry@keysight.com
1.1 Verification Test Summary 
Test Case: 
9.1.1.6
ATS Version:
iwd-TTCN3-B2019-06_D20wk11
System0 Simulator used:
Keysight 5G Protocol Conformance Toolset 

UE used:
HiSilicon Balong 5000
Verification Status:
PASS
2 Corrections required

2.1 Change 1

	Function name
	fl_TC_9_1_1_3_6_Body

	Reason for change
	1. The UE will have an active 5GS security context at Step 12 so the AUTHENTICATION FAILURE message will be received integrity protected.
2. The match operation at Step 12 is using the wrong variable. It should use v_ReceivedAsp instead of v_ReceivedMsg.

	Summary of change
	1. Correct the 1st parameter of cr_NG_NAS_Ind to tsc_SHT_IntegrityProtected.
2. Correct the match in Step 12 to use v_ReceivedAsp.

	TTCN module
	Authentication_NR5GC

	MCC160 Comment
	


Before 

function fl_TC_9_1_1_3_6_Body(boolean p_UseEAP ) runs on NR5GC_PTC

  { /*  test body of TC_9_1_1_3 and 9_1_1_6  The only difference is if including an EAP message or not */

    ......
    if(p_UseEAP){

      //@siclog "Step 17" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 12" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_NoSecurityProtection))) -> value v_ReceivedAsp;

    if (match (v_ReceivedMsg.Pdu.Msg, cr_NG_AUTHENTICATION_FAILURE(cr_GMM_GSM_Cause(omit, '01000111'B)))) {  // ngKSI already in use

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 17");

    }

    if( p_UseEAP){ // @sic R5-200616 sic@

      //@siclog "Step 18" siclog@ //This is for Testcase 9_1_1_3

      f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

      f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

      f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

      } else {

      //@siclog "Step 12A - 14" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_Delay(f_NR_SetTimerToleranceMax(v_NGC_NASCellB, nasTimer, 15.0));

......

}
After change

function fl_TC_9_1_1_3_6_Body(boolean p_UseEAP ) runs on NR5GC_PTC

  { /*  test body of TC_9_1_1_3 and 9_1_1_6  The only difference is if including an EAP message or not */

    ......
    if(p_UseEAP){

      //@siclog "Step 17" siclog@ //This is for Testcase 9_1_1_3

      }else{

      //@siclog "Step 12" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellB, tsc_NR_RbId_SRB1, cr_NG_NAS_Ind(tsc_SHT_IntegrityProtected))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg, cr_NG_AUTHENTICATION_FAILURE(cr_GMM_GSM_Cause(omit, '01000111'B)))) {  // ngKSI already in use

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 17");

    }

    if( p_UseEAP){ // @sic R5-200616 sic@

      //@siclog "Step 18" siclog@ //This is for Testcase 9_1_1_3

      f_NR_SetCellPower (v_NGC_NASCellC, tsc_NR_ServingCellSSS_EPRE_FR1, tsc_NR_ServingCellSSS_EPRE_FR2);

      f_NR_SetCellPower (v_NGC_NASCellB, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR1, tsc_NR_SuitableIntraFreqCellSSS_EPRE_FR2);

      f_NR_SetCellPower (v_NGC_NASCellA, tsc_NR_NonSuitableOffCellSSS_EPRE, tsc_NR_NonSuitableOffCellSSS_EPRE);

      } else {

      //@siclog "Step 12A - 14" siclog@ // This is for Testcase 9_1_1_6 // @sic R5-199098 sic@

    }

    f_Delay(f_NR_SetTimerToleranceMax(v_NGC_NASCellB, nasTimer, 15.0));

......

}
3 Execution Log Files 
3.1 HiSilicon Balong 5000
The HiSilicon Balong 5000 5G UE passed this test case on Keysight 5G Protocol Conformance Toolset. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test case execution log file:

TC_9_1_1_6_LOG.html

In the log file (in .html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

· PICS/PIXIT parameter file:
TC_9_1_1_6_PIXIT.xml
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