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	Reason for change:
	Following the implementation of MCC comments to TTCN CR R5s190909 the sending of security keys from EUTRA PTC to NR PTC during the preamble of EN-DC test cases was delayed until the UE has moved to RRC_CONNECTED state. Currently the keys are transferred following AS security activation in function f_EUTRA38_508_ENDC_RbEst_Steps3_10() and are received on the NR PTC in the function f_NR_ENDC_PreambleOnEUTRA(). Two issues have been noted:

1. The transferred keys are not received on the NR side until after the function f_NR_SendRRCReconfigurationContentsToEUTRA() is completed. This function will block until it receives the “complete” trigger from EUTRA, which will be sent after the security keys. So NR PTC will be blocked in this function and test case execution will stall. 
2. In the case of MCG_Only configuration, security keys are not currently expected at NR PTC as there is no bearer to apply security. With the current implementation the keys are still sent from EUTRA in this case.
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	1. Move the transfer of security keys in function f_EUTRA38_508_ENDC_RbEst_Steps3_10() to after the function  f_EUTRA38_508_ENDC_SendReconfiguration(), to unblock the NR PTC.
2. Update some test cases to receive security keys on NR PTC that are not currently expected (or used).

Note : An alternative implementation would be to pass information about the RB configuration into function f_EUTRA38_508_ENDC_RbEst_Steps3_10() so that EUTRA PTC can avoid transferring the keys in the case of MCG_Only.

	
	

	Consequences if not approved:
	A conformant UE may fail test cases

	
	

	Clauses affected:
	All EN-DC test cases

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	

	affected:
	
	X
	 Test specifications
	

	(show related CRs)
	
	X
	 O&M Specifications
	

	
	

	Other comments:
	


Change 1
	Function name
	f_EUTRA38_508_ENDC_RbEst_Steps3_10 


	Reason for change
	Following the implementation of MCC comments to TTCN CR R5s190909 the sending of security keys from EUTRA PTC to NR PTC during the preamble of EN-DC test cases was delayed until the UE has moved to RRC_CONNECTED state. Currently the keys are transferred following AS security activation in function f_EUTRA38_508_ENDC_RbEst_Steps3_10() and are received on the NR PTC in the function f_NR_ENDC_PreambleOnEUTRA(). This has the issue that the keys are not received on the NR side until after the function f_NR_SendRRCReconfigurationContentsToEUTRA() is completed. This function will block until it receives the “complete” trigger from EUTRA, which will be sent after the security keys. So NR PTC will be blocked in this function and test case execution will stall..

	Summary of change
	Move the transfer of security keys in function f_EUTRA38_508_ENDC_RbEst_Steps3_10() to after the function  f_EUTRA38_508_ENDC_SendReconfiguration(), to unblock the NR PTC.

	TTCN module
	EUTRA38_ENDC_CommonProcedures.ttcn

	MCC160 Comment
	


Before Change
function f_EUTRA38_508_ENDC_RbEst_Steps3_10(EUTRA_CellId_Type p_CellId,

                                              template (omit) octetstring p_SCGConfig,

                                              template (omit) octetstring p_RBConfig,

                                              template (omit) integer p_SK_Counter, // Wk50_Deepak@Baselining

                                              template (omit) P_Max p_MaxEUTRA,

                                              template (omit)  NAS_MSG_RequestList_Type p_NAS_MsgList,

                                              template (omit) RadioBearerList_Type p_DrbConfigList,

                                              template (omit) RadioResourceConfigDedicated  p_RadioResourceConfigDedicated,

                                              template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                              template (omit) octetstring p_RBConfig2 := omit,

                                              template NAS_UL_Message_Type p_ULNASMsg := omit) runs on EUTRA_5GS_PTC

  {

    var GutiParameters_Type v_GutiParameters := f_EUTRA_CellInfo_GetGuti(p_CellId);

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var NAS_MSG_Indication_Type v_NasInd;

    var template (present) NAS_UL_Message_Type v_ServiceRequest;

    var NAS_KsiValue v_KsiValue;

    var EPS_M_Tmsi v_Mtmsi;

    var boolean v_ESRPS;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    var integer v_SK_Counter;

    var DRB_Identity v_DrbForInternet;

    var template (value) RadioBearerList_Type v_DrbConfigList := cs_DrbConfigList_DRB1;  // per default DRB1 only

    // Step 3 - 5 of Generic RB establishment procedure

    //Check the Service Request message

    v_KsiValue := f_EUTRA_SecurityKSIasme_Get();

    v_ESRPS := f_EPS_NetworkFeatureSupport_CheckFeature(f_EUTRA_MobileInfo_GetNetworkFeatureSupport(), esrps);

    if (v_ESRPS) {

      v_Mtmsi := bit2oct(v_GutiParameters.M_TMSI);

      v_ServiceRequest := cr_508_EXT_SERVICE_REQUEST(v_KsiValue, v_Mtmsi);

    } else {

      v_ServiceRequest := cr_508_SERVICE_REQUEST(v_KsiValue);

    }

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                               v_RRC_TI,

                                               ?,

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 v_ServiceRequest));

    /*v_DrbForInternet := f_EUTRA_NB_EpsBearerAssociatedDRB(tsc_EpsDefaultBearerId2ndPDN);

    f_IP_Handling_StartPDN(IP, PDN_Internet, cs_DrbInfo_EUTRA(p_CellId, v_DrbForInternet));

    v_DrbConfigList[1] := cs_OneDRB_ConfigAM(v_DrbForInternet);*/

    /* step 6-7 of procedure in 36.508 cl. 4.5.3.3 */

    //v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasInd.SecurityProtection.NasCount, v_DrbConfigList); // @sic R5s190476 sic@

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasInd.SecurityProtection.NasCount, omit); // @sic R5s190476 sic@

    f_EUTRA_Security_Set(v_AuthParams);

    // Initiate SgNB Keys for DRB2: @sic R5s190909 sic@

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR);

    v_SK_Counter := v_Security_Params.SK_Counter;

    f_EUTRA38_Security_Set(v_Security_Params);
    /* Step 8 - 10 */

    f_EUTRA38_508_ENDC_SendReconfiguration(p_CellId,

                                           p_DrbConfigList,

                                           p_RadioResourceConfigDedicated,

                                           p_SCGConfig,

                                           p_RBConfig,

                                           p_NAS_MsgList,

                                           p_SK_Counter, // Wk50_Deepak@Baselining

                                           p_MaxEUTRA,

                                           v_RRC_TI,

                                           -, -,

                                           p_ULNASMsg,

                                           p_TimingInfo,

                                           p_RBConfig2);

  }
After Change
function f_EUTRA38_508_ENDC_RbEst_Steps3_10(EUTRA_CellId_Type p_CellId,

                                              template (omit) octetstring p_SCGConfig,

                                              template (omit) octetstring p_RBConfig,

                                              template (omit) integer p_SK_Counter, // Wk50_Deepak@Baselining

                                              template (omit) P_Max p_MaxEUTRA,

                                              template (omit)  NAS_MSG_RequestList_Type p_NAS_MsgList,

                                              template (omit) RadioBearerList_Type p_DrbConfigList,

                                              template (omit) RadioResourceConfigDedicated  p_RadioResourceConfigDedicated,

                                              template (value) TimingInfo_Type p_TimingInfo := cs_TimingInfo_Now,

                                              template (omit) octetstring p_RBConfig2 := omit,

                                              template NAS_UL_Message_Type p_ULNASMsg := omit) runs on EUTRA_5GS_PTC

  {

    var GutiParameters_Type v_GutiParameters := f_EUTRA_CellInfo_GetGuti(p_CellId);

    var RRC_TransactionIdentifier v_RRC_TI := tsc_RRC_TI_Def;

    var NAS_MSG_Indication_Type v_NasInd;

    var template (present) NAS_UL_Message_Type v_ServiceRequest;

    var NAS_KsiValue v_KsiValue;

    var EPS_M_Tmsi v_Mtmsi;

    var boolean v_ESRPS;

    var EUTRA_SecurityParams_Type v_AuthParams := f_EUTRA_Security_Get();

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    var integer v_SK_Counter;

    var DRB_Identity v_DrbForInternet;

    var template (value) RadioBearerList_Type v_DrbConfigList := cs_DrbConfigList_DRB1;  // per default DRB1 only

    // Step 3 - 5 of Generic RB establishment procedure

    //Check the Service Request message

    v_KsiValue := f_EUTRA_SecurityKSIasme_Get();

    v_ESRPS := f_EPS_NetworkFeatureSupport_CheckFeature(f_EUTRA_MobileInfo_GetNetworkFeatureSupport(), esrps);

    if (v_ESRPS) {

      v_Mtmsi := bit2oct(v_GutiParameters.M_TMSI);

      v_ServiceRequest := cr_508_EXT_SERVICE_REQUEST(v_KsiValue, v_Mtmsi);

    } else {

      v_ServiceRequest := cr_508_SERVICE_REQUEST(v_KsiValue);

    }

    v_NasInd := f_EUTRA_RRC_ConnEst_DefWithNas(p_CellId,

                                               v_RRC_TI,

                                               ?,

                                               cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                                 v_ServiceRequest));

    /*v_DrbForInternet := f_EUTRA_NB_EpsBearerAssociatedDRB(tsc_EpsDefaultBearerId2ndPDN);

    f_IP_Handling_StartPDN(IP, PDN_Internet, cs_DrbInfo_EUTRA(p_CellId, v_DrbForInternet));

    v_DrbConfigList[1] := cs_OneDRB_ConfigAM(v_DrbForInternet);*/

    /* step 6-7 of procedure in 36.508 cl. 4.5.3.3 */

    //v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasInd.SecurityProtection.NasCount, v_DrbConfigList); // @sic R5s190476 sic@

    v_AuthParams := f_EUTRA_RRC_ActivateSecurity(p_CellId, v_AuthParams, v_NasInd.SecurityProtection.NasCount, omit); // @sic R5s190476 sic@

    f_EUTRA_Security_Set(v_AuthParams);

    // Initiate SgNB Keys for DRB2: @sic R5s190909 sic@

    /* MOVED v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR);

    v_SK_Counter := v_Security_Params.SK_Counter;

    f_EUTRA38_Security_Set(v_Security_Params); */
    /* Step 8 - 10 */

    f_EUTRA38_508_ENDC_SendReconfiguration(p_CellId,

                                           p_DrbConfigList,

                                           p_RadioResourceConfigDedicated,

                                           p_SCGConfig,

                                           p_RBConfig,

                                           p_NAS_MsgList,

                                           p_SK_Counter, // Wk50_Deepak@Baselining

                                           p_MaxEUTRA,

                                           v_RRC_TI,

                                           -, -,

                                           p_ULNASMsg,

                                           p_TimingInfo,

                                           p_RBConfig2);


   // Initiate SgNB Keys for DRB2: @sic R5s190909 sic@

   v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR);

     v_SK_Counter := v_Security_Params.SK_Counter;

     f_EUTRA38_Security_Set(v_Security_Params);

  }  
Change 2
	Function name
	f_NR_ENDC_ConfigAM_UM 


	Reason for change
	Security keys from EUTRA need to be handled following the EN-DC reconfiguration,. Corresponding to the change in f_EUTRA38_508_ENDC_RbEst_Steps3_10()

	Summary of change
	Added function call to handle the additional Security Key Exchange from EUTRA PTC.

	TTCN module
	NR_CommonFunctions_ENDC.ttcn

	MCC160 Comment
	


Before Change
function f_NR_ENDC_ConfigAM_UM(NR_CellId_Type p_CellId,

                                 integer p_NoOfNR_AMBearersN,

                                 integer p_NoOfNR_UMBearersM,

                                 template (omit) NR_RadioBearerList_Type p_SS_Drb_ConfigList := omit,

                                 template (omit) NR_RLC_BearerToAddModList_Type p_RLC_BearerConfigList := omit,

                                 template (omit) SRB_ToAddModList p_SRB_ToAddModList := omit,

                                 template (omit) DRB_ToAddModList p_DRB_ToAddModList := omit,

                                 template (omit) SecurityConfig p_SecurityConfig := omit,

                                 template (omit) MAC_CellGroupConfig p_MAC_CellGroupConfig := omit) runs on ENDC_NR_PTC

  {

    // Get Security info from EUTRA, calculate latest keys and configure SS

    // as only need to do this for the first reconfiguration

    f_ENDC_GetKeysActivateSecurity(p_CellId, EUTRA);

    f_NR_ENDC_ReConfigAM_UM(p_CellId,

                            p_NoOfNR_AMBearersN,

                            p_NoOfNR_UMBearersM,

                            p_SS_Drb_ConfigList,

                            p_RLC_BearerConfigList,

                            p_SRB_ToAddModList,

                            p_DRB_ToAddModList,

                            p_SecurityConfig,

                            p_MAC_CellGroupConfig);

  }
After Change
function f_NR_ENDC_ConfigAM_UM(NR_CellId_Type p_CellId,

                                 integer p_NoOfNR_AMBearersN,

                                 integer p_NoOfNR_UMBearersM,

                                 template (omit) NR_RadioBearerList_Type p_SS_Drb_ConfigList := omit,

                                 template (omit) NR_RLC_BearerToAddModList_Type p_RLC_BearerConfigList := omit,

                                 template (omit) SRB_ToAddModList p_SRB_ToAddModList := omit,

                                 template (omit) DRB_ToAddModList p_DRB_ToAddModList := omit,

                                 template (omit) SecurityConfig p_SecurityConfig := omit,

                                 template (omit) MAC_CellGroupConfig p_MAC_CellGroupConfig := omit) runs on ENDC_NR_PTC

  {

    // Get Security info from EUTRA, calculate latest keys and configure SS

    // as only need to do this for the first reconfiguration

    f_ENDC_GetKeysActivateSecurity(p_CellId, EUTRA);

    f_NR_ENDC_ReConfigAM_UM(p_CellId,

                            p_NoOfNR_AMBearersN,

                            p_NoOfNR_UMBearersM,

                            p_SS_Drb_ConfigList,

                            p_RLC_BearerConfigList,

                            p_SRB_ToAddModList,

                            p_DRB_ToAddModList,

                            p_SecurityConfig,

                            p_MAC_CellGroupConfig);


f_ENDC_GetKeysActivateSecurity(p_CellId, EUTRA); 
  }
Change 3
	Function name
	f_TC_8_2_3_1_1_ENDC_NR 


	Reason for change
	Security keys from EUTRA need to be handled following the EN-DC reconfiguration,. Corresponding to the change in f_EUTRA38_508_ENDC_RbEst_Steps3_10()

	Summary of change
	Added function call to handle the additional Security Key Exchange from EUTRA PTC.

	TTCN module
	RRCMeasurement_ENDC_NR.ttcn

	MCC160 Comment
	


Before Change
function f_TC_8_2_3_1_1_ENDC_NR() runs on ENDC_NR_PTC

  {//Measurement configuration control and reporting / Inter-RAT measurements / Event B1 / Measurement of NR cells / EN-DC

    f_ENDC_NR_Init();

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -75, tsc_NR_ServingCellSSS_EPRE_FR2 ); //@sic R5s190069, R5-195929 sic@

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);
    f_NR_TestBody_Set(true);

    fl_TC_8_2_3_1_1_ENDC_NR_TestBody ();

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
After Change
function f_TC_8_2_3_1_1_ENDC_NR() runs on ENDC_NR_PTC

  {//Measurement configuration control and reporting / Inter-RAT measurements / Event B1 / Measurement of NR cells / EN-DC

    f_ENDC_NR_Init();

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -75, tsc_NR_ServingCellSSS_EPRE_FR2 ); //@sic R5s190069, R5-195929 sic@

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);


// Get Security info from EUTRA, calculate latest keys and configure SS

    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA); //@WK50 Baseline
    f_NR_TestBody_Set(true);

    fl_TC_8_2_3_1_1_ENDC_NR_TestBody ();

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
Change 4
	Function name
	f_TC_8_2_3_3_1_ENDC_NR 

	Reason for change
	Security keys from EUTRA need to be handled following the EN-DC reconfiguration,. Corresponding to the change in f_EUTRA38_508_ENDC_RbEst_Steps3_10()

	Summary of change
	Added function call to handle the additional Security Key Exchange from EUTRA PTC.

	TTCN module
	RRCMeasurement_ENDC_NR.ttcn

	MCC160 Comment
	


Before Change
function f_TC_8_2_3_3_1_ENDC_NR() runs on ENDC_NR_PTC

  { //Measurement configuration control and reporting / Inter-RAT measurements / Periodic reporting / Measurement of NR cells / EN-DC

    f_ENDC_NR_Init();

    //f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -91, -91); //@sic R5-195929 sic@
//not need , We no need to initialize Max reference power for the default cell power.

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell2, -91, -82); //@sic R5-195929 sic@ //  //FR1 and FR2 values are corrected - CR needs to raise

    //Create and configure NR cell1 and 2

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_CellConfig_Def(nr_Cell2);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);
    f_NR_TestBody_Set(true);

    fl_TC_8_2_3_3_1_ENDC_NR_TestBody ();

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
After Change
function f_TC_8_2_3_3_1_ENDC_NR() runs on ENDC_NR_PTC

  { //Measurement configuration control and reporting / Inter-RAT measurements / Periodic reporting / Measurement of NR cells / EN-DC

    f_ENDC_NR_Init();

    //f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -91, -91); //@sic R5-195929 sic@
//not need , We no need to initialize Max reference power for the default cell power.

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell2, -91, -82); //@sic R5-195929 sic@ //  //FR1 and FR2 values are corrected - CR needs to raise

    //Create and configure NR cell1 and 2

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_CellConfig_Def(nr_Cell2);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);


// Get Security info from EUTRA, calculate latest keys and configure SS

    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA);
    f_NR_TestBody_Set(true);

    fl_TC_8_2_3_3_1_ENDC_NR_TestBody ();

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
Change 5
	Function name
	f_TC_8_2_3_12_1_ENDC_NR 

	Reason for change
	Security keys from EUTRA need to be handled following the EN-DC reconfiguration,. Corresponding to the change in f_EUTRA38_508_ENDC_RbEst_Steps3_10()

	Summary of change
	Added function call to handle the additional Security Key Exchange from EUTRA PTC.

	TTCN module
	RRCMeasurement_ENDC_NR.ttcn

	MCC160 Comment
	


Before Change
function f_TC_8_2_3_12_1_ENDC_NR() runs on ENDC_NR_PTC

  { //Measurement configuration control and reporting / Inter-RAT measurements / Event B1 / Measurement of NR cells / EN-DC

    f_ENDC_NR_Init();

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -79, tsc_NR_ServingCellSSS_EPRE_FR2); //@sic R5s190067, R5-195929 sic@ FR2 FFS

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);
    f_NR_TestBody_Set(true);

    fl_TC_8_2_3_12_1_ENDC_NR_TestBody ();

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
After Change
function f_TC_8_2_3_12_1_ENDC_NR() runs on ENDC_NR_PTC

  { //Measurement configuration control and reporting / Inter-RAT measurements / Event B1 / Measurement of NR cells / EN-DC

    f_ENDC_NR_Init();

    f_NR_CellInfo_InitMaxReferencePower(nr_Cell1, -79, tsc_NR_ServingCellSSS_EPRE_FR2); //@sic R5s190067, R5-195929 sic@ FR2 FFS

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);


// Get Security info from EUTRA, calculate latest keys and configure SS

    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA); 
    f_NR_TestBody_Set(true);

    fl_TC_8_2_3_12_1_ENDC_NR_TestBody ();

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
Change 6
	Function name
	f_TC_8_2_2_4_1_ENDC_NR

	Reason for change
	Security keys from EUTRA need to be handled following the EN-DC reconfiguration,. Corresponding to the change in f_EUTRA38_508_ENDC_RbEst_Steps3_10()

	Summary of change
	Added function call to handle the additional Security Key Exchange from EUTRA PTC.

	TTCN module
	RRCReconfig_ENDC_NR.ttcn

	MCC160 Comment
	


Before Change
function f_TC_8_2_2_4_1_ENDC_NR() runs on ENDC_NR_PTC

  { // PSCell addition, modification and release / SCG DRB / EN-DC

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);

    f_NR_TestBody_Set(true);

    fl_TC_8_2_2_4_1and5_ENDC_NR_TestBody (MCG_SCG);

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
After Change
function f_TC_8_2_2_4_1_ENDC_NR() runs on ENDC_NR_PTC

  { // PSCell addition, modification and release / SCG DRB / EN-DC

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);


// Get Security info from EUTRA, calculate latest keys and configure SS

    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA); 
    f_NR_TestBody_Set(true);

    fl_TC_8_2_2_4_1and5_ENDC_NR_TestBody (MCG_SCG);

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
Change 7
	Function name
	f_TC_8_2_2_5_1_ENDC_NR

	Reason for change
	Security keys from EUTRA need to be handled following the EN-DC reconfiguration,. Corresponding to the change in f_EUTRA38_508_ENDC_RbEst_Steps3_10()

	Summary of change
	Added function call to handle the additional Security Key Exchange from EUTRA PTC.

	TTCN module
	RRCReconfig_ENDC_NR.ttcn

	MCC160 Comment
	


Before Change
function f_TC_8_2_2_5_1_ENDC_NR() runs on ENDC_NR_PTC

  { // PSCell addition, modification and release / Split DRB / EN-DC

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);

    f_NR_TestBody_Set(true);

    fl_TC_8_2_2_4_1and5_ENDC_NR_TestBody (MCG_Split);

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
After Change
function f_TC_8_2_2_5_1_ENDC_NR() runs on ENDC_NR_PTC

  { // PSCell addition, modification and release / Split DRB / EN-DC

    f_ENDC_NR_Init();

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    // Get NR capabilities sent during EUTRA preamble

    f_NR_ENDC_PreambleOnEUTRA(nr_Cell1, MCG_Only);


// Get Security info from EUTRA, calculate latest keys and configure SS

    f_ENDC_GetKeysActivateSecurity(nr_Cell1, EUTRA); 
    f_NR_TestBody_Set(true);

    fl_TC_8_2_2_4_1and5_ENDC_NR_TestBody (MCG_Split);

    f_NR_TestBody_Set(false);

    //Wait from coordination AFTER the connection is released in E-UTRA

    f_EUTRA_NR_WaitForCoOrd_Trigger(EUTRA, "Postamble");

    //Postamble

    f_NR_ReleaseAllCells();

  }
Change 8
	Function name
	fl_TC_10_2_1_1_ENDC_EUTRA_TestBody

	Reason for change
	In the current implementation of function fl_TC_10_2_1_1_ENDC_EUTRA_TestBody, Security Keys shall be send from EUTRA at 2-3 before the reconfiguration procedure. However, Corresponding NR proc is expecting Security keys only after the reconfiguration Complete message. Hence removing the additional Security Key send from EUTRA proc.

	Summary of change
	removed function call to Send the additional Security Key Exchange from EUTRA Procedure.

	TTCN module
	ESM_ENDC_EUTRA.ttcn

	MCC160 Comment
	


Before Change
function fl_TC_10_2_1_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EPS_BearerIdentity v_EpsBearerId2 := '6'H; // default bearer on additional PDN

    var ProcedureTransactionIdentifier v_PTId_UE;

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    var template (value)  NAS_MSG_Request_Type v_NASMsg;

    var template (value) NAS_DL_Message_Type v_ActivateDefaultEPSBearerCxtReq;

    var template (present) NAS_UL_Message_Type v_ActivateDefaultEPSBearerCxtAcc;

    var SRB_COMMON_IND v_ReceivedAsp;

    var template (omit) RadioResourceConfigDedicated v_RadioResourceConfigDedicated;

    var octetstring v_APN_Value := tsc_APN1; // APN-1(New PDN name), different from default

    var template (omit) ProtocolConfigOptions v_Pco; // @sic R5s180646 sic@

    var template (value) PDN_Address v_PDN_Address; // @sic R5s180646 sic@

    // Cause the UE to request connectivity to an additional PDN.

    //@siclog "Step 1" siclog@

    f_UT_RequestAdditionalPDNConnectivity(UT, hex2int(v_EpsBearerId2), tsc_APN1_String);

    // The SS establishes SRB2 and DRB associated with default EPS bearer context obtained during the attach procedure.

    //@siclog "Steps 2 - 3" siclog@

    // Initiate SgNB Keys:

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR);
    v_RadioResourceConfigDedicated := f_EUTRA38_BuildEUTRA_RadioResourceConfigDedicated(eutra_Cell1, MCG_Only, RRC_IDLE); // @sic R5s190123 sic@

    f_EUTRA38_508_ENDC_RbEst_Steps3_10 (eutra_Cell1, omit, omit, v_Security_Params.SK_Counter, omit, omit, omit, v_RadioResourceConfigDedicated,-,-,-,false); 

    // The UE transmits a PDN CONNECTIVITY REQUEST message as specified to request an additional PDN.

    //@siclog "Step 4" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_PDNConnReqAdditionalPDN(f_GetPdnType(), cr_AccessPointName(v_APN_Value))))) -> value v_ReceivedAsp;

    v_PTId_UE := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier;

    v_Pco := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions; // @sic R5s180646 sic@

    v_PDN_Address := f_EUTRA_GetPDNAddress (f_CheckPCOforIPallocationViaNas (v_Pco), PDN_1);  // @sic R5s180646 sic@

    //Create the Activate Default EPS Bearer Context REQ for Step 5

    v_ActivateDefaultEPSBearerCxtReq := cs_508_ActivateDefEpsBearerContextRequest(v_EpsBearerId2,

                                                                                 v_PTId_UE, //received in PDN connectivity

                                                                                 cs_AccessPointName(v_APN_Value), //received in PDN connectivity

                                                                                 v_PDN_Address, // @sic R5s180646 sic@

                                                                                 omit, // @sic R5s180646 sic@

                                                                                 omit, // @sic R5s180646 sic@

                                                                                 omit); // @sic R5s180646 sic@

    //Now set the IEs EPS QOS, APN-AMBR, Extended APN-AMBR and Extended EPS QOS according to Table 10.2.1.1.3.3-2 for Step 5

    v_ActivateDefaultEPSBearerCxtReq.aCTIVATE_DEFAULT_EPS_BEARER_CONTEXT_REQUEST.epsQos := cds_508_EPS_QoS;

    v_ActivateDefaultEPSBearerCxtReq.aCTIVATE_DEFAULT_EPS_BEARER_CONTEXT_REQUEST.apnAggMaxBitRate := cs_APN_AMBR;

    v_ActivateDefaultEPSBearerCxtReq.aCTIVATE_DEFAULT_EPS_BEARER_CONTEXT_REQUEST.extd_APN_AMBR := cs_Extd_APN_AMBR;

    v_NASMsg := cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_ActivateDefaultEPSBearerCxtReq);

    v_RadioResourceConfigDedicated := f_EUTRA38_BuildEUTRA_RadioResourceConfigDedicated(eutra_Cell1, MCG_SCG, RRC_CONNECTED);

    //Create the Activate Default EPS Bearer Context ACCEPT expected at Step 7

    v_ActivateDefaultEPSBearerCxtAcc := cr_508_ActivateDefEpsBearerContextAccept(v_EpsBearerId2);

    //@siclog "Step 5 - 7" siclog@

    // @sic R5s180646 sic@

    f_EUTRA38_508_ENDC_Reconfiguration (eutra_Cell1,

                                        MCG_SCG,

                                        v_Security_Params.SK_Counter,

                                        RRC_CONNECTED,

                                        {v_NASMsg},

                                        v_RadioResourceConfigDedicated,

                                        -,-,-,-,

                                        v_ActivateDefaultEPSBearerCxtAcc);

    f_EUTRA_DelayForUserPlaneSignalling(); // Parallel behaviour for 36.508  subclause 4.5A.1

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 7");

  } // End of function f_TC_10_2_1_1_ENDC_EUTRA_TestBody
After Change
function fl_TC_10_2_1_1_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EPS_BearerIdentity v_EpsBearerId2 := '6'H; // default bearer on additional PDN

    var ProcedureTransactionIdentifier v_PTId_UE;

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    var template (value)  NAS_MSG_Request_Type v_NASMsg;

    var template (value) NAS_DL_Message_Type v_ActivateDefaultEPSBearerCxtReq;

    var template (present) NAS_UL_Message_Type v_ActivateDefaultEPSBearerCxtAcc;

    var SRB_COMMON_IND v_ReceivedAsp;

    var template (omit) RadioResourceConfigDedicated v_RadioResourceConfigDedicated;

    var octetstring v_APN_Value := tsc_APN1; // APN-1(New PDN name), different from default

    var template (omit) ProtocolConfigOptions v_Pco; // @sic R5s180646 sic@

    var template (value) PDN_Address v_PDN_Address; // @sic R5s180646 sic@

    // Cause the UE to request connectivity to an additional PDN.

    //@siclog "Step 1" siclog@

    f_UT_RequestAdditionalPDNConnectivity(UT, hex2int(v_EpsBearerId2), tsc_APN1_String);

    // The SS establishes SRB2 and DRB associated with default EPS bearer context obtained during the attach procedure.

    //@siclog "Steps 2 - 3" siclog@

    v_Security_Params.SK_Counter :=  tsc_SK_Counter; 
    v_RadioResourceConfigDedicated := f_EUTRA38_BuildEUTRA_RadioResourceConfigDedicated(eutra_Cell1, MCG_Only, RRC_IDLE); // @sic R5s190123 sic@

    f_EUTRA38_508_ENDC_RbEst_Steps3_10 (eutra_Cell1, omit, omit, v_Security_Params.SK_Counter, omit, omit, omit, v_RadioResourceConfigDedicated,-,-,-,false); // @sic R5s190123 sic@  // Wk50_Deepak@Baselining

    // The UE transmits a PDN CONNECTIVITY REQUEST message as specified to request an additional PDN.

    //@siclog "Step 4" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_PDNConnReqAdditionalPDN(f_GetPdnType(), cr_AccessPointName(v_APN_Value))))) -> value v_ReceivedAsp;

    v_PTId_UE := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier;

    v_Pco := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.pDN_CONNECTIVITY_REQUEST.protocolConfigurationOptions; // @sic R5s180646 sic@

    v_PDN_Address := f_EUTRA_GetPDNAddress (f_CheckPCOforIPallocationViaNas (v_Pco), PDN_1);  // @sic R5s180646 sic@

    //Create the Activate Default EPS Bearer Context REQ for Step 5

    v_ActivateDefaultEPSBearerCxtReq := cs_508_ActivateDefEpsBearerContextRequest(v_EpsBearerId2,

                                                                                 v_PTId_UE, //received in PDN connectivity

                                                                                 cs_AccessPointName(v_APN_Value), //received in PDN connectivity

                                                                                 v_PDN_Address, // @sic R5s180646 sic@

                                                                                 omit, // @sic R5s180646 sic@

                                                                                 omit, // @sic R5s180646 sic@

                                                                                 omit); // @sic R5s180646 sic@

    //Now set the IEs EPS QOS, APN-AMBR, Extended APN-AMBR and Extended EPS QOS according to Table 10.2.1.1.3.3-2 for Step 5

    v_ActivateDefaultEPSBearerCxtReq.aCTIVATE_DEFAULT_EPS_BEARER_CONTEXT_REQUEST.epsQos := cds_508_EPS_QoS;

    v_ActivateDefaultEPSBearerCxtReq.aCTIVATE_DEFAULT_EPS_BEARER_CONTEXT_REQUEST.apnAggMaxBitRate := cs_APN_AMBR;

    v_ActivateDefaultEPSBearerCxtReq.aCTIVATE_DEFAULT_EPS_BEARER_CONTEXT_REQUEST.extd_APN_AMBR := cs_Extd_APN_AMBR;

    v_NASMsg := cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_ActivateDefaultEPSBearerCxtReq);

    v_RadioResourceConfigDedicated := f_EUTRA38_BuildEUTRA_RadioResourceConfigDedicated(eutra_Cell1, MCG_SCG, RRC_CONNECTED);

    //Create the Activate Default EPS Bearer Context ACCEPT expected at Step 7

    v_ActivateDefaultEPSBearerCxtAcc := cr_508_ActivateDefEpsBearerContextAccept(v_EpsBearerId2);

    //@siclog "Step 5 - 7" siclog@

    // @sic R5s180646 sic@

    f_EUTRA38_508_ENDC_Reconfiguration (eutra_Cell1,

                                        MCG_SCG,

                                        v_Security_Params.SK_Counter,

                                        RRC_CONNECTED,

                                        {v_NASMsg},

                                        v_RadioResourceConfigDedicated,

                                        -,-,-,-,

                                        v_ActivateDefaultEPSBearerCxtAcc);

    f_EUTRA_DelayForUserPlaneSignalling(); // Parallel behaviour for 36.508  subclause 4.5A.1

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 7");

  } // End of function f_TC_10_2_1_1_ENDC_EUTRA_TestBody
Change 9
	Function name
	fl_TC_10_2_1_2_ENDC_EUTRA_TestBody

	Reason for change
	In the current implementation of function fl_TC_10_2_1_1_ENDC_EUTRA_TestBody, Security Keys shall be send from EUTRA at 2-3 before the reconfiguration procedure. However, Corresponding NR proc is expecting Security keys only after the reconfiguration Complete message. Hence removing the additional Security Key send from EUTRA proc.



	Summary of change
	Removed function call to Send the additional Security Key Exchange from EUTRA Procedure.

	TTCN module
	ESM_ENDC_EUTRA.ttcn

	MCC160 Comment
	


Before Change
function fl_TC_10_2_1_2_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    var template (value)  NAS_MSG_Request_Type v_ActivateBearer;

    var template (value) NAS_DL_Message_Type v_ModifyEPSBearerCxtReq;

    var template (value) TrafficFlowTemplate v_TrafficFlowTemplate := f_EUTRA_Get_508_TrafficFlowTemplate(6, tsc_EpsDedicatedBearerId); // @sic R5s180640 sic@

    //Create the Activate Dedicated EPS Bearer Context REQ according to Table 10.2.1.2.3.3-1 in 38.523-1

    v_ActivateBearer := f_EPS_GetActivateDedicatedBearer(tsc_EpsDedicatedBearerId,

                                                         cds_508_EPS_QoS (-), // @sic R5s180640 sic@ // @sic R5s190065 sic@

                                                         v_TrafficFlowTemplate, // @sic R5s180640 sic@

                                                         cs_Extd_EPS_QOS ('00001100'B)); // @sic R5s180640 sic@

    v_TrafficFlowTemplate.iei := '36'O; // @sic R5s180640 sic@

    //Create the Modify EPS Bearer Context REQ to be sent at Step 9 according to Table 10.2.1.2.3.3-1 in 38.523-1

    v_ModifyEPSBearerCxtReq := cs_ModifyEPSBearerCxtReq_AllParams(tsc_EpsDedicatedBearerId,

                                                                  tsc_PTI_Unassigned,

                                                                  cds_508_EPS_QoS ('5B'O), // @sic R5s180640 sic@

                                                                  v_TrafficFlowTemplate, // @sic R5s180640 sic@

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  f_Get_508_PFI(),

                                                                  cs_APN_AMBR,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  cs_Extd_APN_AMBR,

                                                                  cs_Extd_EPS_QOS ('00001110'B)); // @sic R5s180640 sic@

    // Initiate SgNB Keys:

    v_Security_Params := f_EUTRA38_ENDC_InitiateAndSendS_gNBKeys(NR);

    f_EUTRA38_Security_Set(v_Security_Params);  // Wk50_Deepak@Baselining 
    // @siclog "Steps 7 - 8" siclog@

    f_EUTRA38_508_ENDC_Reconfiguration (eutra_Cell1, MCG_SCG, v_Security_Params.SK_Counter, RRC_IDLE, {v_ActivateBearer});

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    // @siclog "Steps 9" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_Cell1,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                v_ModifyEPSBearerCxtReq)));

    //  Check:  Does the UE transmit a MODIFY EPS BEARER CONTEXT ACCEPT message as specified?

    //@siclog "Step 10" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_508_ModifyEPSBearerCxtAccept(tsc_EpsDedicatedBearerId))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10");

  } // End of function f_TC_10_2_1_2_ENDC_EUTRA_TestBody
After Change
function fl_TC_10_2_1_2_ENDC_EUTRA_TestBody() runs on EUTRA_5GS_PTC

  {

    var EUTRA38_SecurityParamsExtd_Type v_Security_Params;

    var template (value)  NAS_MSG_Request_Type v_ActivateBearer;

    var template (value) NAS_DL_Message_Type v_ModifyEPSBearerCxtReq;

    var template (value) TrafficFlowTemplate v_TrafficFlowTemplate := f_EUTRA_Get_508_TrafficFlowTemplate(6, tsc_EpsDedicatedBearerId); // @sic R5s180640 sic@

    //Create the Activate Dedicated EPS Bearer Context REQ according to Table 10.2.1.2.3.3-1 in 38.523-1

    v_ActivateBearer := f_EPS_GetActivateDedicatedBearer(tsc_EpsDedicatedBearerId,

                                                         cds_508_EPS_QoS (-), // @sic R5s180640 sic@ // @sic R5s190065 sic@

                                                         v_TrafficFlowTemplate, // @sic R5s180640 sic@

                                                         cs_Extd_EPS_QOS ('00001100'B)); // @sic R5s180640 sic@

    v_TrafficFlowTemplate.iei := '36'O; // @sic R5s180640 sic@

    //Create the Modify EPS Bearer Context REQ to be sent at Step 9 according to Table 10.2.1.2.3.3-1 in 38.523-1

    v_ModifyEPSBearerCxtReq := cs_ModifyEPSBearerCxtReq_AllParams(tsc_EpsDedicatedBearerId,

                                                                  tsc_PTI_Unassigned,

                                                                  cds_508_EPS_QoS ('5B'O), // @sic R5s180640 sic@

                                                                  v_TrafficFlowTemplate, // @sic R5s180640 sic@

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  f_Get_508_PFI(),

                                                                  cs_APN_AMBR,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  omit,

                                                                  cs_Extd_APN_AMBR,

                                                                  cs_Extd_EPS_QOS ('00001110'B)); // @sic R5s180640 sic@

  v_Security_Params.SK_Counter := tsc_SK_Counter; 
    // @siclog "Steps 7 - 8" siclog@

    f_EUTRA38_508_ENDC_Reconfiguration (eutra_Cell1, MCG_SCG, v_Security_Params.SK_Counter, RRC_IDLE, {v_ActivateBearer});

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    // @siclog "Steps 9" siclog@

    SRB.send(cas_SRB2_NasPdu_REQ(eutra_Cell1,

                                 cs_TimingInfo_Now,

                                 cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                v_ModifyEPSBearerCxtReq)));

    //  Check:  Does the UE transmit a MODIFY EPS BEARER CONTEXT ACCEPT message as specified?

    //@siclog "Step 10" siclog@

    SRB.receive(car_SRB2_NasPdu_IND(eutra_Cell1,

                                    cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cr_508_ModifyEPSBearerCxtAccept(tsc_EpsDedicatedBearerId))));

    f_EUTRA_PreliminaryPass(__FILE__, __LINE__, "Step 10");

  } // End of function f_TC_10_2_1_2_ENDC_EUTRA_TestBody
