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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 7.1.3.2.1 which is part of the NR5GC test suite in the ‘iwd-TTCN3-B2019-06_D19wk38’ ATS delivery. 

With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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3. Verification Test Summary

Test Case:
7.1.3.2.1
Test Group:
\NR5GC\7_1_3\
ATS Version:
iwd-TTCN3-B2019-12_D19wk38
System Simulator used:
Keysight 5G Protocol Conformance Toolset, Anritsu Protocol Conformance Test System ME7834NR
UE used:
HiSilicon Balong 5000, MediaTek MT6297
Verification Status:
PASS


4. Corrections required for NR PDCP test case 7.1.3.2.1 on wk38 ATS
Change 4.1

	Function name
	fl_NR5GC_PDCP_Integrity

	Reason for change
	Test case verified the Integrity check on SRB and DRB. In order to enable integrityProtection on DRB, IE IntegrityProtection needs to be enabled.

Note : An associated prose CR on 38.523-1 will be raised at RAN5#86

	Summary of change
	IntegrityProtection enabled using cs_NR_PDCP_RbConfig_ParamsDRB 

	TTCN module
	7_1_3/PDCP_NR5GC.ttcn

	MCC160 Comment
	


Before Change

       function fl_NR5GC_PDCP_Integrity(IntegrityProtAlgorithm p_IntegrityProAlgorithm) runs on NR5GC_PTC

  {

    var DRB_Identity v_DRBId;

    var template (value) NR_RadioBearer_Type v_SS_Drb_Config;

    f_NR5GC_Init_NAS(NR_1);

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_IntegrityAlgorithm_Set(p_IntegrityProAlgorithm);

    //Preamble

    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TESTModeA_ON);

    v_DRBId := f_NR_GetDefaultDRB_ForFirstPDUSession();

    v_SS_Drb_Config := f_NR_GetRadioBearerConfig_FullAM(nr_Cell1, v_DRBId, -, -, -, cs_SDAP_Configuration_None);//@sic R5s190732 sic@

    f_NR5GC_RRC_ConnectedState3N_Def(nr_Cell1,

                                     TEST_LOOPModeA_ON,

                                     cs_UE_TestLoopModeA_NR_LB_Setup_NoScaling,

                                     -,-,-,-,

                                     {v_SS_Drb_Config});//@sic R5s190732 sic@

    f_NR_TestBody_Set(true);

    f_TC_7_1_3_2_X_NR_TestBody(v_DRBId);

    f_NR_TestBody_Set(false);

    f_NR5GC_OpenUE_TestLoopMode_Deactivate_TestMode(nr_Cell1);

    //Postamble

    f_NR_Postamble(nr_Cell1, STATE_CONNECTED_3A);

    f_NR_ReleaseAllCells();

  }

After Change

    function fl_NR5GC_PDCP_Integrity(IntegrityProtAlgorithm p_IntegrityProAlgorithm) runs on NR5GC_PTC

  {

    var DRB_Identity v_DRBId;

    var template (value) NR_RadioBearer_Type v_SS_Drb_Config;

    var template (value) DRB_ToAddMod v_DRB_ToAddMod;
    f_NR5GC_Init_NAS(NR_1);

    //Create and configure NR cell1

    f_NR_CellConfig_Def(nr_Cell1);

    f_NR_AS_IntegrityAlgorithm_Set(p_IntegrityProAlgorithm);

    //Preamble

    f_NR5GC_Preamble(nr_Cell1, STATE_IDLE_1A, TESTModeA_ON);

    v_DRBId := f_NR_GetDefaultDRB_ForFirstPDUSession();

    v_SS_Drb_Config := f_NR_GetRadioBearerConfig_FullAM(nr_Cell1, v_DRBId, -, cs_NR_PDCP_RbConfig_ParamsDRB(cs_NR_PDCP_DRB_Config_Parameters(-,-,true)), -, cs_SDAP_Configuration_None);//@sic R5s190732 sic@ 

    v_DRB_ToAddMod := cs_38508_NRDRB_ToAddMod((f_NR_GetSDAP_InDRBList(v_DRBId)),

                                              v_DRBId,

                                              cs_38508_PDCP_Config_IntEnable);
    f_NR5GC_RRC_ConnectedState3N_Def(nr_Cell1,

                                     TEST_LOOPModeA_ON,

                                     cs_UE_TestLoopModeA_NR_LB_Setup_NoScaling,

                                     -,-,-,

                                     {v_DRB_ToAddMod},
                                     {v_SS_Drb_Config});//@sic R5s190732 sic@

    f_NR_TestBody_Set(true);

    f_TC_7_1_3_2_X_NR_TestBody(v_DRBId);

    f_NR_TestBody_Set(false);

    f_NR5GC_OpenUE_TestLoopMode_Deactivate_TestMode(nr_Cell1);

    //Postamble

    f_NR_Postamble(nr_Cell1, STATE_CONNECTED_3A);

    f_NR_ReleaseAllCells();

  }
Change 4.2

	Templeate name
	cs_38508_PDCP_Config_DRB_IntEnable, cs_38508_PDCP_Config_IntEnable 

	Reason for change
	New templates defined to facilitate IntegrationProtection IE. Please refer to change 4.1

	Summary of change
	New templates defined to facilitate IntegrationProtection IE. Please refer to change 4.1

	TTCN module
	

	MCC160 Comment
	


New template

         template (value) PDCP_Config.drb cs_38508_PDCP_Config_DRB_IntEnable(NR_PDCP_DiscardTimer_Type p_DiscardTimer := infinity_,

                                                            NR_PDCP_SN_UL_Type p_SN_UL := len18bits,

                                                            NR_PDCP_SN_DL_Type p_SN_DL := len18bits,

                                                            template (omit) PDCP_Config.drb.statusReportRequired p_StatusReportRequired := true_) :=

  { /* @status    APPROVED (ENDC, NR5GC) */

    //@sic R5-194296 added p_StatusReportRequired sic@

    discardTimer        := p_DiscardTimer,

    pdcp_SN_SizeUL      := p_SN_UL,

    pdcp_SN_SizeDL      := p_SN_DL,

    headerCompression   := cs_NR_PDCP_HeaderCompressionNotUsed,

    integrityProtection := enabled,

    statusReportRequired:= p_StatusReportRequired,

    outOfOrderDelivery  := omit

  };
  …

  template (value) PDCP_Config cs_38508_PDCP_Config_IntEnable(NR_PDCP_DiscardTimer_Type p_DiscardTimer := infinity_,

                                                    NR_PDCP_SN_UL_Type p_SN_UL := len18bits,

                                                    NR_PDCP_SN_DL_Type p_SN_DL := len18bits,

                                                    template (omit) NR_PDCP_T_Reordering_Type p_T_Reordering := omit,

                                                    template (omit) PDCP_Config.drb.statusReportRequired p_StatusReportRequired := true_) :=

  { //As per 38.508-1 Table 4.6.3-99: PDCP-Config

    //@sic R5-194296 added p_StatusReportRequired sic@

    /* @status    APPROVED (ENDC, NR5GC) */

    drb             := cs_38508_PDCP_Config_DRB_IntEnable(p_DiscardTimer, p_SN_UL, p_SN_DL, p_StatusReportRequired),

    moreThanOneRLC  := omit,

    t_Reordering    := p_T_Reordering,

    cipheringDisabled := omit          // @sic BASELINE MOVING OCT 2018 sic@

  };
Change 4.3

	Function name
	f_TC_7_1_3_2_X_NR_TestBody()

	Reason for change
	Implementation of step 1b1 and 1b2 is missing

	Summary of change
	Add implementation of steps 1b1 and 1b2

	TTCN module
	PDCP_TC_Common_NR.ttcn

	MCC160 Comment
	


Before Change

       function f_TC_7_1_3_2_X_NR_TestBody(DRB_Identity p_RB_Id) runs on NR_BASE_PTC

   {

     var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());

     var template (value) RadioBearerConfig v_RadioBearerConfig;

     var NR_SecurityParams_Type v_Security_Params := f_NR_Security_Get();

     var IntegrityProtAlgorithm v_IntegrityAlg:= v_Security_Params.AS_Integrity.Algorithm;

     var boolean v_DontWaitForComplete:=false;

     if ( (pc_EN_DC or pc_NGEN_DC) and pc_srb3)

     …

   }

After Change

      function f_TC_7_1_3_2_X_NR_TestBody(DRB_Identity p_RB_Id) runs on NR_BASE_PTC

   {

     var octetstring v_IPData := f_IPv4IPv6_IcmpEchoReply(f_LoopbackModeB_IP_Address_UE());

     var template (value) RadioBearerConfig v_RadioBearerConfig;

     var NR_SecurityParams_Type v_Security_Params := f_NR_Security_Get();

     var IntegrityProtAlgorithm v_IntegrityAlg:= v_Security_Params.AS_Integrity.Algorithm;

     var boolean v_DontWaitForComplete:=false;

     if(pc_EN_DC or pc_NGEN_DC){

       //@siclog "Step 1a1-1a2" siclog@

       //The SS sends EUTRA RRC - Done in EUTRA PTC

     }else{

      //@siclog "Step 1b1-1b2" siclog@

      //The SS sends NR RRC

      f_NR_Capability(nr_Cell1);

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 1b2");

     }     

     if ( (pc_EN_DC or pc_NGEN_DC) and pc_srb3)

    …

   }

Change 4.4

	Template name
	Template cs_NR_PDCP_DRB_Config_Parameters

	Reason for change
	IntegrationProtection IE needs to be enabled, therefore, true is passed to the template as input. Please check change 4.1.

	Summary of change
	p_IntegrityProtectionEnabled is defined in order to enable/disable intergrityProtection flag

	TTCN module
	NR_PDCP_Templates.ttcn

	MCC160 Comment
	


Before Change

         template (value) NR_PDCP_DRB_Config_Parameters_Type cs_NR_PDCP_DRB_Config_Parameters(NR_PDCP_SN_Size_Type p_SN_SizeUL := PDCP_SNLength18,

                                                                                       NR_PDCP_SN_Size_Type p_SN_SizeDL := PDCP_SNLength18) :=

  { /* @status    APPROVED (ENDC, NR5GC) */

    SN_SizeUL := p_SN_SizeUL,

    SN_SizeDL := p_SN_SizeDL,

    HeaderCompression := { None  := true },

    IntegrityProtectionEnabled := false
  };
After Change

        template (value) NR_PDCP_DRB_Config_Parameters_Type cs_NR_PDCP_DRB_Config_Parameters(NR_PDCP_SN_Size_Type p_SN_SizeUL := PDCP_SNLength18,

                                                                                       NR_PDCP_SN_Size_Type p_SN_SizeDL := PDCP_SNLength18,

                                                                                       boolean p_IntegrityProtectionEnabled := false) := 

  { /* @status    APPROVED (ENDC, NR5GC) */

    SN_SizeUL := p_SN_SizeUL,

    SN_SizeDL := p_SN_SizeDL,

    HeaderCompression := { None  := true },

    IntegrityProtectionEnabled := p_IntegrityProtectionEnabled
  };

5. Execution Log Files

5.1 HiSilicon Balong 5000
The HiSilicon Balong 5000UE passed this test case on Keysight 5G Protocol Conformance Toolset Solution on NR5GC band n41.The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file: 
TC_7_1_3_2_1_LOG.html
In the log file (in .html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

5.2 MediaTek MT6297
The MediaTek MT6297 UE passed this test case on Anritsu Protocol Conformance Test System ME7834NR on NR5GC band combination N78.The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file

(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)


In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.
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