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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 22.5.21 which is part of the NBIOT test suite in the ‘iwd-TTCN3-B2018-03_D18wk49’ ATS delivery. 
With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence.
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4 Corrections required for NBIOT 22.5.20
4.1fl_TC_22_5_21_Body
	Template name
	fl_TC_22_5_21_Body

	Reason for change
	In the current TTCN implementation:
1) At Step 15a2, instead of using cs_ExtdPCO for the extended protocol configuration options, it is proposed to use the function f_NAS_ExtdProtocolConfigOptionsTX which takes the protocol containers as arguments and returns the IE cs_ExtdPCO with appropriate contents (length etc) as an improvement. 
2) At Step 17, the function f_NBIOT_RRCConnectionRequest_Check is being used to check if the UE sends a rrcconnectionREQ qith cause mo_ExceptionData. However, this can also be achieved by simply checking for the establishment cause in Step 18. Also in Step 18, the template cr_NAS_Indication is being used, but this wont be of help to capture the piggybacked ESM Data Transport. This also needs to be corrected.
3) After Step 15 when the UE has permormed a successful TAU, some UEs may send the ESM Data Transport message on same rrc connection. This needs to be handled in TTCN.
4) At Step 21 after transmitting the SERVICE ACCEPT, the current TTCN only waits for the APN rate control timer to expire at Step 22. However, in this implementation it is not checked if the UE has actually enforced the APN rate control timer and the Additional APN rate control for exception data. This needs to be implemented. 

5) After Step 22, after the APN rate control timer has expired, it is expected that the UE will transmit the ESM data transport message. However, the UE will need an AT command trigger to do that, which is missing in current TTCN implementation.


	Summary of change
	1) Created a variable v_PcoToUE and set it as v_PcoToUE := f_NAS_ExtdProtocolConfigOptionsTX ({cs_ProtocolContainer('0016'O, '0100000A'O),cs_ProtocolContainer('0019'O, '010001'O)});. Used variable v_PcoToUE in Step 15a2.
2) Removed Step 17, and updated the step 18 implementation to check for mo_ExceptionData. Also used cr_NAS_IndicationWithPiggybacking instead of cr_NAS_Indication.
3) Introduced a new Step 15A in TTCN which handles the ESM Data Transport message after TAU at Step 15. A Prose CR will be raised for this.
4) Implemented new TTCN which checks that the UE has enforced the APN rate control and Additional APN rate control for exception data. A Prose CR will be raised for this. The new TTCN is marked in green.
5) Implemented new TTCN (marked in green) for Step 22A, which prompts the user to trigger MO exception data. Increased the extended wait timer at Step 11 to 60s. A Prose CR will be raised for this.
6) Implemented the special message content for Step 15a2 according to the Prose CR for this testcase.

	TTCN module
	ENBIOT_NAS.ttcn

	MCC160 Comment
	


Before Change:

	function fl_TC_22_5_21_Body() runs on NBIOT_PTC
  {
    var NAS_MSG_Indication_Type v_NAS_Ind;
    var boolean v_ConfiguredPDN := false;
    var NAS_UL_Message_Type v_PDNConnectivityReq_Rxd;
    var integer v_PDNIndex := 0;
    var template (value) PDN_Address v_PDN_Address;
    var AccessPointName v_APN;
    var NB_SRB_COMMON_IND v_ReceivedAsp;
    var float v_WaitForConnection := 30.0;
    var boolean v_Rxd_RRCConnReq := false;
    var template (present) B3_Type v_PDNType := (f_GetPdnType(), '101'B);
    var template (value) NAS_ExtdProtocolConfigOptions_Type v_ProtocolContainerList := {cs_ProtocolContainer('0016'O, '08FFFFFF'O),
                                                                                        cs_ProtocolContainer('0019'O, '010001'O)};
    timer t_Additional_APN_RateControl := 60.0; //Timer for additional APN Rate control
    //@siclog "Step 1 - 12" siclog@
    //Steps 1-12 of the generic procedure for UE registration specified in TS 36.508 subclause 8.1.5.2.3 are performed.
    v_NAS_Ind := f_NBIOT_InitialRegistration_Step2_4(nbiot_Cell1, CONTROL_PLANE, NORMAL);
    f_NBIOT_InitialRegistration_Step5_12(nbiot_Cell1, CONTROL_PLANE, STATE3_NB_IDLEUPDATED, v_NAS_Ind);
    if (ispresent (v_NAS_Ind.Pdu.PiggybackedPduList)) {
      if (ischosen (v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST)) {
        v_ConfiguredPDN := true;
      }
    }
    //@siclog "Step 13 - 14" siclog@
    fl_Steps_13_To_14 (nbiot_Cell1, CONTROL_PLANE, v_NAS_Ind);
    //@siclog "Step 14a1-14b1" siclog@
    f_NBIOT_InitialRegistration_Step14(nbiot_Cell1, CONTROL_PLANE, tsc_EpsDefaultBearerId);
    if (not v_ConfiguredPDN) {
      //Steps 15a1-15a3 will be followed if the UE did not establish a PDN connection in step 14b1.
      //Cause the UE to request PDN connectivity.
      f_UT_RequestAdditionalPDNConnectivity (UT, hex2int(tsc_EpsDefaultBearerId));
      //@siclog "Step 15a1" siclog@
      SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                        tsc_SRB1bis,
                                        cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                          cr_CIOT_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType))))-> value v_ReceivedAsp;
      v_PDNConnectivityReq_Rxd := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg;
      v_PDNIndex := f_NBIOT_MobileInfo_GetNoOfPDNsConfigured();
      f_NBIOT_MobileInfo_SetAssignedPdnAndPTI (v_PDNIndex,
                                               v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.pdnType.typeValue,
                                               v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier);
      if (ispresent(v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.accessPointName)) {
        v_APN := v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.accessPointName;
        v_APN.iei := omit;
      } else {
        v_APN := valueof(cs_AccessPointName(px_AccessPointName));
      }
      f_NBIOT_MobileInfo_SetAPN(0, v_APN);
      f_NBIOT_MobileInfo_SetExtPCO(0, v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.extdProtocolConfigurationOptions);
      v_PDN_Address := f_CIOT_GetPDNAddress(v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.pdnType.typeValue, f_CheckExtdPCOforIPallocationViaNas(f_NBIOT_MobileInfo_GetExtdPCO(v_PDNIndex)));
      //@siclog "Step 15a2 siclog@
      SRB.send(cas_NB_SRB_NasPdu_REQ(nbiot_Cell1,
                                     tsc_SRB1bis,
                                     cs_TimingInfo_Now,
                                     cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                    cs_CIOT_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,
                                                                                              f_NBIOT_MobileInfo_GetPTI(v_PDNIndex),
                                                                                              v_APN,
                                                                                              v_PDN_Address,
                                                                                              cs_ExtdPCO((int2oct(lengthof(v_ProtocolContainerList)+2,2)), v_ProtocolContainerList)))));
      //@siclog "Step 15a3" siclog@
      SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                        tsc_SRB1bis,
                                        cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                          cdr_CIOT_ActivateDefEpsBearerContextAccept(tsc_EpsDefaultBearerId))));
      if (pc_IP_PDN) {
        f_NBIOT_DelayForUserPlaneSignalling_CP(nbiot_Cell1);
      }
     }
    //@siclog "Step 16" siclog@
    f_NBIOT_RRC_ConnectionRelease (nbiot_Cell1);
    //Trigger the UE to initiate MO Exception Data
    f_UT_TriggerMO_ExceptionData(UT);
    //@siclog "Step 17" siclog@
    v_Rxd_RRCConnReq := f_NBIOT_RRC_RRCConnectionRequest_Check (nbiot_Cell1, v_WaitForConnection, mo_ExceptionData);
    //@siclog "Step 19" siclog@
    t_Additional_APN_RateControl.start;
    //@siclog "Step 18 - 20" siclog@
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell1,
                                                ?,
                                                cr_NAS_Indication (tsc_SHT_IntegrityProtected,
                                                                   cr_CONTROL_PLANE_SERVICE_REQUEST(?)));
    if (ispresent (v_NAS_Ind.Pdu.PiggybackedPduList)) {
      if (ischosen (v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg.eSM_DATA_TRANSPORT)) {
        f_NBIOT_PreliminaryPass (__FILE__, __LINE__, "Step 20");
      }
      else{
        f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 20");
      }
    }
    else{
        f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 20");
    }
    //@siclog "Step 21" siclog@
    SRB.send(cas_NB_SRB_NasPdu_REQ(nbiot_Cell1,
                                   tsc_SRB1bis,
                                   cs_TimingInfo_Now,
                                   cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                  cs_SERVICE_ACCEPT)));
    //@siclog "Step 22" siclog@
    t_Additional_APN_RateControl.timeout;
    //@siclog "Step 23" siclog@
    t_Additional_APN_RateControl.start;
    alt {
        //@siclog "Step 24" siclog@
        [] SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                           tsc_SRB1bis,
                                           cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                             cr_ESM_DATA_TRANSPORT (tsc_EpsDefaultBearerId, ?, ?))))-> value v_ReceivedAsp
           {
                t_Additional_APN_RateControl.stop;
                f_NBIOT_PreliminaryPass (__FILE__, __LINE__, "Step 24");
                //@siclog "Step 24" siclog@ // @sic R5-184494 sic@
                f_NBIOT_RRC_ConnectionRelease (nbiot_Cell1);
           }
        [] t_Additional_APN_RateControl.timeout
           {
                f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 23");
           }
    } //End of Alt
  } // End of fl_TC_22_5_21_Body


After Change:

	function fl_TC_22_5_21_Body() runs on NBIOT_PTC
  {
    var NAS_MSG_Indication_Type v_NAS_Ind;
    var boolean v_ConfiguredPDN := false;
    var NAS_UL_Message_Type v_PDNConnectivityReq_Rxd;
    var integer v_PDNIndex := 0;
    var template (value) PDN_Address v_PDN_Address;
    var AccessPointName v_APN;
    var NB_SRB_COMMON_IND v_ReceivedAsp;
    var float v_WaitForConnection := 30.0;
    var boolean v_Rxd_RRCConnReq := false;
    var template (present) B3_Type v_PDNType := (f_GetPdnType(), '101'B); 
    var integer v_Count := 0; //WA#22_5_21    
    var ExtdProtocolConfigOptions v_PcoToUE := f_NAS_ExtdProtocolConfigOptionsTX ({cs_ProtocolContainer('0016'O, '0100000A'O),cs_ProtocolContainer('0019'O, '010001'O)});//WA#22_5_21
    /*var template (value) NAS_ExtdProtocolConfigOptions_Type v_ProtocolContainerList := {cs_ProtocolContainer('0016'O, '08FFFFFF'O),
                                                                                        cs_ProtocolContainer('0019'O, '010001'O)};*/
    timer t_Additional_APN_RateControl := 60.0; //Timer for additional APN Rate control
    //@siclog "Step 1 - 12" siclog@
    //Steps 1-12 of the generic procedure for UE registration specified in TS 36.508 subclause 8.1.5.2.3 are performed.
    v_NAS_Ind := f_NBIOT_InitialRegistration_Step2_4(nbiot_Cell1, CONTROL_PLANE, NORMAL);
    f_NBIOT_InitialRegistration_Step5_12(nbiot_Cell1, CONTROL_PLANE, STATE3_NB_IDLEUPDATED, v_NAS_Ind);
    if (ispresent (v_NAS_Ind.Pdu.PiggybackedPduList)) {
      if (ischosen (v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg.pDN_CONNECTIVITY_REQUEST)) {
        v_ConfiguredPDN := true;
      }
    }
    //@siclog "Step 13 - 14" siclog@
    fl_Steps_13_To_14 (nbiot_Cell1, CONTROL_PLANE, v_NAS_Ind);
    //@siclog "Step 14a1-14b1" siclog@
    f_NBIOT_InitialRegistration_Step14(nbiot_Cell1, CONTROL_PLANE, tsc_EpsDefaultBearerId);
    if (not v_ConfiguredPDN) {
      //Steps 15a1-15a3 will be followed if the UE did not establish a PDN connection in step 14b1.
      //Cause the UE to request PDN connectivity.
      f_UT_RequestAdditionalPDNConnectivity (UT, hex2int(tsc_EpsDefaultBearerId));
      //@siclog "Step 15a1" siclog@
      SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                        tsc_SRB1bis,
                                        cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                          cr_CIOT_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType))))-> value v_ReceivedAsp;
      v_PDNConnectivityReq_Rxd := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg;
      v_PDNIndex := f_NBIOT_MobileInfo_GetNoOfPDNsConfigured();
      f_NBIOT_MobileInfo_SetAssignedPdnAndPTI (v_PDNIndex,
                                               v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.pdnType.typeValue,
                                               v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.procedureTransactionIdentifier);
      if (ispresent(v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.accessPointName)) {
        v_APN := v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.accessPointName;
        v_APN.iei := omit;
      } else {
        v_APN := valueof(cs_AccessPointName(px_AccessPointName));
      }
      f_NBIOT_MobileInfo_SetAPN(0, v_APN);
      f_NBIOT_MobileInfo_SetExtPCO(0, v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.extdProtocolConfigurationOptions);
      v_PDN_Address := f_CIOT_GetPDNAddress(v_PDNConnectivityReq_Rxd.pDN_CONNECTIVITY_REQUEST.pdnType.typeValue, f_CheckExtdPCOforIPallocationViaNas(f_NBIOT_MobileInfo_GetExtdPCO(v_PDNIndex)));
      //@siclog "Step 15a2 siclog@
      SRB.send(cas_NB_SRB_NasPdu_REQ(nbiot_Cell1,
                                     tsc_SRB1bis,
                                     cs_TimingInfo_Now,
                                     cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                    cs_CIOT_ActivateDefEpsBearerContextRequest(tsc_EpsDefaultBearerId,
                                                                                              f_NBIOT_MobileInfo_GetPTI(v_PDNIndex),
                                                                                              v_APN,
                                                                                              v_PDN_Address,
                                                                                              //WA#22_5_21 cs_ExtdPCO((int2oct(lengthof(v_ProtocolContainerList)+2,2)), v_ProtocolContainerList)
                                                                                              v_PcoToUE))));
      //@siclog "Step 15a3" siclog@
      SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                        tsc_SRB1bis,
                                        cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                          cdr_CIOT_ActivateDefEpsBearerContextAccept(tsc_EpsDefaultBearerId))));
      if (pc_IP_PDN) {
        f_NBIOT_DelayForUserPlaneSignalling_CP(nbiot_Cell1);
      }
     }
    //@siclog "Step 16" siclog@
    f_NBIOT_RRC_ConnectionRelease (nbiot_Cell1);
    //Trigger the UE to initiate MO Exception Data
    f_UT_TriggerMO_ExceptionData(UT);
    //@siclog "Step 17" siclog@
    //WA#22_5_21 v_Rxd_RRCConnReq := f_NBIOT_RRC_RRCConnectionRequest_Check (nbiot_Cell1, v_WaitForConnection, mo_ExceptionData);
    //@siclog "Step 19" siclog@    
    t_Additional_APN_RateControl.start;
    //@siclog "Step 18 - 20" siclog@
    /*WA#22_5_21 v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell1,
                                                ?,
                                                cr_NAS_Indication (tsc_SHT_IntegrityProtected,
                                                                   cr_CONTROL_PLANE_SERVICE_REQUEST(?)));*/
    //WA#22_5_21
    v_NAS_Ind := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell1,
                                                mo_ExceptionData, //WA#22_5_21
                                                cr_NAS_IndicationWithPiggybacking (tsc_SHT_IntegrityProtected_PartiallyCiphered,
                                                cr_CONTROL_PLANE_SERVICE_REQUEST(?),
                                                ?));
    if (ispresent (v_NAS_Ind.Pdu.PiggybackedPduList)) {
      if (ischosen (v_NAS_Ind.Pdu.PiggybackedPduList[0].Msg.eSM_DATA_TRANSPORT)) {
        f_NBIOT_PreliminaryPass (__FILE__, __LINE__, "Step 20");
      }
      else{
        f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 20");
      }
    }
    else{
        f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 20");
    }
    //@siclog "Step 21" siclog@
    SRB.send(cas_NB_SRB_NasPdu_REQ(nbiot_Cell1,
                                   tsc_SRB1bis,
                                   cs_TimingInfo_Now,
                                   cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,
                                                  cs_SERVICE_ACCEPT)));
    //@siclog "Step 22" siclog@
    for (v_Count := 0; v_Count < 9; v_Count := v_Count +1) { //Prose CR required for this loop
      f_UT_TriggerMO_ExceptionData(UT);
      SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                           tsc_SRB1bis,
                                           cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                             cr_ESM_DATA_TRANSPORT (tsc_EpsDefaultBearerId, ?))))
      f_NBIOT_PreliminaryPass (__FILE__, __LINE__, "Data report received no." & int2str(v_Count + 1));
    }    
    f_UT_TriggerMO_ExceptionData(UT); //WA#22_5_21 Prose CR required    
    alt {
        //@siclog "Step FFS" siclog@
        [] SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                           tsc_SRB1bis,
                                           cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                             cr_ESM_DATA_TRANSPORT (tsc_EpsDefaultBearerId, ?))))-> value v_ReceivedAsp
           {
                t_Additional_APN_RateControl.stop;
                f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "The UE should not send any UL data");                
           }
        [] t_Additional_APN_RateControl.timeout
           {                
                f_NBIOT_PreliminaryPass (__FILE__, __LINE__, "The UE didnt send any UL data");
           }
    } //End of Alt    
    //@siclog "Step 23" siclog@
    f_UT_TriggerMO_ExceptionData(UT); //WA#22_5_21    
    t_Additional_APN_RateControl.start;    
    alt {
        //@siclog "Step 24" siclog@
        [] SRB.receive(car_NB_SRB_NasPdu_IND(nbiot_Cell1,
                                           tsc_SRB1bis,
                                           cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,
                                                             cr_ESM_DATA_TRANSPORT (tsc_EpsDefaultBearerId, ?))))-> value v_ReceivedAsp
           {
                t_Additional_APN_RateControl.stop;
                f_NBIOT_PreliminaryPass (__FILE__, __LINE__, "Step 24");
                //@siclog "Step 24" siclog@ // @sic R5-184494 sic@
                f_NBIOT_RRC_ConnectionRelease (nbiot_Cell1);
           }
        [] t_Additional_APN_RateControl.timeout
           {
                f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 24");
           }
    } //End of Alt
  } // End of fl_TC_22_5_21_Body


4.2 fl_Steps_13_To_14
	Template name
	f_TC_22_5_20_NBIOT

	Reason for change
	At Step 15a2, instead of using cs_ExtdPCO for the extended protocol configuration options, it is proposed to use the function f_NAS_ExtdProtocolConfigOptionsTX which takes the protocol containers as arguments and returns the IE cs_ExtdPCO with appropriate contents (length etc) as an improvement. 


	Summary of change
	Created a variable v_PcoToUE and set it as v_PcoToUE := f_NAS_ExtdProtocolConfigOptionsTX ({cs_ProtocolContainer('0016'O, '0100000A'O),cs_ProtocolContainer('0019'O, '010001'O)});. Used variable v_PcoToUE in Step 15a2.


	TTCN module
	ENBIOT_NAS.ttcn

	MCC160 Comment
	


Before Change:

	function fl_Steps_13_To_14(NBIOT_CellId_Type p_CellId,
                                              IOT_STATE_Type p_IOT_State,
                                              NAS_MSG_Indication_Type p_NAS_Ind,
                                              PDN_TypeToBeUsed_Type p_PDN_TypeToBeUsed := pdnTypeAsSupportedByUE,
                                              template (omit) TrackingAreaIdList p_TaiList := omit,
                                              template (omit) MobileIdentity p_Guti := omit,
                                              template (omit) EPS_NetworkFeatureSupport p_NwkFeatSup := omit,
                                              template (omit) AdditionalUpdateResult p_AdditionalUpdateResult := omit,
                                              template (value) GPRS_Timer p_T3412 := cs_GprsTimer_v_deact,
                                              template (omit) GPRS_Timer p_T3402 := omit,
                                              template (omit) GPRS_Timer3 p_T3412Extd := omit,
                                              template (omit) GPRS_Timer2 p_T3324 := omit,
                                              template (omit) GPRS_Timer p_T3423 := omit,
                                              template (omit) PLMN_List p_EquivalentPlmnList := omit,
                                              template (omit) ExtdDRXParams p_ExtdDRXParams := omit) runs on NBIOT_PTC
  {
    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(p_CellId);
    var template (value) MobileIdentity v_Guti;
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var NAS_UL_Message_Type v_ESMMessage := p_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;
    var EUTRA_ASN1_TrackingAreaCode_Type v_TAC := f_NBIOT_CellInfo_GetTAC(p_CellId);
    var EPS_BearerIdentity v_EpsDefaultBearerId := tsc_EpsDefaultBearerId;
    var template (value) EPS_NetworkFeatureSupport v_NtwkFeatSupport;
    var boolean v_IPv4AllocationViaNasFlag := true;
    var NBIOT_PDN_Type v_PDN;
    var template (value) PDN_Address v_PDN_Address;
    var template (omit) AdditionalUpdateResult v_AdditionalUpdateResult;
    var BEARER_CONTEXT_TYPE v_BearerContextNumber := DEF_1;
    var template (omit) ESM_Cause v_ESM_Cause := omit;
    var template (value) TrackingAreaIdList v_TaiList;
    var template (value) NAS_ExtdProtocolConfigOptions_Type v_ProtocolContainerList := {cs_ProtocolContainer('0016'O, '08FFFFFF'O),
                                                                                        cs_ProtocolContainer('0019'O, '010001'O)};
    if (isvalue(p_TaiList)) {
      v_TaiList := valueof(p_TaiList);
    } else {
      v_TaiList := cs_TAIListNonConsecutive_lv(v_PLMN, {bit2oct(v_TAC)});
    }
    if (isvalue(p_Guti)) {
      v_Guti := valueof(p_Guti);
    } else {
     v_Guti := f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_GutiParams);
    }
    if (isvalue(p_NwkFeatSup)) {
      v_NtwkFeatSupport := valueof(p_NwkFeatSup);
    } else {
     v_NtwkFeatSupport := f_GetNBIOTNetworkFeatureSupport(p_IOT_State);
    }
    if (isvalue(p_AdditionalUpdateResult)) {
      v_AdditionalUpdateResult := valueof(p_AdditionalUpdateResult);
    } else {
      v_AdditionalUpdateResult  := f_GetNBIOTAdditionalUpdateResult(p_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.addUpdateType);
    }
    if (f_NBIOT_MobileInfo_GetNoOfPDNsConfigured () > 0) { // PDN Requested
      v_PDN := f_NBIOT_MobileInfo_GetAssignedPdn (0);  // This is registration, so this is the first PDN
      v_PDN_Address := f_CIOT_GetPDNAddress(v_PDN.assignedPdnType, v_IPv4AllocationViaNasFlag, -, p_PDN_TypeToBeUsed);
    }
    if (p_IOT_State == USER_PLANE) { // configure the DRB
      if (pc_IPv6 and pc_IPv4) {
        select (p_PDN_TypeToBeUsed) {
          case (forceIPv4only)          { v_ESM_Cause := cs_ESM_Cause_tv('00110010'B); }     // PDN type IPv4 only allowed
          case (forceIPv6only)          { v_ESM_Cause := cs_ESM_Cause_tv('00110011'B); }     // PDN type IPv6 only allowed
          case (pdnTypeAsSupportedByUE) { v_ESM_Cause := omit; }
        }
      }
      f_NBIOT_RRCConnectionReconfigurationWithAttachAcceptAllParams(p_CellId,
                                                                    v_EpsDefaultBearerId,
                                                                    tsc_RRC_TI_Def,
                                                                    v_PDN.pti,
                                                                    tsc_EAttachType_EpsOnly,
                                                                    v_PDN_Address,
                                                                    v_Guti,
                                                                    v_TaiList,
                                                                    omit,
                                                                    omit,
                                                                    v_ESM_Cause,
                                                                    v_PDN.accessPointName,
                                                                    cs_ExtdPCO((int2oct(lengthof(v_ProtocolContainerList)+2,2)), v_ProtocolContainerList),
                                                                    v_AdditionalUpdateResult,
                                                                    p_T3412,
                                                                    p_T3402,
                                                                    p_T3423,
                                                                    p_EquivalentPlmnList,
                                                                    v_NtwkFeatSupport,
                                                                    p_T3412Extd,
                                                                    -,
                                                                    v_BearerContextNumber,
                                                                    omit,
                                                                    p_T3324,
                                                                    p_ExtdDRXParams);
    } else { // CP
      if (px_DoAttachWithoutPDN) {
        SRB.send(cas_NB_SRB_NasPdu_REQ(p_CellId,
                                       tsc_SRB1bis,
                                       cs_TimingInfo_Now,
                                       cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cs_CIOT_ATTACH_ACCEPT(v_TaiList,
                                                                                            v_Guti,
                                                                                            v_NtwkFeatSupport,
                                                                                            v_AdditionalUpdateResult,
                                                                                            p_T3412,
                                                                                            p_T3402,
                                                                                            p_T3412Extd,
                                                                                            p_T3324,
                                                                                            p_T3423,
                                                                                            p_EquivalentPlmnList,
                                                                                            p_ExtdDRXParams),
                                                                      cs_ESM_DUMMY_MESSAGE(v_ESMMessage.eSM_DUMMY_MESSAGE.procedureTransactionIdentifier))));
      } else { // PDN
        SRB.send(cas_NB_SRB_NasPdu_REQ(p_CellId,
                                       tsc_SRB1bis,
                                       cs_TimingInfo_Now,
                                       cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cs_CIOT_ATTACH_ACCEPT(v_TaiList,
                                                                                            v_Guti,
                                                                                            v_NtwkFeatSupport,
                                                                                            v_AdditionalUpdateResult,
                                                                                            p_T3412,
                                                                                            p_T3402,
                                                                                            p_T3412Extd,
                                                                                            p_T3324,
                                                                                            p_T3423,
                                                                                            p_EquivalentPlmnList,
                                                                                            p_ExtdDRXParams),
                                                                      cs_CIOT_ActivateDefEpsBearerContextRequest(v_EpsDefaultBearerId,
                                                                                                                v_PDN.pti,
                                                                                                                v_PDN.accessPointName,
                                                                                                                v_PDN_Address,
                                                                                                                cs_ExtdPCO((int2oct(lengthof(v_ProtocolContainerList)+2,2)), v_ProtocolContainerList),
                                                                                                                -,
                                                                                                                -,
                                                                                                                -,
                                                                                                                omit,
                                                                                                                -,
                                                                                                                -))));
      }
    }
  }


After Change:

	function fl_Steps_13_To_14(NBIOT_CellId_Type p_CellId,
                                              IOT_STATE_Type p_IOT_State,
                                              NAS_MSG_Indication_Type p_NAS_Ind,
                                              PDN_TypeToBeUsed_Type p_PDN_TypeToBeUsed := pdnTypeAsSupportedByUE,
                                              template (omit) TrackingAreaIdList p_TaiList := omit,
                                              template (omit) MobileIdentity p_Guti := omit,
                                              template (omit) EPS_NetworkFeatureSupport p_NwkFeatSup := omit,
                                              template (omit) AdditionalUpdateResult p_AdditionalUpdateResult := omit,
                                              template (value) GPRS_Timer p_T3412 := cs_GprsTimer_v_deact,
                                              template (omit) GPRS_Timer p_T3402 := omit,
                                              template (omit) GPRS_Timer3 p_T3412Extd := omit,
                                              template (omit) GPRS_Timer2 p_T3324 := omit,
                                              template (omit) GPRS_Timer p_T3423 := omit,
                                              template (omit) PLMN_List p_EquivalentPlmnList := omit,
                                              template (omit) ExtdDRXParams p_ExtdDRXParams := omit) runs on NBIOT_PTC
  {
    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(p_CellId);
    var template (value) MobileIdentity v_Guti;
    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);
    var NAS_UL_Message_Type v_ESMMessage := p_NAS_Ind.Pdu.PiggybackedPduList[0].Msg;
    var EUTRA_ASN1_TrackingAreaCode_Type v_TAC := f_NBIOT_CellInfo_GetTAC(p_CellId);
    var EPS_BearerIdentity v_EpsDefaultBearerId := tsc_EpsDefaultBearerId;
    var template (value) EPS_NetworkFeatureSupport v_NtwkFeatSupport;
    var boolean v_IPv4AllocationViaNasFlag := true;
    var NBIOT_PDN_Type v_PDN;
    var template (value) PDN_Address v_PDN_Address;
    var template (omit) AdditionalUpdateResult v_AdditionalUpdateResult;
    var BEARER_CONTEXT_TYPE v_BearerContextNumber := DEF_1;
    var template (omit) ESM_Cause v_ESM_Cause := omit;
    var template (value) TrackingAreaIdList v_TaiList;
    var ExtdProtocolConfigOptions v_PcoToUE := f_NAS_ExtdProtocolConfigOptionsTX ({cs_ProtocolContainer('0016'O, '0100000A'O),cs_ProtocolContainer('0019'O, '010001'O)});//WA#22_5_21
    /*WA#22_5_21 var template (value) NAS_ExtdProtocolConfigOptions_Type v_ProtocolContainerList := {cs_ProtocolContainer('0016'O, '08FFFFFF'O),
                                                                                        cs_ProtocolContainer('0019'O, '010001'O)};*/
    if (isvalue(p_TaiList)) {
      v_TaiList := valueof(p_TaiList);
    } else {
      v_TaiList := cs_TAIListNonConsecutive_lv(v_PLMN, {bit2oct(v_TAC)});
    }
    if (isvalue(p_Guti)) {
      v_Guti := valueof(p_Guti);
    } else {
     v_Guti := f_GutiParameters2MobileIdentity(tsc_IEI_Guti, v_GutiParams);
    }
    if (isvalue(p_NwkFeatSup)) {
      v_NtwkFeatSupport := valueof(p_NwkFeatSup);
    } else {
     v_NtwkFeatSupport := f_GetNBIOTNetworkFeatureSupport(p_IOT_State);
    }
    if (isvalue(p_AdditionalUpdateResult)) {
      v_AdditionalUpdateResult := valueof(p_AdditionalUpdateResult);
    } else {
      v_AdditionalUpdateResult  := f_GetNBIOTAdditionalUpdateResult(p_NAS_Ind.Pdu.Msg.aTTACH_REQUEST.addUpdateType);
    }
    if (f_NBIOT_MobileInfo_GetNoOfPDNsConfigured () > 0) { // PDN Requested
      v_PDN := f_NBIOT_MobileInfo_GetAssignedPdn (0);  // This is registration, so this is the first PDN
      v_PDN_Address := f_CIOT_GetPDNAddress(v_PDN.assignedPdnType, v_IPv4AllocationViaNasFlag, -, p_PDN_TypeToBeUsed);
    }
    if (p_IOT_State == USER_PLANE) { // configure the DRB
      if (pc_IPv6 and pc_IPv4) {
        select (p_PDN_TypeToBeUsed) {
          case (forceIPv4only)          { v_ESM_Cause := cs_ESM_Cause_tv('00110010'B); }     // PDN type IPv4 only allowed
          case (forceIPv6only)          { v_ESM_Cause := cs_ESM_Cause_tv('00110011'B); }     // PDN type IPv6 only allowed
          case (pdnTypeAsSupportedByUE) { v_ESM_Cause := omit; }
        }
      }
      f_NBIOT_RRCConnectionReconfigurationWithAttachAcceptAllParams(p_CellId,
                                                                    v_EpsDefaultBearerId,
                                                                    tsc_RRC_TI_Def,
                                                                    v_PDN.pti,
                                                                    tsc_EAttachType_EpsOnly,
                                                                    v_PDN_Address,
                                                                    v_Guti,
                                                                    v_TaiList,
                                                                    omit,
                                                                    omit,
                                                                    v_ESM_Cause,
                                                                    v_PDN.accessPointName,
                                                                    v_PcoToUE, //WA#22_5_21 cs_ExtdPCO((int2oct(lengthof(v_ProtocolContainerList)+2,2)), v_ProtocolContainerList),
                                                                    v_AdditionalUpdateResult,
                                                                    p_T3412,
                                                                    p_T3402,
                                                                    p_T3423,
                                                                    p_EquivalentPlmnList,
                                                                    v_NtwkFeatSupport,
                                                                    p_T3412Extd,
                                                                    -,
                                                                    v_BearerContextNumber,
                                                                    omit,
                                                                    p_T3324,
                                                                    p_ExtdDRXParams);
    } else { // CP
      if (px_DoAttachWithoutPDN) {
        SRB.send(cas_NB_SRB_NasPdu_REQ(p_CellId,
                                       tsc_SRB1bis,
                                       cs_TimingInfo_Now,
                                       cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cs_CIOT_ATTACH_ACCEPT(v_TaiList,
                                                                                            v_Guti,
                                                                                            v_NtwkFeatSupport,
                                                                                            v_AdditionalUpdateResult,
                                                                                            p_T3412,
                                                                                            p_T3402,
                                                                                            p_T3412Extd,
                                                                                            p_T3324,
                                                                                            p_T3423,
                                                                                            p_EquivalentPlmnList,
                                                                                            p_ExtdDRXParams),
                                                                      cs_ESM_DUMMY_MESSAGE(v_ESMMessage.eSM_DUMMY_MESSAGE.procedureTransactionIdentifier))));
      } else { // PDN
        SRB.send(cas_NB_SRB_NasPdu_REQ(p_CellId,
                                       tsc_SRB1bis,
                                       cs_TimingInfo_Now,
                                       cs_NAS_RequestWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered,
                                                                      cs_CIOT_ATTACH_ACCEPT(v_TaiList,
                                                                                            v_Guti,
                                                                                            v_NtwkFeatSupport,
                                                                                            v_AdditionalUpdateResult,
                                                                                            p_T3412,
                                                                                            p_T3402,
                                                                                            p_T3412Extd,
                                                                                            p_T3324,
                                                                                            p_T3423,
                                                                                            p_EquivalentPlmnList,
                                                                                            p_ExtdDRXParams),
                                                                      cs_CIOT_ActivateDefEpsBearerContextRequest(v_EpsDefaultBearerId,
                                                                                                                v_PDN.pti,
                                                                                                                v_PDN.accessPointName,
                                                                                                                v_PDN_Address,
                                                                                                                v_PcoToUE, //WA#22_5_21 cs_ExtdPCO((int2oct(lengthof(v_ProtocolContainerList)+2,2)), v_ProtocolContainerList),
                                                                                                                -,
                                                                                                                -,
                                                                                                                -,
                                                                                                                omit,
                                                                                                                -,
                                                                                                                -))));
      }
    }
  }


4.3 type record ExtdProtocolConfigOptions
	Template name
	type record ExtdProtocolConfigOptions

	Reason for change
	In the current definition of this record, the IE ProtocolContainer is expected as just one record. However, according to 24.008 cl 10.5.6.3.1, this can have multiple records of ProtocolContainer. 

This needs to be corrected. 


	Summary of change
	Please see below.


	TTCN module
	NAS_CommonTypeDefs.ttcn

	MCC160 Comment
	


Before Change:
	type record ExtdProtocolConfigOptions {
    IEI8_Type                   iei,
    Type6Length_Type            iel,
    B1_Type                     ext,
    B4_Type                     spare,
    B3_Type                     configProtocol,
    record of ProtocolContainer pco optional
  };


After Change:
	type record ExtdProtocolConfigOptions {
    IEI8_Type                   iei,
    Type6Length_Type            iel,
    B1_Type                     ext,
    B4_Type                     spare,
    B3_Type                     configProtocol,
    //WA#22_5_21 record of ProtocolContainer pco optional
    record length (0..83) of
    ProtocolContainer         pco optional
  };


5. Execution Log Files

5.1 Hisilicon Hi2115
The Hisilicon Hi2115 UE passed this NBIOT TC on Rohde & Schwarz CMW500.The documentation below is enclosed as evidence of the successful test case run [1]:

Test Case Execution log file: 
Rohde-Schwarz\tc_22_5_21_Hisilicon_Hi2115.log 
(Note: PICS/PIXIT settings are captured at the beginning of the TLI log)

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file
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