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Change 1
	Function name
	f_Get_NG_SecurityModeCmdMsg

	Reason for change
	According to24.501 table 8.2.25.1.1, the IEI of Replayed S1 UE security capabilities is ‘19’O, but in TTCN, there’s no IEI.

	Summary of change
	Set IEI to ‘19’O, also change the definition of UE_SecurityCapability in change2

	TTCN module
	\Common\NG_NAS\NG_NAS_SecurityFunctions.ttcn

	MCC160 Comment
	Accepted


Before Change:

	    function f_Get_NG_SecurityModeCmdMsg(NG_NAS_SecurityParams_Type p_SecurityParams,

                                       TypeOfRegistration_Type p_RegType,

                                       GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                       boolean p_IMEISVReq := false,

                                       template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                       template (omit) EAP_Message p_EAP := omit,

                                       template (omit) ABBA p_ABBA := omit) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (omit)  AdditionalSecurityInfo v_AddInfo := p_AddInfo;

    var template (omit) IMEISV_Request v_IMEISV_Request := omit;

    var template (omit) NAS_SecurityAlgorithms v_EPSAlgs := omit;

    var NG_UE_SecurityCapability v_NG_UE_SecurityCapability;

    var template (omit) UE_SecurityCapability v_ReplayedCap := omit;

    if (isvalue(p_GMM_MobilityInfo.UECap)) { // @sic R5s190109 sic@

      v_NG_UE_SecurityCapability := p_GMM_MobilityInfo.UECap;

      v_NG_UE_SecurityCapability.iei := omit;

    } else {

      FatalError(__FILE__, __LINE__, "UE Capabilities not included in Registration Request");

    }

    if (isvalue(p_GMM_MobilityInfo.GMMCap)) {

      if (match('1'B, p_GMM_MobilityInfo.GMMCap.s1Cap)) {

        v_EPSAlgs := cs_NAS_SecurityAlgorithms(px_NAS_CipheringAlgorithm, px_NAS_IntegrityProtAlgorithm, '57'O); // @sic R5s190285 sic@

        if (isvalue(p_GMM_MobilityInfo.S1NwkCap)) {

          v_ReplayedCap := f_EPS_FillNAS_SecurityCapability_Common(p_GMM_MobilityInfo.S1NwkCap, omit);

        }

      }

    }

    if (p_IMEISVReq) {

      v_IMEISV_Request := cds_NG_IMEISV_Request;

    }

    if (p_RegType == Initial_NoSecurity) {

    // Must ensure UE sends complete initial message if SS doesn't have security

      if (isvalue(v_AddInfo)) {

        v_AddInfo.rinmr := '1'B;

      } else {

        v_AddInfo := cs_AdditionalSecurityInfo('1'B);

      }

    }

    v_NASMsg := cs_NG_SECURITY_MODE_COMMAND(cs_NG_NAS_SecurityAlgorithms (p_SecurityParams.NAS_Ciphering.Algorithm, p_SecurityParams.NAS_Integrity.Algorithm),

                                            p_SecurityParams.KSIamf,

                                            v_NG_UE_SecurityCapability,

                                            v_IMEISV_Request,

                                            v_EPSAlgs,

                                            v_AddInfo,

                                            p_EAP,

                                            p_ABBA,

                                            v_ReplayedCap);

    return v_NASMsg;

  }

	


After Change:

	      function f_Get_NG_SecurityModeCmdMsg(NG_NAS_SecurityParams_Type p_SecurityParams,

                                       TypeOfRegistration_Type p_RegType,

                                       GMM_MobilityInfo_Type p_GMM_MobilityInfo,

                                       boolean p_IMEISVReq := false,

                                       template (omit) AdditionalSecurityInfo p_AddInfo := omit,

                                       template (omit) EAP_Message p_EAP := omit,

                                       template (omit) ABBA p_ABBA := omit) return template (value) NG_NAS_DL_Message_Type

  {

    var template (value) NG_NAS_DL_Message_Type v_NASMsg;

    var template (omit)  AdditionalSecurityInfo v_AddInfo := p_AddInfo;

    var template (omit) IMEISV_Request v_IMEISV_Request := omit;

    var template (omit) NAS_SecurityAlgorithms v_EPSAlgs := omit;

    var NG_UE_SecurityCapability v_NG_UE_SecurityCapability;

    var template (omit) UE_SecurityCapability v_ReplayedCap := omit;

    if (isvalue(p_GMM_MobilityInfo.UECap)) { // @sic R5s190109 sic@

      v_NG_UE_SecurityCapability := p_GMM_MobilityInfo.UECap;

      v_NG_UE_SecurityCapability.iei := omit;

    } else {

      FatalError(__FILE__, __LINE__, "UE Capabilities not included in Registration Request");

    }

    if (isvalue(p_GMM_MobilityInfo.GMMCap)) {

      if (match('1'B, p_GMM_MobilityInfo.GMMCap.s1Cap)) {

        v_EPSAlgs := cs_NAS_SecurityAlgorithms(px_NAS_CipheringAlgorithm, px_NAS_IntegrityProtAlgorithm, '57'O); // @sic R5s190285 sic@

        if (isvalue(p_GMM_MobilityInfo.S1NwkCap)) {

          v_ReplayedCap := f_EPS_FillNAS_SecurityCapability_Common(p_GMM_MobilityInfo.S1NwkCap, omit);


      v_ReplayedCap.iei := '19'O;
        }

      }

    }

    if (p_IMEISVReq) {

      v_IMEISV_Request := cds_NG_IMEISV_Request;

    }

    if (p_RegType == Initial_NoSecurity) {

    // Must ensure UE sends complete initial message if SS doesn't have security

      if (isvalue(v_AddInfo)) {

        v_AddInfo.rinmr := '1'B;

      } else {

        v_AddInfo := cs_AdditionalSecurityInfo('1'B);

      }

    }

    v_NASMsg := cs_NG_SECURITY_MODE_COMMAND(cs_NG_NAS_SecurityAlgorithms (p_SecurityParams.NAS_Ciphering.Algorithm, p_SecurityParams.NAS_Integrity.Algorithm),

                                            p_SecurityParams.KSIamf,

                                            v_NG_UE_SecurityCapability,

                                            v_IMEISV_Request,

                                            v_EPSAlgs,

                                            v_AddInfo,

                                            p_EAP,

                                            p_ABBA,

                                            v_ReplayedCap);

    return v_NASMsg;

  }


Change 2
	Type name
	UE_SecurityCapability

	Reason for change
	According to24.501 table 8.2.25.1.1, the IEI of Replayed S1 UE security capabilities is ‘19’O, but in TTCN, there’s no IEI for this type.

	Summary of change
	Change the definition of UE_SecurityCapability

	TTCN module
	\Common\NAS\NAS_CommonTypeDefs.ttcn

	MCC160 Comment
	A different solution implemented in order not to impact existing LTE tests: created a new S1_UE_SecurityCapability type to be used in the NG_SECURITY_MODE_COMMAND


Before Change:

	      type record UE_SecurityCapability {

    Type4Length_Type            iel,                            // @sic R5s10035 iei never used, so removed sic@

    O1_Type                     eeaCap,                         // @sic R5s100135 sic@

    O1_Type                     eiaCap,                         // @sic R5s100135 sic@

    O1_Type                     ueaCap                optional, // @sic R5s100135 sic@

    O1_Type                     uiaCap                optional, // @sic R5s100135 sic@

    O1_Type                     geaCap                optional  // @sic R5s100135 sic@

  };

	


After Change:

	        type record UE_SecurityCapability {

IEI8_Type                   iei                   optional,
    Type4Length_Type            iel,                            // @sic R5s10035 iei never used, so removed sic@

    O1_Type                     eeaCap,                         // @sic R5s100135 sic@

    O1_Type                     eiaCap,                         // @sic R5s100135 sic@

    O1_Type                     ueaCap                optional, // @sic R5s100135 sic@

    O1_Type                     uiaCap                optional, // @sic R5s100135 sic@

    O1_Type                     geaCap                optional  // @sic R5s100135 sic@

  };


MCC160 Implementation:
  type record S1_UE_SecurityCapability {                           /* 24.301 cl. 9.11.3.48A */

    IEI8_Type                   iei                   optional, 

    UE_SecurityCapability       ieValue

  };

