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4.7.1
Contents of 5GMM messages
<<MANY TABLES SKIPPED>>
–
Authentication response
Table 4.7.1-2: AUTHENTICATION RESPONSE

	Derivation Path: 24.501 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication response message identity
	‘0101  0111’B
	
	

	Authentication response parameter
	16 octets RES* value calculated according to TS 24.501 [28] subclause 9.11.3.17
	
	5G-AKA

	
	Not Present
	
	EAP-AKA

	EAP message
	EAP-response/AKA'-challenge
	See Table 4.7.3.2-02
	EAP-AKA


	Condition
	Explanation

	EAP-AKA
	EAP based primary authentication and key agreement procedure

	5G-AKA
	5G AKA based primary authentication and key agreement procedure


NOTE:
When sent in response to an AUTHENTICATION REQUEST message which is not integrity protected and not ciphered, the AUTHENTICATION RESPONSE message may be sent integrity protected and ciphered when a valid security context exists and without integrity protection and ciphering otherwise.

