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	Reason for change:
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Change 1
	Function name
	fl_TC_9_1_2_1_Body

	Reason for change
	1. Since before testbody, registration has been rejected. So in step8, there’s no secure.
2. Before step 10, no rrc relese should be sent, otherwise UE will not receive Identity request.

	Summary of change
	1. Change initial secure to no secure.
2. RRCrelease is not sent before step 10.

	TTCN module
	\NR5GC\9_1_2\SecurityMode_NR5GC.ttcn

	MCC160 Comment
	


Before Change:

	      function fl_TC_9_1_2_1_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    ……
    //@siclog "Step 8" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_Secure, true);

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");

    }

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    //@siclog "Step 9" siclog@

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, v_NasCountUL); // Use NasCount returned from NAS S.M. Complete

    //@siclog "Step ?" siclog@

    f_NR_Capability(v_NGC_NASCellA);

    //@siclog "Step ?" siclog@

    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,

                                                   v_GUTIToSend,

                                                   v_TAIList);

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog Steps ? siclog@

    f_NR5GC_RRC_Idle_Steps15_20 (v_NGC_NASCellA, TESTMode_OFF);

    //@siclog "Step 10" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB2, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_IMEI))));

    //@siclog "Step 11" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        tsc_NR_RbId_SRB2,

                                        cr_NG_NAS_Ind((tsc_SHT_IntegrityProtected, tsc_SHT_IntegrityProtected_Ciphered),

                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cdr_NG_MobileIdentityImei(?, ?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits))) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 11");

    } else {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 11");

    }

  }

	


After Change:

	     function fl_TC_9_1_2_1_Body() runs on NR5GC_PTC

  {

    var NR_CellId_Type v_NGC_NASCellA := f_NR5GC_MapNASCell(ngc_CellA, NG_AllCellsOnSamePLMN);

    ……
    //@siclog "Step 8" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA, tsc_NR_RbId_SRB1, cr_NG_NAS_IndWithPiggybacking(tsc_SHT_IntegrityProtected_Ciphered_NewSecurityContext))) -> value v_ReceivedAsp;

    v_Result := f_Check_NG_SecurityModeCompleteMsg(v_ReceivedAsp.Signalling.Nas[0].Pdu, Initial_NoSecurity, true);

    v_NasCountUL := v_ReceivedAsp.Signalling.Nas[0].SecurityProtection.NasCount;

    if (not v_Result) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 8");

    }

    f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    //@siclog "Step 9" siclog@

    f_NR_RRC_ActivateSecurity (v_NGC_NASCellA, v_NasCountUL); // Use NasCount returned from NAS S.M. Complete

    //@siclog "Step ?" siclog@

    f_NR_Capability(v_NGC_NASCellA);

    //@siclog "Step ?" siclog@

    v_MsgToSend := f_Get_NG_RegistrationAcceptMsg (Initial_Secure,

                                                   v_GUTIToSend,

                                                   v_TAIList);

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB1, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, v_MsgToSend)));

    //@siclog Steps ? siclog@

    f_NR5GC_RRC_Idle_Steps15_20 (v_NGC_NASCellA, TESTMode_OFF, noRrcConnectionRelease);

    //@siclog "Step 10" siclog@

    SRB.send(cas_NR_SRB_NasPdu_REQ(v_NGC_NASCellA, tsc_NR_RbId_SRB2, -, cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                                         cs_NG_IDENTITY_REQUEST(tsc_IdType_NG_IMEI))));

    //@siclog "Step 11" siclog@

    SRB.receive(car_NR_SRB_NasPdu_IND(v_NGC_NASCellA,

                                        tsc_NR_RbId_SRB2,

                                        cr_NG_NAS_Ind((tsc_SHT_IntegrityProtected, tsc_SHT_IntegrityProtected_Ciphered),

                                                          cr_NG_IDENTITY_RESPONSE(?)))) -> value v_ReceivedAsp;

    if (match (v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId, cdr_NG_MobileIdentityImei(?, ?, v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.identity_Response.ngMobileId.otherDigits))) {

      f_NR_PreliminaryPass(__FILE__, __LINE__, "Step 11");

    } else {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Step 11");

    }

  }


Change 2
	Function name
	f_NR5GC_RegistrationReject

	Reason for change
	Since in step 4-7, authentication and SMC has been done, so security header should be IntegrityProtected_Ciphered according to 24.501 clause 4.4.4.2:
 Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message.

	Summary of change
	Change security header to IntegrityProtected_Ciphered.



	TTCN module
	\Common\NR5GC\NR5GC_NASSteps.ttcn

	MCC160 Comment
	


Before Change:

	        function f_NR5GC_RegistrationReject(NR_CellId_Type p_CellId,

                                NAS_CauseValue_Type p_Cause := tsc_EmmCause_IllegalMe,

                                TypeOfRegistration_Type p_RegType := Initial_NoSecurity)  runs on NR5GC_PTC

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var SecurityHeaderType v_SecurityHeader := tsc_SHT_NoSecurityProtection;

    // Steps 1 - 3

    // RRC Connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, p_RegType)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    if (p_RegType == Initial_Secure) {

      v_SecurityHeader := tsc_SHT_IntegrityProtected_Ciphered;

    }
    // Steps 4 - 7

    // Do Authentication and SMC

    f_NR5GC_RRC_Idle_Steps5_9_AKA (v_GMM_MobilityInfo, p_CellId, v_ReceivedMsg, v_PLMN, p_RegType);

    // Step 8

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId,

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(v_SecurityHeader, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, p_Cause)))));

    // Step 9

    f_NR_RRCRelease (p_CellId);

    // Step 10

    f_NR_UE_DeRegisterOnSwitchOff(p_CellId, STATE_DEREGISTERED, tsc_NR_RbId_SRB1);

  }

	


After Change:

	   function f_NR5GC_RegistrationReject(NR_CellId_Type p_CellId,

                                NAS_CauseValue_Type p_Cause := tsc_EmmCause_IllegalMe,

                                TypeOfRegistration_Type p_RegType := Initial_NoSecurity)  runs on NR5GC_PTC

  {

    var NG_NAS_MSG_Indication_Type v_ReceivedMsg;

    var GMM_MobilityInfo_Type v_GMM_MobilityInfo;

    var PLMN_Identity v_ASN_PLMN := f_NR_CellInfo_GetPLMN (p_CellId);

    var NAS_PlmnId v_PLMN := f_NR_Asn2Nas_PlmnId(v_ASN_PLMN);

    var SecurityHeaderType v_SecurityHeader := tsc_SHT_NoSecurityProtection;

    // Steps 1 - 3

    // RRC Connection Setup

    v_ReceivedMsg := f_NR_RRC_ConnEst_DefWithNas (p_CellId, tsc_NR_RRC_TI_Def, ?, (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected));

    if (not f_Check_NG_RegistrationReqMsg (v_GMM_MobilityInfo, v_ReceivedMsg.Pdu, p_RegType)) {

      f_NR_SetVerdictFailOrInconc(__FILE__, __LINE__, "Registration Request Message Failed");

    }

    // Steps 4 - 7

    // Do Authentication and SMC

    f_NR5GC_RRC_Idle_Steps5_9_AKA (v_GMM_MobilityInfo, p_CellId, v_ReceivedMsg, v_PLMN, p_RegType);

    // Step 8

    SRB.send(cas_NR_SRB_NasPdu_REQ(p_CellId,

                                   tsc_NR_RbId_SRB1, // No SRB2 so must be on SRB1

                                   cs_TimingInfo_Now,

                                   cs_NG_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, cs_NG_REGISTRATION_REJECT(cs_GMM_GSM_Cause(omit, p_Cause)))));
    // Step 9

    f_NR_RRCRelease (p_CellId);

    // Step 10

    f_NR_UE_DeRegisterOnSwitchOff(p_CellId, STATE_DEREGISTERED, tsc_NR_RbId_SRB1);

  }


