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	Reason for change:
	In the current TTCN implementation, at Step 19 in the Security Mode Command message, the ciphering algorithm is being set as null ciphering.

However, as per Table 22.5.2.3.3-4 in the Prose, this should not be null ciphering.

The TTCN needs to be corrected.

	
	

	Summary of change:
	Set the ciphering algorithm to the PIXIT px_NAS_CipheringAlgorithm before Step 19.

	
	

	Consequences if not approved:
	TTCN will not be conformant to Prose
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1 Corrections required

1.1 fl_TC_22_5_2_Body()
	Template name
	fl_TC_22_5_2_Body

	Reason for change
	In the current TTCN implementation, at Step 19 in the Security Mode Command message, the ciphering algorithm is being set as null ciphering.

However, as per Table 22.5.2.3.3-4 in the Prose, this should not be null ciphering.

The TTCN needs to be corrected.

	Summary of change
	Set the ciphering algorithm to the PIXIT px_NAS_CipheringAlgorithm before Step 19.

	TTCN module
	NBIOT_NAS_Authentication_Security.ttcn

	MCC160 Comment
	


Before Change:

	<<SKIPPED CODE>>
//@siclog "Step 19" siclog@
    //The SS transmits a NAS SECURITY MODE COMMAND message to change the NAS security algorithms for the current EPS security context already in use. It is integrity protected.
    //The included replayed security capabilities of the UE does not match those provided by the UE.    
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, // @sic R5-171417 sic@
                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,
                                                                                   v_SecurityParams.KSIasme,
                                                                                   fl_InvalidateUeSecurityCap(v_SecurityParams.NAS_SecurityCap),
                                                                                   omit)))); // @sic R5s180271 Baseline Moving 2018 Phase 1 sic@
    //@siclog "Step 20" siclog@
<<SKIPPED CODE>>


After Change:

	<<SKIPPED CODE>>
//@siclog "Step 19" siclog@
    //The SS transmits a NAS SECURITY MODE COMMAND message to change the NAS security algorithms for the current EPS security context already in use. It is integrity protected.
    //The included replayed security capabilities of the UE does not match those provided by the UE.
    v_SecurityParams.NAS_Ciphering.Algorithm := px_NAS_CipheringAlgorithm; //WA#22_5_2
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, // @sic R5-171417 sic@
                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,
                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,
                                                                                   v_SecurityParams.KSIasme,
                                                                                   fl_InvalidateUeSecurityCap(v_SecurityParams.NAS_SecurityCap),
                                                                                   omit)))); // @sic R5s180271 Baseline Moving 2018 Phase 1 sic@
    //@siclog "Step 20" siclog@
<<SKIPPED CODE>>


