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	Reason for change:
	As per the expected test sequence in 36.523-1 Sec 22.5.1.3.2, at Step 10 the generic procedure specified in 36.508 cl 8.1.5.2 should be performed. This means that the sequence from sysinfo broadcast to reception of ATTACH COMPLETE should be implemented in the TTCN, before transmitting the AUTHENTICATION REQ at Step 11. However, the current TTCN implementation only implements Steps 1 to 4a1/4b1 ot the sequence mentioned in 36.508 cl 8.1.52. This needs to be implemented.

As a consequence of the full implementation of 36.508 cl 8.1.5.2 for Step 10, the AUTHENTICATION REQ at Step 11, and all subsequent messages until Step 25 will be integrity protected and ciphered. The TTCN needs to be changed accordingly.

Also please refer to Prose CR R5-xxxxxx. As per this Prose CR, Ncell2 is not required anymore, but Ncell11 is being used. Also, the TTCN implementation for Step30 needs to be removed, and Step 30a be implemented. 

	
	

	Summary of change:
	In the function fl_TC_22_5_1_Body,

a) For Step 10, Instead of calling function v_NasInd := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell1, cr_EstablishmentCause_NB_Any,                                               cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection, cdr_ATTACH_REQUEST_WithOldMobileIdNoTai_CIOT(cr_AdditionalUpdateType_CIOT,f_Imsi2MobileIdentity(px_IMSI_Def)),                                                                                v_ESMMessage));  
called functions v_NasInd := f_NBIOT_InitialRegistration_Step1_4(nbiot_Cell1, CONTROL_PLANE, PREAMBLE);
f_NBIOT_InitialRegistration_Step5_14(nbiot_Cell1, CONTROL_PLANE, STATE2_NB_CONNECTED_UPDATED, v_NasInd, pdnTypeAsSupportedByUE);

f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 10");

b) Updated the TTCN to send and receive all messages from Step 11 to Step 25 as integrity protected and ciphered.

c) Called function f_NBIOT_TrackingAreaUpdate(nbiot_Cell11, CONTROL_PLANE); instead of calling f_NBIOT_InitialRegistration(nbiot_Cell2, CONTROL_PLANE, PREAMBLE, STATE3_NB_IDLEUPDATED);

In the function f_TC_22_5_1_NBIOT,replaced Ncelll2 with Ncell11

                                      

	
	

	Consequences if not approved:
	The TTCN will not be as per the prose, and will fail a conformant UE..
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4. Corrections required for TC 22.5.1
Change 1 – Correction to function f_TC_22_5_1_NBIOT()
	Function name
	f_TC_22_5_1_NBIOT()

	Reason for change
	Please see main description above

	Summary of change
	Please see main description above

	TTCN module
	NBIOT_NAS_Authentication_Security.ttcn

	MCC160 Comment
	Accepted and implemented under R5-173746


Before change
	function f_TC_22_5_1_NBIOT() runs on NBIOT_PTC
  { /* Attach procedure for EPS services. Authentication not accepted by the network, GUTI used,
       authentication reject and re-authentication */
    f_NBIOT_Init(c1);
    f_NBIOT_CellInfo_SetIntraFreqReselection(nbiot_Cell1, allowed);
    f_NBIOT_CellInfo_SetIntraFreqReselection(nbiot_Cell2, allowed);
    // create cell and send out system information
    f_NBIOT_CellConfig_Def(nbiot_Cell1, CONTROL_PLANE);
    f_NBIOT_CellConfig_Def(nbiot_Cell2, CONTROL_PLANE);
    // Preamble: The UE is in NB-IoT UE Attach, Connected mode (State 2-NB) on Ncell 1
    // ==========================================================================   
    // Now continue with the procedure
    f_NBIOT_Preamble(nbiot_Cell1, CONTROL_PLANE);
    f_NBIOT_TestBody_Set(true);
    fl_TC_22_5_1_Body();
    // Postamble
    f_NBIOT_TestBody_Set(false);
    f_NBIOT_Postamble(nbiot_Cell2, CONTROL_PLANE, N1_IDLE);  }


After change
	function f_TC_22_5_1_NBIOT() runs on NBIOT_PTC
  { /* Attach procedure for EPS services. Authentication not accepted by the network, GUTI used,
       authentication reject and re-authentication */
    f_NBIOT_Init(c1);
    f_NBIOT_CellInfo_SetIntraFreqReselection(nbiot_Cell1, allowed);
    f_NBIOT_CellInfo_SetIntraFreqReselection(nbiot_Cell11 /*WA#22_5_1 nbiot_Cell2*/, allowed);   
    // create cell and send out system information
    f_NBIOT_CellConfig_Def(nbiot_Cell1, CONTROL_PLANE);
    f_NBIOT_CellConfig_Def(nbiot_Cell11 /*WA#22_5_1 nbiot_Cell2*/, CONTROL_PLANE);    
    // Preamble: The UE is in NB-IoT UE Attach, Connected mode (State 2-NB) on Ncell 1
    // ==========================================================================
    // First switch cell back on    
    // Now continue with the procedure
    f_NBIOT_Preamble(nbiot_Cell1, CONTROL_PLANE);
    f_NBIOT_TestBody_Set(true);
    fl_TC_22_5_1_Body();
    // Postamble
    f_NBIOT_TestBody_Set(false);
    f_NBIOT_Postamble(nbiot_Cell11 /*WA#22_5_1 nbiot_Cell2*/, CONTROL_PLANE, N1_IDLE); 
  }


Change 2 – Correction to function ‘fl_TC_22_5_1_Body”
	Function name
	fl_TC_22_5_1_Body

	Reason for change
	Please see main description above

	Summary of change
	Please see main description above

	TTCN module
	NBIOT_NAS_Authentication_Security.ttcn

	MCC160 Comment
	Accepted


Before change
	<<SKIPPED CODE>>
f_UT_SwitchOnUE(UT, true);
    //@siclog "Step 10" siclog@
    //The Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' specified in TS 36.508 [18], clause 8.1.5.2 takes place.
    // Receive RRC Connection Setup Complete with NAS
    v_NasInd := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell1,
                                               cr_EstablishmentCause_NB_Any,
                                               cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,
                                                                                 cdr_ATTACH_REQUEST_WithOldMobileIdNoTai_CIOT(cr_AdditionalUpdateType_CIOT,
                                                                                                                              f_Imsi2MobileIdentity(px_IMSI_Def)),
                                                                                 v_ESMMessage));
    v_SecurityParams := f_NBIOT_Security_Get();
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams,
                                                       v_PLMN,
                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, sqnFailure));
    //@siclog "Step 11" siclog@
    //SS transmits AUTHENTICATION REQUEST message with the AMF field in the IE "Authentication parameter AUTN" set to "AMFRESYNCH" value to trigger SQN re-synchronisation procedure in test USIM
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 12" siclog@
    //Check: Does the UE respond with an AUTHENTICATION FAILURE message, with EMM cause "synch failure"?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_FAIL_synch)));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 12");
    //@siclog "Step 13" siclog@
    //SS waits for 5 sec.
    f_Delay (5.0);
    //@siclog "Step 14" siclog@
    //The SS transmits an AUTHENTICATION REQUEST message.
    v_SecurityParams.AuthParams.RandValue  := not4b(px_eAuthRAND);
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams, v_PLMN);
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 15" siclog@
    //Check: Does the UE respond with AUTHENTICATION RESPONSE message with RES that is equal to the XRES calculated in the SS?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_RESPONSE))) -> value v_ReceivedAsp;
    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;
    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES))) {
      f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 15");
    } else {
      f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 15: UE respond with AUTHENTICATION RESPONSE message with unexpected RES");
    }
    //@siclog "Step 16" siclog@
    //SS waits for 5 sec.
    f_Delay (5.0);
    //@siclog "Step 17" siclog@
    //SS transmits an AUTHENTICATION REQUEST message with "separation bit" in the AMF field is 0.
    v_SecurityParams := f_NBIOT_Security_Get();
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams,
                                                       v_PLMN,
                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, sepBit0)); // separation bit set to 0
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 18" siclog@
    //Check: Does the UE respond with an AUTHENTICATION FAILURE message, with reject cause "non-EPS authentication unacceptable"?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_FAIL_nonEPS_AuthUnacc)));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 18");
    //@siclog "Step 19" siclog@
    //The SS transmits an IDENTITY REQUEST message.
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));
    //@siclog "Step 20" siclog@
    //The UE transmit an IDENTITY RESPONSE message.
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));
    //@siclog "Step 21" siclog@
    //The SS transmits an AUTHENTICATION REQUEST message.
    v_SecurityParams.AuthParams.RandValue  := not4b(px_eAuthRAND);
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams, v_PLMN);
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 22" siclog@
    //Check: Does the UE respond with AUTHENTICATION RESPONSE message with RES that is equal to the XRES calculated in the SS?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_RESPONSE))) -> value v_ReceivedAsp;
    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;
    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES)))  {
      f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 22");
    }
    else {
      f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 22: UE respond with AUTHENTICATION RESPONSE message with unexpected RES");
    }
    //@siclog "Step 23" siclog@
    //SS waits for 5 sec.
    f_Delay (5.0);
    //@siclog "Step 24" siclog@
    //SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code
    v_SecurityParams := f_NBIOT_Security_Get(); // @sic R5s170084 sic@
    v_SecurityParams_MACerror := f_NBIOT_Authentication_InitNAS(v_SecurityParams,
                                                                v_PLMN,
                                                                f_AuthenticationInit(v_SecurityParams.AuthParams, macError));
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams_MACerror.KSIasme,
                                                                                v_SecurityParams_MACerror.AuthParams.RandValue,
                                                                                v_SecurityParams_MACerror.AuthParams.AUTN))));
    //@siclog "Step 25" siclog@
    //UE responds with an AUTHENTICATION FAILURE message, with reject cause "MAC failure".
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_FAIL_mac)));
    //@siclog "Step 26" siclog@
    //SS waits for the expiration of T3418 (20s).
    //NOTE: After T3418 expires the UE shall consider the cell as "barred".
    f_Delay(v_T3418Val);
    //@siclog "Step 27-28" siclog@
    //SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordLists.
    //Check: Does the UE transmit an RRCConnectionRequest-NB message in the next 30 seconds?
    f_NBIOT_UE_Page_NoReaction(nbiot_Cell1,
                               cs_NB_Paging_OneRecord(cs_PagingUE_Identity_S_TMSI(v_GutiParams.MME_Code, v_GutiParams.M_TMSI)),
                               v_NoReactionTime);
    //@siclog "Step 29" siclog@
    //The SS configures:
    //- Ncell 2 as the "Serving cell".
    //- Ncell 1 as a "Suitable cell".
    v_CellPowerList:={
      cs_NB_CellPower(nbiot_Cell2, tsc_ServingCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell1, tsc_Suitable_NeighbourIntraFreq_CellRS_EPRE)
    };
    f_NBIOT_SetCellPowerList(v_CellPowerList);
    //The Generic procedure 'NB-IoT Registered, Idle Mode (State 3-NB)' specified in TS 36.508 [18], clause 8.1.5.3 takes place on Ncell 2.
    //@siclog "Step 30" siclog@
    f_NBIOT_InitialRegistration(nbiot_Cell2, CONTROL_PLANE, PREAMBLE, STATE3_NB_IDLEUPDATED);
  }
<<SKIPPED CODE>>


After change
	<<SKIPPED CODE>>
f_UT_SwitchOnUE(UT, true);
    //@siclog "Step 10" siclog@
    //The Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' specified in TS 36.508 [18], clause 8.1.5.2 takes place.
    // Receive RRC Connection Setup Complete with NAS
    /*v_NasInd := f_NBIOT_RRC_ConnEst_DefWithNas(nbiot_Cell1,
                                               cr_EstablishmentCause_NB_Any,
                                               cr_NAS_IndicationWithPiggybacking(tsc_SHT_NoSecurityProtection,
                                                                                 cdr_ATTACH_REQUEST_WithOldMobileIdNoTai_CIOT(cr_AdditionalUpdateType_CIOT,
                                                                                                                              f_Imsi2MobileIdentity(px_IMSI_Def)),
                                                                                 v_ESMMessage));*/
    //WA#22_5_1 : Change start
    v_NasInd := f_NBIOT_InitialRegistration_Step1_4(nbiot_Cell1, CONTROL_PLANE, PREAMBLE); 
    f_NBIOT_InitialRegistration_Step5_14(nbiot_Cell1, CONTROL_PLANE, STATE2_NB_CONNECTED_UPDATED, v_NasInd, pdnTypeAsSupportedByUE);
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 10");
    //WA#22_5_1 : Change stop
    v_SecurityParams := f_NBIOT_Security_Get();
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams,
                                                       v_PLMN,
                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, sqnFailure));
    //@siclog "Step 11" siclog@
    //SS transmits AUTHENTICATION REQUEST message with the AMF field in the IE "Authentication parameter AUTN" set to "AMFRESYNCH" value to trigger SQN re-synchronisation procedure in test USIM
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1 tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 12" siclog@
    //Check: Does the UE respond with an AUTHENTICATION FAILURE message, with EMM cause "synch failure"?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_FAIL_synch)));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 12");
    //@siclog "Step 13" siclog@
    //SS waits for 5 sec.
    f_Delay (5.0);
    //@siclog "Step 14" siclog@
    //The SS transmits an AUTHENTICATION REQUEST message.
    v_SecurityParams.AuthParams.RandValue  := not4b(px_eAuthRAND);
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams, v_PLMN);
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 15" siclog@
    //Check: Does the UE respond with AUTHENTICATION RESPONSE message with RES that is equal to the XRES calculated in the SS?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_RESPONSE))) -> value v_ReceivedAsp;
    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;
    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES))) {
      f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 15");
    } else {
      f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 15: UE respond with AUTHENTICATION RESPONSE message with unexpected RES");
    }
    //@siclog "Step 16" siclog@
    //SS waits for 5 sec.
    f_Delay (5.0);
    //@siclog "Step 17" siclog@
    //SS transmits an AUTHENTICATION REQUEST message with "separation bit" in the AMF field is 0.
    v_SecurityParams := f_NBIOT_Security_Get();
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams,
                                                       v_PLMN,
                                                       f_AuthenticationInit(v_SecurityParams.AuthParams, sepBit0)); // separation bit set to 0
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 18" siclog@
    //Check: Does the UE respond with an AUTHENTICATION FAILURE message, with reject cause "non-EPS authentication unacceptable"?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_FAIL_nonEPS_AuthUnacc)));
    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 18");
    //@siclog "Step 19" siclog@
    //The SS transmits an IDENTITY REQUEST message.
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMSI))));
    //@siclog "Step 20" siclog@
    //The UE transmit an IDENTITY RESPONSE message.
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                            cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMSI_Def)))));
    //@siclog "Step 21" siclog@
    //The SS transmits an AUTHENTICATION REQUEST message.
    v_SecurityParams.AuthParams.RandValue  := not4b(px_eAuthRAND);
    v_SecurityParams := f_NBIOT_Authentication_InitNAS(v_SecurityParams, v_PLMN);
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams.KSIasme,
                                                                                v_SecurityParams.AuthParams.RandValue,
                                                                                v_SecurityParams.AuthParams.AUTN))));
    //@siclog "Step 22" siclog@
    //Check: Does the UE respond with AUTHENTICATION RESPONSE message with RES that is equal to the XRES calculated in the SS?
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_RESPONSE))) -> value v_ReceivedAsp;
    v_ReceivedRES := v_ReceivedAsp.Signalling.Nas[0].Pdu.Msg.aUTHENTICATION_RESPONSE.authenticationResponseParameter.res;
    if (v_ReceivedRES == substr(v_SecurityParams.AuthParams.XRES, 0, lengthof(v_ReceivedRES)))  {
      f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 22");
    }
    else {
      f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 22: UE respond with AUTHENTICATION RESPONSE message with unexpected RES");
    }
    //@siclog "Step 23" siclog@
    //SS waits for 5 sec.
    f_Delay (5.0);
    //@siclog "Step 24" siclog@
    //SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code
    v_SecurityParams := f_NBIOT_Security_Get(); // @sic R5s170084 sic@
    v_SecurityParams_MACerror := f_NBIOT_Authentication_InitNAS(v_SecurityParams,
                                                                v_PLMN,
                                                                f_AuthenticationInit(v_SecurityParams.AuthParams, macError));
    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,
                                       cs_TimingInfo_Now,
                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                      cs_AUTHENTICATION_REQUEST(v_SecurityParams_MACerror.KSIasme,
                                                                                v_SecurityParams_MACerror.AuthParams.RandValue,
                                                                                v_SecurityParams_MACerror.AuthParams.AUTN))));
    //@siclog "Step 25" siclog@
    //UE responds with an AUTHENTICATION FAILURE message, with reject cause "MAC failure".
    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,
                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered, //WA#22_5_1tsc_SHT_NoSecurityProtection,
                                                            cr_AUTHENTICATION_FAIL_mac)));
    //@siclog "Step 26" siclog@
    //SS waits for the expiration of T3418 (20s).
    //NOTE: After T3418 expires the UE shall consider the cell as "barred".
    f_Delay(v_T3418Val);
    //@siclog "Step 27-28" siclog@
    //SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordLists.
    //Check: Does the UE transmit an RRCConnectionRequest-NB message in the next 30 seconds?
    f_NBIOT_UE_Page_NoReaction(nbiot_Cell1,
                               cs_NB_Paging_OneRecord(cs_PagingUE_Identity_S_TMSI(v_GutiParams.MME_Code, v_GutiParams.M_TMSI)),
                               v_NoReactionTime);
    //@siclog "Step 29" siclog@
    //The SS configures:
    //- Ncell 2 as the "Serving cell".
    //- Ncell 1 as a "Suitable cell".
    v_CellPowerList:={
      cs_NB_CellPower(nbiot_Cell11 /*WA#22_5_1 nbiot_Cell2*/, tsc_ServingCellRS_EPRE),
      cs_NB_CellPower(nbiot_Cell1, tsc_Suitable_NeighbourIntraFreq_CellRS_EPRE)
    };
    f_NBIOT_SetCellPowerList(v_CellPowerList);
    //The Generic procedure 'NB-IoT Registered, Idle Mode (State 3-NB)' specified in TS 36.508 [18], clause 8.1.5.3 takes place on Ncell 2.
    //@siclog "Step 30" siclog@
    //WA#22_5_1 f_NBIOT_InitialRegistration(nbiot_Cell2, CONTROL_PLANE, PREAMBLE, STATE3_NB_IDLEUPDATED);
    f_NBIOT_TrackingAreaUpdate(nbiot_Cell11, CONTROL_PLANE);//WA#22_5_1
  }
<<SKIPPED CODE>>


Change 3 – Correction to function TC_22_5_1()
	Function name
	TC_22_5_1()

	Reason for change
	The guard timer for this testcase is set to 600s, which is insufficient. This needs to be increased to 1200s.

	Summary of change
	Increased the guard timer to 1200s.

	TTCN module
	NBIOT_Testsuite.ttcn

	MCC160 Comment
	Accepted


Before change
	testcase TC_22_5_1() runs on MTC_NBIOT system SYSTEM_NBIOT {
    // @purpose
    //   NB-IoT / Authentication not accepted by the network, GUTI used / Authentication not accepted by the UE, SQN failure / Authentication not accepted by the UE, non-EPS authentication unacceptable / Network failing the authentication check
    var NBIOT_PTC        v_NBIOT      := null;
    timer t_GuardTimer := int2float(600); 
    v_NBIOT := NBIOT_PTC.create alive;
    f_MTC_ConnectPTCs_NBIOT(system, v_NBIOT);
    v_NBIOT.start(f_TC_22_5_1_NBIOT());
    t_GuardTimer.start;
    f_MTC_MainLoop_NBIOT(t_GuardTimer);
  }


After change
	testcase TC_22_5_1() runs on MTC_NBIOT system SYSTEM_NBIOT {
    // @purpose
    //   NB-IoT / Authentication not accepted by the network, GUTI used / Authentication not accepted by the UE, SQN failure / Authentication not accepted by the UE, non-EPS authentication unacceptable / Network failing the authentication check
    var NBIOT_PTC        v_NBIOT      := null;
    timer t_GuardTimer := int2float(1200); //WA#22_5_1
    v_NBIOT := NBIOT_PTC.create alive;
    f_MTC_ConnectPTCs_NBIOT(system, v_NBIOT);
    v_NBIOT.start(f_TC_22_5_1_NBIOT());
    t_GuardTimer.start;
    f_MTC_MainLoop_NBIOT(t_GuardTimer);
  }


