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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 22.3.3.2 which is part of the NBIOT test suite in the ‘iwd-TTCN3-B2016-06_D17wk10’ ATS delivery. 

With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Yongsheng MA

mayongsheng@starpointcomm.com

Tel. +8615117939410

1.1 Verification Test Summary

Test Case:
TC_22_3_3_2
ATS Version:
iwd-TTCN3-B2016-06_D17wk10
System Simulator used:
Starpoint SP8630

UE used:
Spreadtrum RDA8909
Verification Status:
PASS
2. Corrections required

2.1 Change 1 – Correction to function ‘fl_NBIOT_PdcpScurityProcedure’

	Function name
	fl_NBIOT_PdcpScurityProcedure ()

	Reason for change
	Since RRCConnectionReestablishment contains the NPDCCH_ConfigDedicated which is used by UE to detect NPDCCH. So if RRCConnectionReestablishment is sent after contention resolution, the UE  does not know the parameters used to detect NPDCCH.

	Summary of change
	Configure SS with Reestablishment, after receiving MSG3, SS sends contention resolution and RRCConnectionReestablishment at the same time.
Add new functions function f_NBIOT_508_RRCConnectionReestablishment_NB and f_NBIOT_SS_ConfigureRachProcedure; 

Configure SS the correct Rachprocedure before receiving Reestablishmentrequest and configure it back after reestablish procedure

	TTCN module
	NBIOT_PDCP_Testcases.ttcn

	MCC160 Comment
	Accepted in principle, implemented as shown below.


Before change

   function fl_NBIOT_PdcpScurityProcedure(NBIOT_CellId_Type p_CellId,

                                         IntegrityProtAlgorithm_Type p_AS_IntegrityProtAlgorithm,

                                         EUTRA_ASN1_CipheringAlgorithm_r12_Type p_AS_CipheringAlgorithm) runs on NBIOT_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var NAS_KsiValue v_KsiValue;

    var NBIOT_SecurityParams_Type v_SecurityParams;

    var EUTRA_ASN1_RRC_TransactionIdentifier_Type v_RRC_TI := tsc_RRC_TI_Def;

    var SubFrameTiming_Type v_TimingStart;

    var template (value) TimingInfo_Type v_TimingInfo;

var EUTRA_ASN1_ShortMAC_I_Type v_ShortMAC_I;
…
//@siclog "Step 15" siclog@

// Configure SS to use differnt algorithm for integrity so that will result in MAC-I failure at UE

f_NBIOT_SS_TriggerMAC_I_Failure(p_CellId);

v_TimingStart := f_NBIOT_GetNextSearchSpace(p_CellId);
…
    f_NBIOT_TestBody_Set(false);

    //Switch/power off UE

    f_NBIOT_Postamble(nbiot_Cell1, USER_PLANE, N3_TESTMODE);
After change

       function f_NBIOT_508_RRCConnectionReestablishment_NB(EUTRA_ASN1_RRC_TransactionIdentifier_Type p_RRC_TI := tsc_RRC_TI_Def,

                                          


   template (value) SRB_ToAddModList_NB_r13 p_SRBList := { cs_SRB_ToAddMod_NB_DEFAULT },

                                                       template (value) MAC_MainConfig_NB_r13 p_MAC_MainConfig := cs_MAC_MainConfig_NB_SRB,

                                                       template (value) NPDCCH_ConfigDedicated_NB_r13 p_NPDCCH_ConfigDedicated_NB := cs_NPDCCH_ConfigDedicated_NB_DEFAULT) return template (value) DL_CCCH_Message_NB

  {

    var template (value) NPUSCH_ConfigDedicated_NB_r13 v_NPUSCH_ConfigDedicated_NB := cs_NPUSCH_ConfigDedicated_NB_DEFAULT;

    var template (value) UplinkPowerControlDedicated_NB_r13 v_UplinkPowerControlDedicated_NB := cs_UplinkPowerControlDedicated_NB_DEFAULT;

    var template (value) RadioResourceConfigDedicated_NB_r13 v_RadioResourceConfigDedicated := cs_RadioResourceConfigDedicated_NB_SRB(p_SRBList,

                                                                                                                                      p_MAC_MainConfig,

                                                                                                                                      p_NPDCCH_ConfigDedicated_NB,

                                                                                                                                      v_NPUSCH_ConfigDedicated_NB,

                                                                                                                                      v_UplinkPowerControlDedicated_NB);

    return cs_RRCConnectionReestablishment_NB(p_RRC_TI,v_RadioResourceConfigDedicated);

  }
  function f_NBIOT_SS_ConfigureRachProcedure(NBIOT_CellId_Type p_CellId) runs on NBIOT_PTC

  {

    var NBIOT_CellInfo_Type v_CellInfo := f_NBIOT_CellInfo_Get(p_CellId);

    f_NBIOT_SS_CommonCellConfig(p_CellId, cads_NB_RachProcedure_Config_REQ(p_CellId, cs_TimingInfo_Now, -, -, 



















   cs_NB_RachProcedureList_Def(v_CellInfo.PhysicalParameters.RAR_TA)));

  }
function fl_NBIOT_PdcpScurityProcedure(NBIOT_CellId_Type p_CellId,

                                         IntegrityProtAlgorithm_Type p_AS_IntegrityProtAlgorithm,

                                         EUTRA_ASN1_CipheringAlgorithm_r12_Type p_AS_CipheringAlgorithm) runs on NBIOT_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var NAS_KsiValue v_KsiValue;

    var NBIOT_SecurityParams_Type v_SecurityParams;

    var EUTRA_ASN1_RRC_TransactionIdentifier_Type v_RRC_TI := tsc_RRC_TI_Def;

    var SubFrameTiming_Type v_TimingStart;

    var template (value) TimingInfo_Type v_TimingInfo;

var EUTRA_ASN1_ShortMAC_I_Type v_ShortMAC_I;
…
//@siclog "Step 15" siclog@

// Configure SS to use differnt algorithm for integrity so that will result in MAC-I failure at UE

f_NBIOT_SS_TriggerMAC_I_Failure(p_CellId);

v_TimingStart := f_NBIOT_GetNextSearchSpace(p_CellId);
    //@siclog "Step 15" siclog@

    // Configure SS to use differnt algorithm for integrity so that will result in MAC-I failure at UE

    f_NBIOT_SS_TriggerMAC_I_Failure(p_CellId);


f_NBIOT_SS_ConfigureRachProcedure_RLCPDU(p_CellId, f_NBIOT_508_RRCConnectionReestablishment_NB());
v_TimingStart := f_NBIOT_GetNextSearchSpace(p_CellId);
…
    f_NBIOT_TestBody_Set(false);

    f_NBIOT_SS_ConfigureRachProcedure_RLCPDU(p_CellId, f_NBIOT_508_RRCConnectionSetup());
    //Switch/power off UE

    f_NBIOT_Postamble(nbiot_Cell1, USER_PLANE, N3_TESTMODE);
MCC160 Implementation
	  function f_NBIOT_SS_ConfigRachProcedureMsg4(NBIOT_CellId_Type p_CellId,

                                               template (value) DL_CCCH_Message_NB p_DL_CCCH_Message) runs on NBIOT_PTC

  {

    var NBIOT_CellInfo_Type v_CellInfo := f_NBIOT_CellInfo_Get(p_CellId);

    var octetstring v_EncodedRrcConnSetup:= f_RRC_DL_CCCH_NB_Encvalue(p_DL_CCCH_Message);

    var template (value) NB_RachProcedureList_Type v_RachProcedureList := cs_NB_RachProcedureList_Def(v_CellInfo.PhysicalParameters.RAR_TA, cs_ContentionResolution_RlcPdu(v_EncodedRrcConnSetup));

    f_NBIOT_SS_CommonCellConfig(p_CellId, cads_NB_RachProcedure_Config_REQ(p_CellId, cs_TimingInfo_Now, -, -, v_RachProcedureList));

  }

	  function f_NBIOT_508_RRCConnectionReestablishment(EUTRA_ASN1_RRC_TransactionIdentifier_Type p_RRC_TI := tsc_RRC_TI_Def) return template (value) DL_CCCH_Message_NB

  {

    var template (value) SRB_ToAddModList_NB_r13 v_SRBList := { cs_SRB_ToAddMod_NB_DEFAULT };

    var template (value) MAC_MainConfig_NB_r13 v_MAC_MainConfig := cs_MAC_MainConfig_NB_SRB;

    var template (value) NPDCCH_ConfigDedicated_NB_r13 v_NPDCCH_ConfigDedicated_NB := cs_NPDCCH_ConfigDedicated_NB_DEFAULT;

    var template (value) NPUSCH_ConfigDedicated_NB_r13 v_NPUSCH_ConfigDedicated_NB := cs_NPUSCH_ConfigDedicated_NB_DEFAULT;

    var template (value) UplinkPowerControlDedicated_NB_r13 v_UplinkPowerControlDedicated_NB := cs_UplinkPowerControlDedicated_NB_DEFAULT;

    var template (value) RadioResourceConfigDedicated_NB_r13 v_RadioResourceConfigDedicated := cs_RadioResourceConfigDedicated_NB_SRB(v_SRBList,

                                                                                                                                      v_MAC_MainConfig,

                                                                                                                                      v_NPDCCH_ConfigDedicated_NB,

                                                                                                                                      v_NPUSCH_ConfigDedicated_NB,

                                                                                                                                      v_UplinkPowerControlDedicated_NB);

    return cs_RRCConnectionReestablishment_NB(p_RRC_TI, v_RadioResourceConfigDedicated);

  }

	  function fl_NBIOT_PdcpScurityProcedure(NBIOT_CellId_Type p_CellId,

                                         IntegrityProtAlgorithm_Type p_AS_IntegrityProtAlgorithm,

                                         EUTRA_ASN1_CipheringAlgorithm_r12_Type p_AS_CipheringAlgorithm) runs on NBIOT_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var NAS_KsiValue v_KsiValue;

    var NBIOT_SecurityParams_Type v_SecurityParams;

    var EUTRA_ASN1_RRC_TransactionIdentifier_Type v_RRC_TI := tsc_RRC_TI_Def;

    var SubFrameTiming_Type v_TimingStart;

    var template (value) TimingInfo_Type v_TimingInfo;

    var EUTRA_ASN1_ShortMAC_I_Type v_ShortMAC_I;

    var EUTRA_ASN1_PhysCellId_Type v_PhysCellId;

    var template (present) EUTRA_ASN1_ReestabUE_Identity_Type v_UE_Identity;

    var template (value) PDCP_SDU_Type v_TestData := crs_PDCP_SDU_16B; // same as for LTE test case 7.3.3.2

    f_NBIOT_Init(c1);

    //Create and configure all cells

    f_NBIOT_CellConfig_Def(p_CellId, USER_PLANE);

    f_NBIOT_AS_IntegrityAlgorithm_Set(p_AS_IntegrityProtAlgorithm);

    f_NBIOT_AS_CipheringAlgorithm_Set(p_AS_CipheringAlgorithm);

    //Bring UE to initial state

    f_NBIOT_Preamble(p_CellId, USER_PLANE, STATE3A_NB_IDLEUPDATED_TESTLOOP_ModeA);

    f_NBIOT_TestBody_Set(true, layer2);

    //@siclog "Step 1" siclog@

    f_NBIOT_UE_Page(p_CellId);

    //@siclog "Step 2" siclog@

    f_NBIOT_RRC_ConnectionRequest_Def(p_CellId);     /* start peridic UL grant transmission and wait for RRC connection request */

    //@siclog "Step 3: Void" siclog@

    //@siclog "Step 4: Void" siclog@

    //@siclog "Step 5" siclog@

    f_NBIOT_RRC_ConnectionSetup_Def();

    //@siclog "Step 6" siclog@

    v_KsiValue := f_NBIOT_SecurityKSIasme_Get();

    v_NasInd := f_NBIOT_RRCConnectionSetupComplete_Def(p_CellId,

                                                       cr_508_RRCConnectionSetupComplete_NB,

                                                       cr_NAS_Indication(tsc_SHT_IntegrityProtected, cr_508_SERVICE_REQUEST(v_KsiValue)));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step4");

    //@siclog "Step 7: Void" siclog@

    //@siclog "Step 8: Void" siclog@

    //@siclog "Step 9" siclog@

    // send SecurityModeCommand on SRB1; SS is not configured for Integrity and Security protection

    // => this should result in MAC-I failure as SS will set MAC-I as all zeros

    SRB.send(cas_NB_SRB_RrcPdu_REQ(p_CellId, tsc_SRB1, cs_TimingInfo_Now, cs_508_SecurityModeCommand_NB(v_RRC_TI, p_AS_IntegrityProtAlgorithm, p_AS_CipheringAlgorithm)));

    //@siclog "Step 10" siclog@

    SRB.receive(car_NB_SRB_RrcPdu_IND(p_CellId, tsc_SRB1, cr_508_SecurityModeFailure_NB(v_RRC_TI)));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 10");

    //@siclog "Step 11 - 12" siclog@

    v_SecurityParams := f_NBIOT_Security_Get();

    v_SecurityParams := f_NBIOT_RRC_ActivateSecurity(p_CellId, v_SecurityParams, v_NasInd.SecurityProtection.NasCount, cs_NB_DrbConfigList_DRB1);

    f_NBIOT_Security_Set(v_SecurityParams);

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 12");

    v_ShortMAC_I := f_NBIOT_Calculate_ShortMAC(p_CellId);

    //@siclog "Step 13: Void" siclog@

    //@siclog "Step 14: Void" siclog@

    //@siclog "Step 15" siclog@

    // Configure SS to use different algorithm for integrity so that will result in MAC-I failure at UE

    f_NBIOT_SS_TriggerMAC_I_Failure(p_CellId);

    f_NBIOT_SS_ConfigRachProcedureMsg4(p_CellId, f_NBIOT_508_RRCConnectionReestablishment());
    v_TimingStart := f_NBIOT_GetNextSearchSpace(p_CellId);

    v_TimingInfo := cs_TimingInfo_SubFrameFull(v_TimingStart);

    SRB.send(cas_NB_SRB_RrcPdu_REQ(p_CellId, tsc_SRB1, v_TimingInfo, cs_508_UeCapabilityEnquiry_NB(v_RRC_TI)));

    // Reset SRB1 and DRB1

    v_TimingInfo := cs_TimingInfo_SubFrameFull(f_NBIOT_IncrementSearchSpace(v_TimingStart, 0.9));    // release SRB1 and DRB1 just before end of the NPDCCH period

    f_NBIOT_SS_SRBs_DRBs_Release(p_CellId, USER_PLANE, v_TimingInfo, tsc_DrbList_Def);

    v_TimingInfo := cs_TimingInfo_SubFrameFull(f_NBIOT_IncrementSearchSpace(v_TimingStart, 1.0));    // restore SRB1 and DRB1 at the beginning of the next NPDCCH period

    f_NBIOT_SS_SRBs_DRBs_Config(p_CellId, USER_PLANE, v_TimingInfo, cs_NB_DrbConfigList_DRB1);

    //@siclog "Step 16" siclog@

    v_PhysCellId := f_NBIOT_CellInfo_GetPhyCellId(p_CellId);

    v_UE_Identity := cr_ReestabUE_Identity_NB(tsc_C_RNTI_Def, v_PhysCellId, v_ShortMAC_I);

    SRB.receive(car_NB_SRB0_RrcPdu_IND(p_CellId, cr_RRCConnectionReestablishmentRequest_NB(v_UE_Identity, otherFailure)));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, " Step 16");

    // Activate RRC security for SRB1 and DRB1

    v_SecurityParams := f_NBIOT_SS_AS_ReestablishResumeSecurity(p_CellId, v_SecurityParams, rrcConnectionReestablishment);

    f_NBIOT_Security_Set(v_SecurityParams);

    //@siclog "Step 17" siclog@

    /* The SS transmits RRCConnectionReestablishment message */


    //@siclog "Step 18" siclog@

    /* UE transmits an RRCConnectionReestablishmentComplete message */

    SRB.receive(car_NB_SRB_RrcPdu_IND(p_CellId, tsc_SRB1, cr_RRCConnectionReestablishmentComplete_NB(v_RRC_TI)));

    //@siclog "Step 19: Void" siclog@

    //@siclog "Step 20: Void" siclog@

    //@siclog "Step 21" siclog@

    f_NBIOT_ActivateDRBs_RRCConnectionReconfig(p_CellId);

    //@siclog "Step 22" siclog@

    f_NBIOT_ActivateDRBs_RRCConnectionReconfigComplete(p_CellId);

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, " Step 22");

    //@siclog "Step 23: Void" siclog@

    //@siclog "Step 24: Void" siclog@

    //@siclog "Step 25 - 26" siclog@

    f_NBIOT_CloseUE_TestLoopModeA(p_CellId);

    //@siclog "Step 27" siclog@

    L2DATA.send(cas_NB_L2_DATA_REQ(cs_NB_ReqAspCommonPart_RB(p_CellId, tsc_NB_RbId_DRB1), cs_L2Data_Request_PdcpSdu(v_TestData)));

    //@siclog "Step 28" siclog@

    L2DATA.receive(car_NB_L2_DATA_IND(cr_NB_IndAspCommonPart_RB(p_CellId, tsc_NB_RbId_DRB1), cr_L2Data_Indication_PdcpSdu(v_TestData)));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 28");

    f_NBIOT_TestBody_Set(false);

    f_NBIOT_SS_ConfigRachProcedureMsg4(p_CellId, f_NBIOT_508_RRCConnectionSetup());
    //Switch/power off UE

    f_NBIOT_Postamble(nbiot_Cell1, USER_PLANE, N3_TESTMODE);

  }


2.2 Further MCC160 Changes

	





	




	  function f_NBIOT_SS_ConfigureActiveCell(NBIOT_CellId_Type p_CellId) runs on NBIOT_PTC

  {

    var NBIOT_CellInfo_Type v_CellInfo := f_NBIOT_CellInfo_Get(p_CellId);

    var template (value) ContentionResolution_ContainedRlcPdu_Type v_ContentionResolution_ContainedRlcPdu;

    var template (value) DL_CCCH_Message_NB v_RrcConnSetup;

    var octetstring v_EncodedRrcConnSetup;




      v_RrcConnSetup := f_NBIOT_508_RRCConnectionSetup();

      v_EncodedRrcConnSetup := f_RRC_DL_CCCH_NB_Encvalue(v_RrcConnSetup);

      v_ContentionResolution_ContainedRlcPdu := cs_ContentionResolution_RlcPdu(v_EncodedRrcConnSetup);


    f_NBIOT_SS_CommonCellConfig(p_CellId, cas_NB_CellConfig_Def_REQ(p_CellId,

                                                                    cs_TimingInfo_Now,

                                                                    v_CellInfo,

                                                                    v_ContentionResolution_ContainedRlcPdu));

  }

	  function f_NBIOT_RRC_ConnectionSetup_Def(
) 
  {







  }


3. Branches executed

None.

4. Execution Log Files

4.1 Spreadtrum RDA8909
The Hisilicon RDA8909 passed this test case on Starpoint SP8630 Integration Test System in LTE FDD band 8. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file
TC_22_3_3_2_RDA8909_PASS.spm

In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

· PICS/PIXIT file name
TC_22_3_3_2.sppar

5. References

	[1]
	R5s170259: Supporting information for agreement of NB-IoT test case 22.3.3.2. This archive comprises html and text format execution log files and PICS/PIXIT settings file respectively.


