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1. Overview

This document lists TTCN changes needed to correct issues in the ATS ‘iwd-TTCN3-B2016-06_D17wk49’.
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3. Corrections to TC 9.4.6
Change 1 – Correction to local function ‘f_TC_9_4_6_EUTRA’
	Function name
	f_TC_9_4_6_EUTRA ()

	Reason for change
	The Expected Sequence of test case 9.4.3, which is simply referenced in TC 9.4.6, was updated to make it compatible with Multi-PDN capable UEs (see R5-160743). That time, it was forgotten to extend the amendment also to TC 9.4.6.

	Summary of change
	The corrections, when implementing Prose CR R5-160743, have also been applied in TC 9.4.6.

	TTCN module
	NAS_A_Security.ttcn

	MCC160 Comment
	Accepted


Before change
...
  function f_TC_9_4_6_EUTRA() runs on EUTRA_PTC

  { // Ciphering and deciphering / Correct functionality of EPS NAS encryption algorithm / ZUC

    f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN, c1);  // @sic R5s106627 sic@

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Preamble: The UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_UE_Detach_SwitchOffUe(eutra_CellA, RRC_IDLE);

    f_EUTRA_TestBody_Set(true);

    f_EUTRA_NAS_CipheringAlgorithm_Set(tsc_EPS_Encryption_ZUC);

    f_EUTRA_PdcpScurityProcedure_Common_9_4();

    // Postamble

    f_EUTRA_TestBody_Set(false);

    f_EUTRA_Postamble(eutra_CellA, E2_CONNECTED); // @sic R5-103847 sic@

  } // function f_TC_9_4_6_EUTRA
...
After change
...                                                                                                                                       function f_TC_9_4_6_EUTRA() runs on EUTRA_PTC
  { // Ciphering and deciphering / Correct functionality of EPS NAS encryption algorithm / ZUC

    f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN, c1);  // @sic R5s106627 sic@

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Preamble: The UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_UE_Detach_SwitchOffUe(eutra_CellA, RRC_IDLE);

    f_EUTRA_TestBody_Set(true);

    f_EUTRA_NAS_CipheringAlgorithm_Set(tsc_EPS_Encryption_ZUC);

    f_EUTRA_PdcpScurityProcedure_Common_9_4();
    //+   IF MULTI_PDN = TRUE (NOTE) THEN steps 10-12 of the generic procedure for network initiated release of additional PDN connectivity

    //+   specified in TS 36.508 subclause 4.5A.18.3 are performed for the non-IMS PDN.

    //@siclog "Steps 11-13" siclog@

    f_EUTRA_InitialRegistration_ReleaseInternetPDN_ConnectedMode (eutra_CellA, noRrcConnectionRelease); 
    // Postamble

    f_EUTRA_TestBody_Set(false);

    f_EUTRA_Postamble(eutra_CellA, E2_CONNECTED); // @sic R5-103847 sic@

  } // function f_TC_9_4_6_EUTRA
...
Additional comments from MCC160
Highly redundant Test cases 9.4.x are optimized so that only one common function is required.
New function to perform the security procedures
Module: EUTRA_NasSecurityProcedures
...                                                                                                                                         /*

   * @desc      Common function for TC 9.4.1, 9.4.2, 9.4.3, 9.4.4, 9.4.5, 9.4.6

   * @status    

   */

  function f_TC_9_4_x_Common(B3_Type p_NAS_SecurityAlgorithm,

                             boolean p_IntegrityAlgoTest) runs on EUTRA_PTC
  {    

    timer t_WaitTimer := f_EUTRA_SetTimerToleranceMin(eutra_CellA, nasTTCNTimer, 5.0) ; //5 seconds timer acc. to the test case prose @sic R5w100302, R5-106675 sic@

    f_EUTRA_NAS_Init(LTE_AllCellsOnSamePLMN, c1);  // @sic R5s106627 sic@

    // create cell and send out system information

    f_EUTRA_CellConfig_Def(eutra_CellA);

    // Preamble: The UE is in state Switched OFF (state 1)

    // ==========================================================================

    f_EUTRA_Preamble(eutra_CellA, STATE2_IDLEUPDATE);

    f_EUTRA_UE_Detach_SwitchOffUe(eutra_CellA, RRC_IDLE);

    f_EUTRA_TestBody_Set(true);

    if (p_IntegrityAlgoTest == true) {

      f_EUTRA_NAS_IntegrityAlgorithm_Set (p_NAS_SecurityAlgorithm);

    }

    else {

      f_EUTRA_NAS_CipheringAlgorithm_Set(p_NAS_SecurityAlgorithm);    

    }    

    //@siclog "Step 1-10" siclog@

    f_EUTRA_PdcpScurityProcedure_Common_9_4();

    if (p_IntegrityAlgoTest == true) {

      //+   The SS Transmits an IDENTITY REQUEST message [Not integrity protected] <- IDENTITY REQUEST

      //@siclog "Step 11" siclog@

      SRB.send(cas_SRB2_NasPdu_REQ(eutra_CellA,

                                   cs_TimingInfo_Now,

                                   cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                  cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

                                                  t_WaitTimer.start;

      //@siclog "Step 12" siclog@

      alt {

        []SRB.receive(car_SRB2_NasPdu_IND(eutra_CellA,

                                          cr_NAS_Indication(?,

                                                            cr_IDENTITY_RESPONSE(f_Imei2MobileIdentity(px_IMEI_Def)))))

          {

            t_WaitTimer.stop;

            f_EUTRA_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 12: UE is responding to non integrity protected SMC");

          }

        [] t_WaitTimer.timeout {}

      }

    }    

    //+   IF MULTI_PDN = TRUE (NOTE) THEN steps 10-12 of the generic procedure for network initiated release of additional PDN connectivity

    //+   specified in TS 36.508 subclause 4.5A.18.3 are performed for the non-IMS PDN.

    //@siclog "Steps 11-13 resp. 13-15" siclog@

    f_EUTRA_InitialRegistration_ReleaseInternetPDN_ConnectedMode (eutra_CellA, noRrcConnectionRelease); // @sic R5-160743 sic@

    // Postamble

    f_EUTRA_TestBody_Set(false);

    f_EUTRA_Postamble(eutra_CellA, E2_CONNECTED); // @sic R5-103847 sic@

  } // function f_TC_9_4_x_Common
...
Functions f_TC_9_4_1_EUTRA(),f_TC_9_4_2_EUTRA(), f_TC_9_4_3_EUTRA(), f_TC_9_4_3_EUTRA()  to perform the security procedures
Module: EUTRA_NasSecurity
...                                                                                                                                         function f_TC_9_4_1_EUTRA() runs on EUTRA_PTC

  {

    //@desc Integrity protection: Correct functionality of EPS NAS integrity algorithm (SNOW3G)   

    f_TC_9_4_x_Common (tsc_EPS_Encryption_Snow3G, true);
  } // function f_TC_9_4_1_EUTRA

  function f_TC_9_4_2_EUTRA() runs on EUTRA_PTC

  {

    //@desc Integrity protection: Correct functionality of EPS NAS integrity algorithm (AES)

    f_TC_9_4_x_Common (tsc_EPS_Integerity_AES, true);
  } // function f_TC_9_4_2_EUTRA

  function f_TC_9_4_3_EUTRA() runs on EUTRA_PTC

  {

    //@desc Ciphering and Deciphering: Correct functionality of EPS NAS encryption algorithm (SNOW3G)

    f_TC_9_4_x_Common (tsc_EPS_Encryption_Snow3G, false);
  } // function f_TC_9_4_3_EUTRA

  function f_TC_9_4_4_EUTRA() runs on EUTRA_PTC

  {

    //@desc Ciphering and Deciphering: Correct functionality of EPS NAS encryption algorithm (AES)

    f_TC_9_4_x_Common (tsc_EPS_Encryption_Snow3G, false);
  } // function f_TC_9_4_4_EUTRA
...
Functions f_TC_9_4_5_EUTRA(), f_TC_9_4_6_EUTRA()  to perform the security procedures
Module: NAS_A_Security
Module: EUTRA_NasSecurity
...                                                                                                                                           function f_TC_9_4_5_EUTRA() runs on EUTRA_PTC

  {

    //@desc Integrity protection / Correct functionality of EPS NAS integrity algorithm / ZUC

    f_TC_9_4_x_Common (tsc_EPS_Integerity_ZUC, true);
  } // function f_TC_9_4_5_EUTRA

  function f_TC_9_4_6_EUTRA() runs on EUTRA_PTC

  {

    // Ciphering and deciphering / Correct functionality of EPS NAS encryption algorithm / ZUC

    f_TC_9_4_x_Common (tsc_EPS_Encryption_ZUC, false);
  } // function f_TC_9_4_6_EUTRA...
