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Change 1 
	Function name
	f_IMS_Register_SecurityInit()

	Reason for change
	Prior to sending 401 Unauthorised at steps 2 and 4 of test case 9.1 and step 2 of 9.2, the function f_IMS_Register_SecurityInit() is called with the parameter p_StartSecurity = FALSE to indicate that IMS security should be initialised but not actually started since the UE is expected to fail the authentication procedure. In this case f_IMS_PortsAndSecurityConfig() is still called which has the effect of binding the IP PTC to specific UE and NW addresses for the IMS registration. It has been observed that some UEs when sending a new REGISTER following authentication failure will send to a different P-CSCF address (e.g. switching from IPv6 P-CSCF address to IPv4 or vice versa). This behaviour will currently cause the following REGISTER message to be discarded by IP PTC if it sent to a different address than the initial REGISTER of the test case.

	Summary of change
	Add a check to avoid calling f_IMS_PortsAndSecurityConfig() in the case where security is not being started. This will avoid binding the IP PTCV to specific UE and NW addresses in the cases where the registration is not expected to complete due to authentication failure.

	TTCN module
	IMS_Procedures_Registration.ttcn

	MCC160 Comment
	Accepted in principle:
Proposed implementation may have side effects on GIBA or FBBA; therefore a different implementation is proposed as shown below.


Before change
	  function f_IMS_Register_SecurityInit(REGISTER_Request p_RegisterReq,

                                       B128_Type p_Rand := tsc_IMS_AuthRAND,

                                       boolean p_StartSecurity := true) runs on IMS_PTC

  { /* @sic R5s120858 change 6..8 - MCC160 implementation: additional parameter p_Unprotected to deal with GIBA sic@ */

    /* @sic R5s130266 change 1.3, 4, 5 - MCC160 Implementation: SPIs for re-authentication sic@ */

    /* @sic R5s150873 p_StartSecurity instead of p_Unprotected sic@ */

    var Common_AuthenticationParams_Type v_AuthenticationParams;

    var SecurityClientParams_Type v_SecurityClientParams;

    var IP_AddrInfo_Type v_UE_Address := f_IMS_PTC_UE_Address_Get();

    var IP_AddrInfo_Type v_NW_Address := f_IMS_PTC_NW_Address_Get();

    var SipUrl v_ContactUrl := f_MessageHeader_GetContactSipUrl(p_RegisterReq.msgHeader);

    var template (omit) PortNumber_Type v_UnprotectedPort_us := f_SIP_ContactUrl_GetPort(v_ContactUrl);           // may be omit in which case 5060 is chosen by the IP PTC

    var template (omit) IMS_SecurityInfo_Type v_SecurityInfo := omit;

    var charstring v_PasswordFBBA;

    if (ispresent(p_RegisterReq.msgHeader.securityClient)) {                           // @sic R5s150873: false for GIBA sic@

      v_AuthenticationParams := f_IMS_AuthenticationInit(p_Rand);

      v_SecurityClientParams := f_IMS_Register_GetSecurityClientParams(p_RegisterReq); // @sic R5s140266 sic@

      /* initialise or re-initialise SPIs and protected ports of the network side: needed e.g. for f_IMS_PTC_BuildSecurityServerParam as used in f_IMS_RegisterResponse_401_MessageHeaderTX */

      f_IMS_PTC_Security_Init(v_AuthenticationParams, v_SecurityClientParams.Port_us, v_SecurityClientParams.Port_uc, v_SecurityClientParams.SPI_us, v_SecurityClientParams.SPI_uc);

      if (p_StartSecurity) {

        f_IMS_InstallIPsecKeys(v_AuthenticationParams.IK, v_AuthenticationParams.CK);

        v_SecurityInfo := cs_IMS_SecurityInfo(f_IMS_PTC_Security_GetProtectedPorts(),

                                              f_IMS_PTC_Security_GetSPIs(),

                                              f_IMS_PTC_Security_GetIntegrityAlgorithm(),

                                              f_IMS_PTC_Security_GetCipheringAlgorithm());

      }

    }

    else if (f_IMS_PTC_SecurityScheme_IsSipDigest()) {

      v_PasswordFBBA := "FBBA";  /* !!!! FBBA PROSE ISSUE: password either to be hardcoded in prose (as for XCAP) or we need a PIXIT !!!! */

      v_AuthenticationParams := f_AuthenticationInit(valueof(cs_CommonAuthParams_Init(p_Rand)));

      f_IMS_PTC_Security_InitFBBA(v_AuthenticationParams, v_PasswordFBBA);

    }

    f_IMS_PortsAndSecurityConfig(v_UnprotectedPort_us,

                                 cs_IMS_RegistrationInfo(v_NW_Address,             // @sic R5s150268 change 2 sic@

                                                         v_UE_Address,

                                                         v_SecurityInfo));

  }


After change
  function f_IMS_Register_SecurityInit(REGISTER_Request p_RegisterReq,

                                       B128_Type p_Rand := tsc_IMS_AuthRAND,

                                       boolean p_StartSecurity := true) runs on IMS_PTC

  { /* @sic R5s120858 change 6..8 - MCC160 implementation: additional parameter p_Unprotected to deal with GIBA sic@ */

    /* @sic R5s130266 change 1.3, 4, 5 - MCC160 Implementation: SPIs for re-authentication sic@ */

    /* @sic R5s150873 p_StartSecurity instead of p_Unprotected sic@ */

    var Common_AuthenticationParams_Type v_AuthenticationParams;

    var SecurityClientParams_Type v_SecurityClientParams;

    var IP_AddrInfo_Type v_UE_Address := f_IMS_PTC_UE_Address_Get();

    var IP_AddrInfo_Type v_NW_Address := f_IMS_PTC_NW_Address_Get();

    var SipUrl v_ContactUrl := f_MessageHeader_GetContactSipUrl(p_RegisterReq.msgHeader);

    var template (omit) PortNumber_Type v_UnprotectedPort_us := f_SIP_ContactUrl_GetPort(v_ContactUrl);           // may be omit in which case 5060 is chosen by the IP PTC

    var template (omit) IMS_SecurityInfo_Type v_SecurityInfo := omit;

    var charstring v_PasswordFBBA;

    if (ispresent(p_RegisterReq.msgHeader.securityClient)) {                           // @sic R5s150873: false for GIBA sic@

      v_AuthenticationParams := f_IMS_AuthenticationInit(p_Rand);

      v_SecurityClientParams := f_IMS_Register_GetSecurityClientParams(p_RegisterReq); // @sic R5s140266 sic@

      /* initialise or re-initialise SPIs and protected ports of the network side: needed e.g. for f_IMS_PTC_BuildSecurityServerParam as used in f_IMS_RegisterResponse_401_MessageHeaderTX */

      f_IMS_PTC_Security_Init(v_AuthenticationParams, v_SecurityClientParams.Port_us, v_SecurityClientParams.Port_uc, v_SecurityClientParams.SPI_us, v_SecurityClientParams.SPI_uc);

      if (p_StartSecurity) {

        f_IMS_InstallIPsecKeys(v_AuthenticationParams.IK, v_AuthenticationParams.CK);

        v_SecurityInfo := cs_IMS_SecurityInfo(f_IMS_PTC_Security_GetProtectedPorts(),

                                              f_IMS_PTC_Security_GetSPIs(),

                                              f_IMS_PTC_Security_GetIntegrityAlgorithm(),

                                              f_IMS_PTC_Security_GetCipheringAlgorithm());

      }

    }

    else if (f_IMS_PTC_SecurityScheme_IsSipDigest()) {

      v_PasswordFBBA := "FBBA";  /* !!!! FBBA PROSE ISSUE: password either to be hardcoded in prose (as for XCAP) or we need a PIXIT !!!! */

      v_AuthenticationParams := f_AuthenticationInit(valueof(cs_CommonAuthParams_Init(p_Rand)));

      f_IMS_PTC_Security_InitFBBA(v_AuthenticationParams, v_PasswordFBBA);

    }

    if (p_StartSecurity)

    {
             f_IMS_PortsAndSecurityConfig(v_UnprotectedPort_us,

                                 cs_IMS_RegistrationInfo(v_NW_Address,             // @sic R5s150268 change 2 sic@

                                                         v_UE_Address,

                                                         v_SecurityInfo));

    }
  }

MCC160 Implementation
	  function f_IMS_Register_SecurityInit(REGISTER_Request p_RegisterReq,

                                       B128_Type p_Rand := tsc_IMS_AuthRAND,

                                       boolean p_StartSecurity := true) runs on IMS_PTC

  {

    var Common_AuthenticationParams_Type v_AuthenticationParams;

    var SecurityClientParams_Type v_SecurityClientParams;

    var IP_AddrInfo_Type v_UE_Address := f_IMS_PTC_UE_Address_Get();

    var IP_AddrInfo_Type v_NW_Address := f_IMS_PTC_NW_Address_Get();

    var SipUrl v_ContactUrl := f_MessageHeader_GetContactSipUrl(p_RegisterReq.msgHeader);

    var template (omit) PortNumber_Type v_UnprotectedPort_us := f_SIP_ContactUrl_GetPort(v_ContactUrl);           // may be omit in which case 5060 is chosen by the IP PTC

    var template (omit) IMS_SecurityInfo_Type v_SecurityInfo;

    var charstring v_PasswordFBBA;

    if (ispresent(p_RegisterReq.msgHeader.securityClient)) {                           // @sic R5s150873: false for GIBA sic@

      v_AuthenticationParams := f_IMS_AuthenticationInit(p_Rand);

      v_SecurityClientParams := f_IMS_Register_GetSecurityClientParams(p_RegisterReq); // @sic R5s140266 sic@

      /* initialise or re-initialise SPIs and protected ports of the network side: needed e.g. for f_IMS_PTC_BuildSecurityServerParam as used in f_IMS_RegisterResponse_401_MessageHeaderTX */

      f_IMS_PTC_Security_Init(v_AuthenticationParams, v_SecurityClientParams.Port_us, v_SecurityClientParams.Port_uc, v_SecurityClientParams.SPI_us, v_SecurityClientParams.SPI_uc);

      if (p_StartSecurity) {

        f_IMS_InstallIPsecKeys(v_AuthenticationParams.IK, v_AuthenticationParams.CK);

        v_SecurityInfo := cs_IMS_SecurityInfo(f_IMS_PTC_Security_GetProtectedPorts(),

                                              f_IMS_PTC_Security_GetSPIs(),

                                              f_IMS_PTC_Security_GetIntegrityAlgorithm(),

                                              f_IMS_PTC_Security_GetCipheringAlgorithm());
        f_IMS_PortsAndSecurityConfig(v_UnprotectedPort_us,

                                     cs_IMS_RegistrationInfo(v_NW_Address,             // @sic R5s150268 change 2 sic@

                                                             v_UE_Address,

                                                             v_SecurityInfo));
      }

    }

    else {

      if (f_IMS_PTC_SecurityScheme_IsSipDigest()) {

        v_PasswordFBBA := "FBBA";  /* !!!! FBBA PROSE ISSUE: password either to be hardcoded in prose (as for XCAP) or we need a PIXIT !!!! */

        v_AuthenticationParams := f_AuthenticationInit(valueof(cs_CommonAuthParams_Init(p_Rand)));

        f_IMS_PTC_Security_InitFBBA(v_AuthenticationParams, v_PasswordFBBA);

      } 
      f_IMS_PortsAndSecurityConfig(v_UnprotectedPort_us, cs_IMS_RegistrationInfo(v_NW_Address, v_UE_Address));

    }




  }

	  function f_IMS_Register_GIBA(template (omit) IMS_DATA_REQ p_IMS_DATA_REQ := omit,

                               charstring p_RegisterExpiration := tsc_IMS_RegisterExpiration) runs on IMS_PTC return REGISTER_Request

  {

    var IMS_DATA_REQ v_IMS_DATA_REQ;

    var REGISTER_Request v_RegisterReq;

    var boolean v_CondA3 := true;


    v_IMS_DATA_REQ := f_IMS_REGISTER_InitialRequest(-, p_IMS_DATA_REQ, -, -, -, v_CondA3);         // check REGISTER and init GlobalInfo; @sic R5s140356: v_CondA3 sic@

    v_RegisterReq := v_IMS_DATA_REQ.Request.Register;

    f_IMS_Register_SecurityInit(v_RegisterReq);                             // @sic R5s120858 change 6..8 - MCC160 implementation sic@

    IMS_Server.send(cas_IMS_DATA_RSP(f_IMS_RoutingInfo_ULtoDL(v_IMS_DATA_REQ.RoutingInfo), cs_Response(c_statusLine200, f_IMS_RegisterResponse_200_MessageHeaderTX(v_RegisterReq, -, p_RegisterExpiration))));

    return v_RegisterReq;

  }


