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1. Overview

This document lists all the essencial changes needed to correct problems in the TTCN implementation of test case 1 which is part of the NBIOT test suite in the ‘iwd-TTCN3-B2016-06_D17wk04_IoT’ ATS delivery. 

With these changes applied the test case can be demonstrated to run with one or more UEs (see section 4). Execution log files are provided as evidence. 

Contact:
Yongsheng MA

mayongsheng@starpointcomm.com

Tel. +8615117939410

1.1 Verification Test Summary
Test Case:
TC_22_5_2
ATS Version:
iwd-TTCN3-B2016-06_D17wk04_IoT 
System Simulator used:
Starpoint SP8630

UE used:
Spreadtrum RDA8909
Verification Status:
PASS
2. Corrections required

2.1 Change 1 – Correction to function ‘f_TC_22_5_2_Body’
	Function name
	f_TC_22_5_2_Body ()

	Reason for change
	1. According to CR R5-171417 agreed on RAN5 #74, security header for NAS message at step 5, step 6, step 8 need to update.

2.  Incorrect Security header for NAS message at step 19, step20 and incorrect mobile ID derive function for identity response message in step 10, step 22, step 29.

	Summary of change
	1. R5-171417 clarifies that the security header for authentication request at step 5 is tsc_SHT_NoSecurityProtection.
2. Since the re-establishment of secure exchange of NAS messages fails due to un-protected authentication request message, UE may respond NAS message with no protection, tsc_SHT_NoSecurityProtection should be allowed at step 6, step 8.

3. After step 18b1 the secure exchange of NAS messages has been established, the security header for SECURITY MODE COMMAND message should be tsc_SHT_IntegrityProtected_NewSecurityContext at step 19, the security header for SECURITY MODE REJECT message should be tsc_SHT_IntegrityProtected_Ciphered at step 20.
4. The function for deriving the mobile ID for identity response message should be f_Imei2MobileIdentity instead of f_Imsi2MobileIdentity and change px_IMEI_Def to px_IMEISV_Def

	TTCN module
	NBIOT_NAS_Authentication_Security

	MCC160 Comment
	


Before change

    function fl_TC_22_5_2_Body() runs on NBIOT_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var integer i;

    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(nbiot_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    var B3_Type v_PDNType := '000'B;

    var NBIOT_SecurityParams_Type v_SecurityParams, v_SecurityParamsPrev;

    var NasCount_Type v_NasCountUL;

    var APNandExtdPCOs_Type v_APNandPCOs;

    var boolean v_IPv4AllocationViaNasFlag := false;

    var template (omit) ExtdProtocolConfigOptions v_PcoFromUE := omit;

    var template (omit) ExtdProtocolConfigOptions v_PcoToUE := omit;

    var boolean v_NonIP := false;

    var template (omit) AccessPointName v_APN := omit;

    var NB_SRB_COMMON_IND v_ReceivedAsp;

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

var template NAS_UL_Message_Type v_ESMMessage;
    timer t_Wait := f_NBIOT_SetTimerToleranceMin(nonProtocolTimer, 30.0);

    if (px_DoAttachWithoutPDN) {

      v_ESMMessage := cr_ESM_DUMMY_MESSAGE;

    } else {

      v_ESMMessage := cr_CIOT_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType);
    }

    //@siclog "Step 1-6" siclog@

    //Steps 1-6 from the Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' as described in TS 36.508 [18], clause 8.1.5.2 take place.

    f_UT_SwitchOnUE(UT, false);

    v_NasInd := f_NBIOT_InitialRegistration_Step1_4 (nbiot_Cell1, NORMAL);

    v_SecurityParams := f_NBIOT_Security_Get();

    v_SecurityParams.NAS_SecurityCap := f_EUTRA_NB_FillNAS_SecurityCapability(v_NasInd.Pdu.Msg.aTTACH_REQUEST);

    f_NBIOT_Security_Set(v_SecurityParams);

    // Step 5-6: Authentication

    v_SecurityParams := f_NBIOT_NAS_Authentication(nbiot_Cell1,

                                                   tsc_SRB1bis,

                                                   v_SecurityParams,

                                                   tsc_SHT_IntegrityProtected_Ciphered,

                                                   tsc_SHT_IntegrityProtected,

                                                   v_PLMN);                        // AUTHENTICATION REQUEST & RESPONSE

    //@siclog "Step 7" siclog@

    //The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security requesting "null integrity protection algorithm" EIA0.

    v_SecurityParamsPrev := f_NBIOT_Security_Get();     // save previous Security Parameters

    v_SecurityParams.NAS_Ciphering.Algorithm := '000'B; // EEA0

    v_SecurityParams.NAS_Integrity.Algorithm := '000'B; // EIA0

    v_SecurityParams.KSIasme := '000'B;

    f_NBIOT_Security_Set(v_SecurityParams); // store the new setting, do not configure security at the SS side as UE will not accept it

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, //see 24.301 cl. 5.4.3.2

                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,

                                                                                   v_SecurityParams.KSIasme,

                                                                                   v_SecurityParams.NAS_SecurityCap)))); // replayedSecurityCapability

    //@siclog "Step 8" siclog@

    //Check: Does the UE transmit a NAS SECURITY MODE REJECT message?

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected,

                                                            cr_SECURITY_MODE_REJECT((tsc_UeSecurityCapsMismatch, tsc_SecurityModeRejUnspecified)))));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    //@siclog "Step 9" siclog@

    //The SS Transmits an IDENTITY REQUEST message for IMEI.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

    //@siclog "Step 10" siclog@

    t_Wait.start;

    alt {

      //Check: Does the UE transmit IDENTITY RESPONSE message in the next 30 sec?

      [] SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                               cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                                 cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMEI_Def)))))

        {

          t_Wait.stop;

          f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 10: SS received an unexpected IDENTITY RESPONSE message");

        }

      [] t_Wait.timeout

        {

          f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 10");

        }

    }    

    ……
    //@siclog "Step 19" siclog@

    //The SS transmits a NAS SECURITY MODE COMMAND message to change the NAS security algorithms for the current EPS security context already in use. It is integrity protected.

    //The included replayed security capabilities of the UE does not match those provided by the UE.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected,

                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,

                                                                                   v_SecurityParams.KSIasme,

                                                                                   fl_InvalidateUeSecurityCapabilities(v_SecurityParams.NAS_SecurityCap)))));

    //@siclog "Step 20" siclog@

    //Check: Does the UE transmit a NAS SECURITY MODE REJECT message?

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                            cr_SECURITY_MODE_REJECT(tsc_UeSecurityCapsMismatch))));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 20");

    //@siclog "Step 21" siclog@

    //The SS Transmits an IDENTITY REQUEST message for IMEI using the existing security context before the message in step 19 was sent.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

    //@siclog "Step 22" siclog@

    //Check: Does the UE transmit IDENTITY RESPONSE message providing its IMEI and using the existing security context before the message in step 19 was sent?

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                            cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMEI_Def)))));    

……
    //@siclog "Step 28" siclog@

    //The SS transmits an IDENTITY REQUEST message (Security protected as per the algorithms specified in step 24)

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));
    //@siclog "Step 29" siclog@

    //The UE transmit an IDENTITY RESPONSE message.

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                            cr_IDENTITY_RESPONSE(f_Imsi2MobileIdentity(px_IMEI_Def)))));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 29");

    //@siclog "Step 30" siclog@

    //SS releases the RRC connection.

    f_NBIOT_RRC_ConnectionRelease(nbiot_Cell1);

  }
After change

   function fl_TC_22_5_2_Body() runs on NBIOT_PTC

  {

    var NAS_MSG_Indication_Type v_NasInd;

    var integer i;

    var GutiParameters_Type v_GutiParams := f_NBIOT_CellInfo_GetGuti(nbiot_Cell1);

    var NAS_PlmnId v_PLMN := f_Asn2Nas_PlmnId (v_GutiParams.PLMN_Identity);

    var B3_Type v_PDNType := '000'B;

    var NBIOT_SecurityParams_Type v_SecurityParams, v_SecurityParamsPrev;

    var NasCount_Type v_NasCountUL;

    var APNandExtdPCOs_Type v_APNandPCOs;

    var boolean v_IPv4AllocationViaNasFlag := false;

    var template (omit) ExtdProtocolConfigOptions v_PcoFromUE := omit;

    var template (omit) ExtdProtocolConfigOptions v_PcoToUE := omit;

    var boolean v_NonIP := false;

    var template (omit) AccessPointName v_APN := omit;

    var NB_SRB_COMMON_IND v_ReceivedAsp;

    var NAS_UL_Message_Type v_PdnConnectivityRequest;

    var template NAS_UL_Message_Type v_ESMMessage;
    timer t_Wait := f_NBIOT_SetTimerToleranceMin(nonProtocolTimer, 30.0);

    if (px_DoAttachWithoutPDN) {

      v_ESMMessage := cr_ESM_DUMMY_MESSAGE;

    } else {

      v_ESMMessage := cr_508_PDN_CONNECTIVITY_REQUEST(tsc_PdnRequest_InitialAttach, v_PDNType);

    }

    //@siclog "Step 1-6" siclog@

    //Steps 1-6 from the Generic procedure 'NB-IoT UE Attach, Connected mode (State 2-NB)' as described in TS 36.508 [18], clause 8.1.5.2 take place.

    f_UT_SwitchOnUE(UT, false);

    v_NasInd := f_NBIOT_InitialRegistration_Step1_4 (nbiot_Cell1, NORMAL);

    v_SecurityParams := f_NBIOT_Security_Get();

    v_SecurityParams.NAS_SecurityCap := f_EUTRA_NB_FillNAS_SecurityCapability(v_NasInd.Pdu.Msg.aTTACH_REQUEST);

    f_NBIOT_Security_Set(v_SecurityParams);

    // Step 5-6: Authentication

    v_SecurityParams := f_NBIOT_NAS_Authentication(nbiot_Cell1,

                                                   tsc_SRB1bis,

                                                   v_SecurityParams,

                                                   tsc_SHT_NoSecurityProtection,


                                               (tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected),
                                                   v_PLMN);                        // AUTHENTICATION REQUEST & RESPONSE

    //@siclog "Step 7" siclog@

    //The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security requesting "null integrity protection algorithm" EIA0.

    v_SecurityParamsPrev := f_NBIOT_Security_Get();     // save previous Security Parameters

    v_SecurityParams.NAS_Ciphering.Algorithm := '000'B; // EEA0

    v_SecurityParams.NAS_Integrity.Algorithm := '000'B; // EIA0

    v_SecurityParams.KSIasme := '000'B;

    f_NBIOT_Security_Set(v_SecurityParams); // store the new setting, do not configure security at the SS side as UE will not accept it

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext, //see 24.301 cl. 5.4.3.2

                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,

                                                                                   v_SecurityParams.KSIasme,

                                                                                   v_SecurityParams.NAS_SecurityCap)))); // replayedSecurityCapability

    //@siclog "Step 8" siclog@

    //Check: Does the UE transmit a NAS SECURITY MODE REJECT message?

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication((tsc_SHT_NoSecurityProtection, tsc_SHT_IntegrityProtected),
                                                            cr_SECURITY_MODE_REJECT((tsc_UeSecurityCapsMismatch, tsc_SecurityModeRejUnspecified)))));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 8");

    //@siclog "Step 9" siclog@

    //The SS Transmits an IDENTITY REQUEST message for IMEI.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_NoSecurityProtection,

                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

    //@siclog "Step 10" siclog@

    t_Wait.start;

    alt {

      //Check: Does the UE transmit IDENTITY RESPONSE message in the next 30 sec?

      [] SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                               cr_NAS_Indication(tsc_SHT_NoSecurityProtection,

                                                                 cr_IDENTITY_RESPONSE(f_Imei2MobileIdentity(px_IMEI_Def)))))

        {

          t_Wait.stop;

          f_NBIOT_SetVerdictFailOrInconc (__FILE__, __LINE__, "Step 10: SS received an unexpected IDENTITY RESPONSE message");

        }

      [] t_Wait.timeout

        {

          f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 10");

        }

    }    

    ……
    //@siclog "Step 19" siclog@

    //The SS transmits a NAS SECURITY MODE COMMAND message to change the NAS security algorithms for the current EPS security context already in use. It is integrity protected.

    //The included replayed security capabilities of the UE does not match those provided by the UE.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_NewSecurityContext,

                                                      cs_508_SECURITY_MODE_COMMAND(v_SecurityParams.NAS_Ciphering.Algorithm,

                                                                                   v_SecurityParams.NAS_Integrity.Algorithm,

                                                                                   v_SecurityParams.KSIasme,

                                                                                   fl_InvalidateUeSecurityCapabilities(v_SecurityParams.NAS_SecurityCap)))));

    //@siclog "Step 20" siclog@

    //Check: Does the UE transmit a NAS SECURITY MODE REJECT message?

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_IntegrrityProtection_Ciphered,

                                                            cr_SECURITY_MODE_REJECT(tsc_UeSecurityCapsMismatch))));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 20");

    //@siclog "Step 21" siclog@

    //The SS Transmits an IDENTITY REQUEST message for IMEI using the existing security context before the message in step 19 was sent.

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMEI))));

    //@siclog "Step 22" siclog@

    //Check: Does the UE transmit IDENTITY RESPONSE message providing its IMEI and using the existing security context before the message in step 19 was sent?

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                            cr_IDENTITY_RESPONSE(f_Imei2MobileIdentity(px_IMEI_Def)))));    

……
    //@siclog "Step 28" siclog@

    //The SS transmits an IDENTITY REQUEST message (Security protected as per the algorithms specified in step 24)

    SRB.send(cas_NB_SRB1bis_NasPdu_REQ(nbiot_Cell1,

                                       cs_TimingInfo_Now,

                                       cs_NAS_Request(tsc_SHT_IntegrityProtected_Ciphered,

                                                      cs_IDENTITY_REQUEST(tsc_IdType_IMEISV))));
    //@siclog "Step 29" siclog@

    //The UE transmit an IDENTITY RESPONSE message.

    SRB.receive(car_NB_SRB1bis_NasPdu_IND(nbiot_Cell1,

                                          cr_NAS_Indication(tsc_SHT_IntegrityProtected_Ciphered,

                                                            cr_IDENTITY_RESPONSE(f_Imeisv2MobileIdentity(px_IMEISV_Def)))));

    f_NBIOT_PreliminaryPass(__FILE__, __LINE__, "Step 29");

    //@siclog "Step 30" siclog@

    //SS releases the RRC connection.

    f_NBIOT_RRC_ConnectionRelease(nbiot_Cell1);

  }
3. Branches executed

None.

4. Execution Log Files

4.1 Spreadtrum RDA 8909
The Spreadtrum RDA8909 passed this test case on Starpoint SP8630 Integration Test System in LTE FDD band 8. The documentation below is enclosed as evidence of the successful test case run [1]:

· Test Case Execution log file
TC_22_5_2_RDA8909_PASS.spm
In the log file (in .txt / -html format) the complete test case execution can be seen. All TLI events are presented and message contents are fully decoded and can be verified. Preliminary verdicts and the final test case verdict can be seen in the log file.

· PICS/PIXIT file name
TC_22_5_2.sppar

5. References

	[1]
	R5-171417: Update of NB-IoT TC 22.5.2 NAS Security.

	[2]
	R5s170140: Supporting information for agreement of NB-IoT test case 22.5.2. This archive comprises html and text format execution log files and PICS/PIXIT settings file respectively.


