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The SMF determines whether the UAV pairing authorization is required based on UAV's aerial subscription, presence of CAA-Level UAV ID, and DNN/S-NSSAI indicating the UAV service.
Since the UUAA procedure is already performed by the UE as part of the preamble itself, the authentication steps specified in Step 3 and Step 4 are not required.


As per TS 33.256 Clause 5.4.2 Security aspects of Uncrewed Aerial Systems:

1. When the UAV needs a new dedicated PDU session for connectivity to the UAV-C, the UE initiates a PDU Session Establishment procedure. When the UE wants to use an existing PDU session for connectivity to the UAV-C, the UE initiates a PDU Session Modification procedure. The UE shall include the following IEs in the PDU session establishment/modification request: a CAA-Level UAV ID, a DNN/S-NSSAI implying dedicated connectivity to UAV-C, and UAV pairing information, which includes any needed authorization information, if available.

The pairing information includes the CAA-level UAV IDs of the requesting UAV and identification information of UAV-C to pair. The USS may also use its locally configured pairing information for UAV and UAV-C pairing authorization which takes precedence over UAV provided pairing information.
2. The SMF determines whether the UAV pairing authorization is required based on UAV's aerial subscription, presence of CAA-Level UAV ID, and DNN/S-NSSAI indicating the UAV service, as step 7 in clause 5.2.1.1:

The SMF invokes the authorization procedure with the USS via UAS-NF. The USS will perform C2 authorization taking account of the included pairing information, which includes any needed authorization information, if available, the CAA-Level UAV ID, and GPSI, etc.

The USS informs the SMF via the UAS NF of the authorization results. The authorization information includes the IP address of the UAV-C and a C2 authorization payload that contains C2 session security information and possibly other non-security specific information (e.g. C2 authorization result) if the USS has such information to send. The content of C2 session security information (e.g., key material to help establish security between the UAV and UAV-C) is not in 3GPP scope. The other information contained in this message is given in TS 23.256

3. The SMF informs the UE the paring authorization result in the PDU Session Establishment Accept message/PDU session Modification Command, which may include a new CAA-level UAV ID. The UE shall store the Pairing authorization result and authorization information.
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<Start of modified section>
10.1.4.3	UAS / UE requested PDU session establishment / UUAA / C2 authorisation / Modification / Release
10.1.4.3.1	Test Purpose (TP)
(1)
with { the UE in 5GMM-REGISTERED state and successfully authenticated for UAS services through UUAA-MM procedure and }
ensure that {
  when { UE-requested PDU session by sending PDU Session establishment Request message for C2 communication }
    then { The UE successfully completes the PDU session establishment procedure for C2 communication}
            }

(2)
with { the UE is in PDU SESSION ACTIVE state for C2 communication }
ensure that {
  when { UE is made to Modify the PDU Session for C2 communication }
    then { the UE successfully completes the PDU session modification procedure for C2 communication }
            }

(3)
with { the UE is in PDU SESSION ACTIVE state for C2 communication }
ensure that {
  when { UE is made to Release the PDU Session for C2 communication }
    then { the UE successfully completes the PDU session release procedure for C2 communication }
            }

10.1.4.3.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501, clauses 6.3.1A.1, 6.3.1A.2, 6.3.1A.3, 6.3.2.2, 6.4.1.2, 6.4.1.3, 4.22.3. Unless otherwise stated these are Rel-17 requirements.
[TS 24.501, clause 6.3.1A.1]
The purpose of the service-level authentication and authorization (service-level-AA) procedure is to enable the DN using NEF services for authentication:
a)	to authenticate the upper layers of the UE, when establishing the PDU session;
b)	to authorize the upper layers of the UE, when establishing the PDU session;
c)	both of the above; or
d)	to re-authenticate the upper layers of the UE after establishment of the PDU session.
The service-level authentication and authorization procedure are used for UUAA as specified in TS 23.256 [6AB].
NOTE 1:	The authentication protocol for UUAA is out of scope of 3GPP in this release of specification.
The service-level authentication and authorization procedure can be performed only during or after the UE-requested PDU session procedure establishing a non-emergency PDU session. The service-level authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.
If the service-level authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:
a)	and the service-level-AA procedure of the UE completes successfully, the service-level-AA response is transported from the network to the UE as a part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message; or
b)	and the service-level-AA procedure of the UE completes unsuccessfully, the service-level-AA response is transported from the network to the UE as a part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.
NOTE 2:	If the SMF receives the HTTP code set to "“4xx"” or "“5xx"” as specified in 3GPP TS 29.500 [20AA] or the SMF detects a UUAA-SM failure as specified in 3GPP TS 29.256 [21B], then the SMF considers that the UUAA-SM procedure has completed unsuccessfully.
If the service-level authentication and authorization procedure is performed for the established PDU session with re-authentication purpose:
a)	and the service-level-AA procedure of the UE completes successfully, the service-level-AA response is transported from the network to the UE as a part of the network-requested PDU session modification procedure in the PDU SESSION MODIFICATION COMMAND message; or
b)	and the service-level-AA procedure of the UE completes unsuccessfully, the service-level-AA response is transported from the network to the UE as a part of the network-requested PDU session release procedure in the PDU SESSION RELEASE COMMAND message.
There can be several rounds of exchange of a service-level-AA payload for the service to complete the service-level authentication and authorization of the request for a PDU session (see example in figure 6.3.1A.1-1).
If the UE receives the service-level-AA response in the PDU SESSION ESTABLISHMENT ACCEPT message or the PDU SESSION ESTABLISHMENT REJECT message, the UE passes it to the upper layer.


Figure 6.3.1A.1-1: Service-level authentication and authorization procedure

[TS 24.501, clause 6.3.1A.2]
In order to initiate the service-level authentication and authorization procedure, the SMF shall create a SERVICE-LEVEL AUTHENTICATION COMMAND message.
The SMF shall set the PTI IE of the SERVICE-LEVEL AUTHENTICATION COMMAND message to “No procedure transaction identity assigned”.
The SMF shall set the service-level-AA payload in the Service-level-AA container IE of the SERVICE-LEVEL AUTHENTICATION COMMAND message to the payload provided by the DN via the NEF. If a payload type associated with the payload is provided by the DN via the NEF, the SMF shall set the service-level-AA payload type with the value set to the payload type.
NOTE:	In case of UUAA, the service-level-AA payload is provided by the DN via the UAS-NF.
The SMF shall send the SERVICE-LEVEL AUTHENTICATION COMMAND message, and the SMF shall start timer T3594 (see example in figure 6.3.1A.1-1).
Upon receipt of a SERVICE-LEVEL AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the service-level-AA payload received in the Service-level-AA container IE of the SERVICE-LEVEL AUTHENTICATION COMMAND message. Apart from this action, the service-level authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
[TS 24.501, clause 6.3.1A.2]
When the upper layers provide a service-level-AA payload, the UE shall create a SERVICE-LEVEL AUTHENTICATION COMPLETE message and set the service-level-AA payload of the Service-level-AA container IE to the service-level-AA payload received from the upper layers, and if the service-level-AA payload type is received in the SERVICE-LEVEL AUTHENTICATION COMMAND message from the SMF, set the service-level-AA payload type of the Service-level-AA container IE to the service-level-AA payload type received from the SMF.
The UE shall transport the SERVICE-LEVEL AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the service-level authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.
Upon receipt of a SERVICE-LEVEL AUTHENTICATION COMPLETE message, the SMF shall stop timer T3594 and provides the service-level-AA payload received in the Service-level-AA container IE of the SERVICE-LEVEL AUTHENTICATION COMPLETE message to the DN.
[TS 24.501, clause 6.4.1.2]
[bookmark: _Hlk71308496][bookmark: _Hlk71308313][bookmark: _Hlk71891663]If the UE supporting UAS services requests to establish a PDU session for C2 communication, the UE shall include the Service-level-AA container IE in the PDU SESSION ESTABLISHMENT REQUEST message. In the Service-level-AA container IE, the UE shall include:
a)	the service-level device ID with the value set to the CAA-level UAV ID of the UE; and
[bookmark: _Hlk80351069][bookmark: OLE_LINK98]b)	if available, the service-level-AA payload with the value set to the C2 authorization payload and the service-level-AA payload type with the value set to “C2 authorization payload”.
NOTE 10:	 The C2 authorization payload in the service-level-AA payload can include the pairing information for C2 communication and the UAV flight authorization information.
[TS 24.501, clause 6.4.1.3]
If the network accepts the request of the PDU session establishment for C2 communication, the network shall send the PDU SESSION ESTABLISHMENT ACCEPT message including the Service-level-AA container IE containing:
[bookmark: _Hlk72846138]a)	the service-level-AA response with the value of C2AR field set to the “C2 authorization was successful”.
b)	if a payload is provided from the UAS-NF, the service-level-AA payload with the value set to the payload; and
c)	if a payload type associated with the payload is provided from the UAS-NF, the service-level-AA payload type with the value set to the payload type; and
d)	if the CAA-level UAV ID is provided from the UAS-NF, the service-level device ID with the value set to the CAA-level UAV ID.
NOTE 22: The C2 authorization payload in the service-level-AA payload can include the C2 session security information.
Upon receipt of the PDU SESSION ESTABLISHMENT ACCEPT message of the PDU session for C2 communication, if the Service-level-AA container IE is included, the UE shall forward the service-level-AA contents of the Service-level-AA container IE to the upper layers.
[TS 24.501, clause 6.4.2.2]
[bookmark: _Hlk80446198]The UE shall include the Service-level-AA container IE in the PDU SESSION MODIFICATION REQUEST message, when requesting to modify an established PDU session for C2 communication. In the Service-level-AA container IE, the UE shall include:
a)	the service-level device ID with the value set to the CAA-level UAV ID of the UE; and
b)	if available, the service-level-AA payload with the value set to the C2 authorization payload and the service-level-AA payload type with the value set to “C2 authorization payload”.
NOTE 3:	The C2 authorization payload in the service-level-AA payload can include the pairing information for C2 communication and the UAV flight authorization information.
[TS 24.501, clause 4.22.3]
The 5GS supports USS authorization of C2 communication for pairing of UAV and UAV-C. The pairing of UAV and UAV-C needs to be authorized by USS successfully before the user plane connectivity for C2 communication is enabled. For C2 authorization procedure, the UE supporting UAS services provides to the network with CAA-level UAV ID.
The USS authorization of UAV flight can also be performed during the C2 authorization procedure. The UE supporting UAS services provides the UAV flight authorization information to the network if provided by upper layers.
NOTE 1:	The C2 authorization payload in the service-level-AA payload can include the pairing information for C2 communication and the UAV flight authorization information (see subclauses 6.4.1.2 and 6.4.2.2).
If a UE supporting UAS services uses a common PDU session for both USS communication and C2 communication, the C2 communication can be authorized using UUAA-SM procedure during the PDU session establishment procedure or during the PDU session modification procedure. If the pairing of UAV and UAV-C is revoked, the network shall disable C2 communication for the PDU session.
NOTE 2:	The network can disable C2 communication for the PDU session e.g., by removing the QoS flow for C2 communication during PDU session modification procedure as decribed in subclauses 6.3.2.2.
If a UE supporting UAS services uses separate PDU sessions for, respectively, USS communication and C2 communication, the C2 communication is authorized using UUAA-SM during the PDU session establishment procedure. If the pairing of UAV and UAV-C is revoked, the PDU session for C2 communication shall be released by the SMF.

10.1.4.3.3	Test description
10.1.4.3.3.1	Pre-test conditions
System Simulator:
-	NGC Cell A.
UE:
-	None.
Preamble:
[bookmark: _Hlk142567103]-	The UE is in state 3N-A on NGC Cell A according to TS 38.508-1 [4] and successfully authenticated for aerial services through UUAA-MM. 	
10.1.4.3.3.2	Test procedure sequence
Table 10.1.4.3.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U -– S
	Message
	
	

	1
	Cause the UE to request establishment of PDU session for C2 communication. (Note 1)
	-
	-
	-
	-

	2
	The UE transmits an ULInformationTransfer message and a PDU SESSION ESTABLISHMENT REQUEST including the Service-level-AA container IE.
	-->
	NR RRC: ULInformationTransfer
5GMM: UL NAS TRANSPORT
5GSM: PDU SESSION ESTABLISHMENT REQUEST
	-
	-

	2A-4
	UE is configured a pseudorandom value for Service-level-AA container in SERVICE-LEVEL AUTHENTICATION COMPLETE using AT command +CC2APT
Void
	-
	-
	-
	-

	3
	SS sends DL NAS TRANSPORT message including SERVICE-LEVEL AUTHENTICATION COMMAND containing Service-level-AA payload for C2 authorization.

	<--
	NR : DLInformationTransfer
5GMM: DL NAS TRANSPORT
5GSM: SERVICE-LEVEL AUTHENTICATION COMMAND
	-
	-

	4
	UE sends UL NAS TRANSPORT message in response including SERVICE-LEVEL AUTHENTICATION COMPLETE containingService-level-AA response for C2 authorization

	-->
	NR : ULInformationTransfer
5GMM: UL NAS TRANSPORT
5GSM: SERVICE-LEVEL AUTHENTICATION COMPLETE
	1
	P

	5
	The SS transmits an RRCReconfiguration message and an PDU SESSION ESTABLISHMENT ACCEPT message including the Service-level-AA container IE containing the service-level-AA response with the value of C2AR field set to the "C2 authorization was successful"
	<--
	NR RRC: RRCReconfiguration
5GMM: DL NAS TRANSPORT
5GSM: PDU SESSION ESTABLISHMENT ACCEPT
	1-
	P-

	6
	The UE transmits an RRCReconfigurationComplete message.
	-->
	NR RRC: RRCReconfigurationComplete
	1
	P

	7
	Cause the UE to pdu session modification for C2 Communication. (see Note 2)
	-
	-
	-
	-

	8
	Check: Does the UE transmit a PDU SESSION MODIFICATION REQUEST message including the Service-level-AA container with service-level device ID with the value set to the CAA-level UAV ID of the UE and C2 Payload?
	-->
	NR RRC: ULInformationTransfer
5GMM: UL NAS TRANSPORT
5GSM: PDU SESSION MODIFICATION REQUEST
	2
	P

	9
	The SS transmits an PDU SESSION MODIFICATION COMMAND message.
	<--
	NR RRC: RRCReconfiguration
5GMM: DL NAS TRANSPORT
5GSM: PDU SESSION MODIFICATION COMMAND
	-
	-

	10
	the UE transmit an PDU SESSION MODIFICATION COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: UL NAS TRANSPORT
5GSM: PDU SESSION MODIFICATION COMPLETE
	-
	-

	11
	Cause the UE to request release of PDU session established for C2 Communication.(Note 3)
	-
	-
	-
	-

	12
	The UE transmits a PDU SESSION RELEASE REQUEST message.
	-->
	NR RRC: ULInformationTransfer
5GMM: UL NAS TRANSPORT
5GSM: PDU SESSION RELEASE REQUEST
	-
	-

	13
	Check: Does the UE perform PDU session release procedure defined in clause 4.9.21 of TS 38.508-1 [4] for C2 communication?
	-
	-
	3
	P

	Note 1: The request to establish a PDU session may be performed by MMI or AT command and UE may be configured with a pseudorandom value for service level AA container by AT command +CC2APT or MMI.
Note 2: The request to modify a PDU session may be performed by MMI.
Note 3: The request to release a PDU session may be performed by MMI.



10.1.4.3.3.3	Specific message contents
Table 10.1.4.3.3.3-1: Void
Table 10.1.4.3.3.3-1: SERVICE-LEVEL AUTHENTICATION COMMAND (step 3)
	Derivation Path: TS 38.508-1 [4] Table 4.7.2-17

	Information Element
	Value/remark
	Comment
	Condition

	PDU session ID
	The same value in PDU SESSION ESTABLISHMENT REQUEST message
	
	

	PTI
	The same value in PDU SESSION ESTABLISHMENT REQUEST message
	
	

	SERVICE-LEVEL AUTHENTICATION COMMAND message identity
	‘1101 1000’B
	
	

	Service-level-AA container
	Pseudorandom payload for C2 authorization
	
	



Table 10.1.4.3.3.3-2: Void
Table 10.1.4.3.3.3-2: SERVICE-LEVEL AUTHENTICATION COMPLETE (step 4)
	Derivation Path: TS 38.508-1 [4] Table 4.7.2-18

	Information Element
	Value/remark
	Comment
	Condition

	PDU session ID
	The same value in PDU SESSION ESTABLISHMENT REQUEST message
	
	

	PTI
	The same value in PDU SESSION ESTABLISHMENT REQUEST message
	
	

	SERVICE-LEVEL AUTHENTICATION COMPLETE message identity
	‘1101 1001’B
	
	

	Service-level-AA container
	Same value configured in Step 2A.
	
	



Table 10.1.4.3.3.3-3: PDU SESSION ESTABLISHMENT ACCEPT (step 5,)
	Derivation path: TS 38.508-1 [4], Table 4.7.2-2

	Information Element
	Value/remark
	Comment
	Condition

	Service-level-AA container
	SS calculate service-level-AA response with the value of C2AR field set to the "C2 authorization was successful"
	
	




<End of modified section>
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