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8.1.2.1.7	RRC reconfiguration / DRB / Addition of DRB / User Plane Integrity Protection
8.1.2.1.7.1	Test Purpose (TP)
(1)
with { UE in NR RRC_CONNECTED state }
ensure that { 
  when { UE receives an RRCReconfiguration message including a drb-ToAddModList with UP integrity protection }
    then { UE establishes the DRB, starts to active the UP integrity protection for the DRB, and sends an RRCReconfigurationComplete message }
            }


8.1.2.1.7.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in:  TS 38.331, clauses 5.3.5.6.5 and TS 33.501, clauses 6.6.2. Unless otherwise stated these are Rel-17 requirements.
[TS 38.331, clause 5.3.5.6.5]
The UE shall:
1>	for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):
2>	establish a PDCP entity and configure it in accordance with the received pdcp-Config;
2>	if the PDCP entity of this DRB is not configured with cipheringDisabled:
3>	if target RAT of handover is E-UTRA/5GC; or
3>	if the UE is connected to E-UTRA/5GC:
4>	if the UE is capable of E-UTRA/5GC but not capable of NGEN-DC:
5>	configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10];
4>	else (i.e., a UE capable of NGEN-DC):
5>	configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the key (KUPenc) associated with the master key (KeNB) or secondary key (S-KgNB) as indicated in keyToUse, if applicable;
3>	else (i.e., UE connected to NR or UE connected to E-UTRA/EPC):
4>	configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB/S-KeNB) as indicated in keyToUse;
2>	if the PDCP entity of this DRB is configured with integrityProtection:
3>	configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
[TS 33.501, clause 6.6.2]
AS UP integrity protection and ciphering activation shall be done as part of the DRB addition procedure using RRC Connection Reconfiguration procedure as described in this clause, see Figure 6.6.2-1. 
The SMF shall send the UP security policy to the gNB/ng-eNB as defined in Clause 6.6.1.


Figure 6.6.2-1: User plane (UP) security activation mechanism
1a.	This RRC Connection Reconfiguration procedure which is used to add DRBs shall be performed only after RRC security has been activated as part of the AS security mode command procedure defined in Clause 6.7.4.
1b.	The gNB/ng-eNB shall send the RRC Connection Reconfiguration message to the UE for UP security activation containing indications for the activation of UP integrity protection and ciphering for each DRB according to the security policy. 
1c.	If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPint, the gNB/ng-eNB shall generate KUPint and UP integrity protection for such DRBs shall start at the gNB/ng-eNB. Similarly, if UP ciphering is activated for  DRBs as indicated in the RRC Connection Reconfiguration message, and if the gNB/ng-eNB does not have KUPenc, the gNB/ng-eNB shall generate KUPenc and UP ciphering for such DRBs shall start at the gNB/ng-eNB.
2a.	UE shall verify the RRC Connection Reconfiguration message. If successful:
2a.1 If UP integrity protection is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPint, the UE shall generate KUPint and UP integrity protection for such DRBs shall start at the UE.
2a.2 Similarly, if UP ciphering is activated for DRBs as indicated in the RRC Connection Reconfiguration message, and if the UE does not have KUPenc, the UE shall generate KUPenc and UP ciphering for such DRBs shall start at the UE
2b.	If the UE successfully verifies integrity of the RRC Connection Reconfiguration message, the UE shall send the RRC Connection Reconfiguration Complete message to the gNB/ng-eNB.
If UP integrity protection is not activated for DRBs, the gNB/ng-eNB and the UE shall not integrity protect the traffic of such DRB and shall not put MAC-I into PDCP packet.
If UP ciphering is not activated for DRBs, the gNB/ng-eNB and the UE shall not cipher the traffic of such DRBs.


8.1.2.1.7.3	Test description
8.1.2.1.7.3.1	Pre-test conditions
System Simulator:
-	NR Cell 1
UE:
-	None
Preamble:
-	UE in test state 3N-A as defined in 38.508-1 [4], Table 4.4A.2-3 with UE test loop mode B active according to 38.508-1[4], Table 4.4A.5-2.


8.1.2.1.7.3.2	Test procedure sequence
Table 8.1.2.1.7.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS transmits an RRCReconfiguration message to establish a DRB configured with integrity protection.
	<--
	NR RRC: RRCReconfiguration
	-
	-

	2
	Check: Does the UE transmit an RRCReconfigurationComplete message to confirm the DRB establishment and configuration of integrity protection.
	-->
	NR RRC: RRCReconfigurationComplete
	1
	P

	3
	SS transmits PDCP PDU on DRB integrity protected.
	<--
	PDCP PDU
	-
	-

	4
	Check: Does the UE transmit looped back PDCP PDU integrity protected on DRB.
	-->
	PDCP PDU
	1
	P



8.1.2.1.7.3.3	Specific message contents
Table 8.1.2.1.7.3.3-1: RRCReconfiguration (step 1, Table 8.1.2.1.7.3.2-1)
	Derivation Path: TS 38.508-1[4], table 4.6.1-13

	Information Element
	Value/remark
	Comment
	Condition

	RRCReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcReconfiguration SEQUENCE {
	
	
	

	      radioBearerConfig
	RadioBearerConfig
	As per Table 8.1.2.1.7.3.3-2
	

	        masterCellGroup
	CellGroupConfig
	As per Table 8.1.2.1.7.3.3-3
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.1.2.1.7.3.3-2: RadioBearerConfig (Table 8.1.2.1.7.3.3-1)
	Derivation Path: TS 38.508-1[4] , table 4.6.3-132

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	BID is the total number of established DRBs in the UE, before applying the contents of this IE
	

	    DRB-ToAddMod[1] SEQUENCE {
	
	entry 1
	

	      cnAssociation CHOICE {
	
	
	

	      }
	
	
	

	      drb-Identity
	BID+1
	
	

	      pdcp-Config
	PDCP-Config
	As per Table 8.1.2.1.7.3.3-4
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	
	
	
	



Table 8.1.2.1.7.3.3-3: CellGroupConfig (Table 8.1.2.1.7.3.3-1)
	Derivation Path: TS 38.508-1[4], table 4.6.3-19

	Information Element
	Value/remark
	Comment
	Condition

	CellGroupConfig ::= SEQUENCE {
	
	
	

	  rlc-BearerToAddModList SEQUENCE (SIZE(1..maxLC-ID)) OF RLC-BearerConfig {
	1 entry
	
	

	    RLC-Bearer-Config[1] SEQUENCE {
	
	entry 1
	

	       logicalChannelIdentity
	LogicalChannelIdentity
	
	

	       servedRadioBearer CHOICE {
	
	
	

	           drb-Identity
	BID+1
	
	

	       }
	
	
	

	      reestablishRLC
	Not present
	
	

	      RLC-Config
	RLC-Config with condition AM according to 38.508-1 [4], table 4.6.3-149
	
	

	      mac-LogicalChannelConfig
	LogicalChannelConfig according to 38.508-1 [4], table 4.6.3-66
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 8.1.2.1.7.3.3-4: PDCP-Config (Table 8.1.2.1.7.3.3-2)
	Derivation Path: TS 38.508-1[4] , table 4.6.3-99

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config ::= SEQUENCE {
	
	
	

	  drb SEQUENCE {
	
	
	

	    integrityProtection
	enable
	
	

	  }
	
	
	

	}
	
	
	




UE
gNB/ng-eNB
1a. Precondition: 
RRC security is activated, i.e., RRC ciphering and RRC integrity protection are activated.
1b. RRC Connection Reconfiguration
({UP integrity indication, UP ciphering indication} for each DRB)
2a. Verify RRC Connection Reconfiguration integrity. If successful, for each DRB, if UP integrity is activated, start uplink UP integrity protection and downlink UP integrity verification; for each DRB, if UP ciphering is activated, start uplink UP ciphering and downlink UP deciphering; and send RRC Connection Reconfiguration Complete.
2b. RRC Connection Reconfiguration Complete
1c. For each DRB, if UP integrity is activated, start uplink UP integrity verification and downlink UP integrity protection.
For each DRB, if UP ciphering is activated, start uplink UP deciphering and downlink UP ciphering.
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