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1. Introduction
In the past year false base station attacks are on the rise. Most false base station attacks work by downgrading the victim from 4G to 2G or 3G to exploit weaknesses in these earlier technologies. 
Downgrade attack methods
1. Downgrade via insecure RRC redirection
2. Downgrade via tampering with system information to affect idle mode cell reselection
The insecure redirection is allowed by 3GPP for CSFB optimisation, a 4G RAN can redirect UEs to 2G or 3G  prior to security establishment. False base stations exploit this to perform downgrade attacks.
3GPP CT1 introduced the network policy information element including redir-policy bit sent in the ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT from Rel-14 onwards [1]. 3GPP RAN2 modified the UE behaviour at reception of RRCConnectionRelease such that UE, conditional on indication by NAS , discards redirection to GERAN, unless AS security is activated [2].
For Rel-17 the redir-policy bit was extended to prohibit insecure redirect from 4G to 3G and mandate network support [3], in [4] the UE behaviour was adapted accordingly.
2. Discussion
The discussion is about adding the following test cases to prevent unsecure redirections to GERAN and UTRAN by setting redir-policy bit.
According to current TS 36.523-1 [5], there is no test case which checks whether the UE discards the redirection from E-UTRAN to GERAN unless AS security is activated. The same applies for the redirection from E-UTRAN to UTRAN.
3.	Proposal
RAN5 to add test cases to cover the redirection scenarios from E-UTRAN to GERAN [6], [7] and UTRAN [8], [9] under consideration of the redir-policy as described above.
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