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	Other comments:
	1st revision:

1. According to the conformance requirements, the TP1 has been changed for “mobility and periodic registration update procedure”.
2. To construct the condition for transmission failure of AUTHENTICATION RESPONSE message, step 5 to 7 were added.

3. To shorten the time for cell search proceduce, NGC Cell H has been changed as NGC Cell B.

4. Corrected the soure error of Table 9.1.1.6.3.3-4.
5. Full registration (steps 5-20 of Table 4.5.2.2-2 in 38.508-1) for mobility and periodic registration update were added after step 10.

6. Full registration (steps 9a1-20 of Table 4.5.2.2-2 in 38.508-1) were added to end the testcase.
7. Added Note 1 in the test procedure.


<Start>
9.1.1.6
5G AKA based primary authentication and key agreement / Abnormal 
9.1.1.6
Test Purpose (TP)

(1)

with { the UE is performing mobility and periodic registration update procedure and in 5GMM-REGISTERED-INITIATED state and SS initiates a 5G AKA based primary authentication and key agreement procedure }

ensure that {

  when { the UE detects transmission failure of AUTHENTICATION RESPONSE message }

    then { the UE re-initiates the registration procedure for mobility and periodic registration update }

            }
(2)

with { the UE is in 5GMM-REGISTERED-INITIATED state and establishing an emergency PDU session }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST with invalid MAC code and sends a SECURITY MODE COMMAND message after receiving AUTHENTICATION FAILURE message }

    then { the UE executes the security mode control procedure }

            }
9.1.1.6.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.501, clauses 5.4.1.3.7.

[TS 24.501, clause 5.4.1.3.7 ]
c)
Authentication failure (5GMM cause #20 "MAC failure").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #20 "MAC failure" according to subclause 5.4.1.3.6, to the network and start timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.

…
h)
Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE message indication from lower layers (if the 5G AKA based primary authentication and key agreement procedure is triggered by a registration procedure for mobility and periodic registration update).

The UE shall stop the timer T3520, if running, and re-initiate the registration procedure for mobility and periodic registration update.

…

If a UE has an emergency PDU session established or is establishing an emergency PDU session and sends an AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for these cases (#20, #21, #26, or #71 respectively) and receives the SECURITY MODE COMMAND message before the timeout of timer T3520, the UE shall deem that the network has passed the authentication check successfully, stop timer T3520, respectively, and execute the security mode control procedure.
9.1.1.6.3
Test description

9.1.1.6.3.1
Pre-test conditions

System Simulator:

-
NGC Cell A and NGC Cell B are configured according to table 6.3.2.2-1 in TS 38.508-1 [4].
UE:

· UE has previously registered on NGC Cell B, and the tracking area of NGC Cell A is not in the list of tracking areas that the UE previously registered.
Preamble:

-
The UE is in state Registered, Idle Mode (state 1N-A) on NGC Cell B according to TS 38.508-1 [4].

9.1.1.6.3.2
Test procedure sequence

Table 9.1.1.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- NGC Cell A as the "Serving cell".

- NGC Cell B as the "Non-Suitable "off" cell".
	-
	-
	-
	-

	2-4
	The UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS38.508-1 [4].
	-
	-
	-
	-

	5
	The SS cuts off the UL grant, so that the UE cannot respond to the AUTHENTICATION REQUEST.
	-
	-
	-
	-

	6
	SS transmits an AUTHENTICATION REQUEST message to initiate the 5G-AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	7-9
	The UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1 [4].
	-
	-
	-
	-

	10
	Check: Does the UE transmit an REGISTRATION REQUEST message with the 5GS registration type IE setting as Mobility registration updating?
	-->
	REGISTRATION REQUEST
	1
	P

	11-26
	Steps 5-20 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed.
	-
	-
	-
	-

	27
	Trigger the UE to establish an emergency PDU session. (Note 1)
	-
	-
	-
	-

	28-30
	The UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1 [4]. UE should send the REGISTRATION REQEST with the 5GS registration type IE setting as emergency registration.
	-
	-
	-
	-

	31
	SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code to initiate the 5G-AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	32
	UE responds with an AUTHENTICATION FAILURE message, with reject cause "MAC failure".
	-->
	AUTHENTICATION FAILURE
	-
	-

	33
	SS sends a SECURITY MODE COMMAND message.
	<--
	SECURITY MODE COMMAND
	-
	-

	34
	Check: Does the UE transmit a SECURITY MODE COMPLETE message?
	-->
	SECURITY MODE COMPLETE
	2
	P

	35a1-46
	Steps 9a1-20 of Table 4.5.2.2-2 of the generic procedure in TS 38.508-1 [4] are performed, but the PDU session is established as an emergency PDU session.
	-
	-
	-
	-

	Note 1 : This can be done by MMI/ AT command.


 9.1.1.6.3.3
Specific message contents
Table 9.1.1.6.3.3-1: Message REGISTRATION REQUEST (step 8, Table 9.1.1.6.3.2-1)
	Derivation path: TS 38.508-1 [4], table 4.7.1-6

	Information Element
	Value/Remark
	Comment
	Condition

	5GS registration type
	'0000 0010'B
	mobility registration updating
	


Table 9.1.1.6.3.3-2: AUTHENTICATION REQUEST (step 13, Table 9.1.1.6.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-1

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN (5G authentication challenge)
	Invalid MAC
	SS shall calculate the correct MAC value as specified in TS 33.401 and use any different value, e.g. correct_MAC+5.
	


Table 9.1.1.6.3.3-3: AUTHENTICATION FAILURE (step 14, Table 9.1.1.6.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-4

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0001 0100'B
	MAC failure
	


<End>
