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4.7.1
Contents of 5GMM messages

–
Authentication request
Table 4.7.1-1: AUTHENTICATION REQUEST

	Derivation Path: 24.501 clause 8.2.1

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0111 1110’B
	5GS mobility management messages
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication request message identity
	‘0101 0110’B
	
	

	ngKSI 
	
	
	

	  NAS key set identifier
	An arbitrarily selected value between '000'B and '110'B, different from the valid NAS key set identifier of the UE if such a value exists.
	
	

	  TSC
	'0'B
	native security context (for KSIAMF)
	

	Spare half octet
	'0000'B
	
	

	ABBA
	‘0000 0000 0000 0000’B
	
	

	Authentication parameter RAND (5G authentication challenge)
	Not Present
	
	EAP-AKA

	
	An arbitrarily selected 128 bits value
	
	5G-AKA

	Authentication parameter AUTN (5G authentication challenge)
	Not Present
	
	EAP-AKA

	
	128 bits value generated according to TS 24.501 [28] subclause 9.11.3.15
	
	5G-AKA

	
	
	
	

	
	
	
	

	EAP message
	Not Present
	
	5G-AKA

	
	
	
	

	EAP message
	EAP-request/AKA'-challenge
	
	EAP-AKA

	  AT_RAND
	An arbitrarily selected 128-bit value
	
	

	  AT_AUTN
	128-bit value generated according to TS 24.501 [28] subclause 9.11.3.15
	
	

	  AT_KDF
	1
	Default key derivation function for EAP-AKA'
	

	  AT_KDF_INPUT
	5G:mnc<NNN>.mcc<CCC>.3gppnetwork.org
	<NNN> shall be set to MNC and
<CCC> set to MCC according to table 4.4.2-3. For 5GC NAS test cases see Table 6.3.2.2-1
	

	  AT_MAC
	128-bit value calculated according to RFC 5448 [X], subclause 3.4.2.
	
	


	Condition
	Explanation 

	EAP_AKA
	EAP based primary authentication and key agreement procedure

	5G-AKA
	5G AKA based primary authentication and key agreement procedure


NOTE:
Within a test execution this message is sent without integrity protection before NAS security mode control procedure has been successfully completed; and sent integrity protected and ciphered within SECURITY PROTECTED 5GS NAS MESSAGE message after 5GS NAS security mode control procedure has been successfully completed. SS does not maintain information for 5GS NAS security mode control procedure after a TC is completed.
–
Authentication response
Table 4.7.1-2: AUTHENTICATION RESPONSE

	Derivation Path: 24.501 clause 8.2.2

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication response message identity
	‘0101  0111’B
	
	

	Authentication response parameter
	16 octets RES* value calculated according to TS 24.501 [28] subclause 9.11.3.17
	
	5G-AKA

	
	Not Present
	
	EAP-AKA

	EAP message
	EAP-response/AKA'-challenge
	
	EAP-AKA

	  AT_RES
	32 to 128-bit value calculated according to RFC 4187 [Y], subclause 10.8.
	
	

	  AT_MAC
	128-bit value calculated according to RFC 5448 [X], subclause 3.4.2.
	
	


	Condition
	Explanation 

	EAP-AKA
	EAP based primary authentication and key agreement procedure

	5G-AKA
	5G AKA based primary authentication and key agreement procedure


NOTE:
When sent in response to an AUTHENTICATION REQUEST message which is not integrity protected and not ciphered, the AUTHENTICATION RESPONSE message may be sent integrity protected when a valid security context exists and without integrity protection otherwise.
–
Authentication result
Table 4.7.1-3: AUTHENTICATION RESULT

	Derivation Path: 24.501 clause 8.2.3

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication result message identity
	‘0101 1010’B
	
	

	ngKSI
	The same value as the last AUTHENTICATION REQUEST message
	
	

	Spare half octet
	'0000'B
	
	

	EAP message
	EAP-Success
	
	

	ABBA
	‘0000 0000 0000 0000’B
	
	


	Condition
	Explanation 

	
	

	
	


NOTE:
The security protection of this message is the same as the previous AUTHENTICATION REQUEST message.
–
Authentication failure
Table 4.7.1-4: AUTHENTICATION FAILURE

	Derivation Path: 24.501 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication failure message identity
	‘0101 1001’B
	
	

	5GMM cause
	Present but contents not checked
	
	

	Authentication failure parameter
	If present: contents not checked
	
	


	Condition
	Explanation 

	
	

	
	


NOTE:
The security protection of this message is the same as the previous AUTHENTICATION REQUEST message.
–
Authentication reject
Table 4.7.1-5: AUTHENTICATION REJECT

	Derivation Path: 24.501 clause 8.2.5

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	5GMM
	
	

	Security header type
	’0000’B
	Plain 5GS NAS message, not security protected
	

	Spare half octet
	'0000'B
	
	

	Authentication reject message identity
	‘0101 1000’B
	
	

	EAP message
	Not present
	
	

	EAP message
	EAP-Failure
	
	EAP-AKA


	Condition
	Explanation 

	EAP-AKA
	EAP based primary authentication and key agreement procedure

	
	


NOTE:
This message is sent without integrity protection.
