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<Start>

8.1.1.4
RRC resume

8.1.1.4.1
RRC resume / Suspend-Resume / Success
8.1.1.4.1.1
Test Purpose (TP)

(1)

with { UE in NR RRC_CONNECTED state }

ensure that {

  when { UE receives an RRCRelease message including suspendConfig }

    then { UE stores fullI-RNTI, shortI-RNTI provided in suspendConfig }

            }

(2)

with { UE in NR RRC_INACTIVE state and useFullResumeID is signalled in SIB1 }

ensure that {

  when { UE receives a Paging message to resume RRC connection }

    then { UE sends RRCResumeRequest1 message by setting resumeIdentity to the stored fullI-RNTI value }

            }

(3)

with { UE in NR RRC_INACTIVE state and useFullResumeID is not signalled in SIB1 }

ensure that {

  when { UE receives a Paging message to resume RRC connection }

    then { UE sends RRCResumeRequest message by setting shortResumeIdentity to the stored shortI-RNTI value }

            }

8.1.1.4.1.2
Conformance requirements

References: The conformance requirements covered in the current TC is specified in: TS 38.331 clause 5.3.8.3 and 5.3.13.3. 

[TS 38.331, clause 5.3.8.3]

The UE shall:

…
1>
if the RRCRelease includes suspendConfig:

2>
apply the received suspendConfig;

2>
reset MAC and release the default MAC Cell Group configuration, if any;

2>
re-establish RLC entities for SRB1;

2>
if the RRCRelease message with suspendConfig was received in response to an RRCResumeRequest or an RRCResumeRequest1:

3>
stop the timer T319 if running;
3>
in the stored UE Inactive AS context:
4>
replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys;

4>
replace the C-RNTI with the temporary C-RNTI in the cell the UE has received the RRCRelease message;

4>
replace the cellIdentity with the cellIdentity of the cell the UE has received the RRCRelease message;

4>
replace the physical cell identity with the physical cell identity of the cell the UE has received the RRCRelease message;
4>
replace the suspendConfig with the current suspendConfig;
2>
else:

3>
store in the UE Inactive AS Context the received suspendConfig, all current parameters configured with RRCReconfiguration or RRCResume, the current KgNB and KRRCint keys, the ROHC state, the C-RNTI used in the source PCell, the cellIdentity and the physical cell identity of the source PCell;

2>
suspend all SRB(s) and DRB(s), except SRB0;
2>
indicate PDCP suspend to lower layers of all DRBs;
2>
if the t380 is included:
3>
start timer T380, with the timer value set to t380;

2>
if the RRCRelease message is including the waitTime:

3>
start timer T302 with the value set to the waitTime;

3>
inform the upper layer that access barring is applicable for all access categories except categories '0' and '2';
2>
indicate the suspension of the RRC connection to upper layers;

2>
enter RRC_INACTIVE and perform cell selection as specified in TS 38.304 [20];
1>
else

2>
perform the actions upon going to RRC_IDLE as specified in 5.3.11, with the release cause 'other'.
[TS 38.331, clause 5.3.13.3]

The UE shall set the contents of RRCResumeRequest or RRCResumeRequest1 message as follows:

1>
if field useFullResumeID is signalled in SIB1:

2>
select RRCResumeRequest1 as the message to use;

2>
set the resumeIdentity to the stored fullI-RNTI value;

1>
else:

2>
select RRCResumeRequest as the message to use;

2>
set the shortResumeIdentity to the stored shortI-RNTI value;
1>
restore the RRC configuration and security context from the stored UE AS context except the cellGroupConfig;
1>
set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;

2>
with the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;

Editor's Note: FFS Additional input to VarResumeMAC-Input (replay attacks mitigation).

1>
restore the RRC configuration and the KgNB and KRRCint keys from the UE Inactive AS context except the cellGroupConfig and pdcp-Config;

1>
derive the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];

1>
derive the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key;

1>
configure lower layers to apply integrity protection for all radio bearers except SRB0 using the configured algorithm and the KRRCint key and KUPint key derived in this subclause immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;

NOTE 1:
Only DRBs with previously configured UP integrity protection shall resume integrity protection.

1>
configure lower layers to apply ciphering for all radio bearers except SRB0 and to apply the configured ciphering algorithm, the KRRCenc key and the KUPenc key derived in this subclause, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;

1>
re-establish PDCP entities for SRB1;

1>
resume SRB1;

1>
submit the selected message RRCResumeRequest or RRCResumeRequest1 for transmission to lower layers.

NOTE 2:
Only DRBs with previously configured UP ciphering shall resume ciphering.

If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation.

8.1.1.4.1.3
Test Description

8.1.1.4.1.3.1
Pre-test conditions

System Simulator:

-
NR Cell 1

-
System information combination NR-1 as defined in TS 38.508-1 [4] clause 4.4.3.1.3 is used in NR cell.

UE:

-
None.

Preamble:

-
The UE is in 5GS state 3N-A according to TS 38.508-1 [4], clause 4.4A.2 Table 4.4A.2-3.

8.1.1.4.1.3.2
Test procedure sequence

Table 8.1.1.4.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCRelease message including both fullI-RNTI and shortI-RNTI in suspendConfig.
	<--
	NR RRC: RRCRelease
	-
	-

	2
	The SS changes the SIB1 to set the useFullResumeID to True.
	-
	-
	-
	-

	3
	The SS transmits a Short message on PDCCH using P-RNTI indicating a systemInfoModification.
	-
	PDCCH (DCI 1_0): Short Message
	-
	-

	4
	Wait for 1 second for the UE to receive system information. 
	-
	-
	-
	-

	5
	The SS transmits a Paging message including a matched identity (correct fullI-RNTI).
	-
	NR RRC: Paging
	-
	-

	6
	Check: Does the UE transmit an RRCResumeRequest1 message by setting resumeIdentity to the stored fullI-RNTI value?
	-->
	NR RRC: RRCResumeRequest1
	1, 2
	P

	7
	The SS transmits an RRCResume message.
	<--
	NR RRC: RRCResume
	-
	-

	8
	The UE transmits an RRCResumeComplete message.
	-->
	NR RRC: RRCResumeComplete
	-
	-

	9
	The SS transmits an RRCRelease message including both fullI-RNTI and shortI-RNTI in suspendConfig.
	<--
	NR RRC: RRCRelease
	-
	-

	10
	The SS changes the SIB1 to not include the useFullResumeID.
	-
	-
	-
	-

	11
	The SS transmits a Short message on PDCCH using P-RNTI indicating a systemInfoModification.
	-
	PDCCH (DCI 1_0): Short Message
	-
	-

	12
	Wait for 1 second for the UE to receive system information. 
	-
	-
	-
	-

	13
	The SS transmits a Paging message including a matched identity (correct fullI-RNTI).
	-
	NR RRC: Paging
	-
	-

	14
	Check: Does the UE transmit an RRCResumeRequest message by setting resumeIdentity to the stored shortI-RNTI value?
	-->
	NR RRC: RRCResumeRequest
	3
	P

	15
	The SS transmits an RRCResume message.
	<--
	NR RRC: RRCResume
	-
	-

	16
	The UE transmits an RRCResumeComplete message.
	-->
	NR RRC: RRCResumeComplete
	-
	-


8.1.1.4.1.3.3
Specific message contents
FFS
<End>
