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	Reason for change:
	As per TS 24.301 subclauses
5.5.1.2.2

If the UE supports dual connectivity with New Radio (NR), then the UE shall set the DCNR bit to "dual connectivity with NR supported" in the UE network capability IE of the ATTACH REQUEST message and shall include the UE additional security capability IE in the ATTACH REQUEST message.
5.5.3.2.2
For all cases except case b, if the UE supports dual connectivity with NR, then the UE shall set the DCNR bit to "dual connectivity with NR supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message and shall include the UE additional security capability IE in the TRACKING AREA UPDATE REQUEST message. (case "b" being 'when the periodic tracking area updating timer T3412 expires')

8.2.20.6
Replayed UE additional security capability
The MME shall include this IE if the MME supports handling of UE additional security capabilities, the MME is initiating a SECURITY MODE COMMAND during an attach or tracking area updating procedure and the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message included a UE additional security capability IE.

8.2.29.27
UE additional security capability

The UE shall include this IE if the UE supports dual connectivity with NR.
5.4.3.2

If, during an ongoing attach or tracking area updating procedure, the MME is initiating a SECURITY MODE COMMAND (i.e. after receiving the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message, but before sending a response to that message) and the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message does not successfully pass the integrity check at the MME, the MME shall calculate the HASHMME of the entire plain ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message as described in 3GPP TS 33.401 [19] and shall include the HASHMME in the SECURITY MODE COMMAND message.
This requirement needs to be reflected in the default messages content.

	
	

	Summary of change:
	The reqired IEs values added under the condition of the UE supporing dual connectivity with NR (support will be indicated in TS 38.508-2).

Furthermore HASHMME set as Not present in the SECURITY MODE COMMAND when sent as pre section 5.4.3.2 - assumed no issues with integrity check at the MME
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4.7.2
Contents of EMM messages

[Text skipped here]
-
ATTACH REQUEST

This message is sent by the UE to the SS.

Table 4.7.2-4: ATTACH REQUEST

	Derivation Path: 24.301 clause 8.2.4

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Attach request message identity
	'0100 0001'B
	Attach request
	

	EPS attach type
	'0001'B
	EPS attach
	EPS_only

	
	'0010'B
	combined EPS/IMSI attach
	combined_EPS_IMSI

	NAS key set identifier
	Any allowed value
	
	

	Old GUTI or IMSI
	Any allowed value
	
	

	UE network capability
	
	
	

	  All octets with the exception of octet 9, bit 5
	Any allowed value
	
	

	  Dual connectivity with NR (DCNR) (octet 9, bit 5)
	0
	dual connectivity with NR not supported
	NOT DCNR

	
	1
	dual connectivity with NR supported
	DCNR

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	ESM message container
	ESM DUMMY MESSAGE
	
	CIoT_Attach_WithoutPDN

	Old P-TMSI signature
	Not present or any allowed value
	
	

	Additional GUTI
	Not present or any allowed value
	
	

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present or any allowed value
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	Additional update type
	Not present
	
	EPS_only

	Additional update type
	Any allowed value
	
	EPS_only_with_SMS

	Additional update type
	Not present or any allowed value
	
	combined_EPS_IMSI or CIoT

	Old GUTI type
	Not present or any allowed value
	
	

	Extended DRX parameters
	Not present or any allowed value
	
	

	UE additional security capability
	Any allowed value (NOTE 1, NOTE 2)
	
	DCNR

	NOTE 1:
For a UE supporting dual connectivity with NR, if the UE supports one of the encryption algorithms for 5GS in bits 8 to 5 of octet 3, it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [41].

NOTE 2:
For a UE supporting dual connectivity with NR, if the UE supports one of the integrity protection algorithms for 5GS in bits 8 to 5 of octet 5, it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [41].


	Condition
	Explanation

	EPS_only
	See the definition below table 4.7.2-1.

	combined_EPS_IMSI
	See the definition below table 4.7.2-1.

	CIoT_Attach_WithoutPDN
	If the UE wants to attach without PDN for CIoT optimization

	EPS_only_with_SMS
	If the UE wants to perform EPS attach with SMS only for CIoT optimization

	CIoT
	If UE supports CIoT Optimisation

	DCNR
	If the UE supports dual connectivity with NR ([71] pc_EN_DC)


NOTE:
This message is sent integrity protected when a valid security context exists and without integrity protection otherwise.
[Text skipped here]

-
SECURITY MODE COMMAND
This message is sent by the SS to the UE.

Table 4.7.2-19: SECURITY MODE COMMAND

	Derivation Path: 24.301 clause 8.2.20

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Security mode command message identity
	'0101 1101'B
	Security mode command
	

	Selected NAS security algorithms
	
	
	

	  Type of integrity protection algorithm
	Set according to PIXIT parameter for default integrity protection algorithm
	
	For SIG

	
	0(reserved or eia0)
	This IE is set to one of the algorithms supported by the UE as indicated in the IE "UE network capability" in the ATTACH REQUEST message.
	For RF

	
	eia1
	
	

	
	eia2
	
	

	  Type of ciphering algorithm
	Set according to PIXIT parameter for default ciphering algorithm
	
	For SIG

	
	eea0
	
	For RF

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier.
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Spare half octet
	'0000'B
	
	

	Replayed UE security capabilities
	Set according to the received UE security capabilities
	
	

	IMEISV request
	Not present
	
	

	Replayed nonceUE
	Not present
	
	

	NonceMME
	Not present
	
	

	HashMME
	Not present
	
	

	Replayed UE additional security capability
	Set to the value received in the Attach/TAU Request
	
	DCNR_duringRegistration


	Condition
	Explanation

	For SIG
	Used for signalling test cases

	For RF
	Used for RF/RRM test cases

	DCNR_duringRegistration
	If the UE supports dual connectivity with NR ([71] pc_EN_DC) and this message is sent during an Attach or TAU procedure


NOTE:
This message is always sent integrity protected with new EPS security context.

[Text skipped here]

-
TRACKING AREA UPDATE REQUEST

This message is sent by the UE to the SS.

Table 4.7.2-27: TRACKING AREA UPDATE REQUEST

	Derivation Path: 24.301 clause 8.2.29

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	EMM
	
	

	Security header type
	'0000'B
	Plain NAS message, not security protected
	

	Tracking area update request message identity
	'0100 1000'B
	Tracking area update request
	

	EPS update type
	
	
	

	  EPS update type Value
	'000'B
	TA updating
	TA_only

	
	'001'B
	Combined TA/LA updating
	combined_TA_LA

	  "Active" flag
	'0'B
	No bearer establishment requested
	

	NAS key set identifier
	
	
	

	  NAS key set identifier
	The valid NAS key set identifier of the UE
	
	

	  TSC
	'0'B
	native security context (for KSIASME)
	

	Old GUTI 
	Any allowed value
	
	

	Non-current native NAS key set identifier
	Not present
	
	

	GPRS ciphering key sequence number
	Not present
	
	

	Old P-TMSI signature
	Not present
	
	

	Additional GUTI
	Not present
	
	

	NonceUE
	Not present
	
	

	UE network capability
	Not present or any allowed value
	
	

	  All octets with the exception of octet 9, bit 5
	Any allowed value
	
	

	  Dual connectivity with NR (DCNR) (octet 9, bit 5)
	0
	dual connectivity with NR not supported
	NOT DCNR

	
	1
	dual connectivity with NR supported
	DCNR

	Last visited registered TAI
	Not present or any allowed value
	
	

	DRX parameter
	Not present or any allowed value
	
	

	UE radio capability information update needed
	Not present or any allowed value
	
	

	EPS bearer context status
	Not present or (octet 3 = '00100000'B and octet 4 = '00000000'B)
	
	

	MS network capability
	Not present or any allowed value
	
	

	Old location area identification
	Not present or any allowed value
	
	

	TMSI status
	Not present or any allowed value
	
	

	Mobile station classmark 2
	Not present or any allowed value
	
	

	Mobile station classmark 3
	Not present or any allowed value
	
	

	Supported Codecs
	Not present or any allowed value
	
	

	Additional update type
	Not present
	
	TA_only

	Additional update type
	Not present or any allowed value
	
	combined_TA_LA

	Additional update type
	Any allowed value
	
	TA_only_with_SMS

	Additional update type
	Not present or any allowed value
	
	CIoT

	Old GUTI type
	Not present or any allowed value
	
	

	Extended DRX parameters
	Not present or any allowed value
	
	

	UE additional security capability
	Any allowed value (NOTE 1, NOTE 2)
	
	DCNR

	NOTE 1:
For a UE supporting dual connectivity with NR, if the UE supports one of the encryption algorithms for 5GS in bits 8 to 5 of octet 3, it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [41].

NOTE 2:
For a UE supporting dual connectivity with NR, if the UE supports one of the integrity protection algorithms for 5GS in bits 8 to 5 of octet 5, it shall support the same algorithms for E-UTRAN as specified in 3GPP TS 33.401 [41].


	Condition
	Explanation

	TA_only
	See the definition below table 4.7.2-24.

	combined_TA_LA
	See the definition below table 4.7.2-24.

	EPS_only_with_SMS
	If the UE wants to update for EPS attach with SMS only for CIoT optimization

	CIoT
	If UE supports CIoT Optimisation

	DCNR
	If the UE supports dual connectivity with NR ([71] pc_EN_DC)


NOTE:
This message is always sent within SECURITY PROTECTED NAS MESSAGE message.
