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<Start of new Text>
8.2.5.4
SRB3 integrity check failure
8.2.5.4.1 
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state in EN-DC mode with SN and SRB3 established }

ensure that {

  when { UE receives an RRCReconfiguration message over SRB3 for PSCell change and SRB3 IP check fails on the UE }

    then { UE initiates the NR SCG failure information procedure to report SCGFailureInformationNR with failure type as srb3-IntegrityFailure }



}
8.2.5.4.2

Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.331 clauses 5.6.13a.2, 5.6.13a.3; TS 38.331 clauses 5.3.5.9.1, 5.7.3.2, 5.7.3.3, 5.7.3.4; TS 37.340 clause 7.7. Unless otherwise stated these are Rel-15 requirements.
[TS 36.331, clause 5.6.13a.2]
A UE initiates the procedure to report NR SCG failures when NR SCG transmission is not suspended and in accordance with TS 38.331 [82, 5.7.3.2]. Actions the UE shall perform upon initiating the procedure, other than related to the transmission of the SCGFailureInformationNR message are specified in TS 38.331 [82, 5.7.3.2].

[TS 36.331, clause 5.6.13a.3]

The UE shall set the contents of the SCGFailureInformationNR message as follows:

1>
include failureType within failureReportSCG-NR and set it to indicate the SCG failure in accordance with TS 38.331 [82, 5.7.3.3];

1>
include and set measResultSCG in accordance with TS 38.331 [82, 5.7.3.4]:

1>
for each NR frequency the UE is configured to measure by measConfig for which measurement results are available:

2>
set the measResultFreqListNR to include the best measured cells, ordered such that the best cell is listed first using RSRP to order if RSRP measurement results are available for cells on this frequency, otherwise using RSRQ to order if RSRQ measurement results are available for cells on this frequency, otherwise using SINR to order, and based on measurements collected up to the moment the UE detected the failure, and for each cell that is included, include the optional fields that are available;

NOTE:
Field measResultSCG is used to report available results for NR frequencies the UE is configured to measure by NR RRC signalling.

The UE shall submit the SCGFailureInformationNR message to lower layers for transmission.
[TS 38.331, clause 5.3.5.9.1]

The UE shall:

1>
upon integrity check failure indication from NR lower layers for SRB3:

2>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SRB3 integrity check failure.
[TS 38.331, clause 5.7.3.2]

A UE initiates the procedure to report SCG failures when SCG transmission is not suspended and when one of the following conditions is met:

1>
upon detecting radio link failure for the SCG, in accordance with subclause 5.3.10.3;

1>
upon reconfiguration with sync failure of the SCG, in accordance with subclause 5.3.5.9.3;

1>
upon SCG configuration failure, in accordance with subclause 5.3.5.9.2;

1>
upon integrity check failure indication from SCG lower layers, in accordance with subclause 5.3.5.9.1;

Upon initiating the procedure, the UE shall:

1>
suspend SCG transmission for all SRBs and DRBs; 

1>
reset SCG-MAC;

1>
stop T304, if running;

1>
if the UE is operating in EN-DC:

2>
initiate transmission of the SCGFailureInformationNR message as specified in TS 36.331 [10, 5.6.13a].

[TS 38.331, clause 5.7.3.3]

The UE shall set the SCG failure type as follows:

1>
if the UE initiates transmission of the SCGFailureInformationNR message to provide SCG radio link failure information:

2>
set the failureType as scg-RadioLinkFailure;

1>
else if the UE initiates transmission of the SCGFailureInformationNR message to provide reconfiguration with sync failure information for an SCG:

2>
set the failureType as scg-ChangeFailure;

Editor’s Note: FFS whether to change scg-ChangeFailure to synchronousReconfigurationFailure-SCG

1>
else, if the UE initiates transmission of the SCGFailureInformationNR message due to SRB3 IP check failure:

2>
set the failureType as srb3-IntegrityFailure;

1> else, if the UE initiates transmission of the SCGFailureInformationNR message due to Reconfiguration failure of NR RRC reconfiguration message:

2>
set the failureType as scg-reconfigFailure.

Editor’s Note: FFS: whether to include rrc-TransactionIdentifier information.

 [TS 38.331, clause 5.7.3.4]

The UE shall set the contents of the MeasResultSCG-Failure as follows:

1>
set the measResultServFreqList to include for each SCG cell that is configured by the SN to be measured, if any, within measResultServingCell the quantities of the concerned SCell based on both SS/PBCH block and CSI-RS, if available, according to performance requirements in [FFS_Ref];

1>
for each SCG serving frequency included in measResultServFreqList include within measResultBestNeighCell the physCellId and the quantities (including both available cell level and beam level measurement results) of the best non-serving cell on the concerned serving frequency, sorting based on SS/PBCH block if available and otherwise CSI-RS, with the highest measured RSRP if RSRP measurement results are available for cells on this frequency, otherwise with the highest measured RSRQ if RSRQ measurement results are available for cells on this frequency, otherwise with the highest measured SINR; 

1>
set the measResultNeighCells to include the best measured cells on non-serving NR frequencies, ordered such that the best cell is listed first, and based on measurements collected up to the moment the UE detected the failure, sorting based on SS/PBCH block if available and otherwise CSI-RS, with the highest measured RSRP if RSRP measurement results are available for cells on this frequency, otherwise with the highest measured RSRQ if RSRQ measurement results are available for cells on this frequency, otherwise with the highest measured SINR, and set its fields as follows;
2>
if the UE was configured to perform measurements by the SN for one or more non-serving NR frequencies and measurement results are available, include the measResultListNR;

2>
for each neighbour cell included: 

3>
include the optional fields that are available.

NOTE:
The measured quantities are filtered by the L3 filter as configured in the mobility measurement configuration. The measurements are based on the time domain measurement resource restriction, if configured. Blacklisted cells are not required to be reported.

 [TS 37.340, clause 7.7]

In EN-DC and NGEN-DC, the following SCG failure cases are supported:

-
SCG RLF;

-
SN change failure;

-
SCG configuration failure (only for messages on SRB3);

-
SCG RRC integrity check failure (on SRB3).

In EN-DC and NGEN-DC, upon SCG failure the UE suspends SCG transmissions for all radio bearers and reports the SCG Failure Information to the MN, instead of triggering re-establishment.

In all SCG failure cases, the UE maintains the current measurement configurations from both the MN and the SN and the UE continues measurements based on configuration from the MN and the SN. The SN measurements configured to be routed via the MN will continue to be reported after the SCG failure.

The UE includes in the SCG Failure Information message the measurement results available according to current measurement configuration of both the MN and the SN.
The MN handles the SCG Failure Information message and may decide to keep, change, or release the SN/SCG. In all the cases, the measurement results according to the SN configuration may be forwarded to the old SN and/or to the new SN.

8.2.5.4.3
Test description

8.2.5.4.3.1

Pre-test conditions

System Simulator:

-
EUTRA Cell 1 is the PCell, NR Cell 1 is the PSCell, and NR Cell 2 is a neighbour cell configured by gNB.

-    
System information combination [xx] as defined in TS 38.508 [4] clause [xx] is used in E-UTRA Cell 1, NR Cell 1, and NR Cell 2

UE:

-
None

Preamble: 

-
The UE is in state RRC_CONNECTED in EN-DC with SN and SRB3 established, and satisfies the configured event A3 condition for intra-freq NR measurement with periodical reporting according to [4].
8.2.5.4.3.2
Test procedure sequence

Table 8.2.5.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCReconfiguration message over SRB3 for PSCell change (NR Cell 2)
	<--
	RRCReconfiguration


	-
	-

	2
	SRB3 IP check fails on the UE 
	-
	-
	-
	-

	3
	Check: Does the UE transmit a SCGFailureInformationNR message on EUTRA Cell 1 with failureType set to ‘srb3-IntegrityFailure’?
	-->
	SCGFailureInformationNR
	1
	P


8.2.5.4.3.3
Specific message contents
Table 8.2.5.4.3.3-1: RRCReconfiguration (step 1, Table 8.2.5.4.3.2-1)

FFS
Table 8.2.5.4.3.3-2: SCGFailureInformationNR (step 3, Table 8.2.5.4.3.2-1)

FFS
<End of new Text>
