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[bookmark: _Toc21103528]11.4.1	5GMM-REGISTERED.NORMAL-SERVICE / 5GMM-IDLE / Emergency call / Utilising emergency number stored on the USIM / New emergency PDU session / Network failing the authentication check (5G AKA)
11.4.1.1	Test Purpose (TP)
(1)
with { UE in 5GMM-REGISTERED.NORMAL-SERVICE state and 5GMM-IDLE mode }
ensure that {
  when { UE is requested to make an outgoing call using an emergency number stored on the USIM }
    then { UE establishes an RRC connection with the RRC establishmentCause set to "emergency", and, sends a SERVICE REQUEST message with Service type IE set to "emergency services", and, establishes a New emergency PDU session by sending an UL NAS TRANSPORT message with Request type set to "initial emergency request" and a PDU SESSION ESTABLISHMENT REQUEST }
           }

(2)
with { UE in 5GMM-REGISTERED.NORMAL-SERVICE state and 5GMM-CONNECTED mode having established an Emergency call }
ensure that {
  when { UE establishes that the network has failed the authentication check during a 5G AKA based primary authentication and key agreement procedure }
    then { UE continues using the current security context, and, releases all non-emergency PDU sessions by initiating UE-requested PDU session release procedure and does not treat the active cell as barred for non-emergency services }
           }

11.4.1.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 38.331 [12], subclause 5.3.3.3, TS 24.501 [22], subclauses 5.6.1.2, 6.4.1.2, 5.4.1.3.7, TS 22.101 [42], subclause 10.1.1. Unless otherwise stated these are Rel-15 requirements.
[TS 38.331, subclause 5.3.3.3]
The UE shall set the contents of RRCSetupRequest message as follows:
...
1>	set the establishmentCause in accordance with the information received from upper layers;
The UE shall submit the RRCSetupRequest message to lower layers for transmission.
[TS 24.501, subclause 5.6.1.2]
The UE initiates the service request procedure by sending a SERVICE REQUEST message to the AMF and starts timer T3517.
If the UE is sending the SERVICE REQUEST message from 5GMM-IDLE mode and the UE needs to send non-cleartext IEs, the UE shall send the SERVICE REQUEST message including the NAS message container IE as described in subclause 4.4.6.
...
For case c) in subclause 5.6.1.1, the Uplink data status IE shall not be included in the SERVICE REQUEST message except if the UE has one or more active always-on PDU sessions associated with the access type over which the SERVICE REQUEST message is sent. If the UE is not a UE configured for high priority access in selected PLMN and:
a)	if the SERVICE REQUEST message is triggered by a request for emergency services from the upper layer, the UE shall set the service type IE in the SERVICE REQUEST message to "emergency services"; or
[TS 24.501, subclause 6.4.1.2]
In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.
NOTE 0:	When IMS voice is available over either 3GPP access or non-3GPP access, the "voice centric" UE in 5GMM-REGISTERED state will receive a request from upper layers to establish the PDU session for IMS signalling, if the conditions for performing an initial registration with IMS indicated in 3GPP TS 24.229 [14] subclause U.3.1.2 are satisfied.
If the UE requests to establish a new PDU session, the UE shall allocate a PDU session ID which is not currently being used by another PDU session over either 3GPP access or non-3GPP access.
The UE shall allocate a PTI value currently not used and shall set the PTI IE of the PDU SESSION ESTABLISHMENT REQUEST message to the allocated PTI value.
...
If the UE requests to establish a new emergency PDU session, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to "SSC mode 1".
...
The UE shall transport:
a)	the PDU SESSION ESTABLISHMENT REQUEST message;
b)	the PDU session ID of the PDU session being established, or being handed over or being transferred;
..
e)	the request type which is set to:
...
3)	"initial emergency request", if the UE requests to establish a new emergency PDU session; and
...
If the request type is set to "initial emergency request" or "existing emergency PDU session", neither DNN nor S-NSSAI is transported by the UE using the NAS transport procedure as specified in subclause 5.4.5.
[TS 22.101, subclause 10.1.1]
The ME shall identify an emergency number dialled by the end user as a valid emergency number and initiate emergency call establishment if it occurs under one or more of the following conditions. If it occurs outside of the following conditions, the ME should not initiate emergency call establishment but normal call establishment. Emergency number identification takes place before and takes precedence over any other (e.g. supplementary service related) number analysis.
...
b)	Any emergency call number stored on a SIM/USIM when the SIM/USIM is present.
[TS 24.501, subclause 5.4.1.3.7]
g)	Network failing the authentication check.
	If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28]). The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first AUTHENTICATION REQUEST message containing an incorrect authentication challenge data causing authentication failure.
...
For items c, d, e, and f whether or not the UE is registered for emergency services:
	...
	The UE shall deem that the network has failed the authentication check or assume that the authentication is not genuine and proceed as described in item g above if any of the following occurs:
-	the timer T3520 expires;
...
For items c, d, e, and f:
	...
	If a UE has an emergency PDU session established or is establishing an emergency PDU session when timer T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as described in item g. Instead the UE shall continue using the current security context, if any, release all non-emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If there is an ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon completion of the PDU session establishment procedure. The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:
-	they were running and stopped when the UE received the AUTHENTICATION REQUEST message and detected an authentication failure;
-	the procedures associated with these timers have not yet been completed.
The UE shall behave as if the UE is registered for emergency services.
11.4.1.3	Test description
11.4.1.3.1	Pre-test conditions
System Simulator:
-	1 NR Cell
-	NR Cell 1 as defined in TS 38.508-1 [4] Table 4.4.2-3. System information combination NR-1 as defined in TS 38.508-1 [4], subclause 4.4.3.1.2. SIB1 indicates ims-EmergencySupport..
UE:
-	The UE is equipped with a test USIM with USIM Configuration 20 as defined in TS 38.508-1 [4] Table 6.4.1-20 (USIM contains two Emergency Numbers: 144, 117).
Preamble:
-	Cells power level configuration in accordance with TS 38.508-1 [4], Table 6.2.2.1-3:
-	NR Cell 1 "Serving cell"
-	The UE is in test state 1N-A as defined in TS 38.508-1 [4], subclause 4.4A.2 on NR Cell 1.
NOTE:	pc_noOf_PDUsSameConnection + pc_noOf_PDUsNewConnection > 0.
11.4.1.3.2	Test procedure sequence
Table 11.4.1.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	The following messages are to be observed on NR Cell 1 unless explicitly stated otherwise.
	-
	-
	-
	-

	1
	Make the UE attempt an IMS emergency call dialling the number 144 which is stored on the USIM. (NOTE 1)
	-
	-
	-
	-

	2
	Check: Does the UE performs Generic Test Procedure for IMS Emergency call establishment with IMS emergency registration as specified in TS 38.508-1 [4], subclause 4.9.11?
	-
	-
	1
	-

	2A
	The SS initiates the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REQUEST message; the included ngKSI value is the same as the one used in the initial message SERVICE REQUEST sent in step 2.
	<--
	AUTHENTICATION REQUEST
	-
	-

	2B
	The UE sends an AUTHENTICATION FAILURE message with 5GMM cause #71 "ngKSI already in use"
	-->
	AUTHENTICATION FAILURE
	-
	-

	2BA
	Wait for T3520 expires.
	-
	-
	-
	-

	-
	EXCEPTION: Depending on the number of non-IMS Emergency relevant PDUs active at this moment of time step 2C is repeated 1 or more times.
	-
	-
	-
	-

	2C
	FOR i=1 TO i= pc_noOf_PDUsSameConnection + pc_noOf_PDUsNewConnection 

Repeat the PDU session release procedure specified in Table 11.4.1.3.2-2: Parallel behaviour.

Depending on UE implementation the PDU session release procedures can run in parallel or in sequence.
	-
	-
	-
	-

	3
	Make the UE release the emergency call. (NOTE 1)
	-
	-
	-
	-

	4
	The Generic test procedure for IMS MO Emergency call release as specified in TS 38.508-1 [4], subclause 4.9.12A takes place.
	-
	-
	-
	-

	4A
	Start Timer T1=5 seconds. NOTE: This is an arbitrary value to wait for UE to initiate deregistration.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 4Ba1-4Bb1 4Bc2 describes optional behaviour that depends on the UE implementation.
	-
	-
	-
	-

	4Ba1
	The UE transmits a DEREGISTRATION REQUEST message with De-registration type IE set to “Normal de-registration”.
	-->
	NR RRC: ULInformationTransfer 5GMM: DEREGISTRATION REQUEST
	-
	-

	4Ba2
	The SS transmits a DEREGISTRATION ACCEPT message.
	<--
	NR RRC: DLInformationTransfer 5GMM: DEREGISTRATION ACCEPT
	-
	-

	4Ba3
	Stop Timer T1=5 seconds
	-
	-
	-
	-

	4Ba4
	SS releases the RRC connection
	<--
	NR RRC: RRCRelease
	-
	-

	4Bb1
	Check:  Does the UE transmit RRCSetupRequest on NR Cell 1?Timer T1=5 seconds expires
	-->-
	NR : RRCSetupRequest-
	2-
	P-

	4Bb2
	Stop Timer T1=5 seconds
	-
	-
	-
	-

	4Bb3
	Steps 2-20a1 of Table 4.5.2.2- 2: Registration procedure for initial registration as specified in TS 38.508-1 [4] are performed on NR Cell 1.
	-
	-
	-
	-

	4Bc1
	Timer T1=5 seconds expires
	-
	-
	-
	-

	4Bc2
	SS releases the RRC connection
	<--
	NR RRC: RRCRelease
	-
	-

	5
	SS releases the RRC connectionVoid
	<---
	NR RRC: RRCRelease-
	-
	-

	5A
	Start Timer T1=5 seconds.
	-
	-
	-
	-

	
	EXCEPTION: Steps 5Aa1-5Ab3 describes optional behaviour that depends on the UE implementation.
	-
	-
	-
	-

	5Aa1
	Check:  Does the UE transmit RRCSetupRequest on NR Cell 1?
	-->
	NR RRC: RRCSetupRequest
	2
	P

	5Aa2
	Stop Timer T1=5 seconds
	-
	-
	-
	-

	5Aa3
	Steps 2-20a1 of Table 4.5.2.2- 2: Registration procedure for initial registration as specified in TS 38.508-1 [4] are performed on NR Cell 1.
	-
	-
	-
	-

	5Aa4
	Make the UE attempt an IMS [non-emergency] call. (NOTE 1)
	-
	-
	-
	-

	5Ab1
	Timer T1=5 seconds expires
	-
	-
	-
	-

	5Ab2
	Make the UE attempt an IMS [non-emergency] call. (NOTE 1)
	
	
	
	

	
	EXCEPTION: Steps 5Ab3-5Ab4 are performed only if the UE did not perform steps 4Bb1 - 4Bb3.
	-
	-
	-
	-

	5Ab3
	Check:  Does the UE transmit RRCSetupRequest on NR Cell 1?Does the UE perform on NR Cell 1 the Registration procedure for initial registration as specified in TS 38.508-1 [4] subclause 4.5.2.2- 2?
	-->
	NR RRC: RRCSetupRequest
	2
	P

	5Ab4
	Steps 2-20a1 of Table 4.5.2.2- 2: Registration procedure for initial registration as specified in TS 38.508-1 [4] are performed on NR Cell 1.
	-
	-
	-
	-

	6-9
	Void
	-
	-
	-
	-

	10-21b3
	Step 2-13b3 of Table 4.9.15.2.2-1: IMS MO speech call establishment in 5GC as defined in TS 38.508-1 [4] are performed.
	-
	-
	-
	-

	22
	Table 4.9.18.2.2-1: IMS MT call release in 5GC as defined in TS 38.508-1 [4] is performed.
	-
	-
	-
	-

	23
	The SS transmits an RRCRelease message.
	<--
	NR RRC: RRCRelease
	-
	-

	NOTE 1:	This could be done by e.g. MMI or AT command.



Table 11.4.1.3.2-2: Parallel behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Check: Does the UE transmit a PDU SESSION RELEASE REQUEST message with PDU session ID equal to one of the IDs of an existing PDU session BUT different to the PDU session ID assigned to the Emergency PDU session in step 2, Table 11.4.1.3.2-1?
	-
	PDU SESSION RELEASE REQUEST
	2
	P

	2
	Check: Does the UE perform PDU session release procedure defined in clause 4.9.21 of TS 38.508-1 [4]?
	-
	
	2
	P



11.4.1.3.3	Specific message contents
Table 11.4.1.3.3-1: Message AUTHENTICATION REQUEST (step 2A, Table 11.4.1.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-1

	Information Element
	Value/Remark
	Comment
	Condition

	ngKSI
	The same ng-KSI assigned in the Preamble and indicated in the initial message SERVICE REQUEST sent in step 2
	
	



Table 11.4.1.3.3-2: Message AUTHENTICATION FAILURE (step 2B, Table 11.4.1.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-4

	Information Element
	Value/Remark
	Comment
	Condition

	5GMM cause
	‘0100 0111’B
	ngKSI already in use
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