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[bookmark: _Toc21103431]9.1.5.2.7	Mobility and periodic registration update / Rejected / UE identity cannot be derived by the network
9.1.5.2.7.1	Test Purpose (TP)
(1)
with { UE in state 5GMM-REGISTERED on an NGC cell }
ensure that {
  when { UE initiates a Mobility and periodic registration procedure on an NGC cell and receives a REGISTRATION REJECT message including 5GMM cause value #9 (UE identity cannot be derived by the network) }
   then { UE deletes any 5G-GUTI, last visited registered TAI and ngKSI, enters the state 5GMM-DEREGISTERED 5U2 NOT UPDATED, and, subsequently automatically initiates the initial registration procedure }
             }

9.1.5.2.7.2	Conformance requirements
[bookmark: _Hlk8941244]References: The conformance requirements covered in the present TC are specified in: TS 24.501, clause 5.5.1.3.5. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501, clause 5.5.1.3.5]
If the mobility and periodic registration update request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.
The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.
...
#9	(UE identity cannot be derived by the network).
	The UE shall set the 5GS update status to 5U2 NOT UPDATED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall enter the state 5GMM-DEREGISTERED.
	If the rejected request was not for initiating an emergency PDU session, the UE shall subsequently, automatically initiate the initial registration procedure.
9.1.5.2.7.3	Test description
9.1.5.2.7.3.1	Pre test conditions
System Simulator:
-	1 cell
-	NGC Cell A as defined in TS 38.508-1 [4] Table 6.3.2.2-1. Default system information combination as defined in TS 38.508-1 [4], sub-clause 4.4.3.1.2.
UE:
None.
Preamble:
-	The UE is brought to state 1N-A, RRC_IDLE Connectivity (NRNR/5GC), in accordance with the procedure described in TS 38.508-1 [4], Table 4.5.2.2-2. 5G-GUTI and ngKSI are assigned and security context established.
9.1.5.2.7.2	Test procedure sequence
Table 9.1.5.2.7.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Wait for 25 seconds (expiry of T3512 periodic registration update timer, the value of 30 sec is provided during the initial registration in the Preamble).
	-
	-
	-
	-

	2
	The UE transmit a REGISTRATION REQUEST message with the 5GS registration type IE indicating "periodic registration updating".
	-->
	REGISTRATION REQUEST
	-
	-

	[bookmark: _Hlk8836086]3
	The SS transmits a REGISTRATION REJECT message including 5GMM cause value #9 (UE identity cannot be derived by the network).
	<--
	REGISTRATION REJECT
	-
	-

	4
	SS releases the RRC connection.
	-
	-
	-
	-

	5
	Check: Does the UE perform initial registration on NGC Cell A as specified in TS 38.508-1 [4], Table 4.5.2.2-2? The UE does not provide 5G-GUTI, last visited registered TAI or ngKSI.
	-
	-
	1
	P



9.1.5.2.7.3.3	Specific message contents
Table 9.1.5.2.7.3.3-1: REGISTRATION ACCEPT (Preamble; TS 38.508-1 [4] Table 4.5.2.2-2)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-7.

	Information Element
	Value/remark
	Comment
	Condition

	T3512 value
	
	
	

	  Unit
	'100'B
	value is incremented in multiples of 30 seconds
	

	  Timer value
	'0 0001'B
	30 seconds
	



Table 9.1.5.2.7.3.3-2: REGISTRATION REQUEST (step 2, Table 9.1.5.2.7.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-6.

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	'00xxx011'
	periodic registration updating

x - not checked
	

	ngKSI
	Active ngKSI assigned in the Preamble
	
	

	5GS mobile identity
	Active 5G-GUTI assigned in the Preamble
	
	

	Last visited registered TAI
	The TAI of the NGC Cell A, see TS 38.508-1 [4] Table 6.3.2.2-1
	
	



Table 9.1.5.2.7.3.3-3: REGISTRATION REJECT (step 3, Table 9.1.5.2.7.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-9.

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0000 1001'B
	#9 - UE identity cannot be derived by the network
	



Table 9.1.5.2.7.3.3-4: REGISTRATION REQUEST (step 5, Table 9.1.5.2.7.3.2-1; step 4, TS 38.508-1 [4] Table 4.5.2.2-2)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-6, condition NON_CLEARTEXT_IE

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	'00xxx001'
	Initial registration

x - not checked
	

	ngKSI
	'111'
	no key is available
	

	5GS mobile identity
	SUCI
	
	

	Non-current native NAS key set identifier
	Not present
	
	

	Last visited registered TAI
	Not present
	
	

	Additional GUTI
	Not present
	
	

	NAS message container
	Not included
	
	



Table 9.1.5.2.7.3.3-5: SECURITY MODE COMPLETE (step 5, Table 9.1.5.2.7.3.2-1; step 9, TS 38.508-1 [4] Table 4.5.2.2-2)
	[bookmark: _Hlk8940963]Derivation Path: TS 38.508-1 [4], Table 4.7.1-26, condition RINMR_INDICATED.



[bookmark: _Toc21103432]9.1.5.2.8	Mobility and periodic registration update / Rejected / Implicitly de-registered
9.1.5.2.8.1	Test Purpose (TP)
(1)
with { UE in state 5GMM-REGISTERED on an NGC cell }
ensure that {
  when { UE initiates a Mobility and periodic registration procedure on an NGC cell and receives a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) }
   then { UE deletes any partial native 5G security context, enters the state 5GMM-DEREGISTERED.NORMAL-SERVICE, and, initiates a new registration procedure for initial registration }
             }

9.1.5.2.8.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501, clause 5.5.1.3.5. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501, clause 5.5.1.3.5]
If the mobility and periodic registration update request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.
The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.
...
#10	(implicitly de-registered).
	The UE shall enter the state 5GMM-DEREGISTERED.NORMAL-SERVICE. The UE shall delete any mapped 5G security context or partial native 5G security context.
	If the registration rejected request was not for initiating an emergency PDU session, the UE shall perform a new registration procedure for initial registration.
9.1.5.2.8.3	Test description
9.1.5.2.8.3.1	Pre test conditions
System Simulator:
-	2 cells, NGC Cell A, and NGC Cell B belonging to the same PLMN and different TA in accordance with TS 38.508-1 [4] Table 6.3.2.2-1. Default system information combination as defined in TS 38.508-1 [4], sub-clause 4.4.3.1.2 is used in all cells when active.
UE:
None.
Preamble:
-	Cell configuration in accordance with TS 38.508-1 [4] Table 6.2.2.1-3:
-	NGC Cell A "Serving cell"
-	NGC Cell B "Non-suitable "Off" cell"
-	The UE is in test state 1N-A as defined in 38.508-1 [4], subclause 4.4A.2 on NGC Cell A.
-	During the initial registration:
-	In the list of tracking areas provided by the AMF (IE 'TAI list') contains only the TAI of NGC Cell A.
9.1.5.2.8.2	Test procedure sequence
Table 9.1.5.2.8.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:
- NGC Cell B as "Serving cell"
- NGC Cell A as "Non-Suitable "Off" cell".
	-
	-
	-
	-

	-
	EXCEPTION: Unless otherwise stated the following messages are exchange on NGC Cell B.
	-
	-
	-
	-

	2
	The UE transmits an REGISTRATION REQUEST message indicating "mobility registration updating".
	-->
	5GMM: REGISTRATION REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION REQUEST message to establish a new security context.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE message.
	-->
	5GMM: AUTHENTICATION RESPONSE
	-
	-

	5
	The SS transmits a REGISTRATION REJECT message including 5GMM cause value #10 (implicitly de-registered) prior to initating a SMC to take into account the created during the steps 3-4 partial native 5G security context. (NOTE 1)
	<--
	REGISTRATION REJECT
	-
	-

	6
	SS releases the RRC connection.
	-
	-
	-
	-

	7-9
	Steps 1-3 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR/5GC) take place.
	-
	-
	-
	-

	10
	Check: Does the UE send a REGISTRATION REQUEST message, 5GS registration type IE set to Initial registration?
	-->
	5GMM: REGISTRATION REQUEST
	1
	P

	11
	The SS transmits a SECURITY MODE COMMAND message indicating the ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3.
	<--
	5GMM: SECURITY MODE COMMAND
	-
	-

	12
	The UE transmits a SECURITY MODE REJECT message.
	-->
	5GMM: SECURITY MODE REJECT
	1
	P

	13-27a1
	Steps 5-19a1 from the generic procedure for UE initial Registration as specified in TS 38.508-1 [4], subclause 4.5.2, Table 4.5.2.2-2 (connectivity NR/5GC) take place.
	-
	-
	-
	-

	NOTE 1:	This 5GMM cause is sent to the UE either if the network has implicitly de-registered the UE, e.g. after the implicit de-registration timer has expired, or if the 5GMM context data related to the subscription does not exist in the AMF e.g. because of a AMF restart, or because of a registration request for mobility or registration update is routed to a new AMF (see TS 24.301 [22], subclause A.1). The latter is an example when the serving AMF will not initiate a security mode control procedure after the primary authentication and key agreement procedure.



9.1.5.2.8.3.3	Specific message contents
Table 9.1.5.2.8.3.3-1: REGISTRATION REQUEST (step 2, Table 9.1.5.2.8.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-6.

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	'00xxx010'
	mobility registration updating

x - not checked
	

	ngKSI
	Active ngKSI assigned in the Preamble
	
	

	5GS mobile identity
	Active 5G-GUTI assigned in the Preamble
	
	

	Last visited registered TAI
	The TAI of the NGC Cell A, see TS 38.508-1 [4] Table 6.3.2.2-1
	
	



Table 9.1.5.2.8.3.3-2: REGISTRATION REJECT (step 5, Table 9.1.5.2.8.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-9.

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0000 1010'B
	#10 - implicitly de-registered
	



Table 9.1.5.2.8.3.3-3: REGISTRATION REQUEST (step 10, Table 9.1.5.2.8.3.2-1)
	Derivation path: TS 38.508-1 [4], Table 4.7.1-6.

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	'00xxx001'
	Initial registration

x - not checked
	

	ngKSI
	ngKSI assigned in the preamble
	Native current security context is still present
	

	5GS mobile identity
	Active 5G-GUTI assigned in the preamble
	
	

	Non-current native NAS key set identifier
	Not present
	partial native 5G security context has been deleted
	

	Last visited registered TAI
	The TAI of the NGC Cell A, see TS 38.508-1 [4] Table 6.3.2.2-1
	
	



Table 9.1.5.2.8.3.3-4: SECURITY MODE COMMAND (step 11, Table 9.1.5.2.8.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-25.

	Information Element
	Value/remark
	Comment
	Condition

	ngKSI
	The ngKSI of the partial native 5G security context assigned in the AUTHENTICATION REQUEST message sent in step 3
	
	



Table 9.1.5.2.8.3.3-5: SECURITY MODE REJECT (step 12, Table 9.1.5.2.8.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.7.1-25.

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0001 1000'
	#24 - Security mode rejected, unspecified
	



