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<START OF CHANGES>

5.6	Configuration / Download CSK
5.6.1	Test Purpose (TP)
(1)
with { UE (MCPTT Client) registered and authorised for MCPTT Service }
ensure that {
  when { MCPTT Client receives a CSK key download message via a SIP MESSAGE message }
    then { UE (MCPTT Client) responds with a SIP 200 (OK) message and replaces the existing CSK and CSK-ID associated with the participating MCPTT function and uses the new CSK information with a SIP INVITE message when prompted to initiate a call and }
            }

(2)
with { UE (MCPTT Client) having established an MCPTT On-demand Pre-arranged Group Call with Automatic Commencement Mode }
ensure that {
  when { the MCPTT User engages in communication with the invited MCPTT User(s) }
    then { UE (MCPTT Client) respects the floor control imposed by the MCPTT Server and uses the updated CSK to protect the sent floor control messages }
            }

(3)
with { UE (MCPTT Client) having an ongoing On-demand Pre-arranged Group Call with Automatic  Commencement Mode }
ensure that {
  when { MCPTT User requests to terminate the ongoing MCPTT Group Call }
    then { UE (MCPTT Client) sends a SIP BYE message and leaves the MCPTT session }
            }

5.6.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.379 clause 7.2.5, TS 33.180 clause 9.2.1.4, TS 24.380 clause 13.3.3. Unless otherwise stated these are Rel-15 requirements.
[TS 24.379, clause 7.2.5]
When the MCPTT client receives a SIP MESSAGE request containing:
1)	a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and
2)	an application/mikey MIME body;
Then, if the key identifier within the CSB-ID of the MIKEY payload is a CSK-ID (4 most-significant bits have the value '2'), the MCPTT client:
1)	shall follow the security procedures in clause 9.2.1 of 3GPP TS 33.180 [78] to extract the CSK. The client:
a)	if the initiator field (IDRi) has type 'URI' (identity hiding is not used), the client:
i)	shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in clause 4.4 and shall not continue with the rest of the steps;
ii)	shall convert the initiator URI to a UID as described in 3GPP TS 33.180 [78];
b)	if the initiator field (IDRi) has type 'UID' (identity hiding in use), the client:
ii)	shall convert the public service identity of participating MCPTT function serving the MCPTT user to a UID as described in 3GPP TS 33.180 [78];
i)	shall compare the generated UID with the UID in the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [78]. If the two initiator UIDs deviate from each other, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in clause 4.4 and shall not continue with the rest of the steps;
c)	shall use the UID to validate the signature of the I_MESSAGE as described in 3GPP TS 33.180 [78];
d)	if authentication verification of the I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKKE I_MESSAGE failed" in a Warning header field as specified in clause 4.4 and shall not continue with the rest of the steps;
e)	shall extract and decrypt the encapsulated CSK using the participating MCPTT function's (KMS provisioned) UID key as described in 3GPP TS 33.180 [78]; and
f)	shall extract the CSK-ID, from the payload as specified in 3GPP TS 33.180 [78];
2)	Upon successful extraction, the client shall replace the existing CSK and CSK-ID associated with the participating MCPTT function, with the extracted CSK and CSK-ID in the 'key download' message. 
[TS 33.180, clause 9.2.1.4]
The MCX Server may decide to update an existing CSK at any time. This may be due to CSK revocation or expiry.
The CSK shall be updated by the MCX Server using the 'key download' procedure, defined in clause 5.8. Upon receipt of a CSK via a 'key download' procedure, the MC client shall identify the type of key as a CSK via the 4 most significant bits of the CSK-ID. The MC client shall:
-	discard any previous CSKs associated with the MC Server FQDN, and
-	use the new CSK for uplink signaling with the MC Server.
[TS 24.380 clause 13.3.3]
The MCPTT client:
1.	in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:
A)	if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group:
i)	shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)	shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)	if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)	if protection of floor control messages sent over the MBMS subchannel from the participating MCPTT function to the served MCPTT clients is required:
i)	if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in subclause 13.2; and
ii)	if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCPTT group, shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID as specified in subclause 13.2; and
NOTE 1:	The MCPTT client can receive floor control messages encrypted using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID from a participating MCPTT function compliant only to Release 13 of the present document.
D)	if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
i)	shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)	shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
5.6.3	Test description
5.6.3.1		Pre-test conditions
System Simulator:
-	SS (MCPTT server)
-	For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document).
IUT:
-	UE (MCPTT client)
-	The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.
Preamble:
-	The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in TS 36.579-1 [2], subclause 5.4.2.
-	The MCPTT User performs the Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2.
-	UE States at the end of the preamble
-	The UE is in E-UTRA Registered, Idle Mode state.
-	The MCPTT Client Application has been activated and User has registered-in as the MCPTT User with the Server as active user at the Client.
5.6.3.2	Test procedure sequence
Table 5.6.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment described in clause 5.4.4 'Generic Test Procedure for MCPTT CT communication in E-UTRA' take place. The test sequence below shows only the MCPTT relevant messages exchanged.
	-
	-
	-
	-

	1
	The SS (MCPTT Server) sends a SIP MESSAGE requesting to update the existing CSK.
	<--
	SIP MESSAGE
	-
	-

	2
	Check: Does the UE (MCPTT client) respond with a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	1
	P

	-
	EXCEPTION: The SS waits 2 seconds before the SS deactivates the dedicated EPS bearer and releases the RRC connection.
NOTE: The specified wait period of 2s shall ensure that lower layer signalling (TCP) is finished and any not allowed behaviour captured.
	-
	-
	-
	-

	3
	Make the MCPTT User request the establishment of an MCPTT on-demand pre-arranged group call using Group A, automatic commencement mode, with implicit floor control.
(NOTE 1)
	-
	-
	-
	-

	4
	Check: Does the UE (MCPTT client) perform Generic Test Procedure for MCPTT CO session establishment/modification without provisional responses other than 100 Trying as described in TS 36.579-1 [2] Table 5.3.7.3-1 to establish an MCPTT on-demand pre-arranged group call, automatic commencement mode, with implicit floor control according to option b.i of NOTE 1 in TS 36.579.1 [2] Table 5.3.7.3-1, and using the updated CSK to protect the SIP INVITE message and the SIP ACK message?
	-
	-
	1
	-

	5
	Check: Does the UE (MCPTT client) provide floor granted notification to the MCPTT User? (NOTE 1)
	-
	-
	2
	-

	6
	Make the MCPTT User indicate end of talking (e.g. releasing the PTT button).
(NOTE 1)
	-
	-
	-
	-

	7
	Check: Does the UE (MCPTT client) perform Generic Test Procedure for MCPTT Floor release – Floor Idle as described in TS 36.579-1 [2] Table 5.3.20.3-1, using the updated CSK to protect the Floor Release message?
	-
	-
	2
	-

	8
	Make the MCPTT User end the on-demand group call.
(NOTE 1)
	-
	-
	-
	-

	9
	Check: Does the UE (MCPTT client) perform Generic Test Procedure for MCPTT CO call release as described in TS 36.579-1 [2] Table 5.3.10.3-1 to end the on-demand group call, using the updated CSK to protect the SIP BYE message?
	-
	-
	3
	-

	NOTE 1: This is expected to be done via a suitable implementation dependent MMI.



5.6.3.3		Specific message contents
Table 5.6.3.3-1: SIP MESSAGE (step 1, Table 5.6.3.2-1)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	P-Asserted-Service
	
	
	TS 24.379 [9] clause 7.3.7
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcptt"
	
	
	

	Content-Type
	
	
	
	

	  media-type
	"application/mikey"
	
	
	

	Message-body
	
	
	
	

	  MIKEY message
	base64 encoded MIKEY message as described in TS 36.579-1 [2], Table 5.5.9.1-1A
	MIKEY message, containing the updated CSK
	
	



FFS

<END OF CHANGES>
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