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[bookmark: _Toc524968908][bookmark: _Toc524968914]<<< START OF CHANGES >>>
[bookmark: _Toc21103446]9.1.10	Network slice-specific authentication and authorization
[bookmark: _Toc21103447]9.1.10.1	NSSAA / EAP message transport / Success
9.1.10.1.1	Test Purpose (TP)
(1)
with { UE in 5GMM-DEREGISTERED state and supports network slice-specific authentication and authorization }
ensure that {
  when { UE is switched on }
    then { UE transmits REGISTRATION REQUEST message with NSSAA bit in the 5GMM capability IE set to "network slice-specific authentication and authorization supported" }
            }
 (2)
with { UE is in 5GMM-REGISTERED state }
ensure that {
  when { SS sends NETWORK SLICE-SPECIFIC AUTHENTICATION COMMAND message with EAP message IE set to EAP-request message }
    then { UE sends NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message with EAP message IE set to the EAP-response message }
            }
(3)
with { UE is in 5GMM-REGISTERED state }
ensure that {
  when { SS sends NETWORK SLICE-SPECIFIC AUTHENTICATION COMMAND message }
    then { UE sends NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message with S-NSSAI IE set to the S-NSSAI value received in NETWORK SLICE-SPECIFIC AUTHENTICATION COMMAND message }
            }

(4)
with { UE is in 5GMM-REGISTERED state }
ensure that {
  when { SS sends CONFIGURATION UPDATE COMMAND message with allowed NSSAI for which the network slice-specific authentication and authorization has been successfully performed }
    then { UE considers the new allowed NSSAI as valid and store the allowed NSSAI }
            }
(5)
with { UE in 5GMM-REGISTERED-INITIATED state }
ensure that {
  when { SS sends REGISTRATION ACCEPT message with pending NSSAI and "NSSAA to be performed" indicator set to indicate that the network slice-specific authentication and authorization procedure will be performed }
    then { UE shall store the S-NSSAI(s) in the pending NSSAI }
            }
9.1.10.1.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.501, clause 5.4.4.3, 5.4.7.2.2, 5.5.1.2.2, 5.5.1.2.4 and TS 23.502, clause 4.2.9.2. Unless otherwise stated these are Rel-16 requirements.
[TS 24.501 clause 5.4.4.3]
If the UE receives a new allowed NSSAI for the associated access type in the CONFIGURATION UPDATE COMMAND message, the UE shall consider the new allowed NSSAI as valid for the associated access type, store the allowed NSSAI for the associated access type as specified in subclause 4.6.2.2 and consider the old allowed NSSAI for the associated access type as invalid; otherwise, the UE shall consider the old Allowed NSSAI as valid for the associated access type.
[TS 24.501 clause 5.4.7.2.2]	
When the upper layers provide an EAP-response message associated with the HPLMN S-NSSAI, the UE shall create a NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message.
The UE shall set the EAP message IE of the NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message to the EAP-response message.
The UE shall set the S-NSSAI IE of the NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message to the HPLMN S-NSSAI associated with the EAP-response message.
The UE shall send the NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message. Apart from this action, the network slice-specific authentication and authorization procedure is transparent to the 5GMM layer of the UE.
[TS 24.501 clause 5.5.1.2.2]
The UE initiates the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF, starting timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.
…
If the UE supports network slice-specific authentication and authorization, the UE shall set the NSSAA bit to "network slice-specific authentication and authorization supported" in the 5GMM capability IE of the REGISTRATION REQUEST message.
[TS 24.501 clause 5.5.1.2.4]
If the UE indicated the support for network slice-specific authentication and authorization, and if the Requested NSSAI IE includes one or more S-NSSAIs subject to network slice-specific authentication and authorization, the AMF shall in the REGISTRATION ACCEPT message include:
a)	the allowed NSSAI containing the S-NSSAI(s) or the mapped S-NSSAI(s), if any:
1)	which are not subject to network slice-specific authentication and authorization and are allowed by the AMF; or
2)	for which the network slice-specific authentication and authorization has been successfully performed;
b)	optionally, the rejected NSSAI;
c)	pending NSSAI containing one or more S-NSSAIs for which network slice-specific authentication and authorization will be performed or is ongoing, and one or more S-NSSAIs from the pending NSSAI which the AMF provided to the UE during the previous registration procedure for which network slice-specific authentication and authorization will be performed or is ongoing, if any; and
d)	the "NSSAA to be performed" indicator in the 5GS registration result IE set to indicate that the network slice-specific authentication and authorization procedure will be performed by the network, if the allowed NSSAI is not included in the REGISTRATION ACCEPT message.
If the UE indicated the support for network slice-specific authentication and authorization, and if:
a)	the UE did not include the requested NSSAI in the REGISTRATION REQUEST message or none of the S-NSSAIs in the requested NSSAI in the REGISTRATION REQUEST message are allowed;
b)	all subscribed S-NSSAIs marked as default are subject to network slice-specific authentication and authorization; and
c)	the network slice-specific authentication and authorization procedure has not been successfully performed for any of the subscribed S-NSSAIs marked as default,
the AMF shall in the REGISTRATION ACCEPT message include:
a)	the "NSSAA to be performed" indicator in the 5GS registration result IE to indicate that the network slice-specific authentication and authorization procedure will be performed by the network;
b)	pending NSSAI containing one or more subscribed S-NSSAIs marked as default for which network slice-specific authentication and authorization will be performed or is ongoing and one or more S-NSSAIs from the pending NSSAI which the AMF provided to the UE during the previous registration procedure for which network slice-specific authentication and authorization will be performed or is ongoing (if any); and
c)	optionally, the rejected NSSAI.
If the UE indicated the support for network slice-specific authentication and authorization, and if:
a)	the UE did not include the requested NSSAI in the REGISTRATION REQUEST message or none of the S-NSSAIs in the requested NSSAI in the REGISTRATION REQUEST message are allowed; and
[bookmark: _Hlk33437180]b)	one or more subscribed S-NSSAIs marked as default are not subject to network slice-specific authentication and authorization or the network slice-specific authentication and authorization procedure has been successfully performed for one or more subscribed S-NSSAIs marked as default;
the AMF shall in the REGISTRATION ACCEPT message include:
a)	pending NSSAI containing one or more subscribed S-NSSAIs marked as default for which network slice-specific authentication and authorization will be performed or is ongoing (if any) and one or more S-NSSAIs from the pending NSSAI which the AMF provided to the UE during the previous registration procedure for which network slice-specific authentication and authorization will be performed or is ongoing (if any);
b)	allowed NSSAI containing S-NSSAI(s) for the current PLMN each of which corresponds to a subscribed S-NSSAI marked as default which are not subject to network slice-specific authentication and authorization or for which the network slice-specific authentication and authorization has been successfully performed;
c)	allowed NSSAI containing one or more subscribed S-NSSAIs marked as default, as the mapped S-NSSAI(s) for the allowed NSSAI in roaming scenarios, which are not subject to network slice-specific authentication and authorization or for which the network slice-specific authentication and authorization has been successfully performed; and
d)	optionally, the rejected NSSAI.
When the REGISTRATION ACCEPT message includes a pending NSSAI, the pending NSSAI shall contain all S-NSSAIs for which network slice-specific authentication and authorization will be performed or is ongoing from the requested NSSAI of the REGISTRATION REQUEST message that was received over the 3GPP access, non-3GPP access, or both the 3GPP access and non-3GPP access
…
[bookmark: _Hlk23197827]The UE that has indicated the support for network slice-specific authentication and authorization receiving the pending NSSAI in the REGISTRATION ACCEPT message shall store the S-NSSAI(s) in the pending NSSAI as specified in subclause 4.6.2.2. If the registration area contains TAIs belonging to different PLMNs, which are equivalent PLMNs, the UE shall store the received pending NSSAI for each of the equivalent PLMNs as specified in subclause 4.6.2.2. If the pending NSSAI is not included in the REGISTRATION ACCEPT message and the "NSSAA to be performed" indicator is not set to "Network slice-specific authentication and authorization is to be performed" in the 5GS registration result IE of the REGISTRATION ACCEPT message, then the UE shall delete the pending NSSAI for the current PLMN or SNPN, if existing, as specified in subclause 4.6.2.2.
[TS 23.502 clause 4.2.9.2]
19a.	[Conditional] If a new Allowed NSSAI (i.e. including any new S-NSSAIs in a Requested NSSAI for which the NSSAA procedure succeeded and/or excluding any S-NSSAI(s) in the existing Allowed NSSAI for the UE for which the procedure has failed) and/or new Rejected S-NSSAIs (i.e. including any S-NSSAI(s) in the existing Allowed NSSAI for the UE for which the procedure has failed, or any new requested S-NSSAI(s) for which the NSSAA procedure failed) need to be delivered to the UE, or if the AMF re-allocation is required, the AMF initiates the UE Configuration Update procedure, for each Access Type, as described in clause 4.2.4.2. If the Network Slice-Specific Re-Authentication and Re-Authorization fails and there are PDU session(s) established that are associated with the S-NSSAI for which the NSSAA procedure failed, the AMF shall initiate the PDU Session Release procedure as specified in clause 4.3.4 to release the PDU sessions with the appropriate cause value.
9.1.10.1.3	Test description
9.1.10.1.3.1	Pre-test conditions
System Simulator:
	NGC Cell A belongs to Home PLMN and TAI1 and set as serving cell;
UE:
	None.
Preamble:
	The UE is in state Switched OFF (state 0N-B) according to TS 38.508-1 [4].
9.1.10.1.3.2	Test procedure sequence
Table 9.1.10.1.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	Check: Does UE transmit a REGISTRATION REQUEST message including NSSAA bit?
	-->
	REGISTRATION REQUEST
	1
	P

	3-11
	Steps 5 to 13 of the generic procedure for NR RRC_IDLE specified in TS 38.508-1 subclause 4.5.2 are performed.
	-
	-
	-
	-

	12
	The SS transmits a REGISTRATION ACCEPT message including Pending NSSAI and T3512 value IE
	<--
	REGISTRATION ACCEPT
	-
	-

	13
	The UE transmits an ULInformationTransfer message and a REGISTRATION COMPLETE message.
	-->
	REGISTRATION COMPLETE
	-
	-

	
	EXCEPTION: Step 14a1 is performed if pc_noOf_PDUsSameConnection > 0.
	
	
	
	

	14a1
	The generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2, takes place performing establishment of UE-requested PDU session(s) with ExpectedNumberOfNewPDUSessions = pc_noOf_PDUsSameConnection.
	-
	-
	-
	-

	15
	The SS transmits a NETWORK SLICE-SPECIFIC AUTHENTICATION COMMAND message with an EAP-Request message.
	<--
	5GMM: NETWORK SLICE-SPECIFIC AUTHENTICATION COMMAND
	-
	-

	16
	Check: Does the UE respond with a NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE message, with an EAP-Response message and NSSAI?
	-->
	5GMM: NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE
	2, 3
	P

	17
	The SS transmits a NETWORK SLICE-SPECIFIC AUTHENTICATION RESULT message with an EAP-success message.
	<--
	5GMM: NETWORK SLICE-SPECIFIC AUTHENTICATION RESULT
	-
	-

	18
	The SS transmits a CONFIGURATION UPDATE COMMAND message including a new allowed NSSAI list.
	<--
	CONFIGURATION UPDATE COMMAND
	-
	-

	19
	The UE transmits a CONFIGURATION UPDATE COMPLETE message.
	-->
	CONFIGURATION UPDATE COMPLETE
	-
	-

	20
	SS releases the RRC connection
	
	
	
	

	21
	The SS waits 1 minute. (Expire of T3512)
	
	
	
	

	22
	Check: Does UE transmit a REGISTRATION REQUEST message including S-NSSAI=1 but not including S-NSSAI=2 in Requet NSSAI list? 
	-->
	REGISTRATION REQUEST
	4,5
	P

	23
	The SS transmits a REGISTRATION REJECT message.
	<--
	REGISTRATION REJECT
	
	

	24
	The SS releases the RRC connection 
	
	
	
	



9.1.10.1.3.3	Specific message contents
Table 9.1.10.1.3.3-1: REGISTRATION REQUEST (step 2, Table 9.1.10.1.3.2-1)
	Derivation path: TS 38.508-1 Table 4.7.1-6

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type value
	‘001’B
	Initial registration
	

	5GMM capability
	
	
	

	     NSSAA
	‘1’B
	Network slice-specific authentication and authorization supported
	



Table 9.1.10.1.3.3-2: REGISTRATION ACCEPT (step 12, Table 9.1.10.1.3.3-1)
	Derivation path: TS 38.508-1 Table 4.7.1-7

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration result
	
	
	

	     5GS registration result value
	‘001’B
	3GPP access
	

	     NSSAA Performed
	‘1’B
	Network slice-specific authentication and authorization is to be performed
	

	Configured NSSAI
	
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 2
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000010’B
	SST value 2
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	

	Pending NSSAI
	
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000010’B
	SST value 2
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	

	T3512 value
	
	
	

	     Unit
	'101'B
	value is incremented in multiples of 1 minute
	

	    Timer value
	'0 0001'B
	1 minute
	



Table 9.1.10.1.3.3-3: NETWORK SLICE-SPECIFIC AUTHENTICATION COMMAND (step 15, Table 9.1.10.1.3.2-1)
	Derivation Path: TS 38.508-1 Table 4.7.1-31

	Information Element
	Value/remark
	Comment
	Condition

	S-NSSAI
	
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	



Table 9.1.10.1.3.3-4: NETWORK SLICE-SPECIFIC AUTHENTICATION COMPLETE (step 16, Table 9.1.10.1.3.2-1)
	Derivation Path: TS 38.508-1 Table 4.7.1-32

	Information Element
	Value/remark
	Comment
	Condition

	S-NSSAI
	
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	



Table 9.1.10.1.3.3-5: NETWORK SLICE-SPECIFIC AUTHENTICATION RESULT (step 17, Table 9.1.10.1.3.2-1)
	Derivation Path: TS 38.508-1, Table 4.7.1-33

	Information Element
	Value/remark
	Comment
	Condition

	S-NSSAI
	Set according to specific message content
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	

	EAP message
	EAP-Success
	
	



Table 9.1.10.1.3.3-6: CONFIGURATION UPDATE COMMAND (step 18, Table 9.1.10.1.3.2-1)
	Derivation path: TS 38.508-1, Table 4.7.1-19

	Information Element
	Value/remark
	Comment
	Condition

	Configuration update indication
	0001
	Acknowledgement requested
	

	Allowed NSSAI
	
	
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	



Table 9.1.10.1.3.3-7: REGISTRATION REQUEST (step 22, Table 9.1.10.1.3.2-1)
	Derivation path: TS 38.508-1 Table 4.7.1-6

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type value
	‘011’B
	PERIODIC 

	

	5GMM capability
	
	
	

	     NSSAA
	‘1’B
	Network slice-specific authentication and authorization supported
	

	     S-NSSAI IEI
	
	S-NSSAI value 1
	

	     Length of S-NSSAI contents
	‘00000001’B
	SST
	

	     SST
	‘00000001’B
	SST value 1
	

	     SD
	Not Present
	
	

	     Mapped configured SST
	Not Present
	
	

	     Mapped configured SD
	Not Present
	
	



Table 9.1.10.1.3.3-8: REGISTRATION REJECT (step 23,  Table 9.1.10.1.3.2-1)
	Derivation Path: TS 38.508-1 Table 4.7.1-9

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0000 0011'B
	Illegal UE
	



<< End of changes >>
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