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1.
Introduction
In RAN5-89e meeting, there was a discussion on NR V2X PC5 Authentication test in [1] but didn’t reach a final conclusion. In this paper, we will continue the discussion and try to endorse with an option in RAN5.
2.
Discussion

As discussed in [1], there was no authentication method for NR V2X PC5 communication defined within 3GPP scope. 
We also checked LTE V2X test trying to get some guidance. Unfortunately, LTE V2X PC5 only support broadcast communication and no authentication is used for broadcast communication. 
In RAN5 #89-e meeting, 3 options were proposed for NR V2X PC5 authentication test and pros/cons of each option are as following:
Option 1: Not active the signalling integrity protection, i.e. neither the initiating UE nor the target UE shall have their PC5 unicast signalling security policy set as “REQUIRED”.



Pros: the test is simple and no need for UE to do extra thing for this test, and “Not active the signalling integrity protection” is allowed in core specification.



Cons: lose some test coverage, i.e didn’t cover the scenario when the signalling integrity protection of NR V2X PC5 communication is actived
Option 2: Specify a simple authentication method to obtain K_NRP that can be used between UE-1 and SS-UE(s).



Pros: Some sort of signalling integrity protection can be achieved.



Cons: UE need to do extra thing (i.e the XOR operation) for the test, and this signalling integrity protection is not a real one as in real communication scenario.
Option 3: Define fixed value for K_NRP of UE-1 and SS_UE(s). 



Pros: Some sort of signalling integrity protection can be achieved.



Cons: We may need to define an AT CMD to send the fixed value K_NRP to UE V2X layer. 
Considering that there is not an “Typical” authentication method, i.e. most V2X UE will support this method or even it is mandatory for all V2X UE, appeared yet, we prefer option 1 to be endorsed at this stage. If later on some “Typical” authentication method come up, we can update NR V2X PC5 test to incorporate that authentication method.
If Option 1 can’t be endorsed, then we prefer option 3 because it is closer to UE’s real operation than Option 2. In real communication, The upper layer will determine the K_NRP based on the information in "Key establishment information container" IE, then upper layer provide this K_NRP to V2X NAS layer. Thus the AT CMD is to emulate the UE’s upper layer behavior and the UE’s modem behavior don’t need to change.
3.
Summary
In this paper we discuss the pros and cons of 3 options for NR V2X PC5 authentication method, and we propose following option 1 to be endorsed in RAN5:
Option 1: Not active the signalling integrity protection, i.e. neither the initiating UE nor the target UE shall have their PC5 unicast signalling security policy set as “REQUIRED”.
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