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<Start of modified section 1>
7.1.3.4.3	PDCP handover / DAPS handover with key change / Status reporting / Intra-frequency
7.1.3.4.3.1	Test Purpose (TP)
(1)
with { UE in NR RRC_CONNECTED state and supporting Intra-frequency DAPS handover }
ensure that {
  when { UE receives an RRCReconfiguration message including a reconfigurationWithSync for Intra-frequency DAPS handover with key change }
    then { PDCP entity associated with a DAPS bearer shall perform ciphering/deciphering, Integrity protection/verification under two sets of keys }
            }

(2)
with { UE in NR RRC_CONNECTED state and supporting Intra-frequency DAPS handover and receiving an RRCReconfiguration message including a reconfigurationWithSync for Intra-frequency DAPS handover with key change }
ensure that {
  when { UE has performed random access procedure to the target cell successfully }
    then { UE shall perform uplink data switching }
            }

(3)
with { UE in NR RRC_CONNECTED state and supporting Intra-frequency DAPS handover and receiving an RRCReconfiguration message including a reconfigurationWithSync for Intra-frequency DAPS handover with key change }
ensure that {
  when { upper layer requests a uplink data switching }
    then { UE shall send a PDCP status report for the DAPS bearer }
            }

(4)
with { UE in NR RRC_CONNECTED state and supporting Intra-frequency DAPS handover and receiving an RRCReconfiguration message including a reconfigurationWithSync for Intra-frequency DAPS handover with key change }
ensure that {
  when { upper layer requests a PDCP entity reconfiguration and the associated RLC entity is released for a radio bearer }
    then { UE shall send a PDCP status report for the DAPS bearer }
            }

7.1.3.4.3.2	Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 38.331 clause 5.3.5.5.2 and TS 38323 clause 4.2.2, 5.4.1, 5.8, 5.9 and 5.13. Unless otherwise stated these are Rel-16 requirements.
[TS 38.331, clause 5.3.5.5.2]
The UE shall perform the following actions to execute a reconfiguration with sync.
1>	if the AS security is not activated, perform the actions upon going to RRC_IDLE as specified in 5.3.11 with the release cause 'other' upon which the procedure ends;
…
1>	If any DAPS bearer is configured:
2>	create a MAC entity for the target cell group with the same configuration as the MAC entity for the source cell group;
2>	for each DAPS bearer:
3>	establish an RLC entity or entities for the target cell group, with the same configurations as for the source cell group;
3>	establish the logical channel for the target cell group, with the same configurations as for the source cell group;
NOTE 2b:	In order to understand if a DAPS bearer is configured, the UE needs to check the presence of the field daps-Config within the RadioBearerConfig IE received in radioBearerConfig or radioBearerConfig2.
2>	for each SRB:
3>	establish an RLC entity for the target cell group, with the same configurations as for the source cell group;
3>	establish the logical channel for the target cell group, with the same configurations as for the source cell group;
3>	suspend SRBs for the source cell group;
NOTE 3:	Void
2>	apply the value of the newUE-Identity as the C-RNTI in the target cell group;
2>	configure lower layers for the target SpCell in accordance with the received spCellConfigCommon;
2>	configure lower layers for the target SpCell in accordance with any additional fields, not covered in the previous, if included in the received reconfigurationWithSync.
[TS 38.323, clause 4.2.2]
The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity is carrying the data of one radio bearer. A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.
Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For split bearers and DAPS bearers, routing is performed in the transmitting PDCP entity.
A PDCP entity associated with DRB can be configured by upper layers TS 38.331 [3] to use header compression. In this version of the specification, the robust header compression protocol (ROHC) and the Ethernet header compression protocol (EHC) are supported. Each header compression protocol is independently configured for a DRB.


Figure 4.2.2-1: PDCP layer, functional view
Figure 4.2.2-2 represents the functional view of the PDCP entity associated with the DAPS bearer for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For DAPS bearers, the PDCP entity is configured with two sets of security functions and keys and two sets of header compression protocols.


Figure 4.2.2-2: PDCP layer associated with DAPS bearer, functional view
[TS 38.323, clause 5.4.1]
For AM DRBs configured by upper layers to send a PDCP status report in the uplink (statusReportRequired in TS 38.331 [3]), the receiving PDCP entity shall trigger a PDCP status report when:
-	upper layer requests a PDCP entity re-establishment;
-	upper layer requests a PDCP data recovery;
-	upper layer requests a uplink data switching;
-	upper layer reconfigures the PDCP entity to release DAPS and daps-SourceRelease is configured in TS 38.331 [3].
For UM DRBs configured by upper layers to send a PDCP status report in the uplink (statusReportRequired in TS 38.331 [3]), the receiving PDCP entity shall trigger a PDCP status report when:
-	upper layer requests a uplink data switching.
[TS 38.323, clause 5.8]
The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the MAC-I (see clause 6.3.4) and the data part of the PDCP Data PDU (see clause 6.3.3) except the SDAP header and the SDAP Control PDU if included in the PDCP SDU. The ciphering is not applicable to PDCP Control PDUs.
For downlink and uplink, the ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].
The ciphering function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
For DAPS bearers, the PDCP entity shall perform the ciphering or deciphering for the PDCP SDU using the ciphering algorithm and key either configured for the source cell or configured for the target cell, based on to/from which cell the PDCP SDU is transmitted/received.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in TS 33.501 [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).
[TS 38.323, clause 5.9]
The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. The integrity protection is always applied to PDCP Data PDUs of SRBs. The integrity protection is applied to sidelink SRB1, SRB2 and SRB3. The integrity protection is applied to PDCP Data PDUs of DRBs (including sidelink DRBs for unicast) for which integrity protection is configured. The integrity protection is not applicable to PDCP Control PDUs.
For downlink and uplink, the integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the integrity protection method shall be applied as specified in TS 33.501 [6].
The integrity protection function is activated/suspended/resumed by upper layers TS 38.331 [3]. When security is activated and not suspended, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
NOTE 1:	As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.
NOTE 2:	As the PC5-S message which activates the integrity protection function is itself integrity protected with the configuration included in this PC5-S message, this message needs first be decoded by upper layer before the integrity protection verification could be performed for the PDU in which the message was received.
For DAPS bearers, the PDCP entity shall perform the integrity protection or verification for the PDCP SDU using the integrity protection algorithm and key either configured for the source cell or configured for the target cell, based on to/from which cell the PDCP SDU is transmitted/received.
For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in TS 33.501 [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]). The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:
-	BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);
-	KEY (the integrity protection keys for the control plane and for the user plane are KRRCint and KUPint, respectively).
[TS 38.323, clause 5.13]
For DAPS bearers, when upper layers request uplink data switching, the transmitting PDCP entity shall:
-	for AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by the RLC entity associated with the source cell, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to uplink data switching to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
-	for UM DRBs, for all PDCP SDUs which have been processed by PDCP but which have not yet been submitted to lower layers, perform transmission of the PDCP SDUs in ascending order of the COUNT values to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
7.1.3.4.3.3	Test description
7.1.3.4.3.3.1	Pre-test conditions
System Simulator:
-	NR Cell 1 is the Serving cell and the power level is configured to ''Serving Cell” defined in TS 38.508-1 [4] Table 6.2.2.1-3.
-	NR Cell 2 is the Suitable neighbour intra-frequency cell and the power level is configured to '' Suitable neighbour intra-frequency cell” defined in TS 38.508-1 [4] Table 6.2.2.1-3
-	System information combination NR-2 as defined in TS 38.508-1 [4] clause 4.4.3.1.3 is used for both NR Cells
UE:
-	None.
Preamble:
-	The UE is in 3N-A state configured with DRB#1 in RLC AM mode according to TS 38.508-1 [4], Table 4.4A.2-3 and Test Loop Function (On) with UE test loop mode B activated according to TS 38.508-1 [4], table 4.5.4.2-3.
7.1.3.4.3.3.2	Test procedure sequence
Table 7.1.3.4.3.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCReconfiguration message containing reconfigurationWithSync to order UE to perform DAPS handover to NR Cell 2. DRB #1 is configured as DAPS bearer.
	<--
	NR RRC: RRCReconfiguration
	-
	-

	-
	EXCEPTION: In parallel with step 2-3, parallel behaviour defined in table 7.1.3.4.3.3.2-2 is executed repeatedly.
	-
	-
	-
	-

	2
	The SS sends one IP Packet to the UE via DRB#1 in NR Cell 1 and stops sending RLC acknowledgements.
	-
	-
	-
	-

	3
	Check: Does the UE loop back the IP packet received at step 2 in NR Cell 1?
	-
	-
	1
	P

	4
	The SS transmits Random Access Response to respond to the latest preamble in NR Cell 2.
	<-
	Random Access Response
	-
	-

	-
	EXCEPTION: Steps 5-7 can occur in any order.
	-
	-
	-
	-

	5
	The UE transmits an RRCReconfigurationComplete message in NR Cell 2.
	-->
	NR RRC: RRCReconfigurationComplete
	-
	-

	6
	Check: Does the UE loop back the IP packet received at step 2 in NR Cell 2?
	-
	-
	2
	P

	7
	Check: Does the UE send PDCP status report in NR Cell 2?
	-
	-
	3
	P

	8
	The SS transmits an RRCReconfiguration message with condition DAPS_HO_ReleaseSource in NR Cell 2.
	<--
	NR RRC: RRCReconfiguration
	-
	-

	-
	EXCEPTION: Steps 9-10 can occur in any order.
	-
	-
	-
	-

	9
	The UE transmits an RRCReconfigurationComplete message in NR Cell 2.
	-->
	NR RRC: RRCReconfigurationComplete
	-
	-

	10
	Check: Does the UE send PDCP status report in NR Cell 2?
	-
	-
	4
	P



Table 7.1.3.4.3.3.2-2: Parallel behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE transmits preamble to NR Cell 2.
	->
	(PRACH Preamble)
	-
	-



7.1.3.4.3.3.3	Specific message contents
Table 7.1.3.4.3.3.3-1: RRCReconfiguration (step 1, Table 7.1.3.4.3.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.8.1-1A with Condition RBConfig_KeyChange

	Information Element
	Value/remark
	Comment
	Condition

	RRCReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcReconfiguration SEQUENCE {
	
	
	

	      radioBearerConfig
	RadioBearerConfig with conditions (SRB_NR_PDCP and Re-establish_PDCP) and DRB1 AND DAPS_PDCP
	
	

	      nonCriticalExtension SEQUENCE{
	
	
	

	        masterCellGroup
	CellGroupConfig
	OCTET STRING (CONTAINING CellGroupConfig)
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 7.1.3.4.3.3.3-2: CellGroupConfig (Table 7.1.3.4.3.3.3-1)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-19

	Information Element
	Value/remark
	Comment
	Condition

	CellGroupConfig ::= SEQUENCE {
	
	
	

	  rlc-BearerToAddModList SEQUENCE (SIZE(1..maxLCH)) OF RLC-BearerConfig {
	3 entries
	
	

	    RLC-BearerConfig[1]
	RLC-BearerConfig with conditions SRB1 and Re-establish_RLC
	entry 1
	

	    RLC-BearerConfig[2]
	RLC-BearerConfig with conditions SRB2 and Re-establish_RLC
	entry 2
	

	    RLC-BearerConfig[3]
	RLC-BearerConfig with conditions AM, DRB2 except drb-Identity of servedRadioBearer shall set to DRB-Identity with condition DRB1
	entry3
	

	  }
	
	
	

	  spCellConfig SEQUENCE {
	
	
	

	    reconfigurationWithSync SEQUENCE {
	
	
	

	      spCellConfigCommon SEQUENCE {
	
	
	

	        physCellId
	Physical Cell Identity of NR Cell 2
	
	

	      }
	
	
	

	      rach-ConfigDedicated CHOICE {
	
	
	

	        uplink
	RACH-ConfigDedicated
	OCTET STRING (CONTAINING RACH-ConfigDedicated)
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 7.1.3.4.3.3.3-3: RACH-ConfigDedicated (Table 7.1.3.4.3.3.3-2)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-129

	Information Element
	Value/remark
	Comment
	Condition

	RACH-ConfigDedicated ::= SEQUENCE {
	
	
	

	  cfra SEQUENCE {
	
	
	

	    occasions SEQUENCE {
	
	
	

	      rach-ConfigGeneric
	RACH-ConfigGeneric
	OCTET STRING (CONTAINING RACH-ConfigGeneric)
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	



Table 7.1.3.4.3.3.3-4: RACH-ConfigGeneric (Table 7.1.3.4.3.3.3-3)
	Derivation Path: TS 38.508-1 [4], Table 4.6.3-130

	Information Element
	Value/remark
	Comment
	Condition

	RACH-ConfigGeneric ::= SEQUENCE {
	
	
	

	  preambleTransMax
	n200
	
	

	}
	
	
	



Table 7.1.3.4.3.3.3-5: RRCReconfiguration (step 8, Table 7.1.3.4.3.3.2-1)
	Derivation Path: TS 38.508-1 [4], Table 4.8.1-1A with Condition DAPS_HO_ReleaseSource
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