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7.1.3.3
PDCP Ciphering and deciphering

7.1.3.3.1
Ciphering and deciphering / Correct functionality of encryption algorithm SNOW3G / SRB / DRB

7.1.3.3.1.1
Test Purpose (TP)

(1)

(1)

with { UE in RRC_CONNECTED state and SRB is configured with NR-PDCP }

ensure that {

  when { Functionality of encryption algorithms with SNOW3G is taken into use on SRB }

    then { UE performs correct ciphering/deciphering function in NR-PDCP entity associated with SRB }

            }

(2)

with { UE in RRC_CONNECTED state }

ensure that {

  when { Functionality of encryption algorithms with SNOW3G is taken into use on DRB }

    then {UE performs correct ciphering/deciphering function in NR-PDCP entity associated with DRB }

            }

7.1.3.3.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 38.323 clause 5.8, TS 33.501 clauses 5.6.1, D.2.1.1 and TS 36.331 clause 6.3.2. Unless otherwise stated these are Rel-15 requirements.

[TS 38.323, clause 5.8]

The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the data part of the PDCP Data PDU (see subclause 6.3.3) except the SDAP header if included in the PDCP SDU, and the MAC-I (see subclause 6.3.4). The ciphering is not applicable to PDCP Control PDUs.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers TS 38.331 [3] and the ciphering method shall be applied as specified in TS 33.501 [6].

The ciphering function is activated by upper layers TS 38.331 [3]. When security is activated, the ciphering function shall be applied to all PDCP Data PDUs indicated by upper layers TS 38.331 [3] for the downlink and the uplink, respectively.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in TS 33.501 [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in TS 33.501 [6]).The parameters required by PDCP which are provided by upper layers TS 38.331 [3] are listed below:

-
BEARER (defined as the radio bearer identifier in TS 33.501 [6]. It will use the value RB identity –1 as in TS 38.331 [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).

[TS 33.501, clause 5.6.1]
All Identifiers and names specified in this subclause are for5G. 

Each Encryption Algorithm used for 5G will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0


Null ciphering algorithm;

"00012"         128-NEA1

128-bit SNOW 3G based algorithm;

"00102"         128-NEA2

128-bit AES based algorithm; and

"00112"         128-NEA3

128-bit ZUC based algorithm.

128-NEA1 is based on SNOW 3G (see TS35.215 [14]).

128-NEA2 is based on 128-bit AES [15] in CTR mode [16].

128-NEA3 is based on 128-bit ZUC (sseTS35.221 [18]).

Full details of the algorithms are specified in Annex D.

[TS 33.501, clause D.2.1.1]
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.

Editor’s Note: For NAS layer security, the inputs may need to change depending on the solution that is selected for having simultaneous NAS connections for 3GPP and non-3GPP.

Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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Figure D.2.1.1-1: Ciphering of data

Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.

The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.

[TS 36.331, clause 6.3.3]
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs).

…

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.501 [11]. The algorithms nea0-nea3 are identical to the LTE algorithms eea0-3. For EN-DC, the algorithms configured for bearers using KeNB shall be the same as for all bearers using KeNB.

	integrityProtAlgorithm

For EN-DC, this IE indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.501 [11]. The algorithms nia0-nia3 is identical to the LTE algorithms eia0-3. For EN-DC, the algorithms configured for SRBs using KeNB shall be the same as for all SRBs using KeNB.


7.1.3.3.1.3
Test description

7.1.3.3.1.3.1
Pre-test conditions

-
Same Pre-test conditions as in clause 7.1.3.0 with the exception that ciphering algorithm ‘nea1 (SNOW3G)’ is configured.

-
IF pc_EN_DC OR pc_NGEN_DC is set to true, same Pre-test conditions as in clause 7.1.3.0 with the exception that ciphering algorithms ‘eea1 (SNOW3G)’ and ‘nea1 (SNOW3G)’ are configured, then RRCConnectionReconfiguration message including MobilityControlInfo IE is transmitted on E-UTRA Cell 1 to reconfigure SRB1, SRB2 and MCG DRB from E-UTRA PDCP to NR PDCP.

7.1.3.3.1.3.2
Test procedure sequence

Table 7.1.3.3.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	Exception steps 1a1 to 1b2 depends on UE configuration.
	-
	-
	-
	-

	1a1
	For EN-DC or NGEN-DC,

the SS sends EUTRA RRC UECapabilityEnquiry including RAT-Type eutra message to the UE.
	<--
	RRC:UECapabilityEnquiry
	-
	-

	1a2
	Check: Does the UE send a EUTRA RRC UECapabilityInformation message?
	-->
	RRC:UECapabilityInformation
	1
	P

	1b1
	ELSE the SS sends NR RRC UECapabilityEnquiry message to the UE.
	<--
	NR RRC:UECapabilityEnquiry
	-
	-

	1b2
	Check: Does the UE send a NR RRC UECapabilityInformation message?
	-->
	NR RRC:UECapabilityInformation
	1
	P

	-
	EXCEPTION: steps 2a1-2a2 depends on UE configuration, executed if SCG DRB is configured
	-
	-
	-
	-

	2a1
	For EN-DC or NGEN-DC, SS transmits PDCP PDU on SCG DRB ciphered.
	<--
	PDCP PDU
	-
	-

	2a2
	Check: Does the UE transmit looped back PDCP PDU ciphered on SCG DRB?
	-->
	PDCP PDU
	2
	P

	3
	SS transmits PDCP PDU on MCG DRB ciphered.
	<--
	PDCP PDU
	-
	-

	4
	Check: Does the UE transmit looped back PDCP PDU ciphered on MCG DRB?
	-->
	PDCP PDU
	2
	P


7.1.3.3.1.3.3
Specific message contents

Table 7.1.3.3.1.3.3-1: RRCConnectionReconfiguration (Preamble for EN-DC or NGEN-DC)
	Derivation Path: 36.508[47] Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r8 ::= SEQUENCE {
	
	
	

	        mobilityControlInfo
	MobilityControlInfo-HO-SameCell
	As per Table 7.1.3.3.1.3.3-2
	

	        radioResourceConfigDedicated
	RadioResourceConfigDedicated-DRB-Rel-Add
	As per Table 7.1.3.3.1.3.3-3
	

	        nonCriticalExtension ::= SEQUENCE {
	
	
	

	          nonCriticalExtension ::= SEQUENCE {
	
	
	

	            nonCriticalExtension ::= SEQUENCE {
	
	
	

	              nonCriticalExtension ::= SEQUENCE {
	
	
	

	                nonCriticalExtension ::= SEQUENCE {
	
	
	

	                  nonCriticalExtension ::= SEQUENCE {
	
	
	

	                    nonCriticalExtension ::= SEQUENCE {
	
	
	

	                      nonCriticalExtension ::= SEQUENCE {
	
	
	

	                        nr-Config-r15 CHOICE {
	
	
	

	                          setup SEQUENCE {
	
	
	

	                            nr-SecondaryCellGroupConfig-r15
	OCTET STRING including the RRCReconfiguration message according to TS 38.508-1 [4], table 4.6.1-13 with condition EN-DC_HO.
	
	

	                          }
	
	
	

	                        }
	
	
	

	                        sk-Counter-r15
	Increment the value by 1 from the previous value
	
	

	                        nr-RadioBearerConfig1-r15
	OCTET STRING including RadioBearerConfig according TS 38.508-1 [4], table 4.6.3-132 with condition EN-DC_DRB and Re-establish_PDCP 
	
	

	                        nr-RadioBearerConfig2-r15
	OCTET STRING including RadioBearerConfig according TS 38.508-1 [4], table 4.6.3-132 with conditions SRB_NR_PDCP and MCG_NR_PDCP
	
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 7.1.3.3.1.3.3-2: MobilityControlInfo-HO-SameCell (Table 7.1.3.3.1.3.3-1)

	Derivation Path: 36.508 [7], Table 4.6.5-1

	Information Element
	Value/remark
	Comment
	Condition

	MobilityControlInfo-HO ::= SEQUENCE {
	
	
	

	  targetPhysCellId
	PhysicalCellIdentity of E-UTRA Cell 1
	
	

	  carrierFreq
	Not present
	
	

	}
	
	
	


Table 7.1.3.3.1.3.3-3: RadioResourceConfigDedicated-DRB-Rel-Add (Table 7.1.3.3.1.3.3-1)

	Derivation Path: 36.508 [7], Table 4.6.3-19AAAAAD

	Information Element
	Value/remark
	Comment
	Condition

	RadioResourceConfigDedicated-SRB2-DRB ::= SEQUENCE {
	
	
	

	  srb-ToAddModList
	Not present
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod {
	1 entry
	
	

	    drb-ToAddMod[1]
	DRB-ToAddMod-DEFAULT (8) using condition AM except pdcp-Config not included
	entry 1

See TS 36.508 subclause 4.8.2
	

	  }
	
	
	

	  drb-ToReleaseList SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity {
	1 entry
	
	

	    DRB-Identity[1]
	8
	entry 1

Same as the DRB Identity associated with the default EPS bearer
	

	  }
	
	
	

	}
	
	
	


7.1.3.3.2
Ciphering and deciphering / Correct functionality of encryption algorithm AES / SRB / DRB

7.1.3.3.2.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state and SRB is configured with NR-PDCP }

ensure that {

  when { Functionality of encryption algorithms with AES is taken into use on SRB }

    then { UE performs correct ciphering/deciphering function in NR-PDCP entity associated with SRB }

            }

(2)

with { UE in RRC_CONNECTED state }

ensure that {

  when { Functionality of encryption algorithms with AES is taken into use on DRB }

    then {UE performs correct ciphering/deciphering function in NR-PDCP entity associated with DRB }

            }

7.1.3.3.2.2
Conformance requirements

Same conformance requirement as in clause 7.1.3.3.1.2.

7.1.3.3.2.3
Test description

7.1.3.3.2.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.1.3.3.1.3.1 with the exception that ciphering algorithm ‘nea2 (AES)’ and ‘eea2 (AES)’ is configured.

7.1.3.3.2.3.2
Test procedure sequence

Same Test procedure sequence as in clause 7.1.3.3.1.3.2

7.1.3.3.2.3.3
Specific message contents

None

7.1.3.3.3
Ciphering and deciphering / Correct functionality of encryption algorithm ZUC / SRB / DRB

7.1.3.3.3.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state and SRB is configured with NR-PDCP} 

ensure that {

  when { Functionality of encryption algorithms with ZUC is taken into use on SRB }

    then { UE performs correct ciphering/deciphering function in NR-PDCP entity associated with SRB }

            }

(2)

with { UE in RRC_CONNECTED state and DRB is configured with NR-PDCP} 

ensure that {

  when { Functionality of encryption algorithms with ZUC is taken into use on DRB }

    then { UE performs correct ciphering/deciphering function in NR-PDCP entity associated with DRB }

            }

7.1.3.3.3.2
Conformance requirements

Same conformance requirement as in clause 7.1.3.3.1.2.

7.1.3.3.3.3
Test description

7.1.3.3.3.3.1
Pre-test conditions

Same Pre-test conditions as in clause 7.1.3.3.1.3.1 with the exception that ciphering algorithm ‘nea3 (ZUC)’ and ‘eea3 (ZUC)’ is configured.

7.1.3.3.3.3.2
Test procedure sequence

Same Test procedure sequence as in clause 7.1.3.3.1.3.2.

7.1.3.3.3.3.3
Specific message contents

None
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