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6.2.11
On-network / Private Call / Within a pre-established session / Manual Commencement Mode / Without Floor Control / Release of the Call and the pre-established session / Client Terminated (CT)

6.2.11.1
Test Purpose (TP)

(1)

with { UE (MCPTT Client) registered and authorized for MCPTT Service, including authorized to receive private calls with manual commencement, and, having established a pre-established session, without End-to-end communication security and without floor control }

ensure that {

  when { the UE (MCPTT Client) receives a SIP re-INVITE message as a part of request for establishment of a client Terminated MCPTT private call, within the pre-established session, Manual Commencement Mode }

    then { UE (MCPTT Client) notifies the User for the incoming call responding to the Server with a SIP 180 (Ringing) message, and, after the User accepts the call sends to the Server a SIP 200 (OK) message }

            }

(2)

with { UE (MCPTT Client) registered and authorized for MCPTT Service, including authorized to receive private calls with automatic commencement, and, having established a pre-established session, Automatic Commencement Mode without End-to-end communication security and without floor control, and, the User having accepted a request for the establishment of a client Terminated MCPTT private call within the pre-established session }

ensure that {

  when { the UE (MCPTT Client) receives a media plane control Connect message as a part of request for establishment of a client Terminated MCPTT private call, within the pre-established session }

    then { UE (MCPTT Client) sends a media plane control Acknowledgement message accepting the establishment of the media plane and thereby the establishment of the MCPTT private call }

            }

(3)

with { UE (MCPTT Client) having Private Call Within a pre-established session }

ensure that {

  when { the MCPTT User (MCPTT Client) is informed for the termination of the ongoing MCPTT private call by the Server sending a SIP BYE message }

    then { UE (MCPTT Client) accepts the request and after sending a SIP 200 (OK) response terminates the call and the pre-established MCPTT session }

            }

6.2.11.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.379 clauses 6.2.3.1.1, 6.2.3.2.1, 6.2.6, 11.1.1.2.1.2, 11.1.1.2.2.2, 11.1.2.2, TS 24.380 clauses 4.1.2.1, 4.1.2.3, 9.2.2.3.2. Unless otherwise stated these are Rel-13 requirements.

[TS 24.379, clause 6.2.3.1.1]

2)
shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;

3)
shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP 200 (OK) response;

4)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP 200 (OK) response;

5)
shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [7]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";

6)
shall, if the incoming SIP INVITE request contains a Replaces header field, include in the SDP answer in the SIP 200 (OK) response to the SDP offer the parameters used for the pre-established session identified by the contents of the Replaces header field;

7)
shall, if the incoming SIP INVITE request does not contain a Replaces header field, include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [4] with the clarifications given in subclause 6.2.2;

NOTE:
In the case of a new emergency call where the terminating client is using a pre-established session, the SIP INVITE request containing a Replaces header is used to replace the pre-established session.

8)
shall send the SIP 200 (OK) response towards the MCPTT server according to rules and procedures of 3GPP TS 24.229 [4];

9)
shall, if the incoming SIP INVITE request contains a Replaces header field, release the pre-established session identified by the contents of the Replaces header field; and
10)
shall interact with the media plane as specified in 3GPP TS 24.380 [5] subclause 6.2.

When NAT traversal is supported by the MCPTT client and when the MCPTT client is behind a NAT, generation of SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [15].

[TS 24.379, clause 6.2.3.2.1]

The MCPTT client:

1)
shall accept the SIP INVITE request and generate a SIP 180 (Ringing) response according to rules and procedures of 3GPP TS 24.229 [4];

2)
shall include the option tag "timer" in a Require header field of the SIP 180 (Ringing) response;

3)
shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP 180 (Ringing) response;
4)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field of the SIP 180 (Ringing) response; and

5)
shall send the SIP 180 (Ringing) response to the MCPTT server.

When sending the SIP 200 (OK) response to the incoming SIP INVITE request, the MCPTT client shall follow the procedures in subclause 6.2.3.1.1.

When NAT traversal is supported by the MCPTT client and when the MCPTT client is behind a NAT, generation of SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [15].

[TS 24.379, clause 6.2.6]

Upon receiving a SIP BYE request, the MCPTT client:

1)
shall interact with the media plane as specified in 3GPP TS 24.380 [5]; and

2)
shall send SIP 200 (OK) response towards MCPTT server according to 3GPP TS 24.229 [4].

[TS 24.379, clause 11.1.1.2.1.2]

Upon receipt of an initial SIP INVITE request, the MCPTT client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [4] with the clarifications below.
The MCPTT client:

...

4)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.179 [46];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.179 [46];

d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.179 [46]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.179 [46];

NOTE:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.

...
8)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.1 if either of the following conditions are met:
a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCPTT service setting at the invited MCPTT client for answering the call is set to manual commencement mode; or

[TS 24.379, clause 11.1.1.2.2.2]

The MCPTT client shall follow the procedures for termination of multimedia sessions as specified in subclause 11.1.1.2.1.2 with the following clarifications:

...

2)
if the MCPTT client is targeted for a new normal priority private call, the MCPTT client receives a SIP re-INVITE request rather than a SIP INVITE request.

[TS 24.379, clause 11.1.2.2]

Upon receipt of an initial SIP INVITE request for the private call with an SDP offer not including a media-level section for a media-floor control entity, the MCPTT client shall consider it as the request for private call without floor control and shall follow the procedures as specified in subclause 11.1.1.2.1.2 for on-demand session and subclause 11.1.1.2.2.2 for pre-established session.

[TS 24.380, clause 4.1.2.1]

A pre-established session can be used when initiating a pre-arranged group call, a chat group call or a private call. Similarly a pre-established session can be released for reuse after the termination of  a pre-arranged group call, chat group call and private call.

The media plane control messages related to call setup over a pre-established session are sent over the channel used for media plane control. The media plane control messages related to the release of a call which was setup over a pre-established session, without terminating the pre-established session, are sent over the channel used for media plane control. The unicast channel for media plane control is over the MCPTT-4 reference point.

[TS 24.380, clause 4.1.2.3]

A call setup over a pre-established session can also be released by using the specifications in 3GPP TS 24.379 [2] (without the use of Disconnect message) as a result the pre-established session, which has been used for this call, is also released.

[TS 24.380, clause 9.2.2.3.2]

Upon reception of a Connect message:

1.
if the MCPTT client accepts the incoming call the MCPTT client:

a.
shall send the Acknowledgement message with Reason Code field set to 'Accepted';

b.
shall use only the media streams of the pre-established session which are indicated as used in the associated call session Media Streams field, if the Connect contains a Media Streams field;

c.
shall create an instance of the 'Floor participant state transition diagram for basic operation' as specified in subclause 6.2.11; and

d. shall enter the 'U: Pre-established session in use' state; or

6.2.11.3
Test description

6.2.11.3.1
Pre-test conditions

System Simulator:

-
SS (MCPTT server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document).

IUT:

-
UE (MCPTT client)

-
The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in TS 36.579-1 [2], subclause 5.4.2.

-
The MCPTT User performs the Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2.

-
The MCPTT User performs the Generic Test Procedure for MCPTT pre-established session establishment CO as specified in TS 36.579-1 [2], subclause 5.3.3.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCPTT Client Application has been activated and User has registered-in as the MCPTT User with the Server as active user at the Client.

6.2.11.3.2
Test procedure sequence

Table 6.2.11.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC related actions which are related to the call establishment are described in TS 36.579-1 [2], subclause 5.4.4 'Generic Test Procedure for MCPTT CT communication in E-UTRA'. The test sequence below shows only the MCPTT relevant messages exchanged.
	-
	-
	-
	-

	1
	The SS (MCPTT server) sends SIP re-INVITE to request establishment of an MCPTT private call using the pre-established in the preamble session, Manual Commencement Mode and no floor control.

Note: The session has been established by the UE (MCPTT Client) and the request is for manual answer mode therefore INVITE is used for establishing the call as specified in TS 24.380 [10], clause 9.3.2.3.3.
	<--
	SIP re-INVITE
	-
	-

	2
	Check: Does the UE (MCPTT client) send a SIP 180 (Ringing)?
	-->
	SIP 180 (Ringing)
	1
	P

	3
	Check: Does the UE (MCPTT client) send a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	1
	P

	4
	The SS (MCPTT server) sends a Connect message.
	<--
	Connect
	-
	-

	5
	Check: Does the UE (MCPTT Client) send an Acknowledge?
	-->
	Acknowledgement
	1
	P

	6
	Check: Does the UE (MCPTT client) notify the user that the call has been successfully established?

NOTE: This is expected to be done via a suitable implementation dependent MMI
	-
	-
	1
	P

	7
	Wait for 5 sec.
	-
	-
	-
	-

	8
	The SS (MCPTT server) sends a SIP BYE request.
NOTE: This way of release is used to trigger not only release of the call but also release of the pre-established session, see TS 24.380 [10], clause 4.1.2.3. Whether the session was released is then verified with the step 12.
	<--
	SIP BYE
	-
	-

	9
	Check: Does the UE (MCPTT client) send a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	2
	P

	10
	Check: Does the UE (MCPTT client) notify the user that the call has been terminated?

NOTE: This is expected to be done via a suitable implementation dependent MMI
	-
	-
	2
	P

	11
	Wait for 5 sec to capture any not allowed behaviour.
	-
	-
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection
	-
	-
	-
	-

	12
	Make the UE (MCPTT User) request the establishment of an MCPTT private call, manual commencement mode, and no floor control.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 36.579-1 [2], subclause 5.4.3 'Generic Test Procedure for MCPTT CO communication in E-UTRA'. The test sequence below shows only the MCPTT relevant messages exchanged.
	-
	-
	-
	-

	13
	Check: Does the UE (MCPTT client) send an initial SIP INVITE request not offering a media-level section for a media-floor control entity requesting the establishment of an MCPTT private call, manual commencement mode?

Note: If the session was not terminated then the UE (MCPTT client) will send a REFER.
	-->
	SIP INVITE
	2
	P

	14
	The SS (MCPTT server) sends SIP 180 (Ringing).
	<--
	SIP 180 (Ringing)
	-
	-

	15
	The SS (MCPTT server) sends SIP 183 (Session Progress).
	<--
	SIP 183 (Session Progress)
	-
	-

	16
	The SS (MCPTT server) sends SIP 200 (OK). SSRC identifier is assigned.
	<--
	SIP 200 (OK)
	-
	-

	17
	Make the UE (MCPTT User) request termination of the MCPTT private call.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	18
	The UE (MCPTT client) sends a SIP BYE request.
	-->
	SIP BYE
	-
	-

	19
	The SS (MCPTT server) sends SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection
	-
	-
	-
	-

	NOTE 1:
The media plane control messages related to call setup/release over a pre-established session are sent over the channel used for media plane control.


6.2.11.3.3
Specific message contents

Table 6.2.11.3.3-1: SIP re-INVITE (Step 1, Table 6.2.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], table 5.5.2.5.1-1, conditions PRIVATE-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Answer-Mode
	
	
	
	

	  answer-mode-value
	"Manual"
	
	
	

	Message-body
	
	
	
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	
	

	    MIME-part-body
	SDP message as described in Table 6.2.11.3.3-2
	
	
	


Table 6.2.11.3.3-2: SDP Message in SIP re-INVITE (Table 6.2.11.3.3-1)

	Derivation Path: TS 36.579-1 [2], table 5.5.3.1.2-1, condition PRIVATE-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	  media description
	Not included
	m= line

media = application
	No Floor control requested
	

	  Connection Data
	Not included
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	  media attribute
	Not included
	a= line

attribute = fmtp
	
	


Table 6.2.11.3.3-3: SIP 200 (OK) (Steps 3, 16, Table 6.2.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Content-Type
	
	
	
	

	  media-type
	"application/sdp"
	
	
	

	Message-body
	
	
	
	

	  SDP Message
	As described in Table 6.2.11.3.3-4
	
	
	


Table 6.2.11.3.3-4: SDP Message in SIP 200 (OK) (Table 6.2.11.3.3-3)

	Derivation Path: TS 36.579-1 [2], table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	  media description
	Not included
	m= line

media = application
	No Floor control requested
	

	  Connection Data
	Not included
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	  media attribute
	Not included
	a= line

attribute = fmtp
	
	


Table 6.2.11.3.3-5: SIP 200 (OK) (Steps 9, 19, Table 6.2.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], table 5.5.2.17.1.2-1


Table 6.2.11.3.3-6: Connect (Step 4, Table 6.2.11.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.6.12-1, condition PRIVATE-CALL

	Information Element
	Value/remark
	Comment
	Condition

	MCPTT Session Identity field
	
	
	

	  Session Type
	00000001
	private
	

	Media Streams
	
	
	

	  Control Channel
	0
	no floor control is used during the session
	

	Answer State field
	
	
	

	  Answer State
	1
	Confirmed (using automatic commencement mode)
	


Table 6.2.11.3.3-7: Acknowledgement (Step 5, Table 6.2.11.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.6.14-1.


Table 6.2.11.3.3-8: SIP INVITE (Step 13, Table 6.2.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], table 5.5.2.5.1-1, conditions PRIVATE-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Answer-Mode
	
	
	
	

	  answer-mode-value
	"Manual"
	
	
	

	Content-Type
	
	
	
	

	  Content-Length
	
	
	
	

	    Message-body
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	        SDP Message
	As described in Table 6.2.11.3.3-9
	
	
	


Table 6.2.11.3.3-9: SDP Message in SIP INVITE (Table 6.2.11.3.3-8)

	Derivation Path: TS 36.579-1 [2], table 5.5.3.1.1-1, condition PRIVATE-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	  media description
	Not included
	m= line

media = application
	No Floor control requested
	

	  Connection Data
	Not included
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	  media attribute
	Not included
	a= line

attribute = fmtp
	
	


