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9.2.1.1
EAP based primary authentication and key agreement

9.2.1.1.1
Test Purpose (TP)

Same TP's as clause 9.1.1.1.1

9.2.1.1.2
Conformance requirements

Same Conformance requirements as in clause 9.1.1.1.2.

9.2.1.1.3
Test description

9.2.1.1.3.1
Pre-test conditions

System Simulator:

-
WLAN Cell 27

UE:

-
None.

Preamble:

-
The UE is in state Switched OFF (state 0W-B) according to TS 38.508-1 [4].

9.2.1.1.3.2
Test procedure sequence

Table 9.2.1.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2-4
	The UE initiates establishment of an IPsec tunnel and registration procedure by executing steps 1-3 of Table 4.5.2.2-3 in TS 38.508-1 [4].
	-
	-
	-
	-

	5
	SS transmits an AUTHENTICATION REQUEST message with an EAP-Request/AKA'-Identity message.
	<--
	5GMM: AUTHENTICATION REQUEST
	
	

	6
	Check: Does the UE respond with an AUTHENTICATION RESPONSE message, with an EAP-Response/AKA'-Identity message?
	-->
	5GMM: AUTHENTICATION RESPONSE
	1
	P

	7
	SS transmits an AUTHENTICATION REQUEST message with an EAP-Request/AKA'-challenge message which contains a not correct sequence number.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	8
	Check: Does the UE respond with an AUTHENTICATION RESPONSE message, with an EAP-Response/AKA’-synchronization-failure?
	-->
	5GMM: AUTHENTICATION RESPONSE
	2
	P

	9
	SS transmits a correct AUTHENTICATION REQUEST message with an EAP-Request/AKA'-challenge message.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	10
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message, with an EAP-Request/AKA'-challenge message?
	-->
	5GMM: AUTHENTICATION RESPONSE
	3
	P

	11
	SS transmits an AUTHENTICATION RESULT message with an EAP-success message.
	<--
	5GMM: AUTHENTICATION RESULT
	-
	-

	12-14
	The registration procedure is performed by executing steps 6-8 of Table 4.5.2.2-3 in TS 38.508-1 [4].
	-
	-
	-
	-

	15
	Check: Does the UE transmits a REGISTRATION COMPLETE message?
	-->
	5GMM: REGISTRATION  COMPLETE
	4
	P

	16
	The registration procedure is successfully completed by executing steps 10 of Table 4.5.2.2-3 in TS 38.508-1 [4].
	-
	-
	-
	-


9.2.1.1.3.3
Specific message contents

Table 9.2.1.1.3.3-1: Message AUTHENTICATION REQUEST (step 5, Table 9.2.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-1

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-request/AKA'-Identity
	See Table 4.7.3.2-7 in TS 38.508-1 [4].
	EAP-AKA


Table 9.2.1.1.3.3-2: Message AUTHENTICATION RESPONSE (step 6, Table 9.2.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-2

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-response/AKA'-Identity
	See Table 4.7.3.2-8 in TS 38.508-1 [4].
	EAP-AKA


Table 9.2.1.1.3.3-3: Message AUTHENTICATION REQUEST (step 7, Table 9.2.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-1

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-request/AKA'- challenge
	The sequence number in AUTN is not correct
	EAP-AKA


Table 9.2.1.1.3.3-4: Message AUTHENTICATION RESPONSE (step 8, Table 9.2.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-2

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-response/AKA'-synchronization-failure
	See Table 4.7.3.2-5 in TS 38.508-1 [4].
	EAP-AKA


Table 9.2.1.1.3.3-5: Message AUTHENTICATION RESPONSE (step 10, Table 9.2.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-2

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-Response/AKA'-Challenge
	RES* equal to the XRES* calculated in the SS with the parameters provided/indicated in the AUTHENTICATION REQUEST
	EAP-AKA


Table 9.2.1.1.3.3-6: Message AUTHENTICATION RESULT (step 11, Table 9.2.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-3

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-Success
	
	EAP-AKA


