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5.5.4.10
HTTP Message Bodies

5.5.4.10.1
Authentication Request

Table 5.5.4.10.1-1: Authentication Request
	Derivation Path: TS 33.180 [94], subclause B.4.2.2

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	response-type
	"code"
	For native MCPTT clients the value shall be set to "code"
	OpenID Connect 1.0 [95]
	

	client_id
	px_MCX_OAuth_ClientId_A
	Identifier of the MCPTT client making the API request
	OpenID Connect 1.0 [95]
	

	scope
	"openid" 


	Scope values are expressed as a list of space-delimited, case-sensitive strings which indicate which MCS resource servers the client is requesting access to.
"openid" is defined by the OpenID Connect standard and is mandatory
	TS 33.180 [94]
OpenID Connect 1.0 [95]
	

	
	"3gpp:mc:ptt_service" "3gpp:mc:ptt_key_management_service" "3gpp:mc:ptt_config_management_service" "3gpp:mc:ptt_group_management_service" 
NOTE: the list may contain further scope values which are not checked
	Additional authorization scopes when the UE supports MCPTT
	
	MCPTT

	
	"3gpp:mc:video_service" "3gpp:mc:video_key_management_service" "3gpp:mc:video_config_management_service" "3gpp:mc:video_group_management_service" 
NOTE: the list may contain further scope values which are not checked
	Additional authorization scopes when the UE supports MCVideo
	
	MCVIDEO

	
	"3gpp:mc:data_service" "3gpp:mc:data_key_management_service" "3gpp:mc:data_config_management_service" "3gpp:mc:data_group_management_service" 
NOTE: the list may contain further scope values which are not checked
	Additional authorization scopes when the UE supports MCData
	
	MCDATA

	redirect_uri
	px_MCX_OAuth_RedirectURI_A
	The URI of the MCPTT client to which the IdM server will redirect the MCPTT client's user agent in order to return the authorization code
	OpenID Connect 1.0 [95]
	

	state
	any value as selected by the UE
	An opaque value used by the MCPTT client to maintain state between the authentication request and authentication response
	OpenID Connect 1.0 [95]
	

	acr-values
	"3gpp:acr:password"
	Space-separated string that specifies the acr values that the IdM server is being requested to use for processing this authentication request
	TS 33.180 [94]
	

	code-challenge
	any value
	base64url-encoded SHA-256 challenge: hash of the code_verifier selected by the UE
	TS 33.180 [94]

RFC 7636 [100]
	

	codechallenge-method
	"S256"
	The hash method used to transform the code verifier to produce the code challenge
	TS 33.180 [94]

RFC 7636 [100]
	


[Text skipped here]

5.5.4.10.4
Token Response

Table 5.5.4.10.4-1: Token Response

	Derivation Path: TS 33.180 [94], subclause B.4.2.5

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	access_token
	
	The access token. The access token is opaque to the MCPTT client
	RFC 6749 [77]
TS 33.180 [94]
	

	{
	
	
	
	

	  {
	
	Header Algorithm
	
	

	    "kid"
	"jws-rsa"
	hint indicating which key was used to secure the JWS: name of the RSA public key in case of RS256

Editor’s note:
value to be confirmed
	RFC 7515 [102]
	

	    "alg"
	"RS256"
	identifies the cryptographic algorithm used to secure the JWS: RSASSA-PKCS1-v1_5 SHA-256 digital signature

Editor’s note:
value to be confirmed
	RFC 7515 [102]
	

	  }
	
	
	
	

	  {
	
	Payload Data
	RFC 7519 [101]
	

	    "mcptt_id"
	px_MCPTT_ID_User_A
	URI of the MCPTT client User this is a globally unique identifier within the MCPTT service that represents the MCPTT user
	TS 24.380

TS 24.483
	

	    "scope"
	"openid" 

	list of space-delimited, case-sensitive strings to inform the client of the scope of the access token issued and is OPTIONAL, if identical to the scope requested by the client otherwise REQUIRED

"openid" is defined by the OpenID Connect standard and is mandatory regardless from the MCS context in which the message is used
	RFC 6749 [77]

TS 33.180 [94] B.2.2.2
OpenID Connect 1.0 [95]
	

	
	"3gpp:mc:ptt_service" "3gpp:mc:ptt_key_management_service" "3gpp:mc:ptt_config_management_service" "3gpp:mc:ptt_group_management_service" 
	
	
	MCPTT

	
	"3gpp:mc:video_service" "3gpp:mc:video_key_management_service" "3gpp:mc:video_config_management_service" "3gpp:mc:video_group_management_service" 
	
	
	MCVIDEO

	
	"3gpp:mc:data_service" "3gpp:mc:data_key_management_service" "3gpp:mc:data_config_management_service" "3gpp:mc:data_group_management_service" 
	
	
	MCDATA

	    "exp"
	Current system time + 7199 seconds;

the system time is the number of seconds since 00:00:00 UTC on 1 January 1970
	Number containing a NumericData value identifies the expiration time on or after which the JWT MUST NOT be accepted for processing

Editor’s note: value to be confirmed
	RFC 7519 [101]

TS 33.180 [94]
	

	    “client_id”
	Same value as received in the token request
	Identifier of the MCPTT client making the API request
	TS 33.180 [94]
	

	  }
	
	
	
	

	  Signature
	HASH [base64UrlEncode(header) + "." +  base64UrlEncode(payload))


	Created by the hash algorithm corresponding to the algorithm provided in the header
	RFC 7515 [102]
	

	}
	
	
	
	

	refresh_token
	"Y7NSzUJuS0Jp7G4SKpBKSOJVHIZxFbxqsqCIZhOEk9"
	Arbitrarily selected string: 
The refresh token that can be used to refresh the access token and avoid having to prompt the user for authentication again
	RFC 6749 [77]
	

	id_token
	
	The MCPTT client may validate the user with the ID token and configure itself for the user
	RFC 6749 [77]

TS 33.180 [94]
	

	{
	
	
	
	

	  {
	
	Header Algorithm
	RFC 7515 [102]
	

	    "kid"
	"jws-rsa"
	hint indicating which key was used to secure the JWS

Editor’s note: value to be confirmed
	
	

	    "alg"
	"RS256"
	identifies the cryptographic algorithm used to secure the JWS

Editor’s note: value to be confirmed
	
	

	  }
	
	
	
	

	  {
	
	Payload Data
	RFC 7519 [101]
	

	    “mcptt_id”
	px_MCPTT_ID_User_A
	URI of the MCPTT client User this is a globally unique identifier within the MCPTT service that represents the MCPTT user
	TS 24.380

TS 24.483
	

	    "sub"
	"1234567890"
	Arbitrarily selected string: case-sensitive string containing a StringOrURI value which identifies the principal that is the subject of the JWT,

and is optional
	RFC 7519 [101]
	

	    "aud"
	client_id as received in token request
	Audience: identifies the recipients that the JWT is intended for and is optional 
	RFC 7519 [101]
	

	    "iss"
	px_MCPTT_IdM_Server_URI
	Issuer:
case-sensitive string containing a StringOrURI value which identifies the principal that issued the   JWT and is optional
	RFC 7519 [101]
	

	    "exp"
	Current system time + 7199 seconds;

the system time is the number of seconds since 00:00:00 UTC on 1 January 1970
	Number containing a NumericData value identifies the expiration time on or after which the JWT MUST NOT be accepted for processing
	RFC 7519 [101]

TS 33.180 [94]
	

	    "iat"
	Current system time

Epoch time: number of seconds since 00:00:00 UTC on 1 January 1970
	Numeric value which identifies the time at which the JWT was issued

and is optional
	RFC 7519 [101]

TS 33.180 [94]
	

	  }
	
	
	
	

	  Signature
	HASH (base64UrlEncode(header) + “.” +  base64UrlEncode(payload))
	Created by the hash algorithm corresponding to the algorithm provided in the header
	RFC 7515 [102]
	

	}
	
	
	
	

	token-type
	"Bearer"
	The token type for access
	RFC 6749 [77]
	

	expires-in
	"7199"
	Token expiry time
	RFC 6749 [77]
	


