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1
Introduction

Still there are several issues with the initial registration procedures and default message contents.
2
Issues
2.1
General: SIP message body parts

Issue 2.1-1:
The notation for default and specific message content in 36.579 specs is not precise regarding SIP message body parts: 
In general a SIP message body contains an unsorted list of (name-less) body parts.
( A particular body part cannot easily be addressed and in general it is not clear whether in the table of a specific SIP message derived from a default message only a specific body part needs to be specified or the whole message body (including all body parts).
This includes the case where the default SIP message specifies a body part which shall not be present in the specific message content.
Assumption 2.1-1:
In general a specific message content shall inherit all body parts from the default message content.
Proposal 2.1-1:
As done in 36.579-1 already, if a SIP message body contains several body parts each body part shall have a name in the Comment column so that it can be addressed in a specific message content. As consequence all specific message contents modifying a body part shall use the name of this body part as reference in its Comment column.
Issue 2.1-2:
In addition to issue 2.1-1 there can be confusion when a default message content specifies a body part to be included without condition even though according to the core specs this body part is included in particular cases only.
Proposal 2.1-2:
In general in a default SIP message all body parts of the message body shall depend on conditions unless they are mandatory for all cases.
2.2
SIP MESSAGE from the SS

2.2.1
Default SIP MESSAGE from the SS (36.579-1 Table 5.5.2.7.2-1)

Issue 2.2.1-1:
Conditions for message body parts
According to 24.379 in general a SIP MESSAGE sent to the client contains an MCPTT Info body part and a signature MIME body for integrity protection. In addition it may contain a further message body part depending on the use case (e.g. location-info in case of a SIP MESSAGE request for location report configuration as in 36.579-1 Table 5.4.2.4-1).
Nevertheless in 36.579-1 Table 5.5.2.7.2-1 there is no specific condition for the Affiliation-Command body part to be included and e.g. 36.579-1 Table 5.4.2.4-1 does not specify the Affiliation-Command body part not to be present.

Proposal 2.2.1-1a:
Condition AFFILIATION to be introduced for the Affiliation-Command body part in 36.579-1 Table 5.5.2.7.2-1.
NOTE 1: This change implicitly corrects e.g. 36.579-1 Table 5.4.2.4-1 regarding the Affiliation-Command body part.
NOTE 2: Tables in 36.579-2 referring to 36.579-1 Table 5.5.2.7.2-1 need to be reviewed and corrected accordingly.
Proposal 2.2.1-1b:
Condition LOCATION-INFO to be introduced for the Location-Info body part in 36.579-1 Table 5.5.2.7.2-1.
NOTE: Conditions EMERGENCY-CALL and IMMPERIL-CALL may need to be removed from Location-Info body part and replaced by LOCATION-INFO where Table 5.5.2.7.2-1 is referred to with condition EMERGENCY-CALL or IMMPERIL-CALL .
Issue 2.2.1-2:
Via header
In general a mobile terminated SIP MESSAGE is originated by an MC server (participating or controlling MCPTT/MCVideo/MCData function); this needs to be considered for the Via header.
Proposal 2.2.1-2:
The Via header of a mobile terminated SIP MESSAGE may be similar to the Via header of a SIP NOTIFY: It shall contain the P-CSCF, S-CSCF and the respective MC server
Issue 2.2.1-3:
P-Preferred-Service 
Similar to P-Preferred-Identity and P-Asserted-Identity, the P-Preferred-Service is provided by a user agent to give a hint to a proxy about which service the user would like the proxy to use as P-Asserted-Service (RFC 6050; see also R5-201324 clause 2.1.1.3).
( There is no reason to send any P-Preferred-Identity to the UE in a SIP MESSAGE (or any other SIP request or response)
Proposal 2.2.1-3:
P-Preferred-Service to be removed from 36.579-1 Table 5.5.2.7.2-1
Issue 2.2.1-4:
Request URI 
At several places in 24.379 the Request URI for a DL SIP message is specified e.g. as "public user identity associated to the MCPTT ID of the terminating MCPTT user". Furthermore it seems to be reasonable that an MCX server uses the IMPU associated to the MC service id as according to 33.180 clause 5.1.3.2.

Proposal 2.2.1-4:
Request URI shall be the public user id associated with the MC service id (i.e. px_MCX_SIP_PublicUserId_A_1 in general)
Issue 2.2.1-5:
To header 
According to 24.379 the MCPTT ID is considered as potential sensitive application data, which may need to be prevented from being visible in the clear to the SIP layer. Furthermore the To header should be populated with a URI belonging to the SIP layer.
Nevertheless 36.579-1 Table 5.5.2.7.2-1 specifies the To header to be a MC service ID.

Proposal 2.2.1-5:
To header to be changed to the same URI as the Request URI.
2.2.2
SIP MESSAGE for initial location reporting configuration (36.579-1 Table 5.4.2.4-1)

Issue 2.2.2-1:
MCPTT Info
According to 24.379 clause 13.2.2 the MCPTT server (participating MCPTT function) shall include an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element containing the MCPTT ID of the MCPTT user to receive the configuration.
Nevertheless per default the mcptt-info according to 36.579-1 Table 5.5.3.2.2-1 also contains a <mcptt-calling-user-id> with px_MCPTT_ID_User_B what does not make sense in this context.
Proposal 2.2.2-1:
Specific message contents to be added in new table 5.4.2.4-1A; table 5.4.2.4-1 to be corrected accordingly.
Issue 2.2.2-2:
Missing Accept-Contact header 
According to 24.379 clause 13.2.2 the MCPTT server (participating MCPTT function) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref set to the value "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit".
In addition according to 24.379 clause 13.3.2 the MCPTT client shall expect the Accept-Contact header field to be present in the SIP MESSAGE.
Proposal 2.2.2-2:
Accept-Contact header to be added to table 5.5.2.7.2-1 for condition LOCATION-INFO.
Issue 2.2.2-3:
Request URI 
In contrast to other places in 24.379 where the request URI of the SIP MESSAGE is specified as "the public user identity associated to the MCPTT ID of the terminating MCPTT user" (see issue 2.2.1-4), in Rel-15 clause 13.2.2 specifies the request URI to be the "URI received in the To header field in the third-party SIP REGISTER request"; in Rel-16 clause 13.2.2 specifies the Request-URI to be "the URI corresponding to the identity of the MCPTT client".
Nevertheless in general the To header of the third-party SIP REGISTER request is not the same as sent by the UE but it is set by the S-CSCF as according to 24.229 clause 5.4.1.7.
( Even when the UE comes up with a temporary public user identity, the S-SCSF may use an IMPU as retrieved from the HSS (24.229 clause 5.4.1.2.2F)
Proposal 2.2.2-3:
Regarding the Request URI there is no need to deviate from the default message content in case of SIP MESSAGE for initial location reporting configuration (no impact on prose).
2.3
XML Protection Keys (XPK)
2.3.1
XPK for XML confidentiality and integrity protection between the client and the MC Domain
33.180 clause 9.3.3 specifies that keys shall be derived according to F.1.4 with 
· 128-bit shared Client-Server Key (CSK) as XPK

· CSK-ID as XPK-ID
· FC = 0x51 for signalling plane confidentiality and FC = 0x52 for signalling plane integrity
In addition clauses 9.3.4.2 and 9.3.5 specify the XPK-ID to be base64 encoded.
Issue 2.3.1-1:
36.579-1 Table 5.5.13.1-1/2 does not specify the key to be used for signing
Proposal 2.3.1-1:
Clarification shall be added to 36.579-1 Table 5.5.13.1-1/2 that the key used for signing is derived from the CSK according to 33.180 annex F.1.4 
Issue 2.3.1-2:
36.579-1 Table 5.5.13.2-1/2 does not specify the key to be used for encryption

Proposal 2.3.1-2:
Clarification shall be added to 36.579-1 Table 5.5.13.2-1/2 that the key used for ciphering is derived from the CSK according to 33.180 annex F.1.4 
Issue 2.3.1-3:
36.579-1 Table 5.5.13.1-1/2 specifies px_MCPTT_SigningKey_name to be used as key name of the signing key.
Proposal 2.3.1-3:
36.579-1 Table 5.5.13.1-1/2 shall specify the base64 encoded CSK-ID to be used as key name.
Issue 2.3.1-4:
36.579-1 Table 5.5.13.2-1/2 specifies the CSK-ID to be used as key name
Proposal 2.3.1-4:
36.579-1 Table 5.5.13.2-1/2 shall specify the base64 encoded CSK-ID to be used as key name.
2.3.2
XPK for XML confidentiality and integrity protection between the KMS and the MC KM client
33.180 clause 9.3.3 specifies for confidentiality protection the 256-bit TrK to be used as the XPK and the TrK-ID as XPK-ID, and for integrity protection the InK to be used as the XPK and the XPK-ID as InK-ID. According to 33.180 clause 5.3.3 the TrK-ID and InK-ID are 32-bit identifiers.
Issue 2.3.2-1:
36.579-1 Table 5.5.4.10.8-1 specifies px_MCPTT_UserDecryptKey_value, px_MCPTT_UserSigningKeySSK_value and px_MCPTT_UserPubTokenPVT_value to be used as keys for key encryption and px_MCPTT_UserDecryptKey_name, px_MCPTT_UserSigningKeySSK_name and px_MCPTT_UserPubTokenPVT_name as the corresponding ids.
Proposal 2.3.2-1:
New PIXITs px_MCX_TrK and px_MCX_TrK_ID shall be use for key encryption:
In 36.579-1 Table 5.5.4.10.8-1 the <CipherValue> for UserDecryptKey, UserSigningKeySSK and UserPubTokenPVT shall be the respective key encrypted using the key derived from the TrK according to 33.180 annex F.1.4 (see proposal 2.3.1-2 but with TrK instead of CSK); the key name shall be the base64 encoded TrK-ID 
Issue 2.3.2-2:
36.579-1 Table 5.5.4.10.8-1 specifies px_MCPTT_SigningKey_value to be used as signing key and px_MCPTT_SigningKey_name as the corresponding id.

Proposal 2.3.2-2:
New PIXITs px_MCX_InK and px_MCX_InK_ID shall be use for signing:
In 36.579-1 Table 5.5.4.10.8-1 the <SignatureValue> shall be generated using the key derived from the InK according to 33.180 annex F.1.4; the key name shall be the base64 encoded InK-ID 
2.4
XML documents for UE configuration
2.4.1
Initial UE configuration
Issue 2.4.1-1:
According to 24.484 when the UE initial configuration document includes a <Default-user-profile> element the UE will want to download the default user profile resulting in additional signalling. On the other hand in general there is no need for any default user profile in MCX conformance test cases.

Proposal 2.4.1-1:
<Default-user-profile> element shall be removed from 36.579-1 Table 5.5.8.1-1.
2.4.2
Service configuration
Issue 2.4.2-1:
36.579-1 Table 5.5.8.4-1 does not specify <on-network> parameters.
Proposal 2.4.2-1:
<on-network> parameters shall be added to 36.579-1 Table 5.5.8.4-1;
RAN5 to confirm the particular values.
2.5
KmsResponse carrying KMS Certificate
Issue 2.5-1:
36.579-1 Table 5.5.4.10.6-1 shows the KMS certificate only but not the KsmResponse carrying the certificate (see 33.180 D.3.1).

Proposal 2.5-1:
36.579-1 Table 5.5.4.10.6-1 to be corrected to show KmsResponse carrying KMS Certificate.
Issue 2.5-2:
KmsResponse carrying KMS Certificate needs a similar ClientReqUrl as the KmsResponse carrying KMS KeySet.

Proposal 2.5-2:
tsc_MCX_KMS_ClientReqUrl shall be renamed to tsc_MCX_KMS_ClientReqUrl_keyprov; new tsc_MCX_KMS_ClientReqUrl_init
2.6
MCPTT-Info
Issue 2.6-1:
Missing condition GROUPCONFIG 
Table 5.5.3.2.1-1 uses CONFIG only but not condition GROUPCONFIG. As result table 5.3.2.4-22 needs to define MCPTT-Info to be used with condition CONFIG in case of GROUPCONFIG, what is confusing and inconsistent

Proposal 2.6-1:
Condition GROUPCONFIG to be added to Table 5.5.3.2.1-1; table 5.3.2.4-22 to be simplified.
Issue 2.6-2:
Missing condition POC-SETTINGS-EVENT 
24.379 clause 7.2.3 describes MCPTT-Info for the case of SIP PUBLISH for MCPTT service settings only, but table 5.5.3.2.1-1 does not consider this case yet.
Proposal 2.6-2:
Condition POC-SETTINGS-EVENT to be added to Table 5.5.3.2.1-1.
Issue 2.6-3:
New condition INVITE_REFER
In Table 5.5.3.2.1, both SIP INVITE and SIP 200 OK mcptt-info bodies are built under the same condition (GROUP CALL or PRIVATE CALL). However, the mcptt-info information that should be included in these cases is not the same. According to TS 24.379 tables H.2-1 and H.3-1 (Annex H ), in all the interfaces involved in call response (SIP 200 OK case) only “mcptt-called-party-id” element is mentioned. An example can be found in TS 24.379 Annex A, where signalling flow traces are shown. Packets 33 and 34 show an example of an mcptt-info body for SIP 200 OK. Therefore, only “mcptt-called-party-id” element is needed in SIP 200 OK mcptt-info bodies. 
Proposal 2.6-3:
A new condition INVITE_REFER to be included to distinguish both cases (call initialization and call initialization response) in table 5.5.3.2.1.
2.7
MIKEY-SAKKE I_MESSAGE
Issue 2.7-1:
IDRr for CSK distribution by the UE
The sends a MIKEY-SAKKE I_MESSAGE to different servers (CMS, GMS, etc) but not only to a single MCPTT server.
Proposal 2.7-1:
IDRr needs to be the URI of the server to which the message is sent: Same URI as used as request URI of the SIP message containing the MIKEY-SAKKE I_MESSAGE.
Issue 2.7-2:
RAND payload in CSK distribution
Payloads in MIKEY-SAKKE messages can be placed in any order, so the ‘Next Payload’ field cannot have a fixed value. This correction is missing for RAND payload in CSK distribution.
Proposal 2.7-2:
Next payload set to "Identifier for the next payload" as for other payloads.
Issue 2.7-3:
SIGN payloads 
SIGN payloads do not have a ‘Next payload’ field according to section 6.5 of RFC 3830.
Proposal 2.7-3:
‘Next Payload’ field removed from SIGN payloads.
Issue 2.7-4:
SIGN payloads 
SIGN payloads contain a ‘Signature len’ field with the length of the signature in bytes according to section 6.5 of RFC 3830.
Proposal 2.7-4:
"S len" field added to SIGN payloads.
Issue 2.7-5:
MIKEY-SAKKE I_MESSAGE (Private call)
MIKEY-SAKKE I_MESSAGE for private call establishment may occur in UL and DL. The existing table 5.5.9.1-2 can be considered for the DL.
Proposal 2.7-5:
New table 5.5.9.1-2A for UL
Issue 2.7-6:
IDRkmsi payload and IDRkmsr payload 
As for CSK distribution for private call and GMK distribution there are no MC service specific KMSs
Proposal 2.7-6:
tsc_MCX_KMS_Hostname to be used as URI of the KMS in all MIKEY-SAKKE I_MESSAGE tables.
Issue 2.7-7:
Crypto session for GMK distribution 
The #CS field value for GMK distribution is incorrect in Table 5.5.9.1-3. As no crypto session is defined, ‘00000000’B value shall be set.
Proposal 2.7-7:
‘00000000’B value to be set for #CS field in Table 5.5.9.1-3.
Issue 2.7-8:
IDRi in MIKEY-SAKKE  for GMK distribution
The GMS is not service specific for which reason tsc_MCX_GMS_Hostname has been introduced and used in other places already.
Proposal 2.7-8:
tsc_MCX_GMS_Hostname to be used as IDRi.
Issue 2.7-9:
MIKEY-SAKKE I_MESSAGE (Private call) sent by the SS
a) As the message is sent by the SS it can be simplified by using the default profile (similar as in table Table 5.5.9.1-3).
b) As the message is sent to the UE, URIs in IDRi and IDRr need to be exchanged.
c) Timestamp Payload still contains FFS
Proposal 2.7-9a:
Default profile to be used.
Proposal 2.7-9b:
URIs in IDRi and IDRr to be exchanged.
Proposal 2.7-9c:
Timestamp Payload can be the same as in Table 5.5.9.1-3 (Current system time).
2.8
Signed KMS requests 
Issue 2.8-1:
According to 33.180 D.2.2 KMS requests may be sent as signed KMS requests with a signature: “An optional security extension may be used to authenticate the KMS request from the client. To use the optional security extension, the POST request shall be accompanied with an XML payload MIME type containing details of the request, signed by the shared InK or TrK.” 
Currently this optional signature would not be checked.
Proposal 2.8-1a:
HTTP POST requests for KMSINIT and KMSKEY shall have an optional message body with signed KMS request.
Proposal 2.8-1b:
Default message content for Signed KMS Request added as clause 5.5.4.10.9.
2.9
SDP Message
Issue 2.9-1:
Media port numbers
Media port numbers are hard-coded in Table 5.5.3.1.2-1 and Table 5.5.3.1.2-2. Nevertheless the port numbers are TTCN/SS implementation dependent.
Proposal 2.9-1:
Media port numbers to be replaced by descriptive text.
Issue 2.9-2:
addrtype in origin and connection data
addrtype is hard-code to IP4 in all UL/DL SDP messages for audio and video.

Proposal 2.9-2:
addrtype depending on IP address.
Issue 2.9-3:
IP Addresses
SDP messages for UL and DL are using service specific PIXITs for the IP addresses of the media connections. Nevertheless in general a UE gets assigned only one IP address.

Proposal 2.9-3:
IP address shall be specified as being the UE's IP address (UL SDP) or the SS's IP address (DL SDP).
Issue 2.9-4:
Session name in DL messages
Session name in DL messages is not specified.

Proposal 2.9-4:
"-" shall be used as session name in DL messages (as in IMS).
Issue 2.9-5:
"if present" in DL message
In table 5.5.3.1.2-1 the channel number in the rtpmap is specified as "if present".

Proposal 2.9-5:
"if present" to be removed.
NOTE: Similar changes are still open for video.
2.10
Further issues
Issue 2.10-1:
Table 5.5.2.17.1.1-1: SIP 200 (OK) from the UE
Table 5.5.2.17.1.1-1 in TS 36.579-1 assumes that the “refresher” parameter of the Session-Expires header of the SIP 200 OK response from the UE must be set to "uac". However, TS 24.379 states that this parameter should always be set to "uas" when sent from an MCPTT client as described in Section 6.2.3.1.1.

Proposal 2.10-1:
The “refresher” parameter in Table 5.5.2.17.1.1-1 will be changed from “uac” to “uas”.
Issue 2.11-2:
Table 5.5.2.2.1-1: SIP BYE from the UE
According to RFC 3325 "the P-Asserted-Identity header field is used among trusted SIP entities (typically intermediaries) to carry the identity of the user sending a SIP message as it was verified by authentication" ( in general a UE does not include any P-Asserted-Identity header in an UL message (but a UE may include a P-Preferred-Identity header to give a hint about the preferred identity) 
Proposal 2.11-2:
P-Asserted-Identity header to be removed from Table 5.5.2.2.1-1.
Issue 2.11-3:
Scope list in the OpenId Connect Authentication Request
Main scope “openid” is missing from the scope list, see TS 33.180 (TS 33.179) Table B.4.2.2-1: Authentication Request standard required parameters:
The scope value "openid" is defined by the OpenID Connect standard and is mandatory, to indicate that the request is an OpenID Connect request, and that an ID token should be returned to the MCX client.
Proposal 2.11-3:
Token "openid" to be added to the Scope list.
3
PIXIT Issues
	PIXIT
	Action
	Comment

	tsc_MCX_KMS_Hostname
	to be changed to "kms." & px_MCX_DomainName_Organization_A
	

	tsc_MCX_CMS_Hostname
	to be changed to "cms." & px_MCX_DomainName_Organization_A
	

	tsc_MCX_GMS_Hostname
	to be changed to "gms." & px_MCX_DomainName_Organization_A
	

	px_MCPTT_PublicServiceId_A
	to be replaced by 
tsc_MCPTT_PublicServiceId_A := "sip:" & "mcptt-server-A@" & px_MCX_DomainName_Organization_A
	Per 23.003 clause 13.5 a PSI is SIP or TEL URI i.e. SIP URI in context of MCX

	px_MCPTT_PublicServiceId_B
	to be replaced by 

tsc_MCPTT_PublicServiceId_B := "sip:" & "mcptt-server-B@" & px_MCX_DomainName_Organization_A
	Per 23.003 clause 13.5 a PSI is SIP or TEL URI i.e. SIP URI in context of MCX

	px_MCX_SIP_PublicUserId_A_1
	to be clarified that it is a SIP URI
	

	px_MCX_TrK 
	new PIXIT: bitstring
	Transport key for XML confidentiality and between the KMS and the MC KM client according to TS 33.180 [43] clause 9.3.3.

	px_MCX_TrK_ID 
	new PIXIT: bitstring (32 bits)
	Transport key ID for XML confidentiality and between the KMS and the MC KM client according to TS 33.180 [43] clause 9.3.3.

	px_MCX_InK 
	new PIXIT: bitstring
	Integrity protection key for XML confidentiality and between the KMS and the MC KM client according to TS 33.180 [43] clause 9.3.3.

	px_MCX_InK_ID 
	new PIXIT: bitstring (32 bits)
	Integrity protection key ID for XML confidentiality and between the KMS and the MC KM client according to TS 33.180 [43] clause 9.3.3.

	tsc_MCX_KMS_ClientReqUrl 
	to be renamed to tsc_MCX_KMS_ClientReqUrl_keyprov
	Proposal 2.5-2

	tsc_MCX_KMS_ClientReqUrl_init
	new PIXIT
tsc_MCX_KMS_ClientReqUrl_init := "https://" & tsc_MCX_KMS_Hostname & tsc_MCX_KMS_init_UriPath
	Proposal 2.5-2


