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1.
Introduction
During our rollout of commercial 5G, we discovered an issue in the field involving a Rel-9 UE being unable to properly decode a Rel-15 extended value being broadcast over System Information in our network. Normally, when UE receives an ASN.1 message on any logical channel and considers an optional value as not comprehended (e.g. when the value is set to one that is not defined in the version of the transfer syntax supported by the UE), the UE shall treat the message as if the field were absent and in accordance with the need code for absence of the concerned field. However, the observed behaviour was that the UE treated this as an ASN.1 violation or encoding error, ignoring the System Information message and as a result being unable to perform an attach to our network. 

Since the System Information is broadcast to all UEs and cannot be changed to account for decoding issues in a small number of UEs, and since the NW is unable to handle any issue when the UE is still in Idle, if this is not properly tested, the impact of this issue will be quite severe.
As far as we have checked, this error handling is not currently covered by any RAN5 test case, and so we propose that a test case be added as described in [1] to cover this issue in order to ensure that older UE are able to properly ignore newer extensions and spare fields that are added to System Information.
2.
Discussion
A diagram describing the issue in question can be found below.
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Figure 1: UE mistakenly ignores SIB1’s contents and is unable to perform an attach.

A 5G-capable cell broadcasts MIB and SIB1 at fixed periodicities such that UE wishing to connect may easily detect them. SIB1 contains information necessary for a UE to access the cell (e.g. thresholds for cell selection and the frequency band indicator). Additionally contained within SIB1 is the scheduling information for the remainder of the SIBs. In this case, scheduling information for SIB24, which contains information only relevant for NR-capable UE, is also being broadcast within SIB1. The relevant scheduling information parameter for SIB24 (sibType24-v1530) was added under the SIB-Type IE as an extension in TS 36.331 v.15.3.0. 
[TS 36.331 v15.3.0]
SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,











sibType11, sibType12-v920, sibType13-v920,











sibType14-v1130, sibType15-v1130,











sibType16-v1130, sibType17-v1250, sibType18-v1250,











..., sibType19-v1250, sibType20-v1310, sibType21-v1430,











sibType24-v1530, sibType25-v1530, sibType26-v1530}

[TS 36.331 v9.0.0]
SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,











sibType11, sibType12, spare6, spare5,











spare4, spare3, spare2, spare1, ...}
When a Rel-9 UE in RRC_IDLE attempts to select to this cell, it reads MIB and SIB1 and attempts to decode them. 
When it comes across the SIB-Type IE with information on SIB24, since this is an older UE, clauses 5.7.1 (Generic error handling, General) and 5.7.3 (Field set to a not comprehended value) from TS 36.331 applies:
[TS 36.331 Clause 5.7.1: Generic error handling, General]

The generic error handling defined in the subsequent sub-clauses applies unless explicitly specified otherwise e.g. within the procedure specific error handling.

The UE shall consider a value as not comprehended when it is set:

-
to an extended value that is not defined in the version of the transfer syntax supported by the UE.
-
to a spare or reserved value unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved value.

The UE shall consider a field as not comprehended when it is defined:

-
as spare or reserved unless the specification defines specific behaviour that the UE shall apply upon receiving the concerned spare/ reserved field.
[TS 36.331 Clause 5.7.3: Field set to a not comprehended value]

The UE shall, when receiving an RRC message on any logical channel:

1>
if the message includes a field that has a value that the UE does not comprehend:
2>
if a default value is defined for this field:

3>
treat the message while using the default value defined for this field;

2>
else if the concerned field is optional:
3>
treat the message as if the field were absent and in accordance with the need code for absence of the concerned field;
2>
else:

3>
treat the message as if the field were absent and in accordance with sub-clause 5.7.4;
In other words, the UE should ignore this extension that was specified in a future release. Instead however, the UE treats the extended sibType24-v1530 as an encoding error since it cannot comprehend it, and instead follows the preceding clause 5.7.2 (ASN.1 violation or encoding error):
[TS 36.331 Clause 5.7.2]

The UE shall:

1>
when receiving an RRC message on the BCCH, BR-BCCH, PCCH, CCCH, MCCH, SC-MCCH or SBCCH for which the abstract syntax is invalid, as specified in ITU-T X.680 (07/2002) [13]:

2>
ignore the message;
NOTE:
This clause applies in case one or more fields is set to a value, other than a spare, reserved or extended value, not defined in this version of the transfer syntax. E.g. in the case the UE receives value 12 for a field defined as INTEGER (1..11). In cases like this, it may not be possible to reliably detect which field is in the error hence the error handling is at the message level.

As a consequence, the UE ignores all of the contents of SIB1, including essential information needed to access the cell. Therefore, in a case where this cell is the only one available to the UE, the UE will enter into and remain in a No Service state when it otherwise should be able to connect normally to the cell. Additionally, the NW is unable to handle this issue since the UE is still in Idle, and so the impact of this issue will be quite severe.
There is no test case currently covering this in RAN5. In order to avoid a similar issue in advance, we propose as follows. 
Proposal 1: RAN5 to add testing for this previously uncovered case for extended fields and spare fields.
Although the above issue results from error handling of extended fields, we would like to add test coverage for not only extended field but also spare field because the same problem may happen.
The scope for the proposed test case goes from UE power on until the completion of NAS Attach. From our point of view, if an older UE can perform NAS Attach successfully while reading Rel-15 and newer System Information, then it is properly ignoring extended values and spare fields that it cannot comprehend while retaining the others necessary to perform the attach. 
1.1. Extended field testing
For testing the behaviour for an extended field, we propose using the currently unused field in SIB1 under SIB-Type. According to the following in TS 36.331 v8.4.0, the index value from 16 to 31 is regarded as an extension field. 
[TS 36.331 v8.4.0]

SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,










sibType11, spare7, spare6, spare5,











spare4, spare3, spare2, spare1, ...}
And, according to the following in TS 36.331 v16.0.0, the index value from 24 to 31 is regarded as an extension field. 
[TS 36.331 v16.0.0]
SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,











sibType11, sibType12-v920, sibType13-v920,











sibType14-v1130, sibType15-v1130,











sibType16-v1130, sibType17-v1250, sibType18-v1250,











..., sibType19-v1250, sibType20-v1310, sibType21-v1430,











sibType24-v1530, sibType25-v1530, sibType26-v1530,











sibType27-v16xy, sibType28-v16xy}

Therefore, if we configure an index value 31 for SIB-Type in the existing NAS attach test case, we can check the UE behavior of receiving an extended field from Rel-8 to Rel-16. In a future release, if index value 31 is defined, we will become unable to check this behavior and RAN5 will then need to discuss how to execute this test from that future release.
Proposal 2: RAN5 to use index value 31 of SIB-Type for extended field testing from Rel-8 to Rel-16. 
1.2. Spare field testing
For testing the behaviour for a spare field from Rel-8 until Rel-11, we propose using the spare field in SIB1 under SIB-Type. According to the following TS 36.331 v8.4.0, the index value from 9 to 15 is regarded as spare field. 
[TS 36.331 v8.4.0]
SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,










sibType11, spare7, spare6, spare5,











spare4, spare3, spare2, spare1, ...}

And, according to the following TS 36.331 v11.3.0, the index value from 14 to 15 is regarded as spare field.
[TS 36.331 v11.3.0]
SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,











sibType11, sibType12-v920, sibType13-v920,











sibType14-v1130, sibType15-v1130,











sibType16-v1130, spare2, spare1, ...}

However, according to the following TS 36.331 v12.5.0, there exists no spare field under SIB-Type.
[TS 36.331 v12.5.0]
SIB-Type ::=





ENUMERATED {











sibType3, sibType4, sibType5, sibType6,











sibType7, sibType8, sibType9, sibType10,











sibType11, sibType12-v920, sibType13-v920,











sibType14-v1130, sibType15-v1130,











sibType16-v1130, sibType17-v1250, sibType18-v1250,










..., sibType19-v1250}

After checking the RRC spec, we came to the conclusion that no spare bits exist in SI for Rel-12 only. Therefore, the issue will not occur in Rel-12, and there is no need to test spare bit handling in Rel-12.
From Rel-13 to Rel-16 however, spare fields are once again defined in SIB1, and so we propose using index value 7 in si-WindowLength-BR-r13 for testing.
[TS 36.331 v.13.10.0]

SystemInformationBlockType1-v1310-IEs ::=
SEQUENCE {


hyperSFN-r13







BIT STRING (SIZE (10))

OPTIONAL,
-- Need OR


eDRX-Allowed-r13






ENUMERATED {true}


OPTIONAL,
-- Need OR


cellSelectionInfoCE-r13




CellSelectionInfoCE-r13
OPTIONAL,
-- Need OP


bandwidthReducedAccessRelatedInfo-r13
SEQUENCE {



si-WindowLength-BR-r13




ENUMERATED {














ms20, ms40, ms60, ms80, ms120,














ms160, ms200, spare},



si-RepetitionPattern-r13



ENUMERATED {everyRF, every2ndRF, every4thRF,
















every8thRF},



schedulingInfoList-BR-r13



SchedulingInfoList-BR-r13
OPTIONAL,
-- Cond SI-BR



fdd-DownlinkOrTddSubframeBitmapBR-r13
CHOICE {




subframePattern10-r13




BIT STRING (SIZE (10)),




subframePattern40-r13




BIT STRING (SIZE (40))



}
















OPTIONAL,
-- Need OP



fdd-UplinkSubframeBitmapBR-r13


BIT STRING (SIZE (10))

OPTIONAL,
-- Need OP



startSymbolBR-r13





INTEGER (1..4),



si-HoppingConfigCommon-r13



ENUMERATED {on,off},



si-ValidityTime-r13





ENUMERATED {true}
OPTIONAL,


-- Need OP



systemInfoValueTagList-r13



SystemInfoValueTagList-r13
OPTIONAL
-- Need OR


}















OPTIONAL,
-- Cond BW-reduced

nonCriticalExtension





SystemInformationBlockType1-v1320-IEs
OPTIONAL

}

[TS 36.331 v16.0.0]
SystemInformationBlockType1-v1310-IEs ::=
SEQUENCE {


hyperSFN-r13







BIT STRING (SIZE (10))

OPTIONAL,
-- Need OR


eDRX-Allowed-r13






ENUMERATED {true}


OPTIONAL,
-- Need OR


cellSelectionInfoCE-r13




CellSelectionInfoCE-r13
OPTIONAL,
-- Need OP


bandwidthReducedAccessRelatedInfo-r13
SEQUENCE {



si-WindowLength-BR-r13




ENUMERATED {














ms20, ms40, ms60, ms80, ms120,














ms160, ms200, spare},



si-RepetitionPattern-r13



ENUMERATED {everyRF, every2ndRF, every4thRF,
















every8thRF},



schedulingInfoList-BR-r13



SchedulingInfoList-BR-r13
OPTIONAL,
-- Cond SI-BR



fdd-DownlinkOrTddSubframeBitmapBR-r13
CHOICE {




subframePattern10-r13




BIT STRING (SIZE (10)),




subframePattern40-r13




BIT STRING (SIZE (40))



}
















OPTIONAL,
-- Need OP



fdd-UplinkSubframeBitmapBR-r13


BIT STRING (SIZE (10))

OPTIONAL,
-- Need OP



startSymbolBR-r13





INTEGER (1..4),



si-HoppingConfigCommon-r13



ENUMERATED {on,off},



si-ValidityTime-r13





ENUMERATED {true}
OPTIONAL,


-- Need OP



systemInfoValueTagList-r13



SystemInfoValueTagList-r13
OPTIONAL
-- Need OR


}















OPTIONAL,
-- Cond BW-reduced


nonCriticalExtension





SystemInformationBlockType1-v1320-IEs
OPTIONAL

}

Therefore, if we configure an index value 15 for SIB-Type in the existing NAS attach test case, we can check the UE behavior of receiving a spare field from Rel-8 to Rel-11, and if we configure an index value of 7 for si-WindowLength-BR, we can check the UE behavior of receiving a spare field from Rel-13 to Rel-16. In a future release, if index value 7 in si-WindowLength-BR is defined, we will become unable to check this behavior and RAN5 will then need to discuss how to execute this test from that future release.
Proposal 3: RAN5 to use index value 15 of SIB-Type from Rel-8 to Rel-11, and index value 7 of si-WindowLength-BR from Rel-13 to Rel-16 for spare field testing.
For this discussion, we prepared a CR to modify the existing one NAS attach test case (TC 9.2.1.1.1) so that we can do the above extended and spare field tests. If this CR is agreed, we will reflect the same change to the other existing NAS attach test case (TC 9.2.1.1.1a / TC 9.2.1.1.1b / TC 9.2.1.1.2 / TC 9.2.1.1.2a / TC 9.2.1.1.3 / TC 9.2.1.1.4 / TC 9.2.1.1.7 / TC 9.2.1.1.7a / TC 9.2.1.1.7b / TC 9.2.1.1.7c / TC 9.2.1.1.7d).
Proposal 4: A CR for the extended field and spare field test can be found below in [1], and if this CR is agreed we will reflect the same change to the other existing NAS attach test cases.
3.
Conclusion
The issue that we have discussed concerns only improper handling of extended and spare fields, but if other companies have come across similar issues in other messages, then we are open to discussing those as well.

Proposal 1: RAN5 to add testing for this previously uncovered case for extended fields and spare fields.
Proposal 2: RAN5 to use index value 31 of SIB-Type for extended field testing from Rel-8 to Rel-16. 
Proposal 3: RAN5 to use index value 15 of SIB-Type from Rel-8 to Rel-11, and index value 7 of si-WindowLength-BR from Rel-13 to Rel-16 for spare field testing.

Proposal 4: A CR for the extended field and spare field test can be found below in [1], and if this CR is agreed we will reflect the same change to the other existing NAS attach test cases.
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