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4.5
Generic procedures

4.5.1
General

The generic procedures are used by test cases to get UE under test into SWITCHED_OFF, RRC_IDLE/Ipsec SA not established, RRC_INACTIVE or RRC_CONNECTED/Ipsec SA established state.

A test case controls the SS by specifying the required RRC state and a set of generic procedure parameters applicable for the intended testing.

The connectivity EN-DC is MR-DC via E-UTRA-NR Dual Connectivity. This is a UE connected to the EPC. The connectivity E-UTRA/5GC, NR, NGEN-DC, NE-DC and NR-DC are all a UE connected to the 5GC.

The connectivity E-UTRA/EPC is E-UTRA connected to the EPC.MULTI_PDN configuration is defined in TS 36.508 [2], clause 4.5.2.
Table 4.5.1-1: Generic procedure parameters

	Parameter
	Values
	Description
	Parameter condition



	Connectivity
	E-UTRA/5GC
	E-UTRA connected to 5GC
	Mandatory

	
	NR
	NR connected to 5GC
	

	
	EN-DC
	E-UTRA-NR Dual Connectivity with E-UTRA connected to EPC
	

	
	NGEN-DC
	E-UTRA-NR Dual Connectivity with E-UTRA connected to EPC
	

	
	NE-DC
	NR E-UTRA Dual Connectivity
	

	
	NR-DC
	NR-NR Dual Connectivity
	

	
	WLAN
	Un trusted non 3GPP access over WLAN
	

	
	E-UTRA/EPC
	E-UTRA connected to EPC
	

	Bearers
	MCG(s) and SCG
	MCG and SCG
	Mandatory when Connectivity is set to EN-DC, NGEN-DC and NE-DC and when the generic procedures are used by test cases to get UE under test into RRC_CONNECTED state.
s=1 if MULTI_PDN= FALSE and s=2 if MULTI_PDN=TRUE.N/A otherwise.

	
	MCG(s) and split
	MCG and split
	

	
	MCG(s) only
	MCG only
	

	
	Unrestricted nr PDN
	Inter system change between N1/S1 modes
	Mandatory when Connectivity is set to E-UTRA/EPC AND when the test scenario involves inter-system change EPC<->5GC AND when Test Mode = Off.

	Split
	NR split
	MCG and split
	Optional when Connectivity is set to NR-DC.

N/A otherwise.

	Test Mode
	On
	UE test mode active as specified in TS 38.509 [11], clause 5.2.2.
	Optional

	Test Loop Function
	On
	UE test mode active with one of the UE test loop modes activated as specified in TS 38.509 [11], clauses 5.2.2 and 5.3.2.
	Optional

	Connected without release
	On
	Enter RRC_Connected with/ Ipsec_SA_Established out any release.
	Optional
N/A for NR-DC.

	Interworking without N26 interface supported
	On
	The NWK sets the REGISTRATION ACCEPT message, IE 5GS network feature support, IWK N26 (octet 3, bit 7) = 1
	Optional,

Depends on test case scenario. Default message content for REGISTRATION ACCEPT is set to Interworking without N26 interface NOT supported


Editor’s Note: The following values are not available to use in the current version of this specification because details are still FFS: Connectivity (E-UTRA/5GC, NGEN-DC and NE-DC) and Parameter (NR split).
4.5.2
RRC_IDLE

4.5.2.1
Initiation

The SS shall:

1>
if connectivity is EN-DC:
2>
use 1 E-UTRA cell and 1 NR cell, default parameters;

2>
if connected without release is not present:

3>
perform according to the table 4.5.2.2-1: E-UTRA RRC_IDLE;

1>
if connectivity is E-UTRA/EPC:
2>
use 1 E-UTRA cell, default parameters;
2>
if Unrestricted nr PDN

3>
perform according to the table 4.5.2.2-5: E-UTRA RRC_IDLE Unrestricted nr PDN;

3>
if px_noOf_PDNsNewConnection > 0

4>
perform according to the table 4.5.2.2-6: NR RRC_IDLE Unrestricted nr PDN Extension;
2>
else perform according to the table 4.5.2.2-1: E-UTRA RRC_IDLE;
1>
if connectivity is NR:
2>
use 1 NR cell, default parameters;

2>
perform according to the table 4.5.2.2-2: NR RRC_IDLE;
2> if px_noOf_PDUsNewConnection > 0

3> perform according to the table 4.5.2.2-4: NR RRC_IDLE Extension;

1>
if connectivity is WLAN:
2>
use 1 WLAN cell, default parameters;

2>
if connected without release is not present:

3>
perform according to the table 4.5.2.2-3: WLAN Ipsec_SA_Released;

2>
else:

3>
Not defined:
1>
if connectivity is NR-DC:

2>
use 2 NR cells, default parameters;

2>
perform according to the table 4.5.2.2-2: NR RRC_IDLE.
Editor's Note:
The value of specify “default parameters” is FFS. For NR-DC the requirement is 2 cells, but details might be required for specific test cases. For other connectivities the same assumption applies for 1 cell.

4.5.2.2
Procedures

Table 4.5.2.2-1: E-UTRA RRC_IDLE

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1-9a2
	Same as TS 36.508 [2] table 4.5.2.3-1, steps 1-9a2.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 10a1 to 10b8 describe behaviour which depends on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	10a1-10a10
	IF Test Mode = On OR Test Loop Function = On THEN steps 10-19 as defined in TS 36.508 [2] table 4.5.2A.3-1, are performed.

The ACTIVATE TEST MODE is using the associated condition for the test loop.
	-
	-
	-
	-

	10b1-10b8
	ELSE steps 10-17 as defined in TS 36.508 [2], table 4.5.2.3-1 are performed.
	-
	-
	-
	-


Table 4.5.2.2-2: NR RRC_IDLE

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	-
	<--
	NR RRC: SYSTEM INFORMATION (BCCH)
	-
	-

	2
	The UE transmits an RRCSetupRequest message.
	-->
	NR RRC: RRCSetupRequest
	-
	-

	3
	The SS transmits an RRCSetup message.
	<--
	NR RRC: RRCSetup
	-
	-

	4
	The UE transmits an RRCSetupComplete message and a REGISTRATION REQUEST message.
	-->
	NR RRC: RRCSetupComplete

5GMM: REGISTRATION REQUEST
	-
	-

	5
	The SS transmits a DLInformationTransfer message and an AUTHENTICATION REQUEST message.
	<--
	NR RRC: DLInformationTransfer
5GMM: AUTHENTICATION REQUEST
	-
	-

	6
	The UE transmits an ULInformationTransfer message and an AUTHENTICATION RESPONSE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: AUTHENTICATION RESPONSE
	-
	-

	7
	Void
	-
	-
	-
	-

	8
	The SS transmits a DLInformationTransfer message and a SECURITY MODE COMMAND message.
	<--
	NR RRC: DLInformationTransfer
5GMM: SECURITY MODE COMMAND
	-
	-

	9
	The UE transmits an ULInformationTransfer message and a SECURITY MODE COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: SECURITY MODE COMPLETE
	-
	-

	-
	EXCEPTION: Steps 9a1 to 9a2 describe the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value
	-
	-
	-
	-

	9a1
	IF Test Mode = On OR Test Loop Function = On, the SS transmits an ACTIVATE TEST MODE message to activate UE radio bearer test mode procedure. The ACTIVATE TEST MODE message is using the associated condition for the test loop.
	<--
	RRC: DLInformationTransfer
TC: ACTIVATE TEST MODE
	-
	-

	9a2
	The UE transmits an ACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer
TC: ACTIVATE TEST MODE COMPLETE
	-
	-

	10
	The SS transmits a SecurityModeCommand message.
	<--
	NR RRC: SecurityModeCommand
	-
	-

	11
	The UE transmits a SecurityModeComplete message.
	-->
	NR RRC: SecurityModeComplete
	-
	-

	12
	The SS transmits a UECapabilityEnquiry message.
	<--
	NR RRC: UECapabilityEnquiry
	-
	-

	13
	The UE transmits a UECapabilityInformation message.
	-->
	NR RRC: UECapabilityInformation
	-
	-

	14
	The SS transmits a DLInformationTransfer message and a REGISTRATION ACCEPT message.
	<--
	NR RRC: DLInformationTransfer
5GMM: REGISTRATION ACCEPT
	-
	-

	15
	The UE transmits an ULInformationTransfer message and a REGISTRATION COMPLETE message.
	-->
	NR RRC: ULInformationTransfer
5GMM: REGISTRATION COMPLETE
	-
	-

	16
	Void
	-
	-
	-
	-

	17
	Void
	-
	-
	-
	-

	18
	Void
	-
	-
	-
	-

	-
	EXCEPTION: Step 19a1 describes behaviour depending UE implementation; the "lower case letter" identifies a step sequence that take place if the UE performs a specific action.
	-
	-
	-
	-

	19a1
	IF px_noOf_PDUsSameConnection > 0 THEN the generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2, takes place performing establishment of UE-requested PDU session(s) with ExpectedNumberOfNewPDUSessions = px_noOf_PDUsSameConnection.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 19Aa1 to 19Aa2 describe behaviour which depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value. IF px_noOf_PDUsNewConnection > 0, then Steps 19Aa1 to 19Aa2 are skipped.
	-
	-
	-
	-

	19Aa1
	IF connected without release is On AND Test Loop Function=On THEN the SS transmits a CLOSE UE TEST LOOP message to enter the UE test loop mode. The CLOSE UE TEST LOOP is using the associated condition for the test loop.
	<--
	NR RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	19Aa2
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback entities for the radio bearer(s) have been created and loop back is activated.
	-->
	NR RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	-
	EXCEPTION: Step 20a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	20a1
	IF connected without release is not present THEN, the SS transmits an RRCRelease message.
	<--
	NR RRC: RRCRelease
	-
	-


Table 4.5.2.2-3: WLAN Ipsec_SA_Released

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE associates with the WLAN AP and obtains the local IP address.
	-
	-
	-
	-

	2
	The UE performs a dynamic selection of N3IWF using DNS query
	-
	-
	-
	-

	-
	Exception: The UE establishes an IPsec tunnel in parallel to 5GC registration steps 3 to 7 as per the IKEv2 protocol as defined in TS 23.502 [33] clause 4.12.2.2 figure 4.12.2.2-1.
	-
	-
	-
	-

	3
	The UE transmits a REGISTRATION REQUEST message.
	-->
	5GMM: REGISTRATION REQUEST
	-
	-

	4
	The SS transmits an AUTHENTICATION REQUEST message including EAP-Request/AKA'-Challenge or 5G AKA Challenge.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message including EAP-Response/AKA'-Challenge or 5G AKA Response.
	-->
	5GMM: AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a SECURITY MODE COMMAND message including EAP-Success if EAP-AKA' used.
	<--
	5GMM: SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a SECURITY MODE COMPLETE message.
	-->
	5GMM: SECURITY MODE COMPLETE
	-
	-

	8
	The SS transmits a REGISTRATION ACCEPT message.
	<--
	5GMM: REGISTRATION ACCEPT
	-
	-

	9
	The UE transmits a REGISTRATION COMPLETE message.
	-->
	5GMM: REGISTRATION COMPLETE
	-
	-

	10
	The generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2A, takes place performing establishment of UE-requested PDU session.
	-
	-
	-
	-

	-
	EXCEPTION: Step 11a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	11a1
	IF connected without release is not present THEN generic procedure for SS-requested IPsec Secure tunnel disconnection, specified in subclause 4.5A.5, takes place performing disconnection of security association.
	-
	-
	-
	-

	Note: The current procedure assumes UE establishes a single PDU session over Non 3GPP Access.


Table 4.5.2.2-4: NR RRC_IDLE Extension

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	0
	Wait for 10 sec to allow the UE to start PDU session establishment automatically.

IF it does THEN stop the 10 sec timer and continue with the steps from step 2 onwards.
IF it does not and the 10 sec timer expires THEN go to step 1.
	-
	-
	-
	-

	1
	Trigger the UE to perform PDU session establishment via AT or MMI command.
	-
	-
	-
	-

	2-6
	Steps 2-6 from Table 4.5.4.2-3 are performed.
	-
	-
	-
	-

	7
	The SS transmits a SERVICE ACCEPT message.
	<--
	NR RRC: DLInformationTransfer
5GMM: SERVICE ACCEPT
	-
	-

	8
	The generic procedure for UE-requested PDU session establishment, specified in subclause 4.5A.2, takes place performing establishment of UE-requested PDU session(s) with ExpectedNumberOfNewPDUSessions = px_noOf_PDUsNewConnection. Step 1 from subclause 4.5A.2 is triggered manually by AT or MMI command for K > 0,
	-
	-
	-
	-

	-
	EXCEPTION: Steps 8Aa1 to 8Aa2 describe behaviour which depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	8Aa1
	IF connected without release is On AND Test Loop Function=On THEN the SS transmits a CLOSE UE TEST LOOP message to enter the UE test loop mode. The CLOSE UE TEST LOOP is using the associated condition for the test loop.
	<--
	NR RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	8Aa2
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback entities for the radio bearer(s) have been created and loop back is activated.
	-->
	NR RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	-
	EXCEPTION: Step 9a1 depends on the SS sequence depending on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	9a1
	IF connected without release is not present THEN, the SS transmits an RRCRelease message.
	<--
	NR RRC: RRCRelease
	-
	-


Table 4.5.2.2-5: E-UTRA RRC_IDLE Unrestricted nr PDN
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1-16
	Steps 1 to 16 of the generic procedure for UE Registration (State 2) as specified in TS 36.508 [2], table 4.5.2.3-1 take place.
	-
	-
	-
	-

	17
	The Generic Test Procedure to establish multiple additional PDN connections as specified in subclause 4.5A.2B takes place, ExpectedNumberOfNewPDNConnections=(px_noOf_PDNsSameConnection-1).
NOTE: 1 PDN connection is established during the attach procedure taking place during steps 1-16.
	-
	-
	-
	-

	-
	EXCEPTION: Step 18a1 depends on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	18a1
	IF connected without release is not present THEN, the SS transmits an RRCConnectionRelease message to release RRC connection and move to E-UTRA RRC_IDLE (State 2).
	<--
	RRC: RRCConnectionRelease
	-
	-


Table 4.5.2.2-6: E-UTRA RRC_IDLE Unrestricted nr PDN Extension

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	0
	Wait for 10 sec to allow the UE to start PDU session establishment automatically.

IF it does THEN stop the 10 sec timer and continue with the steps from step 2 onwards.

IF it does not and the 10 sec timer expires THEN go to step 1.
	-
	-
	-
	-

	1
	Trigger the UE to perform PDN session establishment via AT or MMI command.
	-
	-
	-
	-

	2-6
	Steps 3 to 7 of the generic procedure specified in TS 36.508 [2], table 4.5.3.3-1 take place.
	-
	-
	-
	-

	7
	The Generic Test Procedure to establish multiple additional PDN connections as specified in subclause 4.5A.2B takes place, ExpectedNumberOfNewPDNConnections=px_noOf_PDNsNewConnection.
NOTE: For K > 0 Step 1 specified in table 4.5A.2B.2.2-2 is triggered manually by AT or MMI command, or, the UE is expected to send it authomatically.
	-
	-
	-
	-

	-
	EXCEPTION: Step 18a1 depends on procedure parameters; the "lower case letter" identifies a step sequence that take place if a procedure parameter has a particular value.
	-
	-
	-
	-

	8a1
	IF connected without release is not present THEN, the SS transmits an RRCConnectionRelease message to release RRC connection and move to E-UTRA RRC_IDLE (State 2).
	<--
	RRC: RRCConnectionRelease
	-
	-


4.5.2.3
Specific message contents
All specific message contents shall be according clause 4.6 and 4.7 and TS 36.508 [2] clause 4.6 and 4.7 with the following exception(s).
Table 4.5.2.3-0: Conditions and other parameters
	Condition
	Explanation

	DefaultAPN
	Usage: Condition determining specific message contents.

Meaning: The UE does not provide an APN in the PDN CONNECTIVITY REQUEST sent prior to the message containing the condition.


Table 4.5.2.3-1: ESM INFORMATION RESPONSE (step 9a2, Table 4.5.2.2-5)

	Derivation Path: TS 36.508 [2], Table 4.7.3-14.

	Information Element
	Value/remark
	Comment
	Condition

	Access point name
	pc_APNxx_ID
	One of the APNs provided in TS 38.523-3 [23], Table 9.4-2 for which the px_APNxx_provided=TRUE.

"xx" is used here for presentation purposes.
	NOT DefaultAPN

	
	Not present
	
	DefaultAPN


Table 4.5.2.3-2: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (step 14, Table 4.5.2.2-5)

	Derivation path: TS 36.508 [2], Table 4.7.3-6.

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	
	Not yet assigned arbitrary value used for additional PDN connectivity
	

	EPS QoS
	pc_APNyy_EPS_QoS
	The QoS expected for the APN to which the PDN connection is established provided in TS 38.523-3 [23], Table 9.4-2 for which the px_APNyy_provided=TRUE.

"yy" is used here for presentation purposes.
	DefaultAPN

	
	pc_APNxx_EPS_QoS
	The QoS expected for the APN to which the PDN connection is established provided in TS 38.523-3 [23], Table 9.4-2 for which the px_APNyy_provided=FALSE.

"xx" is used here for presentation purposes.
	NOT DefaultAPN

	Access point name
	pc_APNyy_ID
	The APN provided in TS 38.523-3 [23], Table 9.4-2 for which the px_APNyy_provided=FALSE.

"yy" is used here for presentation purposes.
	DefaultAPN

	
	The APN as provided in the PDN CONNECTIVITY REQUEST message, Table 4.5A.2B.4-1
	
	NOT DefaultAPN


