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1
Introduction
At RAN5#86 several CRs have been agreed regarding the MCPTT user authentication and PIXITs being used:

· R5-200301
Corrections to default HTTP message and other information elements

· R5-200385
Corrections to default MCPTT configuration management messages and other information elements

· R5-201152
Routine maintenance for TS 36.579-5

· R5-201220
Corrections to MCPTT UE registration procedures

Nevertheless not all open issues haven been addressed by CRs at RAN5#86 and there are still open issues regarding the MCPTT user authentication. These issues are addressed in this document.
All core spec references in this document refer to the latest release of Rel-15 by the creation time of this document (March 2020) unless stated otherwise for a particular context. 
2
Pending issues
Before RAN5#86 a document "MCPTT test model and PIXIT issues - r1.doc" has been discussed with some issues still pending.
2.1
Core spec issues

Pending core spec issues from "MCPTT test model and PIXIT issues - r1.doc":
Pending-Issue 2.1-2: Core specs do not specify a clear criteria in which case a UE shall use the connection to the HTTP Proxy when sending a request to the KMS or it shall use a separate connection to the KMS.

Pending-Issue 2.2.2-2: Core groups to clarify that there are two separate connections to the IdMS (authorization endpoint and token endpoint and both connections shall use TLS.
(NOTE 2 in 24.482 clause 6.2.1 is misleading)
2.2
Issues not been handled yet

Some of the issues from "MCPTT test model and PIXIT issues - r1.doc" have not been handle by prose CRs yet:
a) XCAP URIs for UE configuration, User profile, service configuration, group configuration 
(Proposal 3.2-1 in "MCPTT test model and PIXIT issues - r1.doc"):
The XCAP URIs for HTTP GET requests are handled in detail in R5-201324 "MCX_Issues-MCPTT_Service_Authorization_draft2.doc"Analysis of the MCPTT Service Authorization and Key Generation procedure" in clause 2.1.2 and proposal 2.2.7-1.
b) px_MCPTT_Client_A_ID used as UserUri in KMS Key Set
(Proposal 3.6-1 in "MCPTT test model and PIXIT issues - r1.doc"):
→ see clause 3.2.3
3
Actual issues
3.1
URIs used for initial configuration
Issue 3.1-1:
The initial UE configuration according to 36.579-1 Table 5.5.8.1-1 specifies the PIXITs px_MCPTT_CMSXCAPRootURI and px_MCPTT_GMSXCAPRootURI to be used as CMS-XCAP-root-URI and GMS-XCAP-root-URI. Nevertheless according to Proposal 2.3-3 in R5-201324 "MCX_Issues-MCPTT_Service_Authorization_draft2.doc" the PIXITs shall be replaced by constants.
Proposal 3.1-1:
px_MCPTT_CMSXCAPRootURI and px_MCPTT_GMSXCAPRootURI to be replaced by tsc_MCX_CMSXCAPRootURI and tsc_MCX_GMSXCAPRootURI.
Issue 3.1-2:
The initial UE configuration according to 36.579-1 Table 5.5.8.1-1 specifies the PIXIT px_MCX_GMSURI to be used as GMS-URI, but this may require test operators to take into account potential dependencies between PIXITs. On the other hand a sub-domain of the GMS's hostname can be considered as valid GMS-URI.
According to 24.483 clause 8.2.9 (referred to by 24.484 clause 7.2.2) the GMS-URI is a public service identity which according to 23.003 clause 13.5 is a SIP URI (in this context).
Proposal 3.1-2:
px_MCX_GMSURI to be replaced by constant 


tsc_MCX_GMSURI := "sip:subscription-proxy." & tsc_MCX_GMS_Hostname
(similar as Proposal 3.1-1)

3.2
User authentication

3.2.1
HTML form sent to UE in HTTP 200 OK at step 4
According to clause 17 of https://www.w3.org/TR/html401/ the HTML form sent to the UE for User Authentication shall contain an 'action' attribute with the URI to which the GET/POST request shall be sent after the user has submitted the form. In case of a POST request the 'method' attribute shall be specified as "post". A "submit" button is needed as "successful control" to enable the user to submit the data.
Issue 3.2.1-1:
'action' attribute shall not be an empty string.

Proposal 3.2.1-1:
New constant tsc_MCX_IdMS_userauth_UriPath specifying the relative URI as absolute path ("path-absolute" according to RFC 3986) at the IdMS and being used as 'action' attribute of the HTML form.
Issue 3.2.1-2:
'method' attribute is missing.

Proposal 3.2.1-2:
'method' attribute to be added to the HTML form
Issue 3.2.1-3:
"submit" button is missing.

Proposal 3.2.1-3:
"submit" button to be added to the HTML form
3.2.2
HTTP POST request with username/password at step 6 of MCPTT user authentication procedure in 36.579-1 (see Annex A.2)
Core specs do not clearly distinguish user authentication from the client authentication in 33.180 and 24.482. This may result in confusion and misunderstandings regarding how username/password are sent by the UE:
24.482 clause 6.2.1 describes the OIDC Authentication Request/Response for client authentication being interjected by the user authentication which is needed according to the OpenID Connect to verify that the user (resource owner) gives access grant to the client. For the HTTP messages carrying the OIDC Authentication Request/Response 24.482 clause 6.2.1 clearly refers to OpenID Connect 1.0 and RFC 6749 and therefore - if needed - the HTTP Basic authentication is used in accordance to RFC 6749 and RFC 6750 (as added to B.4.2.1 of 33.180 in release 16.2). 
Nevertheless 24.482 clause 6.2.1 does not specify details of the HTTP POST message for the user authentication: 24.482 clause 6.2.1 only states that the IdM client "shall generate an HTTP POST request method containing the MC service user's username and password" and shall send it to the IdMS.
( As working assumption the HTTP POST message is expected to be according the basic specification for HTTP in clause 17 of https://www.w3.org/TR/html401 (see also clause 3.2.1 above)

Issue 3.2.2-1:
24.482 and 33.180 can be (mis-)interpreted as if the HTTP POST message carries the username/password in the Authorization header as for HTTP Basic authentication.

Proposal 3.2.2-1:
Core groups to add clarification to 24.482 clause 6.2.1 that according to clause 17 of https://www.w3.org/TR/html401 the HTTP POST request method containing the MC service user's username and password uses "x-www-form-urlencoded" content-type with username and password being urlencoded in the message body.

Issue 3.2.2-2:
36.579-1 Table 5.5.4.3-1 specifies for condition USERAUTH that the HTTP POST contains an Authorization header but no Message-body.

Proposal 3.2.2-2:
36.579-1 Table 5.5.4.3-1 to be modified for condition USERAUTH to specify username/password being contained in the Message-body instead of an Authorization header.

Further issues:

Issue 3.2.2-3:
36.579-1 Table 5.5.4.3-1 specifies the request URI of the HTTP POST for condition USERAUTH to be the same as for condition AUTH, but the UE shall come up with the request URI according to the "action" attribute of the HTM form at step 4 (see clause 3.2.1 above).

Proposal 3.2.2-3:
Same URI to be used as request URI for the HTTP POST (36.579-1 Table 5.5.4.3-1) with condition USERAUTH as the "action" attribute of the HTM form at step 4.
Issue 3.2.2-4:
According to 24.482 clause 6.3.1 the username as provided by the user in the login form is the "MC service user's MC ID" 
( it is the user specific MC Id according to 23.280 clause 8.1.1 but not any service specific id
Proposal 3.2.2-4:
px_MCPTT_User_A_username to be renamed to px_MCX_User_A_username.

Issue 3.2.2-5:
The password for the user login is user specific but not service specific (see Issue 3.2.2-4)
Proposal 3.2.2-5:
px_MCPTT_User_A_password to be renamed to px_MCX_User_A_password
3.2.3
User ID and User URIs in KMS Key Set
According to 33.180 annex D.3 and the XML schema of D.3.5.1 a KMS response consists of 
· several common fields including a UserUri element and 
· a 'KMSMessage' with the response corresponding to the respective request ('kmsKeyProv' in case of User Key Provision response)
The User Key Provision response contains a list of one or more than one KMS Key Sets (KmsKeySetType); each key set has a UserUri element.
( Even though not explicitly stated by the core specs, the given structure implies that the KMS response addresses a particular user who gets key set(s) for his MC services. 

Assumption 3.2.3-1: The UserUri at the common level of the KMS response shall be set to the user's MC ID (which is the username used to authenticate the user at user authentication), whereas the UserUri in the respective key set is the user's MC service ID for the given service.

Issue 3.2.3-1:
36.579-1 Table 5.5.4.10.8-1 specifies both UserUris as px_MCPTT_Client_A_ID
Proposal 3.2.3-1a:
UserUri to be set to tsc_MCX_MC_ID_User_A at the common level and to either px_MCPTT_User_A_ID, px_MCVideo_User_A_ID or px_MCData_User_A_ID at key set level
Proposal 3.2.3-1b:
new PIXIT tsc_MCX_MC_ID_User_A with value px_MCX_User_A_username 
NOTE: the final value is still FFS
Proposal 3.2.3-1c:
Core groups to clarify semantics of UserUri for common and key set level and any potential restrictions (especially whether the UserUri at common level can be the MC ID or whether it has to be any MC service ID).

Issue 3.2.3-2:
36.579-1 Table 5.5.4.10.8-1 does not reflect the structure of the KMS key provision response, especially not the possibility of multiple key sets (what may hinder future extension)

Proposal 3.2.3-2:
36.579-1 Table 5.5.4.10.8-1 to be changed to show the key set as (the only) element of a set of key sets
Issue 3.2.3-3:
Core specs (especially 33.180) do not specify exactly how to convert the UID into a charstring (e.g. as hexadecimal string representing the UID's octets or base64encoded)
Proposal 3.2.3-3:
Core groups to specify how the UID shall be represented in the UserID of a key set.
3.2.4
Scope lists in Authentication Request and Token Response 
Issue 3.2.4-1:
36.579-1 Table 5.5.4.10.4-1 specifies a list of scopes being expected in the Authentication Request, but the UE may request for further scopes.

Proposal 3.2.4-1:
Clarification to be added, that the Authentication Request may contain further scopes.
NOTE: The Token Response shall still contain only the minimum set of scopes.

Issue 3.2.4-2:
The scopes have different – non-backward compatible - names in Rel-13 and Rel-14 of 33.180.

Proposal 3.2.4-1:
RAN5 to decide whether Rel-13 still needs to be supported for certification.

3.2.5
KMS request security in HTTP POST requests

Issue 3.2.5-1:
In Rel-15 sub-clauses have been introduced to 33.180 annex D.2 with more detailed description of the KMS requests including D.2.2 about KMS request security: A KMS request may accompanied by a signed XML body. According to D.2.2 this security extension is optional but there is no criteria in which case it shall be provided by a UE. 
Proposal 3.2.5-1a:
36.579-1 Table 5.5.4.3-1 to be enhanced to allow HTTP POST messages for KMS requests (KMS Initialize, KMS KeyProvision) to contain an optional message body for KMS request security.

Proposal 3.2.5-1b:
Core groups to clarify in which cases the UE shall apply KMS request security.

Proposal 3.2.5-1c:
RAN5 to decide whether there is any test requirement and the signature shall checked (if present) or whether KMS request security shall simply be ignored.

Annex A

MCX user authentication

A.1
PIXITs used during MCPTT user authentication

A.1.1
Existing PIXITs in clause 9 of 36.579-5 

The following table lists PIXITs which are used during MCPTT user authentication and shall be modified:
	PIXIT
	Action
	Comment

	px_MCPTT_CMSXCAPRootURI
	to be replaced by tsc_MCX_CMSXCAPRootURI:= "xcap." & tsc_MCX_CMS_Hostname
	→ Proposal 3.1-1

	px_MCPTT_GMSXCAPRootURI
	to be replaced by tsc_MCX_GMSXCAPRootURI:= "xcap." & tsc_MCX_GMS_Hostname
	→ Proposal 3.1-1

	px_MCX_GMSURI 
	to be replaced by tsc_MCX_GMSURI := "sip:subscription-proxy." & tsc_MCX_GMS_Hostname
	→ Proposal 3.1-2

	px_MCPTT_User_A_username 
	to be renamed to px_MCX_User_A_username 
	→ Proposal 3.2.2-4

	px_MCPTT_User_A_password
	to be renamed to px_MCX_User_A_password
	→ Proposal 3.2.2-5


A.1.2
New PIXITs

	PIXIT
	Type
	(Default) Value
	Description/Comment

	tsc_MCX_IdMS_userauth_UriPath
	charstring
	"/idms/userauth"
	relative URI at IdMS used for user authentication
→ Proposal 3.2.1-1

	tsc_MCX_MC_ID_User_A
	charstring
	px_MCX_User_A_username 
	MC ID set to the user name as according to 24.482 clause 6.3.1

→ Proposal 3.2.3-1b


A.2
MCPTT user authentication (36.579-1 Table 5.3.2.3-1)

	Step
	Message / Procedure
	
	Endpoint
	Comment

	2Aa0

(optional)
	Establishment of TCP connection
	↔
	Configuration server
	no TLS is required

	
	IP address
	px_MCX_InitialConfigServer_IPAddress
	
	
	IPv4 or IPv6

	
	port number
	px_MCX_InitialConfigServer_Port
	
	
	

	2Aa1

(optional)
	GET [initial UE configuration]
	→
	Configuration server
	

	
	Request-URI
	px_MCX_InitialConfigServer_UriPath
	
	
	relative URI with absolute path unambiguously identifying the request for initial configuration

	2Aa2

(optional)
	200 OK [initial UE configuration]
	←
	Configuration server
	

	
	Message body
	initial UE configuration providing (among others):
	
	
	Table 5.5.8.1-1

	
	
App-Server-Info
	
	
	
	

	
	

domain attribute
	px_MCX_DomainName_Organization_A
	
	
	

	
	

idms-auth-endpoint
	"https://" & px_MCX_IdMS_auth_IPAddress & ":" & px_MCX_IdMS_auth_Port & tsc_MCX_IdMS_auth_UriPath
	
	
	absolute URI; 
for IPv6 the IP address is in square brackets

	
	

idms-token-endpoint
	"https://" & px_MCX_IdMS_token_IPAddress & ":" & px_MCX_IdMS_token_Port & tsc_MCX_IdMS_token_UriPath
	
	
	absolute URI; 
for IPv6 the IP address is in square brackets

	
	

http-proxy
	"https://" & px_MCX_HTTP_Proxy_IPAddress & ":" & px_MCX_HTTP_Proxy_Port
	
	
	absolute URI; 
for IPv6 the IP address is in square brackets

	
	

gms
	"//" & tsc_MCX_GMS_Hostname
	
	
	URI indicating the domain name of the GMS

	
	

cms
	"//" & tsc_MCX_CMS_Hostname
	
	
	URI indicating the domain name of the CMS

	
	

kms
	"//" & tsc_MCX_KMS_Hostname
	
	
	URI indicating the domain name of the KMS

	
	
GMS-URI
	tsc_MCX_GMSURI 
	
	
	public service identity for performing subscription proxy function of the GMS (24.484 clause 7.2.2.7, 24.483 clause 8.2.9); used as request URI of the SIP SUBSCRIBE to subscribe to notification of changes in GMS documents (24.481 clause 6.3.13.2.1)
PROSE ISSUE ( Proposal 3.1-2

	
	
group-creation-XUI
	px_MCPTT_GroupCreationXUI
	
	
	XCAP user id to create a Group document according to 24.481 clause 6.3.2.2.1

	
	
GMS-XCAP-root-URI
	tsc_MCX_GMSXCAPRootURI
	
	
	XCAP root URI to be used by the UE for accessing group management documents 
PROSE ISSUE ( Proposal 3.1-1

	
	
CMS-XCAP-root-URI
	tsc_MCX_CMSXCAPRootURI
	
	
	XCAP root URI to be used by the UE for accessing configuration management documents 
PROSE ISSUE ( Proposal 3.1-1

	3A
	Establishment of TLS connection
	↔
	IdMS auth endpoint
	

	
	IP address
	px_MCX_IdMS_auth_IPAddress
	
	
	IPv4 or IPv6

	
	port number
	px_MCX_IdMS_auth_PortNumber
	
	
	

	
	certificate
	px_MCX_IdMS_auth_Certificate
	
	
	

	
	cipher suite
	px_MCX_TLS_CipherSuite
	
	
	may be common for all servers

	3B
	GET/POST [Authentication request]
	→
	IdMS auth endpoint
	

	
	Request-URI
	tsc_MCX_IdMS_auth_UriPath
	
	
	

	
	Request-URI query (GET) or
Message body (POST)
	Authentication request (Table 5.5.4.10.1-1)
	
	
	

	
	
response-type
	"code"
	
	
	

	
	
client_id
	px_MCX_OAuth_ClientId_A
	
	
	id with which the client is registered at the IdMS

	
	
scope
	requested scopes
	
	
	

	
	
redirect_uri
	px_MCX_OAuth_RedirectURI_A
	
	
	redirect URI of the native client

	
	
state
	any value
	
	
	

	
	
acr_values
	"3gpp:acr:password"
	
	
	

	
	
code_challenge
	any value
	
	
	

	
	
code_challenge_method
	"S256"
	
	
	

	4
	200 OK [Request for username/password]
	←
	IdMS auth endpoint
	

	
	Message body
	HTML form with "submit"-button to request user name and password
	
	
	PROSE ISSUE ( Proposal 3.2.1-3

	
	
action attribute
	tsc_MCX_IdMS_userauth_UriPath
	
	
	PROSE ISSUE ( Proposal 3.2.1-1

	
	
method attribute
	"post"
	
	
	PROSE ISSUE ( Proposal 3.2.1-2

	5
	User interaction: user name / password
	↔
	User
	

	6
	POST [user name /password]
	→
	IdMS auth endpoint
	

	
	Request-URI
	tsc_MCX_IdMS_userauth_UriPath
	
	
	PROSE ISSUE ( Proposal 3.2.2-3

	
	Authorization
	any value if present 
(i.e. to be removed from Table 5.5.4.3-1)
	
	
	PROSE ISSUE ( Proposal 3.2.2-2

	
	Message body
	x-www-form-urlencoded HTML form data set including:
	
	
	PROSE ISSUE ( Proposal 3.2.2-2

	
	
user name 
	px_MCX_User_A_username 
	
	
	The username is the MC service user's MC ID (see 24.482 clause 6.3.1)

PROSE ISSUE ( Proposal 3.2.2-4

	
	
password
	px_MCX_User_A_password
	
	
	PROSE ISSUE ( Proposal 3.2.2-5

	7
	302 Found [Authentication Response]
	←
	IdMS auth endpoint
	

	
	Location
	
	
	
	

	
	
uri
	px_MCX_OAuth_RedirectURI_A
	
	
	same as in Authentication request (step 3B)

	
	
query
	Authentication Response (Table 5.5.4.10.2-1)
	
	
	

	
	

code
	"SplxlOBeZQQYbYS6WxSbIA"
	
	
	

	
	

state
	same value as in the Authentication Request
	
	
	

	8
	Establishment of TLS connection
	↔
	IdMS token endpoint
	

	
	IP address
	px_MCX_IdMS_token_IPAddress
	
	
	IPv4 or IPv6

	
	port number
	px_MCX_IdMS_token_PortNumber
	
	
	

	
	certificate
	px_MCX_IdMS_token_Certificate
	
	
	

	
	cipher suite
	px_MCX_TLS_CipherSuite
	
	
	may be common for all servers

	9
	POST [Token request]
	→
	IdMS token endpoint
	

	
	Request-URI
	tsc_MCX_IdMS_token_UriPath
	
	
	

	
	Message body
	Token request (Table 5.5.4.10.3-1)
	
	
	

	
	
grant-type
	"authorization_code"
	
	
	

	
	
code
	same as in the Authentication Response (step 7)
	
	
	

	
	
client_id
	px_MCX_OAuth_ClientId_A
	
	
	same as in Authentication request (step 3B)

	
	
redirect_uri
	px_MCX_OAuth_RedirectURI_A
	
	
	same as in Authentication request (step 3B)

	
	
code_verifier
	code-challenge in the Authentication Request (step 3B) is the base64url-encoded SHA-256 hash of the code-verifier
(to be verified by the SS)
	
	
	

	10
	200 OK [Token response]
	←
	IdMS token endpoint
	

	
	Message body
	Token response (Table 5.5.4.10.4-1)
	
	
	

	
	
access_token
	containing (among others):
	
	
	

	
	

mcptt_id
	same value as in id_token
	
	
	

	
	

client_id
	px_MCX_OAuth_ClientId_A
	
	
	same as in Authentication request (step 3B)

	
	
refresh_token
	refresh token with valid expiration time
	
	
	

	
	
id_token
	containing (among others):
	
	
	

	
	

mcptt_id
	px_MCPTT_User_A_ID
	
	
	

	
	

aud
	px_MCX_OAuth_ClientId_A
	
	
	same as client_id in Authentication request (step 3B)

	
	

iss
	same as idms-token-endpoint in initial UE configuration (step 2Aa2)
	
	
	according to OpenID Connect Core 1.0 clause 2: "The iss value is a case sensitive URL using the https scheme that contains scheme, host, and optionally, port number and path components and no query or fragment components"

	
	
token-type
	"Bearer"
	
	
	

	
	
expires-in
	"7199"
	
	
	

	10A
	Establishment of TLS connection
	↔
	HTTP Proxy
	

	
	IP address
	px_MCX_IdMS_HTTP_Proxy_IPAddress
	
	
	IPv4 or IPv6

	
	port number
	px_MCX_IdMS_HTTP_Proxy_PortNumber
	
	
	

	
	certificate
	px_MCX_IdMS_HTTP_Proxy_Certificate
	
	
	

	
	cipher suite
	px_MCX_TLS_CipherSuite
	
	
	may be common for all servers

	11
	POST [KMS Initialize]
	→
	HTTP Proxy - KMS
	

	
	Request-URI
	tsc_MCX_KMS_init_UriPath
	
	
	33.180 D.2.3

	
	Authorization
	
	
	
	

	
	
authentication-scheme
	"bearer"
	
	
	

	
	
parameter
	access_token  as received in token response (step 10)
	
	
	

	
	Message body
	optional MIME body with KMS Request and signature for KMS request security
	
	
	PROSE ISSUE ( Proposal 3.2.5-1a

	12
	200 OK [KMS Certificate]
	←
	HTTP Proxy - KMS
	

	
	Message body
	KMS Certificate (Table 5.5.4.10.6-1) 

containing (among others):
	
	
	

	
	
Role
	"Root"
	
	
	

	
	
CertUri
	"certificate1." & tsc_MCX_KMS_Hostname
	
	
	33.180 clause 5.3.5 and examples in D.3.4

	
	
KmsUri
	tsc_MCX_KMS_Hostname
	
	
	33.180 clause 5.3.5 and examples in D.3.4

	
	
PubEncKey
	SAKKE Public Key Z_T derived from master secret z_T according to RFC 6508
	
	
	

	
	
PubAuthKey
	ECCSI Public Key KPAK derived from private key KSAK according to RFC 6507
	
	
	

	13
	POST [KMS KeyProvision]
	→
	HTTP Proxy - KMS
	

	
	Request-URI
	tsc_MCX_KMS_keyprov_UriPath
	
	
	33.180 D.2.4

	
	Authorization
	
	
	
	

	
	
authentication-scheme
	"bearer"
	
	
	

	
	
parameter
	access_token as received in token response (step 10)
	
	
	

	
	Message body
	optional MIME body with KMS Request and signature for KMS request security
	
	
	PROSE ISSUE ( Proposal 3.2.5-1a

	14
	200 OK [KMS Key Set]
	←
	HTTP Proxy - KMS
	

	
	Message body
	KMS Key Set (Table 5.5.4.10.8-1) 

containing (among others):
	
	
	

	
	
KmsUri
	tsc_MCX_KMS_Hostname
	
	
	33.180 clause 5.3.6 and examples in D.3.4

	
	
UserUri
	px_MCX_User_A_username 
	
	
	The user's MC ID (being used as username for user authentication)

PROSE ISSUE ( Proposal 3.2.3-1a

	
	
ClientReqUrl
	URI derived from request URI and host header of the corresponding POST request: 

"https://" & tsc_MCX_KMS_Hostname  & tsc_MCX_KMS_keyprov_UriPath
	
	
	has been px_MCPTT_KmsClientUrl

	
	
KmsMessage
	KmsKeyProv containing a keyset for one or more MC service
	
	
	

	
	

KeySet [1]
	First (and only) key set
	
	
	Key set for required MC service (MCPTT, MCVideo, MCData)
PROSE ISSUE ( Proposal 3.2.3-2

	
	


KmsUri
	tsc_MCX_KMS_Hostname
	
	
	33.180 clause 5.3.5 and examples in D.3.4

	
	


UserUri
	px_MCPTT_User_A_ID or

px_MCVideo_User_A_ID or

px_MCData_User_A_ID
	
	
	MC service ID
PROSE ISSUE ( Proposal 3.2.3-1a

	
	


UserID
	UID generated according to annex F.2.1 of TS 33.180 with MC service ID as identifier:
	
	
	

	
	



P1
	Identifier: px_MCPTT_User_A_ID or px_MCVideo_User_A_ID or px_MCData_User_A_ID
	
	
	According to bullet 2b) in 24.484 A.2.3 the server can retrieve the MCPTT Id from the access token

	
	



P2
	KMS Identifier: same URI as e.g. used in IDRkmsr or IDRkmsi 
	
	
	33.180 F.2.1.1

	
	


UserDecryptKey
	SAKKE Receiver Secret Key (RSK) ciphered with transport key px_MCPTT_UserDecryptKey_value which is referenced by px_MCPTT_UserDecryptKey_name
	
	
	UE needs to be configured with px_MCPTT_UserDecryptKey_name and px_MCPTT_UserDecryptKey_value

	
	


UserSigningKeySSK
	ECCSI private Key (SSK) ciphered with transport key px_MCPTT_UserSigningKeySSK_value which is referenced by px_MCPTT_UserSigningKeySSK_name
	
	
	UE needs to be configured with px_MCPTT_UserSigningKeySSK_name and px_MCPTT_UserSigningKeySSK_value

	
	


UserPubTokenPVT
	ECCSI public validation token (PVT) ciphered with transport key px_MCPTT_UserSigningKeyPVT_value which is referenced by px_MCPTT_UserSigningKeyPVT_name
	
	
	UE needs to be configured with px_MCPTT_UserSigningKeyPVT_name and px_MCPTT_UserSigningKeyPVT_value

	
	
SignedInfo
	
	
	
	

	
	

SignatureValue
	Hash signing the SignedInfo using px_MCPTT_SigningKey_value which is referenced by px_MCPTT_SigningKey_name
	
	
	UE needs to be configured with px_MCPTT_SigningKey_value and px_MCPTT_SigningKey_name
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