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<Start of modified section>

9.1.1.1
EAP based primary authentication and key agreement / EAP-AKA' related procedures

9.1.1.1.1
Test Purpose (TP)

(1)

with { the UE in 5GMM-REGISTERED-INITIATED state }
ensure that {

  when { the SS sends an EAP-Request/AKA'-Identity message within AUTHENTICATION REQUEST }
   then { the UE sends an EAP-Response/AKA'-Identity message within AUTHENTICATION RESPONSE }

         }

(2)

with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS sends the EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST with the sequence number in AUTN is not correct }

   then { the UE sends an EAP-response/AKA'-synchronization-failure message within AUTHENTICATION RESPONSE }

         }

(3)

with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS sends an EAP-request/AKA'-challenge message within AUTHENTICATION REQUEST }

   then { the UE sends an EAP-response/AKA'-challenge message within AUTHENTICATION RESPONSE }

         }

(4)

with { the UE in 5GMM-REGISTERED-INITIATED state and SS initiates an EAP based primary authentication and key agreement procedure }

ensure that {

  when { the SS sends an EAP-success message within AUTHENTICATION RESULT }

   then { the UE considers the procedure complete and authenctication procedure succeed }

         }

9.1.1.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.501 clauses 5.4.1.2.2.3, 5.4.1.2.2.4, 5.4.1.2.2.6B, 5.4.1.2.2.8.

[TS 24.501, clause 5.4.1.2.2.6B (TP1)]

Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/Identity message the UE shall send an AUTHENTICATION RESPONSE message with EAP-Response/Identity to the network. In the EAP-Response/Identity message, the UE shall provide the requested identity according to 3GPP TS 33.501 [24] annex F.2, in the UE identity in the EAP-Response/Identity message as specified in IETF RFC 5448 [40].

Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/AKA'-Identity message the UE shall send an AUTHENTICATION RESPONSE message with EAP-Response/AKA'-Identity to the network. Based on the attribute received in the EAP-Request/AKA'-Identity, the UE shall provide the requested identity according to 3GPP TS 33.501 [24] annex F.2, in the EAP-Response/AKA'-Identity message, as specified in IETF RFC 5448 [40].

If the EAP-Request/AKA'-Identity carries the AT_PERMANENT_REQ, the UE shall respond with EAP-Response/AKA'-Client-Error with the error code "unable to process packet".

[TS 24.501, clause 5.4.1.2.2.4 (TP2)]

If a USIM is present, the SNN check fails or the UE does not accept AUTN during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AKA'-authentication-reject message as specified in IETF RFC 5448 [40].

If a USIM is present, the SNN check is successful but the UE detects that the sequence number in AUTN is not correct during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AKA'-synchronization-failure message as specified in IETF RFC 5448 [40].

If a USIM is present, the SNN check is successful, the sequence number in AUTN is correct and the UE detects another error during handling of the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [40].

If a USIM is not present, the UE shall send an EAP-response/AKA'-client-error message as specified in IETF RFC 5448 [40].

For any of the above, the UE shall start timer T3520 when the AUTHENTICATION RESPONSE message containing the EAP-response message is sent. Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon receiving an AUTHENTICATION REQUEST message with the EAP message IE containing an EAP-request/AKA'-challenge from the network, the UE shall stop timer T3520, if running, and then process the EAP-request/AKA'-challenge information as normal.

[TS 24.501, clause 5.4.1.2.2.3 (TP3)]

If a USIM is present and the SNN check is successful, the UE shall handle the EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [40]. The USIM shall derive CK and IK and compute the authentication response (RES) using the 5G authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK' and IK' from CK and IK, and EMSK from CK' and IK'. Furthermore, the ME may generate KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA received together with the EAP-request/AKA'-challenge message, and the KSEAF as described in 3GPP TS 33.501 [24], and create a partial native 5G NAS security context identified by the ngKSI value received together with the EAP-request/AKA'-challenge message in subclause 5.4.1.2.4.2 in the volatile memory of the ME. If the KAMF and the partial native 5G NAS security context are created, the ME shall store the KAMF in the created partial native 5G NAS security context, and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].

If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [40].

[TS 24.501, clause 5.4.1.2.2.8 (TP4)]

Upon receiving an EAP-success message, if the ME has not generated a partial native 5G NAS security context as described in subclause 5.4.1.2.2.3, the ME shall:

a)
generate the KAUSF from the EMSK, the KSEAF from the KAUSF, and the KAMF from the ABBA that was received with the EAP-success message, and the KSEAF as described in 3GPP TS 33.501 [24]; 

b)
create a partial native 5G NAS security context identified by the ngKSI value in the volatile memory of the ME; and

c)
store the KAMF in the created partial native 5G NAS security context.

The UE shall consider the procedure complete.

9.1.1.1.3
Test description

9.1.1.1.3.1
Pre-test conditions

System Simulator:

-
NGC Cell A is configured according to table 6.3.2.2-1 in TS 38.508-1 [4].
UE:

-
None

Preamble:

-
The UE is in state Switched OFF Mode (state 0N-B) according to TS 38.508-1 [4].

9.1.1.1.3.2
Test procedure sequence

Table 9.1.1.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2-4
	The UE establishes RRC connection and initiates registration procedure by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1 [4].
	-
	-
	-
	-

	5
	SS transmits an AUTHENTICATION REQUEST message with an EAP-Request/AKA'-Identity message.
	<--
	5GMM: AUTHENTICATION REQUEST
	
	

	6
	Check: Does the UE respond with an AUTHENTICATION RESPONSE message, with an EAP-Response/AKA'-Identity message?
	-->
	5GMM: AUTHENTICATION RESPONSE
	1
	P

	7
	SS transmits an AUTHENTICATION REQUEST message with an EAP-Request/AKA'-challenge message which contains a not correct sequence number.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	8
	Check: Does the UE respond with an AUTHENTICATION RESPONSE message, with an EAP-Response/AKA’-synchronization-failure?
	-->
	5GMM: AUTHENTICATION RESPONSE
	2
	P

	9
	SS transmits a correct AUTHENTICATION REQUEST message with an EAP-Request/AKA'-challenge message.
	<--
	5GMM: AUTHENTICATION REQUEST
	-
	-

	10
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message, with an EAP-Response/AKA'-challenge message?
	-->
	5GMM: AUTHENTICATION RESPONSE
	3
	P

	11
	SS transmits an AUTHENTICATION RESULT message with an EAP-success message.
	<--
	5GMM: AUTHENTICATION RESULT
	-
	-

	12-18
	The registration procedure is performed by executing steps 8-14 of Table 4.5.2.2-2 in TS 38.508-1 [4]. 
	-
	-
	-
	-

	19
	Check: Does the UE transmits a REGISTRATION COMPLETE message?
	-->
	5GMM: REGISTRATION  COMPLETE
	4
	P

	20
	Steps 19a1 of Table 4.5.2.2-2 in TS 38.508-1 [4] are performed
	-
	-
	-
	-


9.1.1.1.3.3
Specific message contents

Table 9.1.1.1.3.3-1: Message AUTHENTICATION REQUEST (step 5, Table 9.1.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-1

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-request/AKA'-Identity
	See Table 9.1.1.1.3.3-7
	EAP-AKA


Table 9.1.1.1.3.3-2: Message AUTHENTICATION RESPONSE (step 6, Table 9.1.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-2

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-response/AKA'-Identity
	See Table 9.1.1.1.3.3-8
	EAP-AKA


Table 9.1.1.1.3.3-3: Message AUTHENTICATION REQUEST (step 7, Table 9.1.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-1

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-request/AKA'- challenge
	The sequence number in AUTN is not correct
	EAP-AKA


Table 9.1.1.1.3.3-4: Message AUTHENTICATION RESPONSE (step 8, Table 9.1.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-2

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-response/AKA'-synchronization-failure
	
	EAP-AKA


Table 9.1.1.1.3.3-5: Message AUTHENTICATION RESPONSE (step 10, Table 9.1.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-2

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-Response/AKA'-Challenge
	RES* equal to the XRES* calculated in the SS with the parameters provided/indicated in the AUTHENTICATION REQUEST
	EAP-AKA


Table 9.1.1.1.3.3-6: Message AUTHENTICATION RESULT (step 11, Table 9.1.1.1.3.2-1)

	Derivation path: TS 38.508-1 [4], table 4.7.1-3

	Information Element
	Value/Remark
	Comment
	Condition

	EAP message
	EAP-Success
	
	EAP-AKA


Table 9.1.1.1.3.3-7: Message EAP-Request/AKA’-Identity (Table 9.1.1.1.3.3-1)

	Derivation Path: IETF RFC 4187 [30] clause 9.1, RFC 3748 [32] clause 4

	Information Element
	Value/Remark
	Comment
	Condition

	Code
	1
	Request
	

	Length
	Set to length of EAP packet
	
	

	Data
	
	
	

	  AT_ANY_ID_REQ
	AT_ANY_ID_REQ_Def
	See Table 9.1.1.1.3.3-9
	


Table 9.1.1.1.3.3-8: Message EAP-Response/AKA'-Identity (Table 9.1.1.1.3.3-2)

	Derivation Path: IETF RFC 4187 [30] clause 9.2, RFC 3748 [32] clause 4

	Information Element
	Value/Remark
	Comment
	Condition

	Code
	2
	Response
	

	Length
	Set to length of EAP packet
	
	

	Data
	
	
	

	  AT_IDENTITY
	AT_IDENTITY_Def
	See Table 9.1.1.1.3.3-10
	


Table 9.1.1.1.3.3-9: AT_ANY_ID_REQ_Def (Table 9.1.1.1.3.3-7)
	Derivation Path: IETF RFC 4187 [30] clause 10.3

	Information Element
	Value/remark
	Comment
	Condition

	AT_ANY_ID_REQ
	'0000 1101'B
	13
	

	Length
	'0000 0001'B
	1
	

	Reserved
	'0000 0000 0000 0000'B
	
	


Table 9.1.1.1.3.3-10: AT_IDENTITY_Def (Table 9.1.1.1.3.3-8)
	Derivation Path: IETF RFC 4187 [30] clause 10.5

	Information Element
	Value/remark
	Comment
	Condition

	AT_IDENTITY
	'0000 1110'B
	14
	

	Length
	Set to the Length of AT_IDENTITY attribute in 4 bytes
	
	

	Actual Identity Length
	Set to the actual length of 'identity' in bytes excluding any appended all zero bytes at end
	
	

	Identity
	Value generated according to TS 24.501 [28] clause 9.11.3.4 and shall be a multiple of 4 bytes (appended with 1,2 or 3 bytes of all zero bits when necessary)
	SUCI of the UE
	


<End of modified section>
