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<START OF CHANGES>

6.1.1
Pre-Arranged Group Call

6.1.1.1
On-network / On-demand Pre-arranged Group Call / Automatic Commencement Mode / Transmission Control / Upgrade to Emergency Group Call / Cancel Emergency State / Upgrade to Imminent Peril Group Call / Cancel Imminent Peril State / Client Originated (CO)
6.1.1.1.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo Service }

ensure that {

  when { the MCVideo User requests the establishment of an MCVideo On-demand Pre-arranged Group Call forcing Automatic Commencement Mode and implicit Transmission Control }

    then { UE (MCVideo Client) requests On-demand Automatic Commencement Mode Pre-arranged Group Call establishment with implicit Transmission Control by sending a SIP INVITE message, and, after indication from the MCVideo Server that the call was established, notifies the user }

            }

(2)

with { UE (MCVideo Client) having established an MCVideo On-demand Pre-arranged Group Call with Automatic Commencement Mode }

ensure that {

  when { the MCVideo User engages in communication with the invited MCVideo User(s)}

    then {UE (MCVideo Client) respects the Transmission Control imposed by the MCVideo Server (Transmission Request during a talk burst, Transmission Granted, Transmission Release, Transmission Idle, Transmission Rejected, Transmission Arbitration Taken, Transmission Revoked, Transmission Request, Queue Position Request, and Queue Position Info) }

            }

(3)

with { UE (MCVideo Client) having established an On-demand Pre-arranged Group Call with Automatic Commencement Mode and the MCVideo User being authorized for initiating an MCVideo Emergency Group Call }

ensure that {

  when {the MCVideo User wants to upgrade the ongoing MCVideo Group Call to an MCVideo Emergency Group Call with Transmission Control }

    then { UE (MCVideo Client) sends a SIP re-INVITE request and upon receipt of a SIP 2xx response considers the call as being upgraded to Emergency Group Call (emergency group call state = "MEGC 3: emergency-call-granted") }

            }

(4)

with {UE (MCVideo Client) having upgraded to an Emergency Group Call}

ensure  that {

  when { the MCVideo User continues communication with the invited MCVideo User(s) }

    then { UE (MCVideo Client) respects the Transmission Control imposed by the MCVideo Server }

            }

(5)

with { UE (MCVideo Client) having upgraded an On-demand Pre-arranged Group Call with Automatic Commencement Mode to an Emergency Group Call and the MCVideo User being authorized for cancelling an MCVideo Emergency state (MCVideo in-progress emergency cancel) }

ensure that {

  when { the MCVideo User wants to cancel the ongoing MCVideo Emergency state }

    then { UE (MCVideo Client) sends a SIP re-INVITE request and upon receipt of a SIP 2xx response considers the emergency condition cancelled,

     and respects Transmission Control }

            }

(6)

with { UE (MCVideo Client) having established an On-demand Pre-arranged Group Call with Automatic Commencement Mode and the MCVideo User being authorized for initiating an MCVideo Imminent Peril Group Call }

ensure that {

  when { the MCVideo User wants to upgrade the ongoing MCVideo Group Call to an MCVideo Imminent Peril Group Call with Transmission Control }

    then { UE (MCVideo Client) sends a SIP re-INVITE request and upon receipt of a SIP 2xx response considers the call as being upgraded to Imminent Peril Group Call (imminent peril group call state = "MIG 2: in-progress")}

            }

(7)

with {UE (MCVideo Client) having upgraded to an Imminent Peril Group Call}

ensure that {

  when {the MCVideo User continues communication with the invited MCVideo User(s)}

    then {UE (MCVideo Client) respects the Transmission Control imposed by the MCVideo Server}

            }

(8)

with {UE (MCVideo Client) having upgraded an On-demand Pre-arranged Group Call with Automatic Commencement Mode to an Imminent Peril Group Call and the MCVideo User being authorized for cancelling an MCVideo Imminent Peril state (MCVideo In-Progress Imminent Peril Cancel)}

ensure that {

  when {the MCVideo User wants to cancel the ongoing MCVideo Imminent Peril state}

    then {UE (MCVideo Client) sends a SIP re-INVITE request and upon receipt of a SIP 2xx response considers the Imminent Peril condition cancelled}

            }

(9)

with {UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Automatic Commencement Mode}

ensure that {

  when {the MCVideo User wants to terminate the ongoing MCVideo Group Call}

    then {UE (MCVideo Client) sends a SIP BYE request and leaves the MCVideo Session}

            }

6.1.1.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.281, clauses 6.2.3.1.1, 6.2.3.1.2, 9.2.1.2.1.1, 9.2.1.2.1.3, 9.2.1.2.1.4, 9.2.1.2.1.5, 9.2.1.2.1.6, 9.2.1.3.3.1, 9.2.1.4.7, 9.2.1.4.8; and TS 24.581, clauses 6.3.4.3.6, 6.3.4.4.12, 6.3.5.3.9, 6.3.5.4.8. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 6.2.3.1.1]

When performing the automatic commencement mode procedures, the MCVideo client:

1)
shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [11];

2)
shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;

3)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP 200 (OK) response;

4)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP 200 (OK) response;

5)
shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [23]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";

6)
shall, if the incoming SIP INVITE request contains a Replaces header field, include in the SDP answer in the SIP 200 (OK) response to the SDP offer the parameters used for the pre-established session identified by the contents of the Replaces header field;

7)
shall, if the incoming SIP INVITE request does not contain a Replaces header field, include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.2;

NOTE:
In the case of a new emergency call where the terminating client is using a pre-established session, the SIP INVITE request containing a Replaces header is used to replace the pre-established session.

8)
shall send the SIP 200 (OK) response towards the MCVideo server according to rules and procedures of 3GPP TS 24.229 [11];

9)
shall, if the incoming SIP INVITE request contains a Replaces header field, release the pre-established session identified by the contents of the Replaces header field; and

10)
shall interact with the media plane as specified in 3GPP TS 24.581 [5]. 

When NAT traversal is supported by the MCVideo client and when the MCVideo client is behind a NAT, generation of SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [35].

[TS 24.281, clause 6.2.3.1.2]

When performing the automatic commencement mode procedures, the MCVideo client shall follow the procedures in subclause 6.2.3.1.1 with the following clarification:

-
The MCVideo client may include a P-Answer-State header field with the value "Confirmed" as specified in IETF RFC 4964 [30] in the SIP 200 (OK) response.

[TS 24.281, clause 9.2.1.2.1.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user has requested the origination of an MCVideo emergency group call or is originating an MCVideo prearranged group call and the MCVideo emergency state is already set, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.1;

2)
if the MCVideo user has requested the origination of an MCVideo imminent peril group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.9;

3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;

4)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

12)
if the MCVideo emergency state is already set or the MCVideo client emergency group state for this group is set to "MVEG 2: in-progress", the MCVideo client shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;

13)
if the MCVideo client imminent peril group state for this group is set to "MVIG 2: in-progress" or "MVIG 4: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

14)
shall contain in an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <mcvideo-request-uri> element set to the group identity;

c)
the <mcvideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 

16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5]

2)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted" or the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted", the MCVideo client shall perform the actions specified in subclause 6.2.8.1.4; and

3)
may subscribe to the conference event package as specified in subclause 9.1.3.1.

On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted";

the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13
[TS 24.281, clause 9.2.1.2.1.3]

This subclause covers both on-demand session.

Upon receiving a request from an MCVideo user to upgrade the MCVideo group session to an emergency condition or an imminent peril condition on an MCVideo prearranged group, the MCVideo client shall generate a SIP re-INVITE request as specified in 3GPP TS 24.229 [11], with the clarifications given below.

1)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress emergency group state and this is an unauthorized request for an MCVideo emergency call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorized to upgrade the MCVideo group session to an in-progress emergency group state; and

b)
shall skip the remaining steps of the current subclause;

2)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress imminent peril state and this is an unauthorized request for an MCVideo imminent peril group call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorized to upgrade the MCVideo group session to an in-progress imminent peril group state; and

b)
shall skip the remaining steps of the current subclause;

3)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo emergency call, the MCVideo client:

a)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.1;

b)
if an indication of an MCVideo emergency alert is to be included, shall perform the procedures specified in subclause 6.2.9.1 for the MCVideo emergency alert trigger; and

c)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2.

4)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo imminent peril call, the MCVideo client:

a)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.9; and

b)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

5)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.2.1; 

6)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

7)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5]; and

2)
shall perform the actions specified in subclause 6.2.8.1.4.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP re-INVITE request the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

[TS 24.281, clause 9.2.1.2.1.4]

This subclause covers both on-demand session and pre-established sessions.

Upon receiving a request from an MCVideo user to cancel the in-progress emergency condition on a prearranged MCVideo group, the MCVideo client shall generate a SIP re-INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user is not authorized to cancel the in-progress emergency group state of the MCVideo group as determined by the procedures of subclause 6.2.8.1.7, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorized to cancel the in-progress emergency group state of the MCVideo group; and

b)
shall skip the remaining steps of the current subclause;

2)
shall, if the MCVideo user is cancelling an in-progress emergency condition and optionally an MCVideo emergency alert originated by the MCVideo user, include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.3;

3)
shall, if the MCVideo user is cancelling an in-progress emergency condition and an MCVideo emergency alert originated by another MCVideo user, include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.14;

4)
shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged"; and

b)
the <mcvideo-request-uri> element set to the group identity;

NOTE 1:
The MCVideo ID of the originating MCVideo user is not included in the body, as this will be inserted into the body of the SIP INVITE request that is sent by the originating participating MCVideo function.

5)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP re-INVITE request according to IETF RFC 3840 [22];

6)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [51] with the clarifications specified in subclause 6.2.1;

7)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2; and

8)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5];

2)
shall set the MCVideo emergency group state of the group to "MVEG 1: no-emergency";

3)
shall set the MCVideo emergency group call state of the group to "MVEGC 1: emergency-gc-capable"; and

4)
if the MCVideo emergency alert state is set to "MVEA 4: Emergency-alert-cancel-pending", the sent SIP re-INVITE request did not contain an <originated-by> element in the application/vnd.3gpp.mcvideo-info+xml MIME body and the SIP 2xx response to the SIP request for a priority group call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the mcvideo-warn-code set to "149", shall set the MCVideo emergency alert state to "MVEA 1: no-alert".

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

On receiving a SIP 4xx response, SIP 5xx response or SIP 6xx response to the SIP re-INVITE request:

1)
shall set the MCVideo emergency group state as "MVEG 2: in-progress";

2)
if the SIP 4xx response, SIP 5xx response or SIP 6xx response contains an application/vnd.3gpp.mcvideo-info+xml MIME body with an <alert-ind> element set to a value of "true" and the sent SIP re-INVITE request did not contain an <originated-by> element in the application/vnd.3gpp.mcvideo-info+xml MIME body, the MCVideo client shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated"; and

3)
if the SIP 4xx response, SIP 5xx response or SIP 6xx response did not contain an application/vnd.3gpp.mcvideo-info+xml MIME body with an <alert-ind> element and did not contain an <originated-by> element, the MCVideo emergency alert (MVEA) state shall revert to its value prior to entering the current procedure.

NOTE 3:
If the in-progress emergency group state cancel request is rejected, the state of the session does not change, i.e. continues with MCVideo emergency group call level priority.

[TS 24.281, clause 9.2.1.2.1.5]

This subclause covers on-demand session.

Upon receiving a request from an MCVideo user to cancel the in-progress imminent peril condition on a prearranged MCVideo group, the MCVideo client shall generate a SIP re-INVITE request by following the procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user is not authorized to cancel the in-progress imminent peril group state of the MCVideo group as determined by the procedures of subclause 6.2.8.1.10, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorized to cancel the in-progress imminent peril group state of the MCVideo group; and

b)
shall skip the remaining steps of the current subclause;

2)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.11; and

3)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

4)
shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged"; and

b)
the <mcvideo-request-uri> element set to the group identity;

NOTE 1:
The MCVideo ID of the originating MCVideo user is not included in the body, as this will be inserted into the body of the SIP re-INVITE request that is sent by the originating participating MCVideo function.

5)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP re-INVITE request according to IETF RFC 3840 [22];

6)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.2.1; and

7)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5];

2)
shall set the MCVideo imminent peril group state of the group to "MVIG 1: no-imminent-peril"; and

3)
shall set the MCVideo imminent peril group call state of the group to "MVIGC 1: imminent-peril-gc-capable".

On receiving a SIP 4xx, SIP 5xx response or SIP 6xx response to the SIP re-INVITE request:

1)
if the SIP 4xx response, SIP 5xx response or SIP 6xx response:

a)
contains an application/vnd.3gpp.mcvideo-info+xml MIME body with an <imminentperil-ind> element set to a value of "true"; or 

b)
does not contain an application/vnd.3gpp.mcvideo-info+xml MIME body with an <imminentperil-ind> element;

then the MCVideo client shall set the MCVideo imminent peril group state as "MVIG 2: in-progress".

NOTE 3:
This is the case where the MCVideo client requested the cancellation of the MCVideo imminent peril in-progress state and was rejected.

[TS 24.2841, clause 9.2.1.2.1.6]

This subclause covers both on-demand session.

Upon receipt of a SIP re-INVITE request the MCVideo client:

1)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCVideo user the MCVideo ID of the originator of the MCVideo emergency group call and an indication that this is an MCVideo emergency group call;

b)
if the <mcvideoinfo> element containing the <mcvideo-Params> element contains an <alert-ind> element set to "true", should display to the MCVideo user an indication of the MCVideo emergency alert and associated information;

c)
shall set the MCVideo emergency group state to "MVEG 2: in-progress"; 

d)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

e)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable";

2)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "true":

a)
should display to the MCVideo user the MCVideo ID of the originator of the MCVideo imminent peril group call and an indication that this is an MCVideo imminent peril group call; and

b)
shall set the MCVideo imminent peril group state to "MIG 2: in-progress";

3)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "false":

a)
should display to the MCVideo user the MCVideo ID of the MCVideo user cancelling the MCVideo emergency group call;

b)
if the <mcvideoinfo> element containing the <mcvideo-Params> element contains an <alert-ind> element set to "false":

i)
should display to the MCVideo user an indication of the MCVideo emergency alert cancellation and the MCVideo ID of the MCVideo user cancelling the MCVideo emergency alert; and

ii)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body including an <originated-by> element:

A)
should display to the MCVideo user the MCVideo ID contained in the <originated-by> element of the MCVideo user that originated the MCVideo emergency alert; and

B)
if the MCVideo ID contained in the <originated-by> element is the MCVideo ID of the receiving MCVideo user shall set the MCVideo emergency alert state to "MVEA 1: no-alert";

c)
shall set the MCVideo emergency group state to "MVEG 1: no-emergency"; and

d)
if the MCVideo emergency group call state of the group is set to "MVEGC 3: emergency-call-granted", shall set the MCVideo emergency group call state of the group to "MVEGC 1: emergency-gc-capable";

4)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "false":

a)
should display to the MCVideo user the MCVideo ID of the MCVideo user cancelling the MCVideo imminent peril group call and an indication that this is an MCVideo imminent peril group call; 

b)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

c)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable";

5)
shall check if a Resource-Priority header field is included in the incoming SIP re-INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [11];

6)
shall accept the SIP re-INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [11];

7)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP 200 (OK) response;

8)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP 200 (OK) response;

9)
if the SIP re-INVITE request was received within an on-demand session, shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP re-INVITE request according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.2;

10)
shall send the SIP 200 (OK) response towards the MCVideo server according to rules and procedures of 3GPP TS 24.229 [11]; and

11)
shall interact with the media plane as specified in 3GPP TS 24.581 [5].

[TS 24.281, clause 9.2.1.3.3.1]

Upon receiving from the MCVideo client a SIP BYE request the participating MCVideo function shall follow the procedures as specified in subclause 6.3.2.1.6.

[TS 24.281, clause 9.2.1.4.7]

In the procedures in this subclause:

1)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

2)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body.

Upon receipt of a SIP re-INVITE request for an MCVideo session identity identifying an on-demand prearranged MCVideo group session, the controlling MCVideo function:

1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP re-INVITE request with a SIP 500 (Server Internal Error) response. The controlling MCVideo function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [15] and skip the rest of the steps;

NOTE 1:
If the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <emergency-ind> element set to a value of "true", the controlling MCVideo function can choose to accept the request.

2)
if received SIP re-INVITE request includes an application/vnd.3gpp.mcvideo-info+xml MIME body with an <emergency-ind> element included or an <imminentperil-ind> element included, shall validate the request as described in subclause 6.3.3.1.17;

3)
if the received SIP re-INVITE request contains an unauthorized request for an MCVideo emergency call as determined by subclause 6.3.3.1.13.2:

a)
shall reject the SIP re-INVITE request with a SIP 403 (Forbidden) response as specified in subclause 6.3.3.1.14; and

b)
shall send the SIP 403 (Forbidden) response as specified in 3GPP TS 24.229 [11] and skip the rest of the steps;

4)
if the received SIP re-INVITE request contains an imminent peril indication set to "true" for an MCVideo imminent peril group call and this is an unauthorized request for an MCVideo imminent peril group call as determined by subclause 6.3.3.1.13.6, shall reject the SIP re-INVITE request with a SIP 403 (Forbidden) response with the following clarifications:

a)
shall include in the SIP 403 (Forbidden) response an application/vnd.3gpp.mcvideo-info+xml MIME body as specified in clause F.1 with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "false"; and

b)
shall send the SIP 403 (Forbidden) response as specified in 3GPP TS 24.229 [11] and skip the rest of the steps;

5)
if a Resource-Priority header field is included in the received SIP re-INVITE request: 

a)
if the Resource-Priority header field is set to the value indicated for emergency calls and the SIP re-INVITE request does not contain an  emergency indication and the in-progress emergency state of the group is set to a value of "false", shall reject the SIP re-INVITE request with a SIP 403 (Forbidden) response and skip the rest of the steps; and

b)
if the Resource-Priority header field is set to the value indicated for imminent peril calls and the SIP re-INVITE request does not contain an imminent peril indication and the in-progress imminent peril state of the group is set to a value of "false", shall reject the SIP INVITE request with a SIP 403 (Forbidden) response and skip the rest of the steps;

6)
if the received SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <emergency-ind> element set to a value of "true" and is an authorized request to initiate an MCVideo emergency group call as determined by subclause 6.3.3.1.13.2, the controlling MCVideo function shall:

i)
shall cache the MCVideo ID of the MCVideo user that has initiated an MCVideo emergency call;

ii)
if the received SIP INVITE contains an alert indication set to a value of "true" and this is an authorized request for an MCVideo emergency alert meeting the conditions specified in subclause 6.3.3.1.13.1, shall cache the MCVideo ID of the MCVideo user that has initiated an MCVideo emergency alert;

iii)
if the in-progress emergency state of the group is set to a value of "true":

A)
for each of the other affiliated member of the group generate a SIP MESSAGE request notification of the MCVideo user's emergency indication as specified in subclause 6.3.3.1.11, setting the <emergency-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to a value of "true";

B)
send the SIP MESSAGE request as specified in 3GPP TS 24.229 [11]; and

C)
if the in-progress imminent peril state of the group is set to a value of "true", shall set it to a value of "false"; and

iv)
if the in-progress emergency state of the group is set to a value of "false":

A)
shall set the value of the in-progress emergency state of the group to "true";

B)
shall start timer TNG2 (in-progress emergency group call timer) and handle its expiry as specified in subclause 6.3.3.1.16;

NOTE 2:
The interactions of TNG2 with the TNG3 (group call timer) are explained in subclause 6.3.3.5.2.

Editor's Note:
 timers need to be defined..

C)
shall generate SIP re-INVITE requests for the MCVideo emergency group call to the other participants of the MCVideo group call as specified in subclause 6.3.3.1.6;

D)
shall send the SIP re-INVITEs towards the other participants of the MCVideo group call; and

E)
upon receiving a SIP 200 (OK) response to the SIP re-INVITE request the controlling MCVideo function shall interact with the media plane as specified in 3GPP TS 24.581 [5];

7)
if the received SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <emergency-ind> element set to a value of "false" and is an unauthorized request for an MCVideo emergency group call cancellation as determined by subclause 6.3.3.1.13.4:

a)
shall reject the SIP re-INVITE request with a SIP 403 (Forbidden) response;

b)
shall include in the SIP 403 (Forbidden) response an application/vnd.3gpp.mcvideo-info+xml MIME body as specified in annex F.1 with an <emergency-ind> element set to a value of "true";

c)
if an <alert-ind> element of the mcvideoinfo MIME body is included in the SIP re-INVITE request set to "false", and there is an outstanding MCVideo emergency alert for this MCVideo user, shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body an <alert-ind> element set to a value of "true"; and

d)
shall send the SIP 403 (Forbidden) response as specified in 3GPP TS 24.229 [11] and skip the rest of the steps;

8)
if the received SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <emergency-ind> element set to a value of "false" and is determined to be an authorized request for an MCVideo emergency call cancellation as specified in subclause 6.3.3.1.16 and the in-progress emergency state of the group to is set to a value of "true" the controlling MCVideo function:

a)
shall set the in-progress emergency group state of the group to a value of "false";

b)
shall clear the cache of the MCVideo ID of the MCVideo user as having an outstanding MCVideo emergency group call;

c)
if an <alert-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body is included and set to "false" and is determined to be an authorized request for an MCVideo emergency alert cancellation as specified in subclause 6.3.3.1.13.3 and there is an outstanding MCVideo emergency alert for this MCVideo user shall:

i)
if the received SIP re-INVITE request contains an <originated-by> element in the application/vnd.3gpp.mcvideo-info+xml MIME body, clear the cache of the MCVideo ID of the MCVideo user identified by the <originated-by> element as having an outstanding MCVideo emergency alert; or

ii)
if the received SIP re-INVITE request does not contain an <originated-by> element in the application/vnd.3gpp.mcvideo-info+xml MIME body, clear the cache of the MCVideo ID of the sender of the SIP re-INVITE request as having an outstanding MCVideo emergency alert;
d)
shall generate SIP re-INVITE requests to the participants in the group call as specified in subclause 6.3.3.1.6. The MCVideo controlling function:

i)
for each of the other participants in the group call shall send the SIP re-INVITE request towards the MCVideo client as specified in 3GPP TS 24.229 [11]; and

ii)
Upon receiving a SIP 200 (OK) response to the SIP re-INVITE request the controlling MCVideo function shall interact with the media plane as specified in 3GPP TS 24.581 [5];

NOTE 3:
Subclause 6.3.3.1.5 will inform the group call participants of the cancellation of the MCVideo group's in-progress emergency state and the cancellation of the MCVideo emergency alert if applicable.

e)
shall stop timer TNG2 (in-progress emergency group call timer); and

NOTE 4:
The interactions of TNG2 with the TNG3 (group call timer) are explained in subclause 6.3.3.5.2;

f)
for each of the affiliated members of the group that are not participating in the call:

i)
generate a SIP MESSAGE request notification of the cancellation of the MCVideo user's emergency call as specified in subclause 6.3.3.1.11;

ii)
set the <emergency-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to a value of "false";

iii)
if indicated above in step 8) c), set the <alert-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to a value of "false"; and

iv)
send the SIP MESSAGE request according to 3GPP TS 24.229 [11];

9)
if the received SIP re-INVITE request contains an imminent peril indication and the in-progress emergency group state of the group is set to a value of "false", shall perform the procedures specified in subclause 9.2.1.4.8 and skip the rest of the steps.

Upon receiving a SIP 200 (OK) response to a SIP re-INVITE request the controlling MCVideo function shall interact with the media plane as specified in 3GPP TS 24.581 [5];

1)
shall generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [11];

2)
shall include in the SIP 200 (OK) response an SDP answer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.3.3.2.1;

3)
shall include the "norefersub" option tag in a Supported header field according to IETF RFC 4488 [31];

4)
shall include the "tdialog" option tag in a Supported header field according to IETF RFC 4538 [32];

5)
if the received SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <alert-ind> element set to a value of "true" and if this is an unauthorized request for an MCVideo emergency alert as determined by subclause 6.3.3.1.13.1, shall include in the SIP 200 (OK) response the warning text set to "149 SIP INFO request pending" in a Warning header field as specified in subclause 4.4;

6)
if the received SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <alert-ind> element set to a value of "false" and if this is an unauthorized request for an MCVideo emergency alert cancellation as determined by subclause 6.3.3.1.13.3, shall include in the SIP 200 (OK) response the warning text set to "149 SIP INFO request pending" in a Warning header field as specified in subclause 4.4;

7)
if the received SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <imminentperil-ind> element set to a value of "true", this is an authorized request for an MCVideo imminent peril group call and the in-progress emergency state of the group is set to a value of "true", shall include in the SIP 200 (OK) response the warning text set to "149 SIP INFO request pending" in a Warning header field as specified in subclause 4.4;

NOTE 5:
In this case, the request was for an imminent peril call but a higher priority MCVideo emergency call was already in progress on the group. Hence, the imminent peril call request aspect of the request is denied but the request is granted with emergency level priority.

8)
shall interact with media plane as specified in 3GPP TS 24.581 [5]; and

9)
shall send the SIP 200 (OK) response towards the MCVideo client according to 3GPP TS 24.229 [11].

Upon receiving a SIP ACK to the SIP 200 (OK) response sent towards the inviting MCVideo client, and the SIP 200 (OK) response was sent with the warning text set to "149 SIP INFO request pending" in a Warning header field as specified in subclause 4.4, the controlling MCVideo function shall follow the procedures in subclause 6.3.3.1.18.

Upon receipt of a SIP 2xx response for an outgoing SIP MESSAGE request, shall handle according to 3GPP TS 24.229 [11].

[TS 24.281, clause 9.2.1.4.8]

This procedure is initiated by the controlling MCVideo function as the result of an action in subclause 9.2.1.4.7.

In the procedures in this subclause:

1)
imminent peril indication in an incoming SIP re-INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body.

When the controlling function receives a SIP re-INVITE request with an imminent peril indication set to "true", the controlling function:

1)
if the in-progress emergency state of the group is set to a value of "false" and if the SIP re-INVITE request contains an imminent peril indication set to a value of "true" or the in-progress imminent peril state of the group to "true", the controlling MCVideo function shall:

NOTE: 1
The calling procedure has already determined that this is not an unauthorized request for an MCVideo imminent peril call, therefore that check does not need to be repeated in the current procedure.

a)
if the in-progress imminent peril state of the group is set to a value of "true" and this MCVideo user is indicating a new imminent peril indication:

i)
for each of the other affiliated member of the group generate a SIP MESSAGE request notification of the MCVideo user's imminent peril indication as specified in subclause 6.3.3.1.11 with the following clarifications;

A)
set the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to a value of "true"; and

B)
send the SIP MESSAGE request as specified in 3GPP TS 24.229 [11];

b)
if the in-progress imminent peril state of the group is set to a value of "false";

i)
set the value of the in-progress imminent peril state of the group to "true";

ii)
generate SIP re-INVITE requests for the MCVideo imminent peril group call to participants in the MCVideo group call as specified in subclause 6.3.3.1.15;

iii)
send the SIP re-INVITES to all of the other participants in the MCVideo group call;

iv)
for each of the affiliated members of the group not participating in the group call, generate a SIP MESSAGE request notification of the MCVideo user's imminent peril indication as specified in subclause 6.3.3.1.11 with the following clarifications;

A)
set the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to a value of "true"; and

B)
send the SIP MESSAGE request as specified in 3GPP TS 24.229 [11]; and

c)
cache the information that this MCVideo user has initiated an MCVideo imminent peril call;

2)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <imminentperil-ind> element set to a value of "false" and is an unauthorized request for an MCVideo imminent peril group call cancellation as determined by subclause 6.3.3.1.13.6 shall:

a)
reject the SIP re-INVITE request with a SIP 403 (Forbidden) response to the SIP re-INVITE request; and

b)
include in the SIP 403 (Forbidden) response an application/vnd.3gpp.mcvideo-info+xml MIME body as specified in Annex F.1 with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "false";

c) send the SIP 403 (Forbidden) response as specified in 3GPP TS 24.229 [11]; and

d) skip the rest of the steps;

3)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <imminentperil-ind> element set to a value of "false" and is determined to be an authorized request for an MCVideo imminent peril call cancellation as specified in subclause 6.3.3.1.13.6 and the in-progress imminent peril state of the group to is set to a value of "true" the controlling MCVideo function shall:

a)
set the in-progress imminent peril state of the group to a value of "false";

b)
cache the information that this MCVideo user no longer has an outstanding MCVideo imminent peril group call;

c)
generate SIP re-INVITES requests to the other participants in the MCVideo group call as specified in subclause 6.3.3.1.15. The MCVideo controlling function:

i)
for each participant shall send the SIP re-INVITE request towards the MCVideo client as specified in 3GPP TS 24.229 [11]; and

ii)
Upon receiving a SIP 200 (OK) response to the SIP re-INVITE request the controlling MCVideo function interact with the media plane as specified in 3GPP TS 24.581 [5]; and

NOTE 2:
Subclause 6.3.3.1.14 will inform the affiliated and joined members of the cancellation of the MCVideo group's in-progress emergency state and the cancellation of the MCVideo emergency alert if applicable.

d)
for each of the affiliated members of the group not participating in the call shall:

i)
generate a SIP MESSAGE request notification of the cancellation of the MCVideo user's imminent peril call as specified in subclause 6.3.3.1.11;

ii)
set the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to a value of "false"; and

iii)
send the SIP MESSAGE request according to 3GPP TS 24.229 [11];

4)
shall include in the SIP 200 (OK) response an SDP answer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.3.3.2.1;

5)
shall include the "norefersub" option tag in a Supported header field according to IETF RFC 4488 [31];

6)
shall include the "tdialog" option tag in a Supported header field according to IETF RFC 4538 [32];

7)
shall interact with media plane as specified in 3GPP TS 24.581 [5]; and

8)
shall send the SIP 200 (OK) response towards the MCVideo client according to 3GPP TS 24.229 [11].

Upon receipt of a SIP 2xx response for an outgoing SIP MESSAGE request, shall handle according to 3GPP TS 24.229 [11].

[TS 24.581, clause 6.3.4.3.6]
Upon receiving an implicit Transmission request due to an upgrade to an emergency group call or due to an upgrade to imminent peril call, the transmission control arbitration logic in the transmission control server: 

1.
shall reject the request if there is only one MCVideo client in the MCVideo call;

2.
if the Transmission request is rejected the transmission control server:

a.
shall send the Transmission Reject message. The Transmission Reject message:

i.
shall include in the Reject Cause field the <Reject Cause> value cause #3 (Only one participant); and

ii.
may include in the Reject Cause field an additional text string explaining the reason for rejecting the Transmission request in the <Reject Phrase> value; and

b.
shall remain in the 'G: Transmit Idle' state; and

3.
if the Transmission request is granted the transmission control server:

a.
shall stop the timer T1 (Inactivity);

b.
shall stop the timer T2 (Transmit Idle);

c.
shall store the SSRC of transmission participant granted the permission to send media until the transmission is released associated to that Transmission request; and

d.
shall enter the 'G: Transmit Taken' state as specified in the subclause 6.3.4.4.2.

[TS 24.581, clause 6.3.4.4.12]

Upon receiving an implicit Transmission request due to an upgrade to an emergency group call or due to an upgrade to imminent peril call, the transmission control arbitration logic in the transmission control server: 

1.
if counter Cx (Simultaneous transmission video) has not reached its upper limit:

a.
shall perform the actions specified in the subclause 6.3.4.4.2;

2.
if counter Cx (Simultaneous transmission video) has reached its upper limit:

a.
select one of the transmission participants with permission to send media without the pre-emptive priority or low effective priority;

b.
shall stop timer T4 (Transmission Grant), if running;

c.
shall set the Reject Cause field in the Transmission Revoke message to #4 (Media Transmission pre-empted);

d.
shall enter the 'G: pending Transmission Revoke' state as specified in the subclause 6.3.4.5.2;

e.
shall insert the transmission participant into the active Transmission request queue to the position in front of all queued requests, if not inserted yet or update the position of the transmission participant in the active Transmission request queue to the position in front of all other queued requests, if already inserted; and

f.
shall send a Transmission Queue Position Info message to the requesting transmission participant, if negotiated support of queueing Transmission requests as specified in clause 14. The Queue Position Request message:

i.
shall include the queue position and transmission priority in the Queue Info field; and

ii.
if a group call is a broadcast group call, a system call, an emergency call, an imminent peril call, or a temporary group session, shall include the Transmission Indicator field with appropriate indications.

[TS 24.581, clause 6.3.5.3.9]

When an ongoing session is upgraded to an emergency group call and when the application and signalling plane indicates that a subsequent SDP offer included the "mc_implicit_request" fmtp attribute as described in clause 14, the transmission control interface towards the MCVideo client in the transmission control server:

1.
shall indicate to the transmission control server arbitration logic that an implicit Transmission request is received due to an upgrade to an emergency group call; and

2.
shall remain in the 'U: not permitted and Transmit Idle' state.

[TS 24.581, clause 6.3.5.4.8]

When an ongoing session is upgraded to an emergency group call and when the application and signalling plane indicates that a subsequent SDP offer included the "mc_implicit_request" fmtp attribute as specified in clause 14, the transmission control interface towards the MCVideo client in the transmission control server:

1.
shall indicate to the transmission control server arbitration logic that an implicit Transmission request is received due to an upgrade to an emergency group call; and

2.
shall remain in the 'U: not permitted and Transmit Taken' state.

6.1.1.1.3
Test description

6.1.1.1.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).

IUT:

-
UE (MCVideo client)

-
The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.
-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.1.3.2
Test procedure sequence

Table 6.1.1.1.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the MCVideo User request the establishment of an MCVideo On-Demand Pre-Arranged Group Call using, Automatic Commencement Mode, with request for implicit Transmission Control.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 36.579-1 [2], subclause 5.4.3A ‘Generic Test Procedure for MCVideo CO communication in E-UTRA’. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	2
	Check: Does the UE (MCVideo client) send an initial SIP INVITE requesting the establishment of an MCVideo On-Demand Pre-Arranged Group Call, Automatic Commencement Mode, with implicit Transmission Control?
	-->
	SIP INVITE
	1
	P

	3
	The SS (MCVideo Server) responds to the UE with a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	4
	The SS (MCVideo Server) sends a SIP 200 (OK) message indicating that it has accepted the SIP INVITE request from the UE.
	<--
	SIP 200 (OK)
	-
	-

	5
	The UE sends an acknowledgement to the SS.
	-->
	SIP ACK
	-
	-

	6
	The SS (MCVideo Server) sends a Transmission Granted message.
	<--
	Transmission Granted
	-
	-

	7
	Check: Does the UE (MCVideo client) send a Transmission Control ACK in response to Transmission Granted message?
	-->
	Transmission Control ACK
	2
	P

	8
	Check: Does the UE (MCVideo client) notify the user that the call has been successfully established?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	1
	P

	9
	Make the MCVideo User upgrade the Pre-arranged Group Call to an MCVideo Emergency Group Call.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	10
	Check: Does the UE (MCVideo Client) send a SIP re-INVITE message to upgrade the On-Demand Pre-arranged Group Call to an MCVideo Emergency Group Call?
	-->
	SIP re-INVITE
	3
	P

	11
	The SS (MCVideo Server) sends a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	12
	The SS (MCVideo Server) sends a SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	13
	The UE sends an acknowledgement to the server.
	-->
	SIP ACK
	-
	-

	14
	The SS (MCVideo Server) sends a Transmission Granted message.
	<--
	Transmission Granted
	-
	-

	15
	Check: Does the UE send a Transmission Control Ack message acknowledging the Transmission Granted message from the SS?
	-->
	Transmission Control Ack
	4
	P

	16
	Check: Does the MCVideo Client provide notification to the MCVideo User that the prearranged Group Call has been upgraded to an Emergency condition?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	3
	P

	17
	Make the MCVideo User downgrade the Pre-arranged Group Call to an MCVideo Emergency Group Call.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	18
	Check: Does the UE (MCVideo Client) send a SIP re-INVITE message to cancel the Emergency condition in the On-Demand Pre-arranged Group Call?
	-->.
	SIP re-INVITE
	5
	P

	19
	The SS (MCVideo Server) sends a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	20
	The SS (MCVideo Server) sends a SIP 200 (OK) indicating that it has accepted the SIP re-INVITE request to cancel the emergency condition.
	<--
	SIP 200 (OK)
	-
	-

	21
	The UE sends an acknowledgement to the server.
	-->
	SIP ACK
	-
	-

	22
	The SS (MCVideo Server) sends a Transmission Granted message.
	<--
	Transmission Granted
	-
	-

	23
	Check: Does the UE (MCVideo Client) send a Transmission Control Ack message in response to the SS Transmission Granted message?
	-->
	Transmission Control Ack
	4
	P

	24
	Check: Does the MCVideo Client provide notification to the MCVideo User that the prearranged Group Call has been downgraded from an Emergency condition to a normal group call?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	5
	P

	25
	Make the MCVideo User upgrade the Pre-arranged Group Call to an MCVideo Imminent Peril Group Call.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	26
	Check: Does the UE (MCVideo Client) send a SIP re-INVITE message to upgrade the On-Demand Pre-arranged Group Call to MCVideo Imminent Peril Group Call?
	-->
	SIP re-INVITE
	6
	P

	27
	The SS (MCVideo Server) sends a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	28
	The SS (MCVideo Server) sends a SIP 200 (OK) indicating that it has accepted the SIP re-INVITE request to upgrade to the Imminent Peril condition.
	<--
	SIP 200 (OK)
	-
	-

	29
	The UE sends an acknowledgement to the server.
	-->
	SIP ACK
	-
	-

	30
	The SS (MCVideo Server) then sends a Transmission Granted message to the Client.
	<--
	Transmission Granted
	-
	-

	31
	Check: Does the UE (McVideo Client) send a Transmission Control Ack message in response to the Transmission Granted message from the SS?
	-->
	Transmission Control Ack
	7
	P

	32
	Check: Does the MCVideo Client provide notification to the MCVideo User that the prearranged Group Call has been upgraded to an Imminent Peril condition?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	6
	P

	33
	Make the McVideo User downgrade the On-Demand Pre-arranged Group Call to an Imminent Peril condition.
	-
	-
	-
	-

	34
	Check: Does the UE send a SIP re-INVITE message to cancel the Imminent Peril condition in the On-Demand Pre-arranged Group Call?
	-->
	SIP re-INVITE
	8
	P

	35
	The SS (MCVideo Server) responds to the UE with a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	36
	The SS (MCVideo Server) sends a SIP 200 (OK) indicating that it has accepted the SIP re-INVITE request to downgrade to the Imminent Peril condition.
	<--
	SIP 200 (OK)
	-
	-

	37
	The UE sends an acknowledgement to the server.
	-->
	SIP ACK
	-
	-

	38
	The SS (MCVideo Server) sends a Transmission Granted message with an acknowledgement required 
	<--
	Transmission Granted
	-
	-

	39
	Check: Does the UE (MCVideo client) send a Transmission Control Ack message in response to the SS Transmission Granted message?
	-->
	Transmission Control Ack
	7
	P

	40
	Check: Does the MCVideo Client provide notification to the MCVideo User that the prearranged Group Call has been downgraded from an Imminent Peril condition to a normal group call?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	8
	P

	41
	Make the McVideo User request to end the transmission.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	42
	Check: Does the UE (MCVideo Client) send a Transmission Request indicating that it wants to terminate an MCVideo On-Demand Pre-Arranged Group Call, Automatic Commencement Mode, with implicit Transmission Control?
	-->
	Transmission End Request
	7
	P

	43
	The SS (MCVideo Server) sends a Transmission End Response message to verify that the UE (MCVideo Client) is able to end an MCVideo On-Demand Pre-Arranged Group Call, Automatic Commencement Mode, with implicit Transmission Control.
	<--
	Transmission End Response
	-
	-

	44
	Check: Does the UE (MCVideo Client) send a Transmit Control ACK message.
	-->
	Transmission Control ACK
	7
	P

	45
	The SS (MCVideo Server) sends a Transmission Idle message.
	<--
	Transmission Idle
	-
	-

	46
	Make the McVideo User request to end the Group Call.
	-
	-
	-
	-

	47
	Check: Does the UE (MCVideo Client) send a SIP BYE message to end the On-demand Pre-arranged Group Call?
	-->
	SIP BYE
	9
	P

	48
	The SS (MCVideo Server) sends a SIP 200 (OK) message to indicate acceptance to end the Group Call.
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS (MCVideo Server) releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.1.3.3
Specific message contents

Table 6.1.1.1.3.3-1: SIP INVITE from UE (Step 2, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Contains the address at which original requestor is expecting to receive responses to this request. Tells other elements where to send a response.
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	UE accesses the server via UDP.

UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol  (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.Transport. 
	
	UDP

	
	"SIP/2.0/TCP"
	UE accesses the server via TCP
	
	TCP

	  sent-by
	any allowed value
	IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname) and protected server port of the UE
	
	

	    host
	IP address or FQDN
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value starting with 'z9hG4bK'
	
	
	

	Route
	
	Used to force routing for a request through

 the listed set of proxies.
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	Contains a display name and a SIP or SIPS URI that indicate the originator of the request
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	  port
	any value if present
	
	
	

	 tag
	any value
	
	
	

	To
	
	Contains a display name and a SIP or SIPS URI towards which the request was originally directed.
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta-seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	"SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE
	
	

	
	
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical push to talk (Video service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	Limits the number of hops a request can make on its way to its destination. It is an integer that is decremented by one at each hop.
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	Access network technology and, if applicable, the cell ID.
	AUTO
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	“Manual”
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	  Content-Length
	present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	    value
	any value
	length of message-body
	
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.1.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.1.3.3-6
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.1.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.1.3.3-8
	
	
	


Table 6.1.1.1.3.3-2: SDP Message from UE (Table 6.1.1.1.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_ MCVideo _User_A_ID
	Username of client
	
	

	    sess-id
	any allowed value
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session.
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line

Included if the media plane for audio uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	"fmtp"
	
	
	

	      format
	the value given in fmt in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	""
	
	
	

	      encoding name
	"H.264"
	
	
	

	      clock rate
	
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	Key Management attribute field in the media and session level.
	TS 24.281 [26] subclause 6.2.1
	

	    mikey
	MIKEY-SAKKE I_MESSAGE as specified in Tables 6.1.1.1.3.3-3, 6.1.1.1.3.3-4, and 6.1.1.1.3.3-5
	MIKEY carries the security parameters needed for

setting up the security protocol. It is a protocol designed for government and relevant enterprises to enable secure, cross-platform multimedia communications. 
	RFC 4567 [44]
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	    media
	"application"
	
	3GPP TS 24.581 [5] clause 12
	

	    port
	any allowed value
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_ MCVideo _IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	" MCVideo "
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	TS 24.380 [10] cl. 12.1.2.3

3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	TS 24.380 [10] cl. 12.1.2.3

3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 5.5.9.1-2
	
	RFC 4567 [44]
	


Table 6.1.1.1.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK Distribution) (Table 6.1.1.1.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180, clause F2.1.1
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.1.3.3-4: MIKEY-SAKKE I_MESSAGE (Private Call) (Table 6.1.1.1.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.1.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.1.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 Referencesubclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.1.3.3-6: MCVideo-Info in SIP INVITE from UE (Table 6.1.1.1.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180, clause B.3. RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180, clause B.3.

RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.1.3.3-7: Resource-Lists in SIP INVITE from the UE (Table 6.1.1.1.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	resource-lists
	"uri: mcvideo-op.gov:resource-lists"
	
	TS 24.481 [11]
	CONFIG

	  list
	
	
	
	

	    entry
	px_MCVideo_User_B_ID
	The MCVideo ID of the invited user
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	    entry
	"resource-lists/ue_configuration.xml/"
	UE Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_user_profile.xml/"
	UE User Profile document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_service_configuration.xml/"
	UE Service Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_group_configuration.xml/"
	UE Group Configuration document
	TS 24.481 [11]
	GROUPCONFIG


Table 6.1.1.1.3.3-8: Location-Info in SIP INVITE from UE (Table 6.1.1.1.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.4.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Report
	
	
	
	

	    TriggerID
	not present
	An element which can occur multiple times. Contains the value of the <TriggerId> attribute associated with a trigger that has fired. Only present if a trigger is the cause of the Location-info Report.
	
	

	    CurrentLocation
	
	A mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      NeighbouringEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbmsSaId
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbsfnArea
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      CurrentCoordinate
	optional
	This is optional depending on the configuration sent by the SS
	
	

	    ReportID
	not present
	Attribute is used to return the value in the <RequestId> attribute in the <Request> element. Only present in response to a Location-Info Request.
	
	

	    ReportType
	"Emergency"
	Required

The <ReportType> attribute has two values "Emergency" and "NonEmergency" used to inform whether the client is sending the report in an emergency situation or not.
	
	

	      EmergencyEventType
	"GroupCallEmergency"
	
	
	GROUP-CALL and EMERGENCY-CALL

	
	"GroupCallImminentPeril"
	
	
	GROUP-CALL and IMMPERIL-CALL

	
	"PrivateCallEmergency"
	
	
	PRIVATE-CALL and EMERGENCY-CALL

	
	"InitiateEmergencyAlert"
	
	
	IMMPERIL-CALL


Table 6.1.1.1.3.3-9: SIP 100 (Trying) from SS (Step 3, 11, 19, 27, 35, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Allow
	
	
	
	

	Content-Length
	Optional in case of the message being sent by the UE
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.1.3.3-10: SIP 200 (OK) from SS (Step 4, 12, 20, 28, 36, 48, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	same as received in request
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_PCSCF_A_URI":4060;lr"

same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID

same value as received in request
	
	
	

	  tag
	same value as in the request or To-tag assigned by the SS if missing in the request
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI

same value as in the request 
	
	
	

	  tag
	same value as in the request or To-tag assigned by the SS if missing in the request
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	same value as received in the REGISTER
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	
	
	
	

	    User-info and host
	px_MCVideo_Client_A_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    Port
	Not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    Port
	Not present
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	TS 24.229 [26] 20.32
	INVITE-RSP

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	INVITE-RSP

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	INVITE-RSP

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	length of message-body
	
	
	

	  Message-body
	
	
	RFC 3261 [22]
	INVITE-RSP

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.1.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.1.3.3-6
	
	
	


Table 6.1.1.1.3.3-11: SIP ACK from the UE (Steps 5, 13, 21, 29, 37, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value"
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bk'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header sent to the UE in 183, 180 or 200 response (whichever response used for request message to be acknowledged and contained Record-Route header) in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	same value as in INVITE message
	
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.1.3.3-12: Transmission Granted from SS (Steps 6, 14, 22, 30, 38, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	MCV1
	Transmission Control messages sent by the transmission control server and transmission control participant
	
	

	Duration
	
	
	
	

	  Duration
	"00000000 10000000"
	128 sec (an arbitrary value)
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Floor Priority value
	
	

	User ID
	Not present
	
	
	ON-NETWORK

	User ID
	
	
	
	OFF-NETWORK

	  User ID
	px_MCVideo_User_A_ID
	The MCVideo User ID of the transmission participant that was granted transmission.
	
	

	Queue Size
	Not present
	
	
	ON-NETWORK

	Queue Size
	"0"
	the number of queued MCVideo clients in the MCVideo call
	
	OFF-NETWORK

	SSRC of queued floor participant
	Not present
	
	
	

	Queued User ID
	Not present
	
	
	

	Queue Info
	Not present
	
	
	

	Track Info
	Not present
	The MCVideo call does not involve a non-controlling MCVideo function
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	Any allowed value
	
	
	


Table 6.1.1.1.3.3-13 Transmission Control ACK from UE 
(Steps 7, 15, 23, 31, 39, 44, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.5-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV2”
	Transmission Control messages sent by the Transmission Control Server and Transmission Control Participant.
	
	

	Source
	
	
	
	

	  Source
	"2"
	The controlling MCVideo function is the source
	
	

	Message Type
	
	
	
	

	  Message Type
	"10100"
	Transmission Control Ack message for Transmission Release message which requested acknowledgment
	
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP (Real Time Transport Protocol) message part is in specified in clause x and in IETF RFC 3711 [4]
	
	


Table 6.1.1.1.3.3-14: SIP re-INVITE from UE (Steps 10, 26, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1 condition EMERGENCY-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	
	
	
	
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value
	IP address or FQDN and protected server port of the UE
	
	

	    host
	IP address or FQDN 
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI":4060;lr"
	P-CSCF address of the SS. <sip:SS P-CSCF address: protected server port of SS;lr>, <sip:px_scscf;lr>
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE.
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	
	
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical push to talk (MCVideo) service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of message body
	RFC 5621 [58]
	

	  Content-Length
	Length of body message. Present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	  value
	any value
	length of message-body
	
	

	    Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.1.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	As described in Table 6.1.1.1.3.3-15
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	As described in Table 6.1.1.1.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.1.3.3-8
	
	
	


Table 6.1.1.1.3.3-15: MCVideo-Info in SIP re-INVITE from UE (Table 6.1.1.1.3.3-14)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180, clause B.3. RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="true"
	
	
	EMERGENCY-CALL

	
	
	
	
	

	    alert-ind
	not present or if present then="true"
	
	
	EMERGENCY-ALERT

	
	
	
	
	

	    imminentperil-ind
	not present or if present then="true"
	
	
	IMMPERIL-CALL

	
	
	
	
	

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL


GROUP-CALL


EMERGENCY-CALL


IMMPERIL-CALL


EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180, clause B.3. RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.1.3.3-16: SIP re-INVITE from UE (Steps 18, 34, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	
	
	
	
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI":4060;lr"
	P-CSCF address of the SS. <sip:SS P-CSCF address: protected server port of SS;lr>, <sip:px_scscf;lr>
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	
	
	

	    port
	any value if present
	
	
	

	  tag
	"1"
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	
	
	
	
	

	Call-ID
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE.
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	
	

	  feature-param
	"audio"
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	Content-Length
	Length of body message. Present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	  value
	any value
	length of message-body
	
	

	    Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.1.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	As described in Table 6.1.1.1.3.3-17
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	As described in Table 6.1.1.1.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.1.3.3-8
	
	
	


Table 6.1.1.1.3.3-17: MCVideo-Info in SIP re-INVITE from UE (Table 6.1.1.1.3.3-16)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180, clause B.3. 

RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	
	
	
	

	    alert-ind
	not present or if present then="false"
	
	
	

	
	
	
	
	

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	
	
	
	

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180, clause B.3. 

RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.1.3.3-18: Transmission End Request from UE (Step 42, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.1.3.3-19: Transmission End Response from SS (Step 43, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of Transmission Control server
	
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.1.3.3-20: Transmission Idle from SS (Step 45 Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.2.17-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV1”
	Transmission Control messages sent by the Transmission Control Server and the Transmission Control Participant.
	
	

	Message Sequence Number
	
	
	
	

	  Message Sequence Number
	The value sent in the previous Transmission Idle message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP message part is in specified in clause x and in IETF RFC 3711 [4]
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.1.3.3-21: SIP BYE from UE (Step 47, Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.1.3.3-22: SIP 200 (OK) from SS (Step 48, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	      SDP Message
	As described in Table 6.1.1.1.3.3-2
	
	
	



6.1.1.2
On-network / On-demand Pre-arranged Group Call / Automatic Commencement Mode / Reception Control / Upgrade to Emergency Group Call / Cancel Emergency State / Upgrade to Imminent Peril Group Call / Cancel Imminent Peril State / Client Terminated (CT)
6.1.1.2.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo }

ensure that {
  when { the UE (MCVideo Client) receives a SIP INVITE from the SS (MCVideo Server)to initiate an On-demand Pre-arranged Group Call with Automatic Commencement Mode and implicit Reception Control }

    then { UE (MCVideo Client) responds by sending a SIP 200 (OK) message

     and, after indication from the MCVideo Server that the call was established, notifies the user }

            }

(2)

with { UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Group Call with Automatic Commencement Mode }

ensure that {

  when { the MCVideo User engages in communication with the invited MCVideo User(s) }

    then { UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server ( Media Reception Notification, Receive Media Request, Receive Media Response, Media Reception End Request, Media Reception End Response, Reception Control ACK }

            }

(3)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Automatic Commencement Mode }

ensure that {

  when { the UE (MCVideo Client) receives a SIP reINVITE from the SS (MCVideo Server) to upgrade the ongoing MCVideo Group Call to an MCVideo Emergency Group Call with Reception Control }

    then { UE (MCVideo Client) responds to the SIP re-INVITE request with a SIP 200 (OK) response and considers the call as being upgraded to an Emergency Group Call (emergency group call state = "MEGC 3: emergency-call-granted") }

            }

(4)

with { UE (MCVideo Client) in an upgraded Emergency Group Call }

ensure that {

  when { the MCVideo User continues communication with the invited MCVideo User(s) }

    then { UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server }

            }

(5)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Automatic Commencement Mode that was upgraded to an Emergency Group Call}

ensure that {

  when { the UE (MCVideo Client)receives a SIP reINVITE from the SS (MCVideo Server) to cancel the ongoing MCVideo Emergency state}

    then { UE (MCVideo Client) responds to the SIP re-INVITE request with a SIP 200 (OK)

     and considers the emergency condition cancelled }

            }

(6)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Automatic Commencement Mode }

ensure that {

  when { the UE (MCVideo Client)receives a SIP reINVITE from the SS (MCVideo Server) to upgrade the ongoing MCVideo Group Call to an MCVideo Imminent Peril Group Call with Reception Control }

    then { UE (MCVideo Client) responds to the SIP re-INVITE request with a SIP 200 (OK) response 

     and considers the call as being upgraded to an Imminent Peril Group Call (imminent peril group call state = "MIG 2: in-progress") }

            }

(7)

with { UE (MCVideo Client) in an upgraded Imminent Peril Group Call }

ensure that {

  when { the MCVideo User continues communication with the invited MCVideo User(s) }

    then { UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server }

            }

(8)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Automatic Commencement Mode which was upgraded to an Imminent Peril Group Call }

ensure that {

  when { the UE (MCVideo Client)receives a SIP reINVITE from the SS (MCVideo Server) to cancel the ongoing MCVideo Imminent Peril state }

    then { UE (MCVideo Client) responds to the SIP re-INVITE request with a SIP 200 (OK)

     and considers the Imminent Peril condition cancelled }

            }

(9)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Automatic Commencement Mode }

ensure that {

  when { the UE (MCVideo Client) needs to terminate the ongoing MCVideo Group Call }

    then { the UE (MCVideo Client) sends a SIP BYE request and the SS (MCVideo Server) responds with a SIP 200 (OK)

     and the UE Client leaves  the MCVideo session }

            }

6.1.1.2.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.281 clauses 6.2.3.1.1, 6.2.3.1.2, 9.2.1.2.1.1, 9.2.1.2.1.2, 9.2.1.2.1.3, 9.2.1.2.1.4, 9.2.1.2.1.5, 9.2.1.2.1.6, 9.2.1.2.3.3; also TS 24.581, clauses 6.3.4.3.6, 6.3.4.4.12, 6.3.5.3.9, 6.3.5.4.8. The following represents a copy/paste extraction of the requirements relevant to the test purpose; any references within the copy/paste text should be understood within the scope of the core spec they have been copied from. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 6.2.3.1.1]

When performing the automatic commencement mode procedures, the MCVideo client:

1)
shall accept the SIP INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [11];

2)
shall include the option tag "timer" in a Require header field of the SIP 200 (OK) response;

3)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP 200 (OK) response;

4)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP 200 (OK) response;

5)
shall include the Session-Expires header field in the SIP 200 (OK) response and start the SIP session timer according to IETF RFC 4028 [23]. The "refresher" parameter in the Session-Expires header field shall be set to "uas";

6)
shall, if the incoming SIP INVITE request contains a Replaces header field, include in the SDP answer in the SIP 200 (OK) response to the SDP offer the parameters used for the pre-established session identified by the contents of the Replaces header field;

7)
shall, if the incoming SIP INVITE request does not contain a Replaces header field, include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP INVITE request according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.2;

NOTE:
In the case of a new emergency call where the terminating client is using a pre-established session, the SIP INVITE request containing a Replaces header is used to replace the pre-established session.

8)
shall send the SIP 200 (OK) response towards the MCVideo server according to rules and procedures of 3GPP TS 24.229 [11];

9)
shall, if the incoming SIP INVITE request contains a Replaces header field, release the pre-established session identified by the contents of the Replaces header field; and

10)
shall interact with the media plane as specified in 3GPP TS 24.581 [5]. 

When NAT traversal is supported by the MCVideo client and when the MCVideo client is behind a NAT, generation of SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [35].

[TS 24.281, clause 6.2.3.1.2]

When performing the automatic commencement mode procedures, the MCVideo client shall follow the procedures in subclause 6.2.3.1.1 with the following clarification:

-
The MCVideo client may include a P-Answer-State header field with the value "Confirmed" as specified in IETF RFC 4964 [30] in the SIP 200 (OK) response.

[TS 24.281, clause 9.2.1.2.1.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user has requested the origination of an MCVideo emergency group call or is originating an MCVideo prearranged group call and the MCVideo emergency state is already set, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.1;

2)
if the MCVideo user has requested the origination of an MCVideo imminent peril group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.9;

3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;

4)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

12)
if the MCVideo emergency state is already set or the MCVideo client emergency group state for this group is set to "MVEG 2: in-progress", the MCVideo client shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;

13)
if the MCVideo client imminent peril group state for this group is set to "MVIG 2: in-progress" or "MVIG 4: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

14)
shall contain in an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <mcvideo-request-uri> element set to the group identity;

c)
the <mcvideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 

16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5] ;

2)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted" or the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted", the MCVideo client shall perform the actions specified in subclause 6.2.8.1.4; and

3)
may subscribe to the conference event package as specified in subclause 9.1.3.1.

On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted";

the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

[TS 24.281, clause 9.2.1.2.1.2]

In the procedures in this subclause:

1)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

2)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body.

Upon receipt of an initial SIP INVITE request, the MCVideo client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [11] with the clarifications below.

The MCVideo client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCVideo client does not have enough resources to handle the call; or

b)
any other reason outside the scope of this specification;

2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCVideo function either with appropriate reject code as specified in 3GPP TS 24.229 [51] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;

NOTE:
If the SIP INVITE request contains an emergency indication or imminent peril indication, the MCVideo client can by means beyond the scope of this specification choose to accept the request.

3)
shall check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [11];

4)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo emergency group call and:

i)
should display the MCVideo ID of the originator of the MCVideo emergency group call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body;

ii)
should display the MCVideo group identity of the group with the emergency condition contained in the <mcvideo-calling-group-id> element; and

iii)
if the <alert-ind> element is set to "true", should display to the MCVideo user an indication of the MCVideo emergency alert and associated information;

b)
shall set the MCVideo emergency group state to "MVEG 2: in-progress";

c)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

d)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable"; otherwise

5)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo imminent peril group call and:

i)
should display the MCVideo ID of the originator of the MCVideo imminent peril group call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

ii)
should display the MCVideo group identity of the group with the imminent peril condition contained in the <mcvideo-calling-group-id> element; and

b)
shall set the MCVideo imminent peril group state to "MVIG 2: in-progress";

6)
may display to the MCVideo user the MCVideo ID of the inviting MCVideo user;

7)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to manual commencement mode, yet the invited MCVideo client allows the call to be answered with automatic commencement mode;

8)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is to use manual commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode, yet the invited MCVideo client allows the call to be answered with manual commencement mode; and

9)
when the SIP 200 (OK) response to the SIP INVITE request is sent, may subscribe to the conference event package as specified in subclause 9.1.3.1.

[TS 24.281, clause 9.2.1.2.1.3]

This subclause covers both on-demand session.

Upon receiving a request from an MCVideo user to upgrade the MCVideo group session to an emergency condition or an imminent peril condition on an MCVideo prearranged group, the MCVideo client shall generate a SIP re-INVITE request as specified in 3GPP TS 24.229 [11], with the clarifications given below.

1)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress emergency group state and this is an unauthorised request for an MCVideo emergency call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorised to upgrade the MCVideo group session to an in-progress emergency group state; and

b)
shall skip the remaining steps of the current subclause;

2)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress imminent peril state and this is an unauthorised request for an MCVideo imminent peril group call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorised to upgrade the MCVideo group session to an in-progress imminent peril group state; and

b)
shall skip the remaining steps of the current subclause;

3)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo emergency call, the MCVideo client:

a)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.1;

b)
if an indication of an MCVideo emergency alert is to be included, shall perform the procedures specified in subclause 6.2.9.1 for the MCVideo emergency alert trigger; and

c)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2.

4)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo imminent peril call, the MCVideo client:

a)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.9; and

b)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

5)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.2.1; 

6)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

7)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5]; and

2)
shall perform the actions specified in subclause 6.2.8.1.4.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP re-INVITE request the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

[TS 24.281, clause 9.2.1.2.1.4]

This subclause covers both on-demand session and pre-established sessions.

Upon receiving a request from an MCVideo user to cancel the in-progress emergency condition on a prearranged MCVideo group, the MCVideo client shall generate a SIP re-INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user is not authorised to cancel the in-progress emergency group state of the MCVideo group as determined by the procedures of subclause 6.2.8.1.7, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorised to cancel the in-progress emergency group state of the MCVideo group; and

b)
shall skip the remaining steps of the current subclause;

2)
shall, if the MCVideo user is cancelling an in-progress emergency condition and optionally an MCVideo emergency alert originated by the MCVideo user, include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.3;

3)
shall, if the MCVideo user is cancelling an in-progress emergency condition and an MCVideo emergency alert originated by another MCVideo user, include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.14;

4)
shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged"; and

b)
the <mcvideo-request-uri> element set to the group identity;

NOTE 1:
The MCVideo ID of the originating MCVideo user is not included in the body, as this will be inserted into the body of the SIP INVITE request that is sent by the originating participating MCVideo function.

5)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP re-INVITE request according to IETF RFC 3840 [22];

6)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [51] with the clarifications specified in subclause 6.2.1;

7)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2; and

8)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5];

2)
shall set the MCVideo emergency group state of the group to "MVEG 1: no-emergency";

3)
shall set the MCVideo emergency group call state of the group to "MVEGC 1: emergency-gc-capable"; and

4)
if the MCVideo emergency alert state is set to "MVEA 4: Emergency-alert-cancel-pending", the sent SIP re-INVITE request did not contain an <originated-by> element in the application/vnd.3gpp.mcvideo-info+xml MIME body and the SIP 2xx response to the SIP request for a priority group call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the mcvideo-warn-code set to "149", shall set the MCVideo emergency alert state to "MVEA 1: no-alert".

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

On receiving a SIP 4xx response, SIP 5xx response or SIP 6xx response to the SIP re-INVITE request:

1)
shall set the MCVideo emergency group state as "MVEG 2: in-progress";

2)
if the SIP 4xx response, SIP 5xx response or SIP 6xx response contains an application/vnd.3gpp.mcvideo-info+xml MIME body with an <alert-ind> element set to a value of "true" and the sent SIP re-INVITE request did not contain an <originated-by> element in the application/vnd.3gpp.mcvideo-info+xml MIME body, the MCVideo client shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated"; and

3)
if the SIP 4xx response, SIP 5xx response or SIP 6xx response did not contain an application/vnd.3gpp.mcvideo-info+xml MIME body with an <alert-ind> element and did not contain an <originated-by> element, the MCVideo emergency alert (MVEA) state shall revert to its value prior to entering the current procedure.

NOTE 3:
If the in-progress emergency group state cancel request is rejected, the state of the session does not change, i.e. continues with MCVideo emergency group call level priority.

[TS 24.281, clause 9.2.1.2.1.5]

This subclause covers on-demand session.

Upon receiving a request from an MCVideo user to cancel the in-progress imminent peril condition on a prearranged MCVideo group, the MCVideo client shall generate a SIP re-INVITE request by following the procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user is not authorised to cancel the in-progress imminent peril group state of the MCVideo group as determined by the procedures of subclause 6.2.8.1.10, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorised to cancel the in-progress imminent peril group state of the MCVideo group; and

b)
shall skip the remaining steps of the current subclause;

2)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.11; and

3)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

4)
shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged"; and

b)
the <mcvideo-request-uri> element set to the group identity;

NOTE 1:
The MCVideo ID of the originating MCVideo user is not included in the body, as this will be inserted into the body of the SIP re-INVITE request that is sent by the originating participating MCVideo function.

5)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP re-INVITE request according to IETF RFC 3840 [22];

6)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.2.1; and

7)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5];

2)
shall set the MCVideo imminent peril group state of the group to "MVIG 1: no-imminent-peril"; and

3)
shall set the MCVideo imminent peril group call state of the group to "MVIGC 1: imminent-peril-gc-capable".

On receiving a SIP 4xx, SIP 5xx response or SIP 6xx response to the SIP re-INVITE request:

1)
if the SIP 4xx response, SIP 5xx response or SIP 6xx response:

a)
contains an application/vnd.3gpp.mcvideo-info+xml MIME body with an <imminentperil-ind> element set to a value of "true"; or 

b)
does not contain an application/vnd.3gpp.mcvideo-info+xml MIME body with an <imminentperil-ind> element;

then the MCVideo client shall set the MCVideo imminent peril group state as "MVIG 2: in-progress".

NOTE 3:
This is the case where the MCVideo client requested the cancellation of the MCVideo imminent peril in-progress state and was rejected.

[TS 24.281, clause 9.2.1.2.1.6]

This subclause covers both on-demand session.

Upon receipt of a SIP re-INVITE request the MCVideo client:

1)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCVideo user the MCVideo ID of the originator of the MCVideo emergency group call and an indication that this is an MCVideo emergency group call;

b)
if the <mcvideoinfo> element containing the <mcvideo-Params> element contains an <alert-ind> element set to "true", should display to the MCVideo user an indication of the MCVideo emergency alert and associated information;

c)
shall set the MCVideo emergency group state to "MVEG 2: in-progress"; 

d)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

e)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable";

2)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "true":

a)
should display to the MCVideo user the MCVideo ID of the originator of the MCVideo imminent peril group call and an indication that this is an MCVideo imminent peril group call; and

b)
shall set the MCVideo imminent peril group state to "MIG 2: in-progress";

3)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "false":

a)
should display to the MCVideo user the MCVideo ID of the MCVideo user cancelling the MCVideo emergency group call;

b)
if the <mcvideoinfo> element containing the <mcvideo-Params> element contains an <alert-ind> element set to "false":

i)
should display to the MCVideo user an indication of the MCVideo emergency alert cancellation and the MCVideo ID of the MCVideo user cancelling the MCVideo emergency alert; and

ii)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body including an <originated-by> element:

A)
should display to the MCVideo user the MCVideo ID contained in the <originated-by> element of the MCVideo user that originated the MCVideo emergency alert; and

B)
if the MCVideo ID contained in the <originated-by> element is the MCVideo ID of the receiving MCVideo user shall set the MCVideo emergency alert state to "MVEA 1: no-alert";

c)
shall set the MCVideo emergency group state to "MVEG 1: no-emergency"; and

d)
if the MCVideo emergency group call state of the group is set to "MVEGC 3: emergency-call-granted", shall set the MCVideo emergency group call state of the group to "MVEGC 1: emergency-gc-capable";

4)
if the SIP re-INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "false":

a)
should display to the MCVideo user the MCVideo ID of the MCVideo user cancelling the MCVideo imminent peril group call and an indication that this is an MCVideo imminent peril group call; 

b)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

c)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable";

5)
shall check if a Resource-Priority header field is included in the incoming SIP re-INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [11];

6)
shall accept the SIP re-INVITE request and generate a SIP 200 (OK) response according to rules and procedures of 3GPP TS 24.229 [11];

7)
shall include the g.3gpp.mcvideo media feature tag in the Contact header field of the SIP 200 (OK) response;

8)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP 200 (OK) response;

9)
if the SIP re-INVITE request was received within an on-demand session, shall include an SDP answer in the SIP 200 (OK) response to the SDP offer in the incoming SIP re-INVITE request according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.2;

10)
shall send the SIP 200 (OK) response towards the MCVideo server according to rules and procedures of 3GPP TS 24.229 [11]; and

11)
shall interact with the media plane as specified in 3GPP TS 24.581 [5].

[TS 24.281, clause 9.2.1.2.3.3]

Upon receiving a SIP BYE request for releasing the prearranged MCVideo group call, the MCVideo client shall follow the procedures as specified in subclause 6.2.6.

[TS 24.581, Clause 6.3.4.3.6]

Upon receiving an implicit Transmission request due to an upgrade to an emergency group call or due to an upgrade to imminent peril call, the transmission control arbitration logic in the transmission control server: 

1.
shall reject the request if there is only one MCVideo client in the MCVideo call;

2.
if the Transmission request is rejected the transmission control server:

a.
shall send the Transmission Reject message. The Transmission Reject message:

i.
shall include in the Reject Cause field the <Reject Cause> value cause #3 (Only one participant); and

ii.
may include in the Reject Cause field an additional text string explaining the reason for rejecting the Transmission request in the <Reject Phrase> value; and

b.
shall remain in the 'G: Transmit Idle' state; and

3.
if the Transmission request is granted the transmission control server:

a.
shall stop the timer T1 (Inactivity);

b.
shall stop the timer T2 (Transmit Idle);

c.
shall store the SSRC of transmission participant granted the permission to send media until the transmission is released associated to that Transmission request; and

d.
shall enter the 'G: Transmit Taken' state as specified in the subclause 6.3.4.4.2.

[TS 24.581, clause 6.3.4.4.12]

Upon receiving an implicit Transmission request due to an upgrade to an emergency group call or due to an upgrade to imminent peril call, the transmission control arbitration logic in the transmission control server: 

1.
if counter Cx (Simultaneous transmission video) has not reached its upper limit:

a.
shall perform the actions specified in the subclause 6.3.4.4.2;

2.
if counter Cx (Simultaneous transmission video) has reached its upper limit:

a.
select one of the transmission participants with permission to send media without the pre-emptive priority or low effective priority;

b.
shall stop timer T4 (Transmission Grant), if running;

c.
shall set the Reject Cause field in the Transmission Revoke message to #4 (Media Transmission pre-empted);

d.
shall enter the 'G: pending Transmission Revoke' state as specified in the subclause 6.3.4.5.2;

e.
shall insert the transmission participant into the active Transmission request queue to the position in front of all queued requests, if not inserted yet or update the position of the transmission participant in the active Transmission request queue to the position in front of all other queued requests, if already inserted; and

f.
shall send a Transmission Queue Position Info message to the requesting transmission participant, if negotiated support of queueing Transmission requests as specified in clause 14. The Queue Position Request message:

i.
shall include the queue position and transmission priority in the Queue Info field; and

ii.
if a group call is a broadcast group call, a system call, an emergency call, an imminent peril call, or a temporary group session, shall include the Transmission Indicator field with appropriate indications.

[TS 24.581, clause 6.3.5.3.9]

When an ongoing session is upgraded to an emergency group call and when the application and signalling plane indicates that a subsequent SDP offer included the "mc_implicit_request" fmtp attribute as described in clause 14, the transmission control interface towards the MCVideo client in the transmission control server:

1.
shall indicate to the transmission control server arbitration logic that an implicit Transmission request is received due to an upgrade to an emergency group call; and

2.
shall remain in the 'U: not permitted and Transmit Idle' state.

[TS 24.581, clause 6.3.5.4.8]

When an ongoing session is upgraded to an emergency group call and when the application and signalling plane indicates that a subsequent SDP offer included the "mc_implicit_request" fmtp attribute as specified in clause 14, the transmission control interface towards the MCVideo client in the transmission control server:

1.
shall indicate to the transmission control server arbitration logic that an implicit Transmission request is received due to an upgrade to an emergency group call; and

2.
shall remain in the 'U: not permitted and Transmit Taken' state.

6.1.1.2.3
Test description

6.1.1.2.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).

IUT:

-
UE (MCVideo client)

-
The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.
-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.2.3.2
Test procedure sequence

Table 6.1.1.2.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions that are related to the MCPTT call establishment are described in TS 36.579-1 [2], subclause 5.4.4A ‘Generic Test Procedure for MCVideo CT communication in E-UTRA’. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	1
	The SS (MCVideo Server) sends an on-demand pre-arranged group call with automatic commencement mode and implicit Reception Control to the UE (McVideo Client).
	<--
	SIP INVITE
	-
	-

	-
	EXCEPTION: Step 2a1 describes behaviour that depends on the UE implementation; the “lower case letter” identifies a step sequence that takes place if the UE responds to a SIP INVITE message with a SIP 100 (Trying) message.”
	-
	-
	-
	-

	2a1
	The UE responds with a SIP 100 (Trying) message.
	-->
	SIP 100 (Trying)
	-
	-

	3
	Check: Does the UE (MCVideo Client) answer the call with a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	1
	P

	4
	The SS (MCVideo Server) sends a SIP ACK to the UE (MCVideo Client).
	<--
	SIP ACK
	-
	-

	5
	The SS (MCVideo Server) sends a Media Transmission Notification message to the UE (MCVideo Client).
	<--
	Media Transmission Notification
	-
	-

	6
	Make the UE (MCVideo Client) request permission to receive media.
	-
	-
	-
	-

	7
	Check: Does the UE (MCVideo Client) send a Receive Media Request message to the SS (MCVideo Server)?
	-->
	Receive Media Request
	2
	P

	8
	The SS (MCVideo Server) sends a Receive Media Response message to the UE (MCVideo Client).
	<--
	Receive Media Response
	-
	-

	9
	The SS (MCVideo Server) sends a SIP re-INVITE message to the UE (MCVideoClient) to upgrade the On-Demand Pre-arranged Group Call to MCVideo Emergency Group Call.
	<--
	SIP re-INVITE
	- 
	-

	10
	The UE responds with a SIP 100 (Trying) message.
	-->
	SIP 100 (Trying)
	-
	-

	11
	Check: Does the UE (MCVideo Client) respond to the SIP re-INVITE to upgrade to an Emergency state with a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	3
	P

	12
	The SS (MCVideo Server) sends a SIP ACK to the UE (MCVideo Client).
	<--
	SIP ACK
	-
	-

	13
	The SS (MCVideo Server) sends a Media Transmission Notification message to the UE (MCVideo Client).
	<--
	Media Transmission Notification
	-
	-

	14
	Make the MCVideo User request permission to receive media.
	-
	-
	-
	-

	15
	Check: Does the UE (MCVideo Client) respond with a Receive Media Request?
	-->
	Receive Media Request
	4
	P

	16
	The SS (MCVideo Server) sends a Receive Media Response message to the UE (MCVideo Client).
	<--
	Receive Media Response
	-
	-

	17
	The SS (MCVideo Server) sends a SIP re-INVITE message to the UE to cancel the Emergency state.
	<--
	SIP re-INVITE
	-
	-

	-
	EXCEPTION: Step 18a1 describes behaviour that depends on the UE implementation; the “lower case letter identifies a step sequence that takes place if the UE responds to a SIP INVITE message with a SIP 100 (Trying) message.”
	-
	-
	-
	-

	18a1
	The UE responds with a SIP 100 (Trying) message.
	-->
	SIP 100 (Trying)
	-
	-

	19
	Check: Does the UE (MCVideo Client) respond to the Emergency state cancel with a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	5
	P

	20
	The SS (MCVideo Server) sends a SIP ACK to the SS.
	<--
	SIP ACK
	-
	-

	21
	The SS (MCVideo Server) sends a Media Transmission Notification message to the UE (MCVideo Client).to indicate that a media reception cancelling the Emergency state has been initiated to a user.
	<--
	Media Transmission Notification
	-
	-

	22
	Make the MCVideo User request permission to receive media
	-
	-
	-
	-

	23
	Check: Does the UE (MCVideo Client) respond with a Receive Media Request?
	-->
	Receive Media Request
	4
	P

	24
	The SS (MCVideo Server) sends a Receive Media Response message to the UE (MCVideo Client).
	<--
	Receive Media Response
	-
	-

	25
	The SS (MCVideo Server) sends a SIP re-INVITE message to the UE (MCVideo Server) to upgrade the On-Demand Pre-arranged Group Call to MCVideo Imminent Peril Group Call.
	<--
	SIP re-INVITE
	-
	-

	-
	EXCEPTION: Step 26a1 describes behaviour that depends on the UE implementation; the “lower case letter identifies a step sequence that takes place if the UE responds to a SIP INVITE message with a SIP 100 (Trying) message.”
	-
	-
	-
	-

	26a1
	Check: Does the UE (MCVideo Client) respond with a SIP 100 (Trying) message?
	-->
	SIP 100 (Trying)
	-
	-

	27
	The UE (MCVideo Client) responds to the SIP re-INVITE to upgrade to an Imminent Peril call with a SIP 200 (OK).
	-->
	SIP 200 (OK)
	6
	P

	28
	The SS (MCVideo Server) sends a SIP ACK to the UE (MCVideo Clint).
	<--
	SIP ACK
	-
	-

	29
	The SS (MCVideo Server) sends a Media Transmission Notification message to the UE (MCVideo Client).
	<--
	Media Transmission Notification
	-
	-

	30
	Make the MCVideo User request permission to receive media
	
	
	
	

	31
	Check: Does the UE (MCVideo client) respond with a Receive Media Request?
	-->
	Receive Media Request
	7
	P

	32
	The SS (MCVideo Server) sends a Receive Media Response message from the SS.
	<--
	Receive Media Response
	-
	-

	33
	The SS (MCVideo Server) sends a SIP re-INVITE message to the UE (MCVideo Client) to cancel the Imminent Peril state.
	<--
	SIP re-INVITE
	-
	-

	-
	EXCEPTION: Step 34a1 describes behaviour that depends on the UE implementation; the “lower case letter identifies a step sequence that takes place if the UE responds to a SIP INVITE message with a SIP 100 (Trying) message.”
	-
	-
	-
	-

	34a1
	The UE (MCVideo Client) responds with a SIP 100 (Trying) message.
	-->
	SIP 100 (Trying)
	-
	-

	35
	Check: Does the UE (MCVideo Client) respond to the Imminent Peril state cancel with a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	8
	P

	36
	SS (MCVideo Server) sends a SIP ACK message to the UE (MCVideo Client).
	<--
	SIP ACK
	-
	-

	37
	The SS (MCVideo Server) sends a Media Transmission Notification message from the UE (MCVideo Client) to indicate that a media reception cancelling the Imminent Peril state has been initiated to a user.
	<--
	Media Transmission Notification
	-
	-

	38
	Make the MCVideo User request permission to receive media.
	-
	-
	-
	-

	39
	Check: Does the UE (MCVideo Client) respond with a Receive Media Request?
	-->
	Receive Media Request
	7
	P

	40
	The SS (MCVideo Server) sends a Receive Media Response message.
	<--
	Receive Media Response
	-
	-

	41
	Make the UE (MCVideo Client) indicate it wants to end the Group Call.
	-
	-
	-
	-

	42
	Check: Does the UE send a Media Reception End Request to indicate it wants to stop RTP packet media?
	-->
	Media Reception End Request
	7
	P

	43
	The SS (MCVideo Server) sends a Receive Media Reception End Response message to the UE (MCVideo Client).
	<--
	Media Reception End Response
	-
	-

	44
	The SS (MCVideo Server) sends a Transmission Idle message.
	<--
	Transmission Idle
	
	

	45
	Make the UE (MCVideo Client) end the Group Call.
	-
	-
	-
	-

	46
	Check: Does the UE (MCVideo Client) send a SIP BYE message to end the On-demand Pre-arranged Group Call?
	-->
	SIP BYE
	9
	P

	47
	The SS (MCVideo SErver) sends a SIP 200 (OK) to the UE (MCVideo Client) in response to the SIP BYE message.
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	
	


6.1.1.2.3.3
Specific message contents

Table 6.1.1.2.3.3-1: SIP INVITE from the SS (Step 1, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol[1]
	"SIP/2.0/TCP"
	
	
	

	  sent-by[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Address of the P-CSCF that communicates with the called party
	
	

	    host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	  via-branch[1]
	"z9hG4bK"
	Value assigned by the SS starting with 'z9hG4bK'
	
	

	  sent-protocol[2]
	"SIP/2.0/UDP"
	
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-by[2]
	px_MCVideo_Client_B_ID":14000"
	Address of the other endpoint (the caller)
	
	

	    host
	Caller’s domain name
	Editor’s note: to be checked whether PIXIT is needed (px_MCVideo_Client_B_ID)
	
	

	    port
	Value assigned by the SS
	Caller’s port number
	
	

	  via-branch[2]
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	SIP URI corresponding to first entry of Via header
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_URI
	SIP URI of the calling UE

Editor’s note: to be checked whether PIXIT is needed 
	
	

	    port
	not present
	
	
	

	  tag
	Value assigned by the SS
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	     User-info and host
	px_MCVideo_Client_A_ID
	
	
	

	     port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	Value assigned by the SS
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	Value assigned by the SS
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	
	
	
	

	    User-info and host
	px_MCVideo_User_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port
	Not present
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	SIP URI
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port 
	Value assigned by the SS
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical video (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user

Editor’s note: to be checked whether PIXIT is needed
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	
	

	  value
	length of message body
	
	RFC 3261 [22
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.2.3.3-2
	
	RFC 4566 [27]
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	    MIME-part-body
	McVideo-Info as described in Table 6.1.1.2.3.3-6
	
	
	

	  MIME body part
	
	Resource lists
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-body
	Resource Lists as described in Table 6.1.1.2.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	
	

	   MIME-part-body      
	Location-info as described in Table 6.1.1.2.3.3-8
	
	
	


Table 6.1.1.2.3.3-2: SDP Message from the SS (Table 6.1.1.2.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_B_ID
	Username of client sending message
	
	

	    sess-id
	"12345678"
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session.
	
	

	    sess-version
	"12345678"
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the unicast address of the UE
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	"38"
	kilobits per second;

Maximum AMR-WB at 23.85 kbps but limit to 12.65 kbps plus overhead
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio (video?)
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	"49152"
	The transport port to which the media stream is sent
	RFC 6335 [63] subclause 6
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	"99"
	RTP/AVP payload type for AMR-WB is dynamic
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"99"
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	    media
	"application"
	
	
	

	    port
	"49153"
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_priority
	"5"
	Any integer value in the range of 1..255
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_reception_priority
	present
	Any integer value in the range of 0…255
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_implicit_request
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.2.3.3-3, 6.1.1.2.3.3-4, and 6.1.1.2.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.2.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.2.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180, subclause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180 [30] clause E.3
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.2.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.2.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.2.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.2.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.2.3.3-6: MCVideo-INFO in SIP INVITE from SS (Table 6.1.1.2.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    floor-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.2.3.3-7: Resource-lists in SIP INVITE from the SS (Table 6.1.1.2.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3-2

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	

	  list
	
	
	
	

	    entry
	px_MCVideo_User_A_ID
	The MCVideo ID of the invited user
	
	


Table 6.1.1.2.3.3-8: Location-info in SIP INVITE from SS (Request sent by SS) (Table 6.1.1.2.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.4.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Request
	
	
	
	

	    RequestID
	"1"
	The RequestID that the MCVideo Client will reference in the Report
	
	


Table 6.1.1.2.3.3-9: SIP 100 (Trying) from UE (Step 2a1, 10, 18a1, 26a1, 34a1, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.2.3.3-10: SIP 200 (OK) from UE (Step 3, 11, 19, 27, 35, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	        SDP Message
	As described in Table 6.1.1.2.3.3-2
	
	
	


Table 6.1.1.2.3.3-11: SIP ACK from the SS (Steps 4, 12, 20, 28, 36, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Client_B_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bkmcvideoss2"
	Value starting with 'z9hG4bk'
	
	

	Route
	not present
	
	RFC 3261 [22]
	

	  route-param
	not present
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	Same value as in request message
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	Same value as in request message
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.2.3.3-12: Media Transmission Notification from the SS (Steps 5, 13, 21, 29, 37, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.7-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	“x0110”
	Server ( client
	TS 24.581, Table 9.2.2.1-2
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	User-id=URI

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field carries the MCVideo ID of the user transmitting the media.

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Permission to Request the Transmission
	“00000101”
	The Permission to Request the Transmission field indicates whether receiving parties are allowed to request the transmission or not.

The <Permission to Request the Transmission length> value is a binary value and has the value '2' indicating the total length in octets of the <Duration> value item.

The <Permission to Request the Transmission> value is binary and coded as follows:

0
The receiver is not permitted to request transmission.

1 The receiver is permitted to request transmission.
	TS 24.581, clause 9.2.3.7,          Table 9.2.3.1-1
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.2.3.3-13: Receive Media Request from the UE (Steps 7, 15, 23, 31, 39, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.1.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Source ID
	16-bit binary value
	Carries the identity of the user who transmitting the media.
	
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Reception Priority
	24-bit binary value (8 bits are spare)
	Describes the level of reception priority requested in a Reception Request message or granted in a Reception Granted message. The max reception priority that can be requested in a Reception Request message is negotiated between the transmission control participant and the transmission control server
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority field ID
	8-bit binary value
	Uniquely identifies the instance of the Reception Priority Field
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority length
	“00000010”
	Indicates the total length in octets of the < Reception Priority> value item and the spare bits.
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority value
	8-bit binary value
	The reception priority ('0' to '255') where '0' is the lowest reception priority and '255' is the highest reception priority. If the Reception Priority field is not included in the message the default reception priority is used as the Reception Priority value. The value of the default reception priority is '0'. The default reception priority is sometimes referred to as normal reception priority.
	TS 24.581, Table 9.2.3.19
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.2.3.3-14: Receive Media Response from the SS (Steps 8, 16, 24, 32, 40, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.8-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	PT=AP=204
	
	Listed in diagram of field layout, but not in definition of elements
	TS 24.581, clause 9.2.15
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1
	

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Name
	“MCV1”
	Listed in diagram of field layout, but not in definition of elements
	TS 24.581, clause 9.2.15
	

	Result
	
	Indicates whether media reception is possible as per the request
	
	

	Reject Cause
	
	Includes the reason for the rejecting the media receive request and can be followed by a text-string explaining why the media receive request was rejected. Therefore the length of the packet will vary depending on the size of the application dependent field
	
	

	  Reject Cause Field ID
	8-bit binary value
	Uniquely identifies the instance of the Reject Cause Field
	
	

	  Reject Cause length
	8-bit binary value
	Indicates the total length in octets of the <Reject Cause > value and the <Reject Phrase> value items excluding any padding octets. If the length field is set to '2', there is no <Reject Phrase> value in the Reject Cause field.
	
	

	  Reject Cause value
	16-bit binary value
	The <Reject cause> value set to… 

'2' indicates that the transmission control server cannot grant the receive media request due to an internal error.

'4' indicates that the transmission control server cannot grant the receive media request, because timer T9 (Retry-after) has not expired after permission to send media has been revoked.

'5' indicates that the transmission control server cannot grant the receive media request, because the requesting party only has send privilege.

'6' indicates that the transmission control server cannot grant the receive media request due to congestion. 

'255' indicates that the transmission control server does not grant the receive media request due to the transmission control server local policy
	TS 24.3581, clause 9.2.15.2
	

	  Reject Phase
	Length of the packet will vary depending on the size of the application dependent field
	A text string encoded the text string in the SDES item CNAME (specified in RFC 3550 [3])
	TS 24.3581, clause 9.2.3.4
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.2.3.3-15: SIP re-INVITE from SS (Steps 9, 25, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_PCSCF_A_URI":4060;lr"
	The SS P-CSCF address and the SS protected server port
	
	

	  via-branch
	"z9hG4bKmcvideoss1"
	Value starting with 'z9hG4bK'
	
	

	Via
	
	Via header for the other endpoint (the caller)
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	<sip:SS P-CSCF address: protected server port of SS;lr>
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	  addr-spec
	px_MCVideo_User_B_ID
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	px_MCVideo_Client_B_ID":14000"
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical push to talk (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	

	Alert-Info
	Not present or Any allowed value
	
	RFC 3261 [22], RFC 7462 [82]
	

	  Alert-Info value
	
	
	
	

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message body
	
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	        SDP Message
	As described in Table 6.1.1.2.3.3-2
	
	RFC 4566 [27]
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	        MCVideo-Info
	As described in Table 6.1.1.2.3.3-16
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	RFC 5366 [35]
	PRIVATE-CALL

	        Resource-lists
	As described in Table 6.1.1.2.3.3-7
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	        Location-info
	As described in Table 6.1.1.2.3.3-8
	
	
	


Table 6.1.1.2.3.3-16: MCVideo-INFO in SIP re-INVITE from SS (Table 6.1.1.2.3.3-15)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo -request-uri
	px_MCVideo_User_A_ID
	The URI of the called user
	
	

	    mcvideo -calling-user-id
	px_ MCVideo _User_B_ID
	The URI of the calling user
	
	

	    mcvideo -called-party-id
	not present
	
	
	

	    mcvideo -calling-group-id
	px_ MCVideo _Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    required
	not present
	
	
	

	    emergency-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	not present
	
	
	

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	not present
	
	
	

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.2.3.3-17: SIP re-INVITE from SS (Steps 17, 33, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_PCSCF_A_URI":4060;lr"
	The SS P-CSCF address and the SS protected server port
	
	

	  via-branch
	"z9hG4bKmcvideoss1"
	Value starting with 'z9hG4bK'
	
	

	Via
	
	Via header for the other endpoint (the caller)
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	<sip:SS P-CSCF address: protected server port of SS;lr>
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_B_ID
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	px_MCVideo_Client_B_ID":14000"
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical push to talk (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio"
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	

	Alert-Info
	Not present or Any allowed value
	
	RFC 3261 [22], RFC 7462 [82]
	

	  Alert-Info value
	
	
	
	

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message body
	
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	        SDP Message
	As described in Table 6.1.1.2.3.3-2
	
	RFC 4566 [27]
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	        MCVideo-Info
	As described in Table 6.1.1.2.3.3-18
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	RFC 5366 [35]
	PRIVATE-CALL

	        Resource-lists
	As described in Table 6.1.1.2.3.3-7
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	        Location-info
	As described in Table 6.1.1.2.3.3-8
	
	
	


Table 6.1.1.2.3.3-18: MCVideo-INFO in SIP re-INVITE from SS (Table 6.1.1.2.3.3-17)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo -request-uri
	px_MCVideo_User_A_ID
	The URI of the called user
	
	

	    mcvideo -calling-user-id
	px_ MCVideo _User_B_ID
	The URI of the calling user
	
	

	    mcvideo -called-party-id
	not present
	
	
	

	    mcvideo -calling-group-id
	px_ MCVideo _Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    required
	not present
	
	
	

	    emergency-ind
	not present
	
	
	

	
	"false"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present
	
	
	

	
	"false"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present
	
	
	

	
	"false"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	not present
	
	
	

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	not present
	
	
	

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.2.3.3-19: Media Reception End Request from UE (Step 42, Table 6.1.1.2.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.3.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server or the transmission control participant requesting the end of reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies an instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.1.3.3-20: Media Reception End Response from SS (Step 43, Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.3.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server or the transmission control participant requesting the end of reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	


Table 6.1.1.1.3.3-21: Transmission Idle from SS (Step 44 Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.2.17-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV1”
	Transmission Control messages sent by the Transmission Control Server and the Transmission Control Participant.
	
	

	Message Sequence Number
	
	
	
	

	  Message Sequence Number
	The value sent in the previous Transmission Idle message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP message part is in specified in clause x and in IETF RFC 3711 [4]
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.1.3.3-22: SIP BYE from UE (Step 46, Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.2.3.3-23: SIP 200 (OK) from SS (Step 47, Table 6.1.1.2.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.2.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.2.3.3-6
	
	
	



6.1.1.3
On-network / On-demand Pre-arranged Group Call / Manual Commencement Mode / Client Originated (CO)

6.1.1.3.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo Service }

ensure that {

  when { the MCVideo User requests the establishment of an MCVideo On-demand Pre-arranged Group Call requesting Manual Commencement Mode at the invited MCVideo client(s) and implicit Transmission Control }

    then { UE (MCVideo Client) requests On-demand Manual Commencement Mode Pre-arranged Group Call establishment with implicit Transmission Control by sending a SIP INVITE message }

            }

(2)

with {UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Group Call with Manual Commencement Mode }

ensure that {

  when { the MCVideo User engages in communication with the invited MCVideo User(s) } 
    then { UE (MCVideo Client) respects the Transmission Control imposed by the MCVideo Server (Transmission Request during a talk burst, Transmission Granted, Transmission Release, Transmission Idle, Transmission Rejected, Transmission Arbitration Taken, Transmission Revoked, Transmission Request, }
            }

(3)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Manual Commencement Mode }

ensure that {

  when { the MCVideo User wants to terminate the ongoing MCVideo Group Call }

    then { UE (MCVideo Client) sends a SIP BYE request and leaves the MCVideo session }

            }

6.1.1.3.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.281, clauses 9.2.1.2.1.1, 6.2.1, and 6.4; also TS 24.581, clauses 6.2.1, 6.2.2, 12.1.2.1, 12.1.2.2, 14.2.1, 14.2.2, 14.2.3, 14.2.4, 14.2.5, and 14.2.6.  The following represents a copy/paste extraction of the requirements relevant to the test purpose; any references within the copy/paste text should be understood within the scope of the core spec they have been copied from. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1.2.1.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

…

4)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

…

14)
shall contain in an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <mcvideo-request-uri> element set to the group identity;

c)
the <mcvideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 

16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5] ;

[TS 24.281, clause 6.2.1]

The SDP offer shall contain two SDP media-level sections for MCVideo video media according to 3GPP TS 24.229 [11] and, if transmission control shall be used during the session, shall contain one SDP media-level section for a media- transmission control entity according to 3GPP TS 24.581 [5].

When composing an SDP offer according to 3GPP TS 24.229 [11] the MCVideo client:

1)
shall set the IP address of the MCVideo client for the offered MCVideo video media stream and, if transmission control shall be used, for the offered media-transmission control entity;

NOTE:
If the MCVideo client is behind a NAT the IP address and port included in the SDP offer can be a different IP address and port than the actual IP address and port of the MCVideo client depending on the NAT traversal method used by the SIP/IP Core.

2)
shall include an "m=audio" media-level section for the MCVideo media stream consisting of:

a)
the port number for the media stream selected; and

b)
the codec(s) and media parameters and attributes with the following clarification:

i)
if the MCVideo client is initiating a call to a group identity;

ii)
if the <preferred-voice-encodings> element is present in the group document retrieved by the group management client as specified in 3GPP TS 24.481 [24] containing an <encoding> element with a "name" attribute; and

iii)
if the MCVideo client supports the encoding name indicated in the value of the "name" attribute;

then the MCVideo client:

i)
shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as defined in IETF RFC 4566 [2]; and

c)
"i=" field set to "audio component of MCVideo" according to 3GPP TS 24.229 [11];
3)
shall include an "m=video" media-level section for the MCVideo media stream consisting of:

a)
the port number for the media stream selected; and

b)
the codec(s) and media parameters and attributes with the following clarification:

i)
if the MCVideo client is initiating a call to a group identity;

ii)
if the <preferred-video-encodings> element is present in the group document retrieved by the group management client as specified in 3GPP TS 24.481 [24] containing an <encoding> element with a "name" attribute; and

iii)
if the MCVideo client supports the encoding name indicated in the value of the "name" attribute;

then the MCVideo client:

i)
shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as defined in IETF RFC 4566 [2]; and

c)
"i=" field set to "video component of MCVideo" according to 3GPP TS 24.229 [11];
4)
if transmission control shall be used during the session, shall include an "m=application" media-level section as specified in 3GPP TS 24.581 [5] clause 12 for a media-transmission control entity, consisting of:

a)
the port number for the media-transmission control entity selected as specified in 3GPP TS 24.581 [5]; and

b)
the 'fmtp' attributes as specified in 3GPP TS 24.581 [5] clause 14; and

5)
if end-to-end security is required for a private call and the SDP offer is not for establishing a pre-established session, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [34].

[TS 24.281, clause 6.4]

An initial SIP INVITE request fulfilling the following criteria shall be regarded by the MCVideo server as an implicit transmit media request by the originating MCVideo client when the MCVideo client:

1)
initiates an MCVideo session; and

2)
includes the "mc_implicit_request" 'fmtp' attribute in the associated UDP stream for the transmission control in the SDP offer/answer as specified in 3GPP TS 24.581 [5] clause 12.

A SIP re-INVITE request fulfilling the following criteria shall be regarded by the MCVideo server as an implicit transmit media request when the MCVideo client:

1)
performs an upgrade of:

a)
an MCVideo group call to an emergency MCVideo group call;

b)
an MCVideo group call to an imminent peril MCVideo group call; and

2)
includes the "mc_implicit_request" 'fmtp' attribute in the associated UDP stream for the transmission control in the SDP offer/answer as specified in 3GPP TS 24.581 [5] clause 12.

In all other cases the SIP (re-)INVITE request shall be regarded as received without an implicit transmit media request.

[TS 24.581, clause 6.2.1]

Based on the negotiations during the call establishment specified in 3GPP TS 24.281 [2], a new instance of the 'Transmission participant state transition diagram for basic transmission control operation', as specified in subclause 6.2.4 and a new instance of the 'Transmission participant state transition diagram for basic reception control operation' as specified in subclause 6.2.5, shall be created for this call.

The SIP INVITE request sent by the application and signalling plane:

1.
shall be regarded an implicit Transmission request when an implicit Transmission request is negotiated; and

2.
shall not be regarded as an implicit Transmission request in case of a rejoin to an already on-going group call.

NOTE:
The transmission participant can negotiate the use of prioritization of the Transmission Media Request message. In that case, the transmission participant can request permission to send media at a priority level that is either the same as or lower than the highest priority that was permitted to the participant in the MCVideo call initialization. If a transmission participant is authorized for pre-emptive priority in the MCVideo call it is good practise to always request permission to send RTP media packets at a priority level that is lower than pre-emptive priority unless the user explicitly requests to pre-empt the current RTP media packets sender.

[TS 24.581, clause 6.2.2]

The MCVideo call release (whether it is initiated by the transmission participant or transmission control server) is a two-step procedure.

Step 1
The transmission participant stops sending transmission control and reception control messages and the MCVideo client stops sending and receiving RTP media packets.

Step 2
When the application and signalling plane has determined that the MCVideo call is released, the corresponding instance of the 'Transmission participant state transition diagram for basic transmission control operation' as specified in subclause 6.2.4 and the corresponding instance of the 'Transmission participant state transition diagram for basic reception control operation' as specified in subclause 6.2.5 are terminated and the transmission participant releases all the used resources.

The user plane can initiate the release step 1, but the application and signalling plane always initiates the release step 2.

[TS 24.581, clause 12.1.2.1]

This subclause defines the structure and syntax of the SDP "fmtp" attribute, when used to negotiate an MCVideo media plane control channel. The MCVideo media plane control channel, and the protocols used on the control channel, is described in the present specification.

[TS 24.581, clause 12.1.2.2]

In an SDP offer and answer, the "mc_queueing" fmtp attribute is used to indicate support of the Transmission Request message queueing mechanism, as defined in the present specification.

In an SDP offer, the "mc_priority" fmtp attribute indicates (using an integer value between '1' and '255') the maximum transmission priority that the offerer requests to be used with Transmission Request messages sent by the offerer. In an SDP answer, the attribute parameter indicates the maximum priority level that the answerer has granted to the offerer. The value must be equal or less than the value provided in the associated SDP offer.

NOTE 1:
If the "mc_priority" fmtp attribute is not used within an SDP offer or answer, a default priority value is assumed.

In an SDP offer, the "mc_reception_priority" fmtp attribute indicates (using an integer value between '1' and '255') the maximum reception priority that the offerer requests to be used with Reception Request messages sent by the offerer. In an SDP answer, the attribute parameter indicates the maximum reception priority level that the answerer has granted to the offerer. The value must be equal or less than the value provided in the associated SDP offer.

NOTE 2:
If the "mc_reception_priority" fmtp attribute is not used within an SDP offer or answer, a default reception priority value is assumed.

In an SDP offer, the "mc_granted" fmtp attribute parameter indicates that the offerer supports the procedure where the answerer indicates, using the fmtp attribute in the associated SDP answer, that the permission to transmit has been granted to the offerer.

NOTE 3:
When the "mc_granted" fmtp attribute is used in an SDP offer, it does not indicate an actual request for the media transmission. The SDP "mc_implicit_request" fmtp attribute can be used to request the media transmission. In an SDP answer, the attribute indicates that the permission to Transmission has been granted to the offerer.

NOTE 4:
Once the offerer has been granted the permission to Transmission, the offerer can perform media transmission until it receives a Transmission Revoked message, or until the offerer itself ends the media transmission by sending a Transmission end request message, as described in the present specification.

In an SDP offer, the "mc_implicit_request" fmtp attribute indicates that the offerer implicitly requests for media transmission (without the need to send a Transmission Request message). In an SDP answer, the attribute parameter indicates that the answerer has accepted the implicit Transmission Request. Once the answerer grants the permission to Transmission to the offerer, the answerer will send a Transmission Granted message.

NOTE 5:
The usage of the "mc_implicit_request" fmtp attribute in an SDP answer does not mean that the answerer has granted the permission to Transmission to the offerer, only that the answerer has accepted the implicit Transmission Request.

[TS 24.581, clause 14.2.1]

When the offerer generates an SDP offer, in order to negotiate the establishment of a media plane control channel, the offerer shall include a media description ("m=" line) associated with the media plane control channel. In addition, the offerer may associate an SDP fmtp attribute with the media description.

NOTE:
"Initial offer" refers to the offer when the media plane control channel is initially negotiated. It might, or might not, be the initial offer within the session.

[TS 24.581, clause 14.2.2]

The MCVideo client shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.

The controlling MCVideo function shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.

The non-controlling MCVideo function shall include the "mc_queueing" fmtp attribute in SDP offers if the controlling MCVideo included the "mc_queueing" fmtp attribute in the SDP offer.

[TS 24.581, clause 14.2.3]

The MCVideo client shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required. The MCVideo client should base transmission priority on the configured value in 3GPP TS 24.484 [13].

When inviting an MCVideo client or an MCVideo group to a pre-arranged group call, the controlling MCVideo function and the non-controlling MCVideo function shall include in the "mc_priority" fmtp attribute with the value of the <user-priority> element in the <entry> element specified in 3GPP TS 24.481 [12].

[TS 24.581, clause 14.2.4]

The MCVideo client shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.

[TS 24.581, clause 14.2.5]

The MCVideo client shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.

[TS 24.581, clause 14.2.6]

The MCVideo client shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required. The MCVideo client should base reception priority on the configured value in 3GPP TS 24.484 [13].

6.1.1.3.3
Test description

6.1.1.3.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

IUT:

-
UE (MCVideo client)

-
The test USIM (Universal Subscriber Identity Module - SIM Card - should apply to Video) set as defined in subclause 5.5.10 is inserted.

-
The UE shall be switched off.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A (Procedure shown under IUT above).

-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state. 

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.3.3.2
Test procedure sequence
Table 6.1.1.3.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the MCVideo User request the establishment of a MCVideo on-demand pre-arranged group call, manual commencement mode, with explicit request for floor control (implicit floor control).
NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCVideo call establishment are described in TS 56.579-1 [2], subclause 5.4.3A ‘Generic Test Procedure for MCVideo CO communication in E-UTRA’. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	2
	Check: Does the UE (MCVideo client) send an initial SIP INVITE request requesting the establishment of a MCVideo on-demand pre-arranged group call with manual commencement mode and implicit floor control?
	-->
	SIP INVITE
	1
	P

	3
	The SS sends SIP 100 Trying 
	<--
	SIP 100 (Trying)
	-
	-

	4
	SS sends SIP 200 (OK), indicating that the MCVideo call has been established
	<--
	SIP 200 (OK)
	-
	-

	5
	Check: Does the UE (MCVideo client) send a SIP ACK in response to the SIP 200 (OK)?
	-->
	SIP ACK
	1
	P

	6
	The SS (MCVideo Server) sends a Transmission Granted message to the UE.
	<--
	Transmission Granted
	-
	-

	7
	Check: Does the UE (MCVideo Client) send an acknowledgement to the SS in response to Transmission Granted?
	-->
	Transmission Control ACK
	2
	P

	8
	Make the MCVideo User request to release transmission control

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	9
	Check: Does the UE (MCVideo Client) send a Transmission End Request?
	-->
	Transmission End Request
	2
	P

	10
	The SS (MCVideo Server) responds to the UE (MCVideo Client) request.
	<--
	Transmission End Response
	-
	-

	11
	Check: Does the UE (MCVideo Client) acknowledge the response from the SS (MCVideo Server)?
	-->
	Transmission Control ACK
	2
	P

	12
	The SS sends a Transmission Idle to indicate that the transmission has ended and there are no current active transmissions.
	<--
	Transmission Idle
	-
	-

	13
	Make the MCVideo User end the on-demand group call.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	14
	Check: Does the UE (MCVideo Client) send a SIP BYE message to end the on-demand group call?
	-->
	SIP BYE
	3
	P

	15
	The SS sends a SIP 200 (OK)
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.3.3.3
Specific message contents

Table 6.1.1.3.3.3-1: SIP INVITE from UE (Step 2, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Contains the address at which original requestor is expecting to receive responses to this request. Tells other elements where to send a response.
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	UE accesses the server via UDP.

UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol  (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.Transport. 
	
	UDP

	
	"SIP/2.0/TCP"
	UE accesses the server via TCP
	
	TCP

	  sent-by
	any allowed value
	IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname) and protected server port of the UE
	
	

	    host
	IP address or FQDN
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value starting with 'z9hG4bK'
	
	
	

	Route
	
	Used to force routing for a request through

 the listed set of proxies.
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	Contains a display name and a SIP or SIPS URI that indicate the originator of the request
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	  port
	any value if present
	
	
	

	 tag
	any value
	
	
	

	To
	
	Contains a display name and a SIP or SIPS URI towards which the request was originally directed.
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta-seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	"SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE
	
	

	
	
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical push to talk (Video service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	Limits the number of hops a request can make on its way to its destination. It is an integer that is decremented by one at each hop.
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	Access network technology and, if applicable, the cell ID.
	AUTO
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	“Manual”
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	  Content-Length
	present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	    value
	any value
	length of message-body
	
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.1.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.1.3.3-6
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.1.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.1.3.3-8
	
	
	


Table 6.1.1.1.3.3-2: SDP Message in SIP INVITE from the UE (Table 6.1.1.1.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_A_ID
	Username of client
	
	

	    sess-id
	any allowed value
	A numeric string containing the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> to form a globally unique identifier for the session.
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio 
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line

Included if the media plane for audio uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	"fmtp"
	File Multicast Transport Protocol is a reliable transport protocol designed to run on top of a multicast network service for delivery of continuously generated files
	
	

	      format
	the value given in fmtp in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	""
	
	
	

	      encoding name
	"H.264"
	
	
	

	      clock rate
	
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	Key Management attribute field in the media and session level.
	TS 24.281 [26] subclause 6.2.1
	

	    mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.3.3.3-3. 6.1.1.3.3.3-4, and 6.1.1.3.3.3-5
	MIKEY carries the security parameters needed for

setting up the security protocol. It is a protocol designed for government and relevant enterprises to enable secure, cross-platform multimedia communications. 
	RFC 4567 [44]
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-transmission control entity
	
	

	    media
	"application"
	
	3GPP TS 24.581 [5] clause 12
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Tables 6.1.1.3.3.3-3, 6.1.1.3.3.3-4, and 6.1.1.3.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.3.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.3.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.3.3.3-2)
	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.3.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.3.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.3.3.3-6: MCVideo-INFO in SIP INVITE from UE (Table 6.1.1.3.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.3.3.3-7: Resource-lists in SIP INVITE from the UE (Table 6.1.1.3.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	resource-lists
	"uri: mcvideo-op.gov:resource-lists"
	
	TS 24.481 [11]
	CONFIG

	  list
	
	
	
	

	    entry
	px_MCVideo_User_B_ID
	The MCVideo ID of the invited user
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	    entry
	"resource-lists/ue_configuration.xml/"
	UE Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_user_profile.xml/"
	UE User Profile document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_service_configuration.xml/"
	UE Service Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_group_configuration.xml/"
	UE Group Configuration document
	TS 24.481 [11]
	GROUPCONFIG


Table 6.1.1.3.3.3-8: Location-info in SIP INVITE from UE (Table 6.1.1.3.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.4.1-1 condition EMERGENCY-CALL

	Information Element
	Information Element
	Information Element
	Information Element
	Information Element

	location-info
	
	
	
	

	  Report
	
	
	
	

	    TriggerID
	not present
	An element which can occur multiple times. Contains the value of the <TriggerId> attribute associated with a trigger that has fired. Only present if a trigger is the cause of the Location-info Report.
	
	

	    CurrentLocation
	
	A mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      NeighbouringEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbmsSaId
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbsfnArea
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      CurrentCoordinate
	optional
	This is optional depending on the configuration sent by the SS
	
	

	    ReportID
	not present
	Attribute is used to return the value in the <RequestId> attribute in the <Request> element. Only present in response to a Location-Info Request.
	
	

	    ReportType
	"Emergency"
	Required

The <ReportType> attribute has two values "Emergency" and "NonEmergency" used to inform whether the client is sending the report in an emergency situation or not.
	
	

	      EmergencyEventType
	"GroupCallEmergency"
	
	
	GROUP-CALL and EMERGENCY-CALL

	
	"GroupCallImminentPeril"
	
	
	GROUP-CALL and IMMPERIL-CALL

	
	"PrivateCallEmergency"
	
	
	PRIVATE-CALL and EMERGENCY-CALL

	
	"InitiateEmergencyAlert"
	
	
	IMMPERIL-CALL


Table 6.1.1.3.3.3-9: SIP 100 (Trying) from SS (Step 3, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1. -1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Allow
	
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.3.3.3-10: SIP 200 (OK) from SS (Step 4, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	TS 24.229 [26] 20.32
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  value
	length of message-body 
	
	
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.1.3.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.3.3.3-6
	
	
	


Table 6.1.1.3.3.3-11: SIP ACK from the UE (Step 5, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value"
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bk'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header sent to the UE in 183, 180 or 200 response (whichever response used for request message to be acknowledged and contained Record-Route header) in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	same value as in INVITE message
	
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.3.3.3-12: Transmission Granted from SS (Step 6, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	MCV1
	Transmission Control messages sent by the transmission control server and transmission control participant
	
	

	Duration
	
	
	
	

	  Duration
	"00000000 10000000"
	128 sec (an arbitrary value)
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Floor Priority value
	
	

	User ID
	Not present
	
	
	ON-NETWORK

	User ID
	
	
	
	OFF-NETWORK

	  User ID
	px_MCVideo_User_A_ID
	The MCVideo User ID of the transmission participant that was granted transmission.
	
	

	Queue Size
	Not present
	
	
	ON-NETWORK

	Queue Size
	"0"
	the number of queued MCVideo clients in the MCVideo call
	
	OFF-NETWORK

	SSRC of queued floor participant
	Not present
	
	
	

	Queued User ID
	Not present
	
	
	

	Queue Info
	Not present
	
	
	

	Track Info
	Not present
	The MCVideo call does not involve a non-controlling MCVideo function
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	Any allowed value
	
	
	


Table 6.1.1.3.3.3-13 Transmission Control ACK from UE (Steps 7, 11, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.5-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV2”
	Transmission Control messages sent by the Transmission Control Server and Transmission Control Participant.
	
	

	Source
	
	
	
	

	  Source
	"2"
	The controlling MCVideo function is the source
	
	

	Message Type
	
	
	
	

	  Message Type
	"10100"
	Transmission Control Ack message for Transmission Release message which requested acknowledgment
	
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP (Real Time Transport Protocol) message part is in specified in clause x and in IETF RFC 3711 [4]
	
	


Table 6.1.1.3.3.3-14: Transmission End Request from UE (Step 9, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.3.3.3-15: Transmission End Response from SS (Step 10, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of Transmission Control server
	
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.3.3.3-16: Transmission Idle from SS (Step 12 Table 6.1.1.3.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.2.17-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV1”
	Transmission Control messages sent by the Transmission Control Server and the Transmission Control Participant.
	
	

	Message Sequence Number
	
	
	
	

	  Message Sequence Number
	The value sent in the previous Transmission Idle message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP message part is in specified in clause x and in IETF RFC 3711 [4]
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.3.3.3-17: SIP BYE from UE (Step 14, Table 6.1.1.3.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Information Element
	Information Element
	Information Element
	Information Element

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.3.3.3-18: SIP 200 (OK) from SS (Step 15, Table 6.1.1.3.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Allow
	
	
	TS 24.229: [26] 20.5
	

	Date
	
	
	TS 24.229: Table A.48, [26] 20.17
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	      SDP Message
	As described in Table 6.1.1.3.3.3-2
	
	
	



6.1.1.4
On-network / On-demand Pre-arranged Group Call / Manual Commencement Mode / Client Terminated (CT)

6.1.1.4.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo }

ensure that {
  when { the SS (MCVideo Server) initiates an On-demand Pre-arranged group call with Manual Commencement Mode }

    then { UE (MCVideo Client) responds by sending a SIP 200 (OK) message and notifies the user that the call was established }

            }

2)

with {UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Group Call with Manual Commencement Mode }

ensure that {

  when {the MCVideo User engages in communication with the invited MCVideo User(s) }

    then {UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server }
            }

(3)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Group Call with Manual  Commencement Mode }

ensure that {

  when { UE (MCVideo Client) receives a SIP BYE message from the SS (MCVideo Server) }

    then { the UE (MCVideo Client) responds with a SIP 200 (OK) message }

            }

6.1.1.4.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.281, clauses 9.2.1.2.1.2, 6.2.3.2.2, 9.2.1.2.3.3, 6.2.6, and in TS24.581, clause 6.2.5.2.2, 6.2.5.3.2, 6.2.5.3.3. The following represents a copy/paste extraction of the requirements relevant to the test purpose; any references within the copy/paste text should be understood within the scope of the core spec they have been copied from. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1.2.1.2]

Upon receipt of an initial SIP INVITE request, the MCVideo client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [11] with the clarifications below.

The MCVideo client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCVideo client does not have enough resources to handle the call; or

b)
any other reason outside the scope of this specification;

2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCVideo function either with appropriate reject code as specified in 3GPP TS 24.229 [51] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;

NOTE:
If the SIP INVITE request contains an emergency indication or imminent peril indication, the MCVideo client can by means beyond the scope of this specification choose to accept the request.

…

6)
may display to the MCVideo user the MCVideo ID of the inviting MCVideo user;

…

8)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is to use manual commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode, yet the invited MCVideo client allows the call to be answered with manual commencement mode; and

9)
when the SIP 200 (OK) response to the SIP INVITE request is sent, may subscribe to the conference event package as specified in subclause 9.1.3.1.

[TS 24.281, clause 6.2.3.2.2]

When performing the manual commencement mode procedures:

1)
the terminating MCVideo client may automatically generate a SIP 183 (Session Progress) in accordance with 3GPP TS 24.229 [11], prior to the MCVideo user's acknowledgement; and

2)
if the MCVideo user declines the MCVideo session invitation the MCVideo client shall send a SIP 480 (Temporarily Unavailable) response towards the MCVideo server with the warning text set to: "110 user declined the call invitation" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause.

When generating a SIP 183 (Session Progress) response, the MCVideo client:

1)
shall include the following in the Contact header field:

a)
the g.3gpp.mcvideo media feature tag; and

b)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo"; and

2)
may include a P-Answer-State header field with the value "Unconfirmed" as specified in IETF RFC 4964 [30];

When sending the SIP 200 (OK) response to the incoming SIP INVITE request, the MCVideo client shall follow the procedures in subclause 6.2.3.1.2.

When NAT traversal is supported by the MCVideo client and when the MCVideo client is behind a NAT, generation of SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [35]

[TS 24.281, clause 9.2.1.2.3.3]

Upon receiving a SIP BYE request for releasing the prearranged MCVideo group call, the MCVideo client shall follow the procedures as specified in subclause 6.2.6.

[TS 24.281, clause 6.2.6]

Upon receiving a SIP BYE request, the MCVideo client:

1)
shall interact with the media plane as specified in 3GPP TS 24.581[5]; and

2)
shall send SIP 200 (OK) response towards MCVideo server according to 3GPP TS 24.229 [11].

[TS 24.581, clause 6.2.5.2.2]
When an MCVideo call is established, the terminating transmission participant:

1.
shall create an instance of a 'Transmission participant state transition diagram for general reception control operation'; and

2.
shall enter the 'U: reception controller' state.

NOTE:
From a transmission participant perspective the MCVideo call is established when the application and signalling plane sends the SIP 200 (OK) response.
[TS 24.581, clause 6.2.5.3.2]

Upon receiving the media transmission notification from the transmission control server, the transmission participant:

1.
if the first bit in the subtype of the media transmission notification message is set to '1' (Acknowledgment is required) as described in subclause 9.2.2.1, shall send a Transmission control Ack message. The Transmission control Ack message:

a.
shall include the Message Type field set to '6' (Media transmission notification); and

b.
shall include the Source field set to '0' (the transmission participant is the source);

2.
shall provide media transmission notification to the user;

3.
shall store the User ID and the SSRC of the user transmitting the media;

4.
may display the details of the incoming media to the user; and

5.
shall remain in the 'U: reception controller' state.

[TS 24.581, clause 6.2.5.3.3]

Upon receiving an indication from the user to request permission to receive media, the transmission participant:

1.
shall send the Receive Media Request message toward the transmission control server; The Receive Media Request message:

a.
if a different priority than the normal priority is required, shall include the Reception Priority field with the priority not higher than negotiated with the transmission control server as specified in subclause 14.3.3; and

b.
if the receive media request is a broadcast group call, system call, emergency call or an imminent peril call, shall include a Transmission Indicator field indicating the relevant call types;
2.
shall create an instance of the 'Transmission participant state transition diagram for basic reception control operation';

3.
shall map the stored User ID and the SSRC of the user transmitting the media with instance of 'Transmission participant state transition diagram for basic reception control operation' created in step 2; and
4.
shall remain in the 'U: reception controller' state.
6.1.1.4.3
Test description

6.1.1.4.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document). 

IUT:

-
UE (MCVideo client)

-
The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.

-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.4.3.2
Test procedure sequence
Table 6.1.1.4.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCVIDEO call establishment are described in TS 36.579-1 [2], subclause 5.4.4A ‘Generic Test Procedure for MCVideo CT communication in E-UTRA’. The test sequence below shows only the MCVIDEO relevant messages exchanged.
	-
	-
	-
	-

	1
	SS initiates an on-demand pre-arranged group call with manual commencement mode and implicit Transmission Control
	<--
	SIP INVITE
	-
	-

	-
	EXCEPTION: Steps 2a1 through 2a4 describe behaviour that depends on the UE implementation; the "lower case letter" identifies a step sequence that take place if the UE responds to a SIP INVITE prior to the MCVIDEO user’s acknowledgment.
	-
	-
	-
	-

	2a1
	The UE (MCVIDEO Client) responds with a SIP 100 Trying provisional response.
	-->
	SIP 100 (Trying)
	-
	-

	2a2
	The UE (MCVIDEO Client) respond with a SIP 183 (Session Progress) message?
	-->
	SIP 183 (Session Progress)
	-
	-

	
	
	
	
	
	

	2a3
	The SS responds to the SIP 183 (Session Progress) message with a SIP PRACK message
	<--
	SIP PRACK
	-
	-

	2a4
	The UE (MCVIDEO Client) acknowledges the SIP PRACK message with SIP 200 (OK)
	-->
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: Steps 3a1 and 3a3 describe behaviour that depends on the UE implementation; the "lower case letter" identifies a step sequence that takes place if the UE responds to a SIP INVITE prior to the MCVIDEO user’s acknowledgment by sending a SIP 180 (Ringing) message.
	-
	-
	-
	-

	3a1
	Check: Does the UE (MCVIDEO Client) respond with a SIP 180 (Ringing)?
	-->
	SIP 180 (Ringing)
	1
	P

	
	
	
	
	
	

	3a2
	The SS shall send a SIP PRACK message only if the SIP 180 (Ringing) response contains 100rel option tag within the Require header.
	<--
	SIP PRACK
	-
	-

	3a3
	The UE (MCVideo Client) acknowledges the SIP PRACK message with a SIP 200 (OK) message
	-->
	SIP 200 (OK)
	-
	-

	4
	Make the MCVIDEO User answer the call
NOTE: This is expected to be done via a suitable implementation dependent MMI command.
	-
	-
	-
	-

	5
	Check: Does the UE (MCVIDEO Client) answer the call with a SIP 200 (OK) message?
	-->
	SIP 200 (OK)
	1
	P

	6
	The SS acknowledges the receipt of a SIP 200 (OK) for SIP INVITE message
	<--
	SIP ACK
	-
	-

	7
	The UE (MCVideo Server) sends a Media Transmission Notification message
	<--
	Media Transmission Notification
	-
	-

	8
	Check: Does the UE (MCVideo Client) provide media transmission notification to the the MCVideo User?
	-
	-
	2
	P

	9
	Make the MCVideo User to request permission to receive media
	-
	-
	-
	-

	10
	The UE (MCVideo Client) sends a Receive Media Request message.
	-->
	Receive Media Request
	2
	P

	11
	The SS (MCVideo Server) sends a Receive Media Response message.
	<--
	Receive Media Response
	-
	-

	12
	The SS ends the call by sending a SIP BYE message
	<--
	SIP BYE
	-
	-

	13
	Check: Does the UE (MCVideo Client) respond with a SIP 200 (OK) message?
	-->
	SIP 200 (OK)
	3
	P

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.4.3.3
Specific message contents

Table 6.1.1.4.3.3-1: SIP INVITE from the SS (Step 1, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Allow
	
	
	TS 24.229: [26] 20.5, [26] 5.1
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol[1]
	"SIP/2.0/TCP"
	
	
	

	  sent-by[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Address of the P-CSCF that communicates with the called party
	
	

	    host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	  via-branch[1]
	Value assigned by the SS starting with 'z9hG4bK'
	
	
	

	  sent-protocol[2]
	"SIP/2.0/UDP"
	
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-by[2]
	px_MCVideo_Client_B_ID":14000"
	Address of the other endpoint (the caller)
	
	

	    host
	Caller’s domain name
	Editor’s note: to be checked whether PIXIT is needed (px_MCVideo_Client_B_ID)
	
	

	    port
	Value assigned by the SS
	Caller’s port number
	
	

	  via-branch[2]
	Value assigned by the SS starting with 'z9hG4bK'
	
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	SIP URI corresponding to first entry of Via header
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_URI
	SIP URI of the calling UE

Editor’s note: to be checked whether PIXIT is needed 
	
	

	    port
	not present
	
	
	

	  tag
	Value assigned by the SS
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	Value assigned by the SS.
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_B_ID
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	SIP URI 
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port 
	Value assigned by the SS
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio"
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Encoding
	
	
	TS 24.229: [26] 20.2
	

	Accept-Language
	
	
	TS 24.229: [26] 20.3
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Manual"
	
	
	

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	
	RFC 5621 [58]
	

	Content-Length
	length of message body
	
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.2.3.3-2
	
	RFC 4566 [27]
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.2.3.3-6
	
	
	

	  MIME body part
	
	Resource lists
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.2.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.2.3.3-8
	
	
	


Table 6.1.1.4.3.3-2: SDP Message in SIP INVITE from the SS (Table 6.1.1.4.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_B_ID
	Username of client sending message
	
	

	    sess-id
	"12345678"
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session.
	
	

	    sess-version
	"12345678"
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the unicast address of the UE
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	"38"
	kilobits per second;

Maximum AMR-WB at 23.85 kbps but limit to 12.65 kbps plus overhead
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio (video?)
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	"49152"
	The transport port to which the media stream is sent
	RFC 6335 [63] subclause 6
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	"99"
	RTP/AVP payload type for AMR-WB is dynamic
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"99"
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	    media
	"application"
	
	
	

	    port
	"49153"
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_priority
	"5"
	Any integer value in the range of 1..255
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_reception_priority
	present
	Any integer value in the range of 0…255
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_implicit_request
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.4.3.3-3, 6.1.1.4.3.3-4, and 6.1.1.4.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.4.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.4.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.4.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.4.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.4.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.4.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.4.3.3-6: MCVideo-INFO in SIP INVITE from SS (Table 6.1.1.4.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    floor-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.4.3.3-7: Resource-lists in SIP INVITE from the SS (Table 6.1.1.4.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3-2

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	

	  list
	
	
	
	

	    entry
	px_MCVideo_User_A_ID
	The MCVideo ID of the invited user
	
	


Table 6.1.1.4.3.3-8: Location-info in SIP INVITE from SS (Request sent by SS) (Table 6.1.1.4.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.4.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Request
	
	
	
	

	    RequestID
	"1"
	The RequestID that the MCVideo Client will reference in the Report
	
	


Table 6.1.1.4.3.3-9: SIP 100 (Trying) from UE (Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.4.3.3.-10: SIP 183 (Session Progress) from the UE (Step 2a2, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.16.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"183"
	
	
	

	  Reason-Phrase
	"Session progress"
	
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_PCSCF_A_URI":4060;lr"
	The SS P-CSCF address and the SS protected server port
	
	

	  via-branch
	"z9hG4bKmcvideoss1"
	Value starting with 'z9hG4bK'
	
	

	Via
	
	Via header for the other endpoint (the caller).

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Require
	
	
	
	

	  option-tag
	"100rel"
	
	
	

	From
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	"1"
	
	
	

	Contact
	
	
	
	

	  addr-spec
	"sip:[5555::aaa:bbb:ccc:eee]"
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
	px_MCVideo_Client_A_ID":"protected server port as chosen by the UE
	
	
	

	  feature-param
	"audio"
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"norefersub"
	
	
	

	Rseq
	
	
	
	

	  response-num
	previous RSeq number sent in the same direction incremented by one
	
	
	

	Call-ID 
	
	
	
	

	  callid
	px_MCVideo_CT_call_ID
	Same value as received in INVITE message
	
	

	CSeq   
	
	
	
	

	  value
	"4711"
	Same value as received in INVITE message
	
	

	P-Answer-State
	
	optional
	
	

	  value
	"unconfirmed"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.4.3.3-11: SIP PRACK from the SS (Step 3a1, 5a1, Table 6.1.1.4.3.2-1)

	Derivation Path: 36.579-1, Table 5.5.2.10.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line 
	
	
	RFC 3261 [22]
	

	  Method
	"PRACK"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	The same URI value as the recipient of PRACK has earlier sent in its Contact header within the same dialog
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	Same value as in INVITE message
	
	
	

	  via-branch
	"z9hG4bKmcvideoss7"
	Value starting with 'z9hG4bK'
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID 
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	"4712" 
	Value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	

	  method
	"PRACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261.
	
	

	RAck
	
	
	RFC 3261 [22]
	

	  response-num
	same value as in RSeq header of the reliable response
	
	
	

	  cseq-num
	same value as in CSeq of reliable response
	
	
	

	  method
	same value as in CSeq of reliable response
	
	
	

	Content-Length 
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.4.3.3-12: SIP 200 (OK) from UE (Steps 3a2, 5a2, 7, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	        SDP Message
	As described in Table 6.1.1.4.3.3-2
	
	
	


Table 6.1.1.4.3.3-13: SIP 180 (Ringing) from the UE (Step 4a1, Table 6.1.1.4.3.2-1)

	Derivation Path:  TS 36.579-1, Table 5.5.2.16.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"180"
	
	
	

	  Reason-Phrase
	"Ringing"
	
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_PCSCF_A_URI":4060;lr"
	The SS P-CSCF address and the SS protected server port
	
	

	  via-branch
	"z9hG4bKmcvideoss1"
	Value starting with 'z9hG4bK'
	
	

	Via
	
	Via header for the other endpoint (the caller).

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	From
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	"1"
	
	
	

	Contact 
	
	
	
	

	  addr-spec
	"sip:[5555::aaa:bbb:ccc:eee]"
	SIP URI with IP address or FQDN and protected server port of UE
	
	

	
	px_MCVideo_Client_A_ID":"protected server port as chosen by the UE
	
	
	

	  feature-param
	"audio"
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"norefersub"
	
	
	

	Rseq
	
	
	
	

	  response-num
	previous RSeq number sent in the same direction incremented by one
	
	
	

	Call-ID 
	
	
	
	

	  callid
	px_MCVideo_CT_call_ID
	
	
	

	CSeq
	
	
	
	

	  value
	"4711"
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.4.3.3-14: SIP ACK from the SS (Step 8, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Client_B_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bkmcvideoss2"
	Value starting with 'z9hG4bk'
	
	

	Route
	not present
	
	RFC 3261 [22]
	

	  route-param
	not present
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	Same value as in request message
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	Same value as in request message
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.4.3.3-15: Media Transmission Notification from the SS (Step 9, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.7-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	“x0110”
	Server ( client
	TS 24.581, Table 9.2.2.1-2
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	User-id=URI

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used in off-network only.The User ID field carries the MCVideo ID of the user transmitting the media.

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Permission to Request the Transmission
	“00000101”
	The Permission to Request the Transmission field indicates whether receiving parties are allowed to request the transmission or not.

The <Permission to Request the Transmission length> value is a binary value and has the value '2' indicating the total length in octets of the <Duration> value item.

The <Permission to Request the Transmission> value is binary and coded as follows:

0
The receiver is not permitted to request transmission.

1 The receiver is permitted to request transmission.
	TS 24.581, clause 9.2.3.7,          Table 9.2.3.1-1
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.4.3.3-16: Receive Media Request from the UE (Step 12, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.1.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Source ID
	16-bit binary value
	Carries the identity of the user who transmitting the media.
	
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Reception Priority
	24-bit binary value (8 bits are spare)
	Describes the level of reception priority requested in a Reception Request message or granted in a Reception Granted message. The max reception priority that can be requested in a Reception Request message is negotiated between the transmission control participant and the transmission control server
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority field ID
	8-bit binary value
	Uniquely identifies the instance of the Reception Priority Field
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority length
	“00000010”
	Indicates the total length in octets of the < Reception Priority> value item and the spare bits.
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority value
	8-bit binary value
	The reception priority ('0' to '255') where '0' is the lowest reception priority and '255' is the highest reception priority. If the Reception Priority field is not included in the message the default reception priority is used as the Reception Priority value. The value of the default reception priority is '0'. The default reception priority is sometimes referred to as normal reception priority.
	TS 24.581, Table 9.2.3.19
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.4.3.3-17: Receive Media Response from the SS (Steps 13, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.8-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	PT=AP=204
	
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1
	

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Name
	“MCV1”
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Result
	
	Indicates whether media reception is possible as per the request
	
	

	Reject Cause
	
	Includes the reason for the rejecting the media receive request and can be followed by a text-string explaining why the media receive request was rejected. Therefore the length of the packet will vary depending on the size of the application dependent field
	
	

	  Reject Cause Field ID
	8-bit binary value
	Uniquely identifies the instance of the Reject Cause Field
	
	

	  Reject Cause length
	8-bit binary value
	Indicates the total length in octets of the <Reject Cause > value and the <Reject Phrase> value items excluding any padding octets. If the length field is set to '2', there is no <Reject Phrase> value in the Reject Cause field.
	
	

	  Reject Cause value
	16-bit binary value
	The <Reject cause> value set to… 

'2' indicates that the transmission control server cannot grant the receive media request due to an internal error.

'4' indicates that the transmission control server cannot grant the receive media request, because timer T9 (Retry-after) has not expired after permission to send media has been revoked.

'5' indicates that the transmission control server cannot grant the receive media request, because the requesting party only has send privilege.

'6' indicates that the transmission control server cannot grant the receive media request due to congestion. 

'255' indicates that the transmission control server does not grant the receive media request due to the transmission control server local policy
	TS 24.3581, clause 9.2.15.2
	

	  Reject Phase
	Length of the packet will vary depending on the size of the application dependent field
	A text string encoded the text string in the SDES item CNAME (specified in RFC 3550 [3])
	TS 24.3581, clause 9.2.3.4
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.4.3.3-18: SIP BYE from UE (Step 14, Table 6.1.1.4.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.6.9-1 condition ON-NETWORK

	Information Element
	Information Element
	Information Element
	Information Element
	Information Element

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.4.3.3-19: SIP 200 (OK) from SS (Step 15, Table 6.1.1.4.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.4.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.4.3.3-6
	
	
	



6.1.1.5
On-network / On-demand Pre-arranged Group Call / Emergency Group Call / Client Originated (CO)

6.1.1.5.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorized for MCVideo Service }

ensure that {

  when { the MCVideo User requests the establishment of an MCVideo On-demand Pre-arranged Emergency Group Call, with implicit Transmission Control }

    then { UE (MCVideo Client) requests On-demand Pre-arranged Emergency Group Call by sending a SIP INVITE message and, after indication from the MCVideo Server that the call was established, notifies the user }
            }

(2)
with {UE (MCVideo Client) having established an MCVideo On-demand Pre-arranged Group Call with Automatic Commencement Mode }

ensure that {

  when {the MCVideo User engages in communication with the invited MCVideo User(s) }

    then {UE (MCVideo Client) respects the Transmission Control imposed by the MCVideo Server (Transmission Request during a talk burst, Transmission Granted, Transmission Release, Transmission Idle, Transmission Rejected, Transmission Arbitration Taken, Transmission Revoked, Transmission Request, Queue Position Request, and Queue Position Info) }

            }

(3)

with {UE (MCVideo Client) having an ongoing On-demand Pre-arranged Emergency Group Call, with implicit Transmission Control }

ensure that {

  when {the MCVideo User wants to terminate the ongoing MCVideo Group Call }

    then {UE (MCVideo Client) sends a SIP BYE request and leaves the MCVideo Session }
            }

6.1.1.5.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 9.2.1.2.1.1, 6.2.8.1.1, 6.2.8.1.2, 6.2.8.1.3, 6.2.8.1.4, and 6.2.1. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1.2.1.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user has requested the origination of an MCVideo emergency group call or is originating an MCVideo prearranged group call and the MCVideo emergency state is already set, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.1;

2)
if the MCVideo user has requested the origination of an MCVideo imminent peril group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.9;

3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;

4)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

12)
if the MCVideo emergency state is already set or the MCVideo client emergency group state for this group is set to "MVEG 2: in-progress", the MCVideo client shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;

13)
if the MCVideo client imminent peril group state for this group is set to "MVIG 2: in-progress" or "MVIG 4: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

14)
shall contain in an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <mcvideo-request-uri> element set to the group identity;

c)
the <mcvideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 

16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5] ;

2)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted" or the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted", the MCVideo client shall perform the actions specified in subclause 6.2.8.1.4; and

3)
may subscribe to the conference event package as specified in subclause 9.1.3.1.

On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted";

the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

[TS 24.281, clause 6.2.8.1.1]

This subclause is referenced from other procedures.

When the MCVideo emergency state is set and this MCVideo user and MCVideo group are authorized to initiate MCVideo emergency group calls as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

1)
shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body in the SIP INVITE request, an <emergency-ind> element set to "true" and if the MCVideo emergency group call state is set to "MVEGC 1: emergency-gc-capable", shall set the MCVideo emergency group call state to "MVEGC 2: emergency-call-requested";

2)
if the MCVideo user has also requested an MCVideo emergency alert to be sent and this is an authorized request for MCVideo emergency alert as determined by the procedures of subclause 6.2.8.1.6, and the MCVideo emergency alert state is set to "MVEA 1: no-alert", shall:

a)
set the <alert-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to "true" and set the MCVideo emergency alert state to "MVEA 2: emergency-alert-confirm-pending"; and

b)
perform the procedures specified in subclause 6.2.9.1 for the MCVideo emergency alert trigger;

3)
if the MCVideo user has not requested an MCVideo emergency alert to be sent and the MCVideo emergency alert state is set to "MVEA 1: no-alert", shall set the <alert-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to "false"; and

4)
if the MCVideo client emergency group state of the group is set to a value other than "MVEG 2: in-progress" set the MCVideo client emergency group state of the MCVideo group to "MVEG 3: confirm-pending".

NOTE 1:
This is the case of an MCVideo user already being in the MCVideo emergency state it initiated previously while originating an MCVideo emergency group call or MCVideo emergency alert. All group calls the MCVideo user originates while in MCVideo emergency state will be MCVideo emergency group calls.

When the MCVideo emergency state is clear and the MCVideo emergency group call state is set to "MVEGC 1: emergency-gc-capable" and the received SIP request contains an authorized request for MCVideo emergency group call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client shall set the MCVideo emergency state and perform the following actions:

1)
shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body in the SIP INVITE request an <emergency-ind> element set to "true" and set the MCVideo emergency group call state to "MVEGC 2: emergency-call-requested" state;

2)
if the MCVideo user has also requested an MCVideo emergency alert to be sent and this is an authorized request for MCVideo emergency alert as determined by the procedures of subclause 6.2.8.1.6, shall:

a)
include in the application/vnd.3gpp.mcvideo-info+xml MIME body the <alert-ind> element set to "true" and set the MCVideo emergency alert state to "MVEA 2: emergency-alert-confirm-pending"; and

b)
perform the procedures specified in subclause 6.2.9.1 for the MCVideo emergency alert trigger;

3)
if the MCVideo user has not requested an MCVideo emergency alert to be sent, shall set the <alert-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body to "false"; and

4)
if the MCVideo client emergency group state of the group is set to a value other than "MVEG 2: in-progress" shall set the MCVideo client emergency group state of the MCVideo group to "MVEG 3: confirm-pending".

NOTE 2:
This is the case of an initial MCVideo emergency group call and optionally an MCVideo emergency alert being sent. As the MCVideo emergency state is not sent, there is no MCVideo emergency alert outstanding.

NOTE 3:
An MCVideo group call originated by an affiliated member of an MCVideo group which is in an in-progress emergency state (as tracked on the MCVideo client by the MCVideo client emergency group state) but is not in an MCVideo emergency state of their own will also be an MCVideo emergency group call. The <emergency-ind> and <alert-ind> elements of the application/vnd.3gpp.mcvideo-info+xml MIME body do not need to be included in this case and hence no action needs to be taken in this subclause.

[TS 24.281, clause 6.2.8.1.2]

This subclause is referenced from other procedures.

If the MCVideo emergency group call state is set to either "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted" and this is an authorized request for an MCVideo emergency group call as determined by the procedures of subclause 6.2.8.1.8, or the MCVideo client emergency group state of the group is set to "MVEG 2: in-progress", the MCVideo client shall include in the SIP INVITE request a Resource-Priority header field populated with the values for an MCVideo emergency group call as specified in subclause 6.2.8.1.15.

NOTE:
The MCVideo client ideally would not need to maintain knowledge of the in-progress emergency state of the group (as tracked on the MCVideo client by the MCVideo client emergency group state) but can use this knowledge to provide a Resource-Priority header field set to emergency level priority, which starts the infrastructure priority adjustment process sooner than otherwise would be the case.

If this is an authorized request to cancel the MCVideo emergency group call as determined by the procedures of subclause 6.2.8.1.7, and the MCVideo client emergency group state of the group is "no-emergency" or "cancel-pending", the MCVideo client shall include in the SIP INVITE request a Resource-Priority header field populated with the values for a normal MCVideo group call as specified in subclause 6.2.8.1.15.

[TS 24.281, clause 6.2.8.1.3]

This subclause is referenced from other procedures.

Upon receiving a SIP INFO request within the dialog of the SIP request for a priority group call:

-
with the Info-Package header field containing the g.3gpp.mcvideo-info package name;

-
with the application/vnd.3gpp.mcvideo-info+xml MIME body associated with the info package according to IETF RFC 6086 [54]; and

-
with one or more of the <alert-ind>, <imminentperil-ind> and <emergency-ind> elements set in the application/vnd.3gpp.mcvideo-info+xml MIME body;

the MCVideo client:

1)
shall send a SIP 200 (OK) response to the SIP INFO request as specified in 3GPP TS 24.229 [4];

2)
if the MCVideo emergency group call state is set to "MVEGC 3: emergency-call-granted":

a)
if the MCVideo emergency alert state is set to "MVEA 2: emergency-alert-confirm-pending":

i)
if the <alert-ind> element is set to a value of "false", shall set the MCVideo emergency alert state to "MVEA 1: no-alert"; and

ii)
if the <alert-ind> element is set to a value of "true", shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated";

3)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted":

a)
if the <imminentperil-ind> element is set to a value of "false" and an <emergency-ind> element is set to a value of "true", shall:

i)
set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril";

ii)
set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-capable"; and

iii)
set the MCVideo client emergency group state of the group to "MVEG 2: in-progress"; and

NOTE 1:
This is the case of an MCVideo client attempting to make an imminent peril group call when the group is in an in-progress emergency group state. The MCVideo client will then receive a notification that the imminent peril call request was denied, however they will be participating at the emergency level priority of the group. This could occur for example when an MCVideo client requests an imminent peril call to a group that they are not currently affiliated with.

NOTE 2:
the MCVideo client emergency group state above is the MCVideo client's view of the in-progress emergency state of the group.

4)
if the SIP request for a priority group call sent by the MCVideo client did not contain an <originated-by> element and if the MCVideo emergency alert state is set to "MVEA 4: Emergency-alert-cancel-pending":

a)
if the <alert-ind> element contained in the SIP INFO request is set to a value of "true", shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated"; and

b)
if the <alert-ind> element contained in the SIP INFO request is set to a value of "false", shall set the MCVideo emergency alert state to "MVEA 1: no-alert".

[TS 24.281, clause 6.2.8.1.4]

In the procedures in this subclause, a priority group call refers to an MCVideo emergency group call or an MCVideo imminent peril group call.

On receiving a SIP 2xx response to a SIP request for a priority group call, the MCVideo client:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted":

a)
shall set the MCVideo client emergency group state of the group to "MVEG 2: in-progress" if it was not already set;

b)
if the MCVideo emergency alert state is set to "MVEA 2: emergency-alert-confirm-pending" and the SIP 2xx response to the SIP request for a priority group call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the mcvideo-warn-code set to "149", shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated;

c)
shall set the MCVideo emergency group call state to "MVEGC 3: emergency-call-granted"; and

d)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-capable" and the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted" and the SIP 2xx response to the SIP request for an imminent peril group call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the mcvideo-warn-code set to "149":

a)
set the MCVideo imminent peril group call state to "MVIGC 3: imminent-peril-call-granted"; and

b)
set the MCVideo imminent peril group state to "MVIG 2: in-progress".

 [TS 24.281, clause 6.2.1]

The SDP offer shall contain two SDP media-level sections for MCVideo video media according to 3GPP TS 24.229 [11] and, if transmission control shall be used during the session, shall contain one SDP media-level section for a media- transmission control entity according to 3GPP TS 24.581 [5].

When composing an SDP offer according to 3GPP TS 24.229 [11] the MCVideo client:

1)
shall set the IP address of the MCVideo client for the offered MCVideo video media stream and, if transmission control shall be used, for the offered media-transmission control entity;

NOTE:
If the MCVideo client is behind a NAT the IP address and port included in the SDP offer can be a different IP address and port than the actual IP address and port of the MCVideo client depending on the NAT traversal method used by the SIP/IP Core.

2)
shall include an "m=audio" media-level section for the MCVideo media stream consisting of:

a)
the port number for the media stream selected; and

b)
the codec(s) and media parameters and attributes with the following clarification:

i)
if the MCVideo client is initiating a call to a group identity;

ii)
if the <preferred-voice-encodings> element is present in the group document retrieved by the group management client as specified in 3GPP TS 24.481 [24] containing an <encoding> element with a "name" attribute; and

iii)
if the MCVideo client supports the encoding name indicated in the value of the "name" attribute;

then the MCVideo client:

i)
shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as defined in IETF RFC 4566 [2]; and

c)
"i=" field set to "audio component of MCVideo" according to 3GPP TS 24.229 [11];
3)
shall include an "m=video" media-level section for the MCVideo media stream consisting of:

a)
the port number for the media stream selected; and

b)
the codec(s) and media parameters and attributes with the following clarification:

i)
if the MCVideo client is initiating a call to a group identity;

ii)
if the <preferred-video-encodings> element is present in the group document retrieved by the group management client as specified in 3GPP TS 24.481 [24] containing an <encoding> element with a "name" attribute; and

iii)
if the MCVideo client supports the encoding name indicated in the value of the "name" attribute;

then the MCVideo client:

i)
shall insert the value of the "name" attribute in the <encoding name> field of the "a=rtpmap" attribute as defined in IETF RFC 4566 [2]; 

c)
if the SDP offer is for an ambient viewing call:

i)
if this is a remotely initiated ambient viewing call, include an "a=recvonly" attribute; or

ii)
if this is a locally initiated ambient viewing call, include an "a=sendonly" attribute; and

d)
"i=" field set to "video component of MCVideo" according to 3GPP TS 24.229 [11];
4)
if transmission control shall be used during the session, shall include an "m=application" media-level section as specified in 3GPP TS 24.581 [5] clause 12 for a media-transmission control entity, consisting of:

a)
the port number for the media-transmission control entity selected as specified in 3GPP TS 24.581 [5]; and

b)
the 'fmtp' attributes as specified in 3GPP TS 24.581 [5] clause 14; and
5)
if end-to-end security is required for a private call and the SDP offer is not for establishing a pre-established session, shall include the MIKEY-SAKKE I_MESSAGE in an "a=key-mgmt" attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [34].
6.1.1.5.3
Test description

6.1.1.5.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).

IUT:

-
UE (MCVideo client) 

· The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.
-
The MCVideo User performs the Generic Test Procedure for McVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.5.3.2
Test procedure sequence

Table 6.1.1.5.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the MCVideo User requesting the establishment of an MCVideo On-demand pre-arranged emergency group call for the selected MCVideo emergency group GROUP A, with explicit Transmission Control.

NOTE: This action is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCVideo call establishment are described in TS 36.579-1 [2], subclause 5.4.3A ‘Generic Test Procedure for MCVideo CO communication in E-UTRA’. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	2
	Check: Does the UE (MCVideo client) send an initial SIP INVITE request for the establishment of an MCVideo On-demand pre-arranged Emergency Group Call?
	-->
	SIP INVITE
	1
	P

	3
	The SS (MCVideo Server) sends a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	4
	The SS sends SIP 200 (OK), indicating that the MCVideo call has been established.
	<--
	SIP 200 (OK)
	-
	-

	5
	The UE (MCVideo client) sends a SIP ACK in response to the SIP 200 (OK).
	-->
	SIP ACK
	-
	-

	6
	The SS sends a Transmission Granted message.
	<--
	Transmission Granted
	-
	-

	7
	Check: Does the (MCVideo client) sends a Transmission Control Ack message in response to the SS Transmission Granted message?
	-->
	Transmission Control Ack
	2
	P

	8
	Make the UE (MCVideo client) end the call.
NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	9
	Check: Does the UE (McVideo Client) send a Transmission Request indicating that it wants to terminate an MCVideo On-Demand Pre-Arranged Emergency Group Call, with implicit Transmission Control?
	-->
	Transmit End Request
	2
	P

	10
	The SS (McVideo Server) responds with a Transmission End Response message verifying that the UE (McVideo Client) is able to end an MCVideo On-Demand Pre-Arranged Emergency Group Call, with implicit Transmission Control.
	<--
	Transmission End Response
	-
	-

	11
	Check: Does the (McVideo Client) send a Transmit Control ACK message?
	-->
	Transmit Control ACK
	2
	P

	12
	The SS (MCVideo Server) sends a Transmission Idle message.
	<--
	Transmission Idle
	-
	-

	13
	Make the UE (McVideo Client) end the Group Call.
	
	
	-
	-

	14
	Check: Does the (McVideo Client) send a SIP BYE message to end the On-demand Pre-arranged Emergency Group Call?
	-->
	SIP BYE
	3
	P

	15
	The SS (MCVideo Server) responds to the SIP BYE message with a SIP 200 (OK) message.
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	
	


6.1.1.5.3.3
Specific message contents

Table 6.1.1.5.3.3-1: SIP INVITE from UE (Step 2, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Contains the address at which original requestor is expecting to receive responses to this request. Tells other elements where to send a response.
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	UE accesses the server via UDP.

UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol  (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.Transport. 
	
	UDP

	
	"SIP/2.0/TCP"
	UE accesses the server via TCP
	
	TCP

	  sent-by
	any allowed value
	IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname) and protected server port of the UE
	
	

	    host
	IP address or FQDN
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value starting with 'z9hG4bK'
	
	
	

	Route
	
	Used to force routing for a request through

 the listed set of proxies.
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	Contains a display name and a SIP or SIPS URI that indicate the originator of the request
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	  port
	any value if present
	
	
	

	 tag
	any value
	
	
	

	To
	
	Contains a display name and a SIP or SIPS URI towards which the request was originally directed.
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta-seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	"SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE
	
	

	
	
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical push to talk (Video service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	Limits the number of hops a request can make on its way to its destination. It is an integer that is decremented by one at each hop.
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	Access network technology and, if applicable, the cell ID.
	AUTO
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	“Manual”
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	  Content-Length
	present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	    value
	any value
	length of message-body
	
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.1.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.5.3.3-6
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.5.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.5.3.3-8
	
	
	


Table 6.1.1.5.3.3-2: SDP Message in SIP INVITE from the UE (Table 6.1.1.5.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_A_ID
	Username of client
	
	

	    sess-id
	any allowed value
	A numeric string containing the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> to form a globally unique identifier for the session.
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio 
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line

Included if the media plane for audio uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	"fmtp"
	File Multicast Transport Protocol is a reliable transport protocol designed to run on top of a multicast network service for delivery of continuously generated files
	
	

	      format
	the value given in fmtp in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	""
	
	
	

	      encoding name
	"H.264"
	
	
	

	      clock rate
	
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	Key Management attribute field in the media and session level.
	TS 24.281 [26] subclause 6.2.1
	

	    mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.5.3.3-3, 6.1.1.5.3.3-4, and 6.1.1.5.3.3-5
	MIKEY carries the security parameters needed for

setting up the security protocol. It is a protocol designed for government and relevant enterprises to enable secure, cross-platform multimedia communications. 
	RFC 4567 [44]
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-transmission control entity
	
	

	    media
	"application"
	
	3GPP TS 24.581 [5] clause 12
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 3.1.1.5.3.3-3, 6.1.1.5.3.3-4, and 6.1.1.5.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.5.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.5.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.5.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.5.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.5.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.5.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.5.3.3-6: MCVideo-INFO in SIP INVITE from UE (Table 6.1.1.5.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180 [30], clause B.4
RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.5.3.3-7: Resource-lists in SIP INVITE from the UE (Table 6.1.1.5.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	resource-lists
	"uri: mcvideo-op.gov:resource-lists"
	
	TS 24.481 [11]
	CONFIG

	  list
	
	
	
	

	    entry
	px_MCVideo_User_B_ID
	The MCVideo ID of the invited user
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	    entry
	"resource-lists/ue_configuration.xml/"
	UE Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_user_profile.xml/"
	UE User Profile document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_service_configuration.xml/"
	UE Service Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_group_configuration.xml/"
	UE Group Configuration document
	TS 24.481 [11]
	GROUPCONFIG


Table 6.1.1.5.3.3-8: Location-info in SIP INVITE from UE (Table 6.1.1.5.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.4.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Report
	
	
	
	

	    TriggerID
	not present
	An element which can occur multiple times. Contains the value of the <TriggerId> attribute associated with a trigger that has fired. Only present if a trigger is the cause of the Location-info Report.
	
	

	    CurrentLocation
	
	A mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      NeighbouringEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbmsSaId
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbsfnArea
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      CurrentCoordinate
	optional
	This is optional depending on the configuration sent by the SS
	
	

	    ReportID
	not present
	Attribute is used to return the value in the <RequestId> attribute in the <Request> element. Only present in response to a Location-Info Request.
	
	

	    ReportType
	"Emergency"
	Required

The <ReportType> attribute has two values "Emergency" and "NonEmergency" used to inform whether the client is sending the report in an emergency situation or not.
	
	

	      EmergencyEventType
	"GroupCallEmergency"
	
	
	GROUP-CALL and EMERGENCY-CALL

	
	"GroupCallImminentPeril"
	
	
	GROUP-CALL and IMMPERIL-CALL

	
	"PrivateCallEmergency"
	
	
	PRIVATE-CALL and EMERGENCY-CALL

	
	"InitiateEmergencyAlert"
	
	
	IMMPERIL-CALL


Table 6.1.1.5.3.3-9: SIP 100 (Trying) from SS (Step 3, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Allow
	
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.5.3.3-10: SIP 200 (OK) from SS (Step 4, 15, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	TS 24.229 [26] 20.32
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  value
	length of message-body 
	
	
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.5.3.3.-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.5.3.3-6
	
	
	


Table 6.1.1.5.3.3-11: SIP ACK from the UE (Steps 5, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value"
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bk'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header sent to the UE in 183, 180 or 200 response (whichever response used for request message to be acknowledged and contained Record-Route header) in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	same value as in INVITE message
	
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.5.3.3-12: Transmission Granted from SS (Steps 6, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.11.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	MCV1
	Transmission Control messages sent by the transmission control server and transmission control participant
	
	

	Duration
	
	
	
	

	  Duration
	"00000000 10000000"
	128 sec (an arbitrary value)
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Floor Priority value
	
	

	User ID
	Not present
	
	
	ON-NETWORK

	User ID
	
	
	
	OFF-NETWORK

	  User ID
	px_MCVideo_User_A_ID
	The MCVideo User ID of the transmission participant that was granted transmission.
	
	

	Queue Size
	Not present
	
	
	ON-NETWORK

	Queue Size
	"0"
	the number of queued MCVideo clients in the MCVideo call
	
	OFF-NETWORK

	SSRC of queued floor participant
	Not present
	
	
	

	Queued User ID
	Not present
	
	
	

	Queue Info
	Not present
	
	
	

	Track Info
	Not present
	The MCVideo call does not involve a non-controlling MCVideo function
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	Any allowed value
	
	
	


Table 6.1.1.5.3.3-13 Transmission Control ACK from UE (Steps 7, 11, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.5-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV2”
	Transmission Control messages sent by the Transmission Control Server and Transmission Control Participant.
	
	

	Source
	
	
	
	

	  Source
	"2"
	The controlling MCVideo function is the source
	
	

	Message Type
	
	
	
	

	  Message Type
	"10100"
	Transmission Control Ack message for Transmission Release message which requested acknowledgment
	
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP (Real Time Transport Protocol) message part is in specified in clause x and in IETF RFC 3711 [4]
	
	


Table 6.1.1.5.3.3-14: Transmission End Request from UE (Step 9, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	      Message Type
	
	
	
	

	      Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.5.3.3-15: Transmission End Response from SS (Step 10, Table 6.1.1.5.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of Transmission Control server
	
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	      Message Type
	
	
	
	

	       Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.5.3.3-16: Transmission Idle from SS (Step 12 Table 6.1.1.5.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.2.17-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV1”
	Transmission Control messages sent by the Transmission Control Server and the Transmission Control Participant.
	
	

	Message Sequence Number
	
	
	
	

	  Message Sequence Number
	The value sent in the previous Transmission Idle message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP message part is in specified in clause x and in IETF RFC 3711 [4]
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.5.3.3-17: SIP BYE from UE (Step 14, Table 6.1.1.5.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	



6.1.1.6
On-network / On-demand Pre-arranged Group Call / Emergency Group Call / Client Terminated (CT)

6.1.1.6.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo Service }

ensure that {

  when { the MCVideo Client receives a SIP INVITE message from the SS (MCVideo Server) with an emergency indication for a MCVideo On-demand Pre-arranged Emergency Group Call }

    then { the MCVideo Client displays an indication for the Pre-arranged MCVideo Emergency Group Call to the user }

     and responds to the SS with correct SIP messages }

            }

(2)

with {UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Group Call with Manual Commencement Mode }

ensure that {

  when {the MCVideo User engages in communication with the invited MCVideo User(s) }

    then {UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server (Media Reception Notification, Receive Media Request, Receive Media Response, Media Reception End Request, Media Reception End Response, Reception Control ACK) }

            }
(3)

with {UE (MCVideo Client) having an ongoing On-demand Pre-arranged Emergency Group Call, with implicit Transmission Control }

ensure that {

  when {the UE (MCVideo Client) receives a SIP BYE request from the SS (MCVideo Server) }

    then { the UE (MCVideo Client) sends a SIP 200 (OK) message and leaves the MCVideo Session }
            }

6.1.1.6.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 9.2.1.2.1.2, 6.2.3.1.2, and 6.2.3.2.2. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1.2.1.2]

In the procedures in this subclause:

1)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

2)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body.
Upon receipt of an initial SIP INVITE request, the MCVideo client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [11] with the clarifications below.

The MCVideo client:

1)
may reject the SIP INVITE request if either of the following conditions are met:
a)
MCVideo client does not have enough resources to handle the call; or
b)
any other reason outside the scope of this specification;

2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCVideo function either with appropriate reject code as specified in 3GPP TS 24.229 [51] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorized to restrict the reason for failure and skip the rest of the steps of this subclause;

NOTE:
If the SIP INVITE request contains an emergency indication or imminent peril indication, the MCVideo client can by means beyond the scope of this specification choose to accept the request.

3)
shall check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [11];

4)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo emergency group call and:

i)
should display the MCVideo ID of the originator of the MCVideo emergency group call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body;

ii)
should display the MCVideo group identity of the group with the emergency condition contained in the <mcvideo-calling-group-id> element; and

iii)
if the <alert-ind> element is set to "true", should display to the MCVideo user an indication of the MCVideo emergency alert and associated information;

b)
shall set the MCVideo emergency group state to "MVEG 2: in-progress";

c)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

d)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable"; otherwise

5)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo imminent peril group call and:

i)
should display the MCVideo ID of the originator of the MCVideo imminent peril group call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

ii)
should display the MCVideo group identity of the group with the imminent peril condition contained in the <mcvideo-calling-group-id> element; and

b)
shall set the MCVideo imminent peril group state to "MVIG 2: in-progress";

6)
may display to the MCVideo user the MCVideo ID of the inviting MCVideo user;

7)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to manual commencement mode, yet the invited MCVideo client allows the call to be answered with automatic commencement mode;

8)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is to use manual commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode, yet the invited MCVideo client allows the call to be answered with manual commencement mode; and

9)
when the SIP 200 (OK) response to the SIP INVITE request is sent, may subscribe to the conference event package as specified in subclause 9.1.3.1
[TS 24.281, clause 6.2.3.1.2]

When performing the automatic commencement mode procedures, the MCVideo client shall follow the procedures in subclause 6.2.3.1.1 with the following clarification:

-
The MCVideo client may include a P-Answer-State header field with the value "Confirmed" as specified in IETF RFC 4964 [30] in the SIP 200 (OK) response.

[TS 24.281, clause 6.2.3.2.2]

When performing the manual commencement mode procedures:

1)
the terminating MCVideo client may automatically generate a SIP 183 (Session Progress) in accordance with 3GPP TS 24.229 [11], prior to the MCVideo user's acknowledgement; and

2)
if the MCVideo user declines the MCVideo session invitation the MCVideo client shall send a SIP 480 (Temporarily Unavailable) response towards the MCVideo server with the warning text set to: "110 user declined the call invitation" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause.

When generating a SIP 183 (Session Progress) response, the MCVideo client:

1)
shall include the following in the Contact header field:

a)
the g.3gpp.mcvideo media feature tag; and

b)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo"; and

2)
may include a P-Answer-State header field with the value "Unconfirmed" as specified in IETF RFC 4964 [30];

When sending the SIP 200 (OK) response to the incoming SIP INVITE request, the MCVideo client shall follow the procedures in subclause 6.2.3.1.2.

When NAT traversal is supported by the MCVideo client and when the MCVideo client is behind a NAT, generation of SIP responses is done as specified in this subclause and as specified in IETF RFC 5626 [35]
6.1.1.6.3
Test description

6.1.1.6.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).
IUT:

-
UE (MCVideo client)

· The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideoUE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.

-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideoMCVideo User with the Server as active user at the Client.

6.1.1.6.3.2
Test procedure sequence

Table 6.1.1.6.3.2-1: Main Behavior
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCVideo call establishment are described in TS 36.579-1 [2], subclause 5.4.4A 'Generic Test Procedure for MCVideo CT communication in E-UTRA'. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	1
	SS (MCVideo Server) initiates an on-demand pre-arranged emergency group call with automatic commencement
	<--
	SIP INVITE
	-
	-

	-
	EXCEPTION: Step 2a1 describes behaviour that depends on the UE implementation; the "lower case letter" identifies a step sequence that take place if the UE responds to a SIP INVITE message with a SIP 100 (Trying) message.
	-
	-
	-
	-

	2
	The UE (MCVideo client) responds with a SIP 100 (Trying) message.
	-->
	SIP 100 (Trying)
	-
	-

	3
	Check: Does the UE send a SIP 200 (OK) message?
	-->
	SIP 200 (OK)
	1
	P

	4
	The SS (MCVideo Server) sends an acknowledgement of the SIP 200 (OK) message.
	<--
	SIP ACK
	
	

	5
	Check: Does the MCVideo client display an indication for the Pre-arranged MCVideo emergency group call to the MCVideo user?

NOTE: This action is expected to be done via a suitable implementation dependent MMI.
	-
	-
	1
	P

	6
	Make the MCVideo User answer the call,

NOTE: This action is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	7
	The SS sends a Media Transmission Notification message.
	<--
	Media Transmission Notification
	-
	-

	8
	Make the UE (MCVideo Client) request permission to receive media.
	-
	-
	-
	-

	9
	Check: Does the UE respond with a Media Receive Request?
	-->
	Media Receive Request 
	2
	P

	10
	The SS (MCVideo Server) sends a Receive Media Response message.
	<--
	Receive Media Response
	-
	-

	11
	Make the MCVideo User request to end the RTP media reception.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	12
	Check: Does the UE request to terminate the call by sending a Media Reception End Request?
	-->
	Media Reception End Request
	2
	P

	13
	The SS responds with a Media Reception End Response
	<--
	Media Reception End Response
	-
	-

	14
	The SS (MCVideo Server) sends a SIP BYE request to terminate the MCVideo session.
	<--
	SIP BYE
	-
	-

	15
	Check: Does the UE (MCVideo Client) send a SIP 200 (OK) message to the SS.
	-->
	SIP 200 (OK)
	3
	P

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.6.3.3
Specific message contents

Table 6.1.1.6.3.3-1: SIP INVITE from the SS (Step 1, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol[1]
	"SIP/2.0/TCP"
	
	
	

	  sent-by[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Address of the P-CSCF that communicates with the called party
	
	

	    host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	  via-branch[1]
	"z9hG4bK"
	Value assigned by the SS starting with 'z9hG4bK'
	
	

	  sent-protocol[2]
	"SIP/2.0/UDP"
	
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-by[2]
	px_MCVideo_Client_B_ID":14000"
	Address of the other endpoint (the caller)
	
	

	    host
	Caller’s domain name
	Editor’s note: to be checked whether PIXIT is needed (px_MCVideo_Client_B_ID)
	
	

	    port
	Value assigned by the SS
	Caller’s port number
	
	

	  via-branch[2]
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	SIP URI corresponding to first entry of Via header
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_URI
	SIP URI of the calling UE

Editor’s note: to be checked whether PIXIT is needed 
	
	

	    port
	not present
	
	
	

	  tag
	Value assigned by the SS
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	     User-info and host
	px_MCVideo_Client_A_ID
	
	
	

	     port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	Value assigned by the SS
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	Value assigned by the SS
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	
	
	
	

	    User-info and host
	px_MCVideo_User_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port
	Not present
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	SIP URI
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port 
	Value assigned by the SS
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the mission critical video (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user

Editor’s note: to be checked whether PIXIT is needed
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Encoding
	
	
	TS 24.229: [26] 20.2
	

	Accept-Language
	
	
	TS 24.229: [26] 20.3
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	
	

	  value
	length of message body
	
	RFC 3261 [22
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.6.3.3-2
	
	RFC 4566 [27]
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	    MIME-part-body
	McVideo-Info as described in Table 6.1.1.6.3.3-6+
	
	
	

	  MIME body part
	
	Resource lists
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-body
	Resource Lists as described in Table 6.1.1.6.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	
	

	   MIME-part-body      
	Location-info as described in Table 6.1.1.6.3.3-8
	
	
	


Table 6.1.1.6.3.3-2: SDP Message in SIP INVITE from the SS (Table 6.1.1.6.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_B_ID
	Username of client sending message
	
	

	    sess-id
	"12345678"
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session.
	
	

	    sess-version
	"12345678"
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the unicast address of the UE
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	"38"
	kilobits per second;

Maximum AMR-WB at 23.85 kbps but limit to 12.65 kbps plus overhead
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio (video?)
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	"49152"
	The transport port to which the media stream is sent
	RFC 6335 [63] subclause 6
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	"99"
	RTP/AVP payload type for AMR-WB is dynamic
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"99"
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	    media
	"application"
	
	
	

	    port
	"49153"
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	Present
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_priority
	"5"
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	Present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_implicit_request
	Present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	TS 24.380 [10]
cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.6.3.3-3, 6.1.1.6.3.3-4, and 6.1.1.6.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.6.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.6.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.6.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.6.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.6.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.6.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] subclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180, clause E.3.
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.6.3.3-6: MCVideo-INFO in SIP INVITE from SS (Table 6.1.1.6.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_User_A_ID
	The URI of the called user
	
	

	    mcvideo-calling-user-id
	px_MCVideo_User_B_ID
	The URI of the calling user
	
	

	    mcvideo-called-party-id
	not present
	
	
	

	    mcvideo-calling-group-id
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    required
	not present
	
	
	

	    emergency-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	not present
	
	
	

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	not present
	
	
	

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.6.3.3-7: Resource-lists in SIP INVITE from the SS (Table 6.1.1.6.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	

	  list
	
	
	
	

	    entry
	px_MCVideo_User_A_ID
	The MCVideo ID of the invited user
	
	


Table 6.1.1.6.3.3-8: Location-info in SIP INVITE from SS (Request sent by SS) (Table 6.1.1.6.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.4.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Request
	
	
	
	

	    RequestID
	"1"
	The RequestID that the MCVideo Client will reference in the Report
	
	


Table 6.1.1.6.3.3-9: SIP 100 (Trying) from UE (Step 2, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.6.3.3-10: SIP 200 (OK) from UE (Step 3, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	    user-info and host


	IP address or FQDN (px_MCVideo_Client_A_URI)
	Editor’s note: PIXIT to be checked
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  value
	any value
	length of message-body
	
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.6.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.6.3.3-6
	
	
	


Table 6.1.1.6.3.3-11: SIP ACK from the SS (Step 4, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Client_B_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bkmcvideoss2"
	Value starting with 'z9hG4bk'
	
	

	Route
	not present
	
	RFC 3261 [22]
	

	  route-param
	not present
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	Same value as in request message
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	Same value as in request message
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.6.3.3-12: Media Transmission Notification from the SS (Step 7, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.7-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	“x0110”
	Server ( client
	TS 24.581, Table 9.2.2.1-2
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	User-id=URI

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field carries the MCVideo ID of the user transmitting the media.

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Permission to Request the Transmission
	“00000101”
	The Permission to Request the Transmission field indicates whether receiving parties are allowed to request the transmission or not.

The <Permission to Request the Transmission length> value is a binary value and has the value '2' indicating the total length in octets of the <Duration> value item.

The <Permission to Request the Transmission> value is binary and coded as follows:

0
The receiver is not permitted to request transmission.

1 The receiver is permitted to request transmission.
	TS 24.581, clause 9.2.3.7,          Table 9.2.3.1-1
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.6.3.3-13: Receive Media Request from the UE (Step 8, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.1.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Source ID
	16-bit binary value
	Carries the identity of the user who transmitting the media.
	
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Reception Priority
	24-bit binary value (8 bits are spare)
	Describes the level of reception priority requested in a Reception Request message or granted in a Reception Granted message. The max reception priority that can be requested in a Reception Request message is negotiated between the transmission control participant and the transmission control server
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority field ID
	8-bit binary value
	Uniquely identifies the instance of the Reception Priority Field
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority length
	“00000010”
	Indicates the total length in octets of the < Reception Priority> value item and the spare bits.
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority value
	8-bit binary value
	The reception priority ('0' to '255') where '0' is the lowest reception priority and '255' is the highest reception priority. If the Reception Priority field is not included in the message the default reception priority is used as the Reception Priority value. The value of the default reception priority is '0'. The default reception priority is sometimes referred to as normal reception priority.
	TS 24.581, Table 9.2.3.19
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.6.3.3-14: Receive Media Response from the SS (Step 9, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.8-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	PT=AP=204
	
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1
	

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Name
	“MCV1”
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Result
	
	Indicates whether media reception is possible as per the request
	
	

	Reject Cause
	
	Includes the reason for the rejecting the media receive request and can be followed by a text-string explaining why the media receive request was rejected. Therefore the length of the packet will vary depending on the size of the application dependent field
	
	

	  Reject Cause Field ID
	8-bit binary value
	Uniquely identifies the instance of the Reject Cause Field
	
	

	  Reject Cause length
	8-bit binary value
	Indicates the total length in octets of the <Reject Cause > value and the <Reject Phrase> value items excluding any padding octets. If the length field is set to '2', there is no <Reject Phrase> value in the Reject Cause field.
	
	

	  Reject Cause value
	16-bit binary value
	The <Reject cause> value set to… 

'2' indicates that the transmission control server cannot grant the receive media request due to an internal error.

'4' indicates that the transmission control server cannot grant the receive media request, because timer T9 (Retry-after) has not expired after permission to send media has been revoked.

'5' indicates that the transmission control server cannot grant the receive media request, because the requesting party only has send privilege.

'6' indicates that the transmission control server cannot grant the receive media request due to congestion. 

'255' indicates that the transmission control server does not grant the receive media request due to the transmission control server local policy
	TS 24.3581, clause 9.2.15.2
	

	  Reject Phase
	Length of the packet will vary depending on the size of the application dependent field
	A text string encoded the text string in the SDES item CNAME (specified in RFC 3550 [3])
	TS 24.3581, clause 9.2.3.4
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.6.3.3-15: Media Reception End Request from UE (Step 11, Table 6.1.1.6.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.3.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server or the transmission control participant requesting the end of reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies an instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.6.3.3-16: Media Reception End Response from SS (Step 12, Table 6.1.1.6.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.3.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server or the transmission control participant requesting the end of reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	


Table 6.1.1.6.3.3-17: SIP BYE from UE (Step 13, Table 6.1.1.6.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.6.3.3-18: SIP 200 (OK) from SS (Step 14, Table 6.1.1.6.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.6.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.6.3.3-6
	
	
	



6.1.1.7
On-network / On-demand Pre-arranged Group Call / Broadcast Group Call / Client Originated (CO)
6.1.1.7.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorized for MCVideo Service }

ensure that {

  when { the MCVideo User requests the establishment of an MCVideo On-demand Pre-arranged Broadcast Group Call }

    then { UE (MCVideo Client) requests On-demand Pre-arranged Broadcast Group Call by sending a SIP INVITE message }
            }

(2)

with { UE (MCVideo Client) having established an MCVideo On-demand Pre-arranged Broadcast Group Call with Automatic Commencement Mode }

ensure that {

  when { the MCVideo User engages in communication with the invited MCVideo User(s) }

    then {UE (MCVideo Client) notifies the MCVideo User that the call has been established and respects the Transmission Control imposed by the MCVideo Server }

            }

(3)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Broadcast Group Call}

ensure that {

  when {the MCVideo User requests to release to end the permission to send RTP media }

    then {UE (MCVideo Client) sends a Transmission End Request message and sends a SIP BYE message and leaves the MCVideo Session }

            }

6.1.1.7.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 6.2.8.2 and 9.2.1.2.1.1; also TS 24.581, clauses 6.2.4.2.2, 6.2.4.5.3, 6.2.4.6.4. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 6.2.8.2]

NOTE:
This subclause is referenced from other procedures.

When the MCVideo user initiates a broadcast group call, the MCVideo client:

1)
in the case of the prearranged group call is initiated on-demand, shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body the <broadcast-ind> element set to "true" as defined in clause F.1; and

2)
in the case the prearranged group call is initiated using a pre-established session, shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body in the "body" URI header field in the Refer-To header field the <broadcast-ind> element set to "true" as defined in clause F.1.
[TS 24.281, clause 9.2.1.2.1.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

…
3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;
4)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

…

14)
shall contain in an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <mcvideo-request-uri> element set to the group identity;

c)
the <mcvideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 
16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and
17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

[TS 24.581, clause 6.2.4.2.2]

When a call is initiated as described in 3GPP TS 24.281 [2], the transmission participant:

1.
shall create an instance of the 'Transmission participant state transition diagram for basic transmission control operation';

2.
if the originating transmission participant receives a transmission control message before it receives the SIP 200 (OK) response, shall store the transmission control message;

NOTE:
The originating transmission participant might receive a transmission control message before the SIP 200 (OK) response when initiating, joining or rejoining a call because of processing delays of the SIP 200 (OK) response in the SIP core.

3.
if the established MCVideo call is a chat group call and the SIP INVITE request is not an implicit Transmission request, shall enter the 'U: has no permission to transmit' state;

4.
if for the established MCVideo call the SIP INVITE request is an implicit Transmission request:

a.
shall start timer T100 (Transmission Request) and initialise counter C100 (Transmission Request) to 1;

b.
shall enter the 'U: pending request to transmit' state; and

c.
if the transmission participant has received and stored a transmission control message before the reception of the SIP 200 (OK) response, shall act as if the transmission control message was received in the 'U: pending request to transmit' state after entering the 'U: pending request to transmit' state; and

5.
if the established MCVideo call is a broadcast group call, shall enter the 'U: has permission to transmit' state.

When the transmission participant is rejoining an ongoing MCVideo call as described in 3GPP TS 24.281 [2] the transmission participant shall enter the 'U: has no permission to transmit' state.

[TS 24.581, clause 6.2.4.5.3]

Upon receiving an indication from the user to end the permission to send RTP media, the transmission participant:

1.
shall send a Transmission end request message towards the transmission control server. The Transmission end request message, if the session is a broadcast call and if the session was established as a normal call, shall include the Transmission Indicator with the A-bit set to '1' (Normal call);

2.
shall start timer T101 (Transmission End Request) and initialize counter C101 (Transmission End Request) to 1; and

3.
shall enter the 'U: pending end of transmission' state.

[TS 24.581, clause 6.2.4.6.4]
Upon receiving a Transmission end response message, the transmission participant:

1.
if the first bit in the subtype of the Transmission end response message to '1' (Acknowledgment is required) as described in subclause 9.2.2.1, shall send a Transmission control Ack message. The Transmission control Ack message:

a.
shall include the Message Type field set to '1' (Transmission end response); and

b.
shall include the Source field set to '0' (the transmission participant is the source);

2.
may provide a Transmission end notification to the MCVideo user;

3.
if the Transmission Indicator field is included and the B-bit set to '1' (Broadcast group call), shall provide a notification to the user indicating the type of call;

4.
shall stop timer T101 (Transmission End Request);

5.
if the session is not a broadcast group call or if the A-bit in the Transmission Indicator field is set to '1' (Normal call), shall enter the 'U: has no permission to transmit' state; and

6.
if the session was initiated as a broadcast group call:

a.
shall indicate to the MCVideo client the media transmission is completed; and

b
shall enter the 'Call releasing' state.

6.1.1.7.3
Test description

6.1.1.7.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).

IUT:

-
UE (MCVideo client)

-
The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.
-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.
6.1.1.7.3.2
Test procedure sequence

Table 6.1.1.7.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the MCVideo User request the establishment of an MCVideo On-demand pre-arranged broadcast group call for the selected MCVideo broadcast group GROUP A, with implicit Transmission Control.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCVideo call establishment are described in TS 36.579-1 [2], subclause 5.4.3A 'Generic Test Procedure for MCVideo CO communication in E-UTRA'. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	2
	The UE (MCVideo client) sends an initial SIP INVITE request for the establishment of an MCVideo On-demand pre-arranged broadcast group call.
	-->
	SIP INVITE
	1
	P

	3
	The SS sends a SIP 100 (Trying) message.
	<--
	SIP 100 (Trying)
	-
	-

	4
	The SS (MCVideo Server) sends a SIP 200 (OK), indicating that the MCVideo call has been established.
	<--
	SIP 200 (OK)
	-
	-

	5
	Check: Does the UE respond with a SIP ACK message?
	-->
	SIP ACK
	1
	P

	6
	The SS sends a Transmission Granted message.
	<--
	Transmission Granted
	-
	-

	7
	Check: Does the UE (Client) send a Transmission Control ACK?
	-->
	Transmission Control ACK
	2
	P

	8
	Check: Does the UE (MCVideo client) notify the user that the call has been successfully established?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	2
	P

	9
	Make MCVideo User request to release transmission control.
	-
	-
	-
	-

	10
	Check: Does the UE (MCVideo Client) send a Transmission End Request message?
	-->
	Transmission End Request
	3
	P

	11
	The SS (MCVideo Server) responds with a Transmission end response message
	<--
	Transmission End Response
	-
	-

	12
	Check: Does the UE (MCVideo Client) notify the MCVideo User that the media transmission is completed?
	-
	-
	3
	P

	13
	Check: Does the UE (MCVideo Client) send a SIP BYE request to terminate the MCVideo session?
	-->
	SIP BYE
	3
	P

	14
	The SS (MCVideo Server) responds to the UE (MCVideo Client) with a SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.7.3.3
Specific message contents

Table 6.1.1.7.3.3-1: SIP INVITE from UE (Step 2, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Contains the address at which original requestor is expecting to receive responses to this request. Tells other elements where to send a response.
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	UE accesses the server via UDP.

UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol  (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.Transport. 
	
	UDP

	
	"SIP/2.0/TCP"
	UE accesses the server via TCP
	
	TCP

	  sent-by
	any allowed value
	IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname) and protected server port of the UE
	
	

	    host
	IP address or FQDN
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value starting with 'z9hG4bK'
	
	
	

	Route
	
	Used to force routing for a request through

 the listed set of proxies.
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	Contains a display name and a SIP or SIPS URI that indicate the originator of the request
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	  port
	any value if present
	
	
	

	 tag
	any value
	
	
	

	To
	
	Contains a display name and a SIP or SIPS URI towards which the request was originally directed.
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta-seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	"SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE
	
	

	
	
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	Limits the number of hops a request can make on its way to its destination. It is an integer that is decremented by one at each hop.
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	Access network technology and, if applicable, the cell ID.
	AUTO
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	“Manual”
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	  Content-Length
	present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	    value
	any value
	length of message-body
	
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.7.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.7.3.3-6
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.7.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.7.3.3-8
	
	
	


Table 6.1.1.7.3.3-2: SDP Message in SIP INVITE from the UE (Table 6.1.1.7.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_A_ID
	Username of client
	
	

	    sess-id
	any allowed value
	A numeric string containing the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> to form a globally unique identifier for the session.
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio 
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line

Included if the media plane for audio uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	"fmtp"
	File Multicast Transport Protocol is a reliable transport protocol designed to run on top of a multicast network service for delivery of continuously generated files
	
	

	      format
	the value given in fmtp in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	""
	
	
	

	      encoding name
	"H.264"
	
	
	

	      clock rate
	
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	Key Management attribute field in the media and session level.
	TS 24.281 [26] subclause 6.2.1
	

	    mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.7.3.3-3, 6.1.1.7.3.3-4, and 6.1.1.7.3.3-5
	MIKEY carries the security parameters needed for

setting up the security protocol. It is a protocol designed for government and relevant enterprises to enable secure, cross-platform multimedia communications. 
	RFC 4567 [44]
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-transmission control entity
	
	

	    media
	"application"
	
	3GPP TS 24.581 [5] clause 12
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.7.3.3-3, 6.1.1.7.3.3-4, and 6.1.1.7.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.7.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.7.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] clause F.2.1.1
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS 33.180 [30] Clause F2.1
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.7.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.7.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.7.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.7.3.3-2)

	Derivation path: TS 36.579--, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] clause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.7.3.3-6: MCVideo-INFO in SIP INVITE from UE (Table 6.1.1.7.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4

RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	"true"
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.18, clause B.3

RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.7.3.3-7: Resource-lists in SIP INVITE from the UE (Table 6.1.1.7.3.3-2)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	resource-lists
	"uri: mcvideo-op.gov:resource-lists"
	
	TS 24.481 [11]
	CONFIG

	  list
	
	
	
	

	    entry
	px_MCVideo_User_B_ID
	The MCVideo ID of the invited user
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	    entry
	"resource-lists/ue_configuration.xml/"
	UE Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_user_profile.xml/"
	UE User Profile document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_service_configuration.xml/"
	UE Service Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_group_configuration.xml/"
	UE Group Configuration document
	TS 24.481 [11]
	GROUPCONFIG


Table 6.1.1.7.3.3-8: Location-info in SIP INVITE from UE (Table 6.1.1.7.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.4.1-1 condition GROUP-CALL and EMERGENCY-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Report
	
	
	
	

	    TriggerID
	not present
	An element which can occur multiple times. Contains the value of the <TriggerId> attribute associated with a trigger that has fired. Only present if a trigger is the cause of the Location-info Report.
	
	

	    CurrentLocation
	
	A mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      NeighbouringEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbmsSaId
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbsfnArea
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      CurrentCoordinate
	optional
	This is optional depending on the configuration sent by the SS
	
	

	    ReportID
	not present
	Attribute is used to return the value in the <RequestId> attribute in the <Request> element. Only present in response to a Location-Info Request.
	
	

	    ReportType
	"Emergency"
	Required

The <ReportType> attribute has two values "Emergency" and "NonEmergency" used to inform whether the client is sending the report in an emergency situation or not.
	
	

	      EmergencyEventType
	"GroupCallEmergency"
	
	
	GROUP-CALL and EMERGENCY-CALL

	
	"GroupCallImminentPeril"
	
	
	GROUP-CALL and IMMPERIL-CALL

	
	"PrivateCallEmergency"
	
	
	PRIVATE-CALL and EMERGENCY-CALL

	
	"InitiateEmergencyAlert"
	
	
	IMMPERIL-CALL


Table 6.1.1.7.3.3-9: SIP 100 (Trying) from SS (Step 3, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Date
	
	
	TS 24.229: Table A.48, [26] 20.17
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Allow
	
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.7.3.3-10: SIP 200 (OK) from SS (Step 4, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	TS 24.229 [26] 20.32
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  value
	length of message-body 
	
	
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.7.3.3.-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.7.3.3-6
	
	
	


Table 6.1.1.7.3.3-11: SIP ACK from the UE (Steps 5, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value"
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bk'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header sent to the UE in 183, 180 or 200 response (whichever response used for request message to be acknowledged and contained Record-Route header) in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	same value as in INVITE message
	
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.7.3.3-12: Transmission Granted from SS (Step 6, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	MCV1
	Transmission Control messages sent by the transmission control server and transmission control participant
	
	

	Duration
	
	
	
	

	  Duration
	"00000000 10000000"
	128 sec (an arbitrary value)
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Floor Priority value
	
	

	User ID
	Not present
	
	
	ON-NETWORK

	User ID
	
	
	
	OFF-NETWORK

	  User ID
	px_MCVideo_User_A_ID
	The MCVideo User ID of the transmission participant that was granted transmission.
	
	

	Queue Size
	Not present
	
	
	ON-NETWORK

	Queue Size
	"0"
	the number of queued MCVideo clients in the MCVideo call
	
	OFF-NETWORK

	SSRC of queued floor participant
	Not present
	
	
	

	Queued User ID
	Not present
	
	
	

	Queue Info
	Not present
	
	
	

	Track Info
	Not present
	The MCVideo call does not involve a non-controlling MCVideo function
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	Any allowed value
	
	
	


Table 6.1.1.7.3.3-13 Transmission Control ACK from UE (Step 7, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.5-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV2”
	Transmission Control messages sent by the Transmission Control Server and Transmission Control Participant.
	
	

	Source
	
	
	
	

	  Source
	"2"
	The controlling MCVideo function is the source
	
	

	Message Type
	
	
	
	

	  Message Type
	"10100"
	Transmission Control Ack message for Transmission Release message which requested acknowledgment
	
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP (Real Time Transport Protocol) message part is in specified in clause x and in IETF RFC 3711 [4]
	
	


Table 6.1.1.7.3.3-14: Transmission End Request from UE (Step 10, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.7.3.3-15: Transmission End Response from SS (Step 11, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of Transmission Control server
	
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.7.3.3-16: SIP BYE from UE (Step 13, Table 6.1.1.7.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.7.3.3-17: SIP 200 (OK) from SS (Step 14, Table 6.1.1.7.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	      SDP Message
	As described in Table 6.1.1.7.3.3-2
	
	
	



6.1.1.8
On-network / On-demand Pre-arranged Group Call / Broadcast Group Call / Client Terminated (CT)
6.1.1.8.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo Service }

ensure that {

  when { the MCVideo Client receives a SIP INVITE message of an MCVideo On-demand Pre-arranged Broadcast Group Call from the SS (MCVideo Server) }

    then { the MCVideo Client displays an indication for the Pre-arranged MCVideo group call to the user and responds to the SS with correct SIP messages }

            }

(2)

with { UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Group Call with Manual Commencement Mode }

ensure that {

  when { the MCVideo User engages in communication with the invited MCVideo User(s) }

    then { UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server (Media Reception Notification, Receive Media Request, Receive Media Response, Media Reception End Request, Media Reception End Response, Reception Control ACK }

            }

(3)

with {UE (MCVideo Client) having an ongoing On-demand Pre-arranged Emergency Group Call, with implicit Reception Control }

ensure that {

  when {the MCVideo User wants to terminate the ongoing MCVideo Broadcast Group Call prior to its completion }

    then {UE (MCVideo Client) sends a SIP BYE request and leaves the MCVideo Broadcast }

            }

6.1.1.8.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 9.2.1.2.1.2, 6.2.6, and 10.2.2.2.2; also in TS 24.581, clause 6.2.5.3.2, 6.2.5.3.3, 6.2.5.3.4, 6.2.5.3.5, and 6.2.5.5.2. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1.2.1.2]


In the procedures in this subclause:

1)
emergency indication in an incoming SIP INVITE request refers to the <emergency-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

2)
imminent peril indication in an incoming SIP INVITE request refers to the <imminentperil-ind> element of the application/vnd.3gpp.mcvideo-info+xml MIME body.
Upon receipt of an initial SIP INVITE request, the MCVideo client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [11] with the clarifications below.

The MCVideo client:

1)
may reject the SIP INVITE request if either of the following conditions are met:

a)
MCVideo client does not have enough resources to handle the call; or

b)
any other reason outside the scope of this specification;

2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCVideo function either with appropriate reject code as specified in 3GPP TS 24.229 [51] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure and skip the rest of the steps of this subclause;

NOTE:
If the SIP INVITE request contains an emergency indication or imminent peril indication, the MCVideo client can by means beyond the scope of this specification choose to accept the request.

3)
shall check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [11];

4)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo emergency group call and:

i)
should display the MCVideo ID of the originator of the MCVideo emergency group call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body;

ii)
should display the MCVideo group identity of the group with the emergency condition contained in the <mcvideo-calling-group-id> element; and

iii)
if the <alert-ind> element is set to "true", should display to the MCVideo user an indication of the MCVideo emergency alert and associated information;

b)
shall set the MCVideo emergency group state to "MVEG 2: in-progress";

c)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

d)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-gc-capable"; otherwise

5)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <imminentperil-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo imminent peril group call and:

i)
should display the MCVideo ID of the originator of the MCVideo imminent peril group call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

ii)
should display the MCVideo group identity of the group with the imminent peril condition contained in the <mcvideo-calling-group-id> element; and

b)
shall set the MCVideo imminent peril group state to "MVIG 2: in-progress";

6)
may display to the MCVideo user the MCVideo ID of the inviting MCVideo user;

7)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to manual commencement mode, yet the invited MCVideo client allows the call to be answered with automatic commencement mode;

8)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.2 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is to use manual commencement mode; or

b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode, yet the invited MCVideo client allows the call to be answered with manual commencement mode; and

9)
when the SIP 200 (OK) response to the SIP INVITE request is sent, may subscribe to the conference event package as specified in subclause 9.1.3.1.

[TS 24.281, clause 6.2.6]

Upon receiving a SIP BYE request, the MCVideo client:

1)
shall interact with the media plane as specified in 3GPP TS 24.581[5]; and

2)
shall send SIP 200 (OK) response towards MCVideo server according to 3GPP TS 24.229 [11].

[TS 24.281, clause 10.2.2.2.2]


Upon receipt of an initial SIP INVITE request, the MCVideo client shall follow the procedures for termination of multimedia sessions in the IM CN subsystem as specified in 3GPP TS 24.229 [11] with the clarifications below.

The MCVideo client:

1)
may reject the SIP INVITE request if any of the following conditions are met:

a)
MCVideo client is already occupied in another session and the number of simultaneous sessions exceeds <MaxCall>, the maximum simultaneous MCVideo session for private call, as specified in TS 24.484 [25];

b)
MCVideo client does not have enough resources to handle the call; or

c)
any other reason outside the scope of this specification;

otherwise, continue with the rest of the steps.

NOTE 1:
If the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <emergency-ind> element set to a value of "true", the participating MCVideo function can choose to accept the request.

2)
if the SIP INVITE request is rejected in step 1), shall respond toward participating MCVideo function either with appropriate reject code as specified in 3GPP TS 24.229 [11] and warning texts as specified in subclause 4.4.2 or with SIP 480 (Temporarily unavailable) response not including warning texts if the user is authorised to restrict the reason for failure according to <allow-failure-restriction> as specified in 3GPP TS 24.484 [25] and skip the rest of the steps of this subclause;

3)
if the SIP INVITE request contains an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with the <emergency-ind> element set to a value of "true":

a)
should display to the MCVideo user an indication that this is a SIP INVITE request for an MCVideo emergency private call and:

i)
should display the MCVideo ID of the originator of the MCVideo emergency private call contained in the <mcvideo-calling-user-id> element of the application/vnd.3gpp.mcvideo-info+xml MIME body; and

ii)
if the <alert-ind> element is set to "true", should display to the MCVideo user an indication of the MCVideo emergency alert and associated information; and

b)
shall set the MCVideo emergency private priority state to "MVEPP 2: in-progress" for this private call;

4)
if the SDP offer of the SIP INVITE request contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCVideo ID of the originating MCVideo client from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.180 [8];

b)
shall convert the MCVideo ID to a UID as described in 3GPP TS 33.180 [8];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.180 [8];

d)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP INVITE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [34], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4; and

e)
if the signature of the MIKEY-SAKKE I_MESSAGE was successfully validated:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.180 [8]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180 [8];

NOTE 2:
With the PCK successfully shared between the originating MCVideo client and the terminating MCVideo client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.

5)
may check if a Resource-Priority header field is included in the incoming SIP INVITE request and may perform further actions outside the scope of this specification to act upon an included Resource-Priority header field as specified in 3GPP TS 24.229 [11];

6)
may display to the MCVideo user the MCVideo ID of the inviting MCVideo user;

7)
shall perform the automatic commencement procedures specified in subclause 6.2.3.1.1 if one of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode;

b)
SIP INVITE request contains an Answer-Mode header field with the value "Auto" and the MCVideo service setting at the invited MCVideo client for answering the call is set to manual commencement mode, yet the invited MCVideo client is willing to answer the call with automatic commencement mode; or

c)
SIP INVITE request contains a Priv-Answer-Mode header field with the value of "Auto"; and

8)
shall perform the manual commencement procedures specified in subclause 6.2.3.2.1 if either of the following conditions are met:

a)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is set to manual commencement mode;

b)
SIP INVITE request contains an Answer-Mode header field with the value "Manual" and the MCVideo service setting at the invited MCVideo client for answering the call is set to automatic commencement mode, yet the invited MCVideo client allows the call to be answered with manual commencement mode; or

c)
SIP INVITE request contains a Priv-Answer-Mode header field with the value of "Manual".

Upon receiving the SIP CANCEL request cancelling a SIP INVITE request for which a dialog exists at the MCVideo client and a SIP 200 (OK) response has not yet been sent to the SIP INVITE request then the MCVideo client:

1)
shall send a SIP 200 (OK) response to the SIP CANCEL request according to 3GPP TS 24.229 [11]; and

2)
shall send a SIP 487 (Request Terminated) response to the SIP INVITE request according to 3GPP TS 24.229 [11].

Upon receiving a SIP BYE request for an established dialog, the MCVideo client:

shall follow the procedures in subclause 10.2.5.2.

[TS 24.581, clause 6.2.5.3.3]

Upon receiving an indication from the user to request permission to receive media, the transmission participant:

1.
shall send the Receive Media Request message toward the transmission control server; The Receive Media Request message:

a.
if a different priority than the normal priority is required, shall include the Reception Priority field with the priority not higher than negotiated with the transmission control server as specified in subclause 14.3.3; and
b.
if the receive media request is a broadcast group call, system call, emergency call or an imminent peril call, shall include a Transmission Indicator field indicating the relevant call types;

2.
shall create an instance of the 'Transmission participant state transition diagram for basic reception control operation';

3.
shall map the stored User ID and the SSRC of the user transmitting the media with instance of 'Transmission participant state transition diagram for basic reception control operation' created in step 2; and

4.
shall remain in the 'U: reception controller' state.

[TS 24.581, clause 6.2.5.3.4]

Upon receiving a Transmission end notify message, the transmission participant:

1.
shall inform the user about the media transmission ended by another user; and

2.
shall remain in the 'U: reception controller' state.

[TS 24.581, clause 6.2.5.3.5]

Upon receiving an MCVideo call release step 1 request from the application and signalling plane when the MCVideo call is going to be released or when the transmission participant is leaving the MCVideo call, the transmission participant:

1.
shall stop receiving reception control messages;

2.
shall request the MCVideo client to stop receiving RTP media packets; and

3.
shall enter the 'Call releasing' state.

[TS 24.581, clause 6.2.5.5.5]

Upon receiving a Media reception end request message, the transmission participant:

1.
if the first bit in the subtype of the Media reception end request message set to "1" (Acknowledgment is required) as described in subclause 8.3.2, shall send a Reception control Ack message. The Reception control Ack message:

a.
shall include the Message Type field set to '2' (Media reception end request);

b.
shall include the Source field set to '0' (the transmission participant is the source); and

c.
shall include the Message Name field set to MCV2.

2.
shall inform the user that the receiving RTP media is being ended;

3.
may give information to the user about the reason for ending the received RTP media;

4.
shall request the MCVideo client to discard any remaining buffered RTP media packets and stop displaying to user;

5.
shall send a Media reception end response message towards the transmission control server;

6.
may provide a Media reception end notification to the MCVideo user;

7.
if the Receive Media Indicator field is included and the B-bit set to '1' (Broadcast group call), shall provide a notification to the user indicating the type of call; and
8.
shall enter the 'terminated' state.

6.1.1.8.3
Test description

6.1.1.8.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).

IUT:

-
UE (MCVideo client)

-
The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.
-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.8.3.2
Test procedure sequence

Table 6.1.1.8.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 36.579-1 [2], subclause 5.4.4A 'Generic Test Procedure for MCVideo CT communication in E-UTRA'. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	1
	The SS (MCVideo Server) sends a SIP INVITE from to initiate an On-demand pre-arranged Broadcast Group Call with Manual Commencement Mode, with explicit Reception Control by sending a SIP INVITE message.
	<--
	SIP INVITE
	-
	-

	-
	EXCEPTION: Step 2a1 describes behaviour that depends on the UE implementation; the "lower case letter" identifies a step sequence that take place if the UE responds to a SIP INVITE message with a SIP 100 (Trying) message.
	-
	-
	-
	-

	2a1
	The UE (MCVideo Client) responds with a SIP 100 (Trying) message.
	-->
	SIP 100 (Trying)
	-
	-

	3
	Check: Does the UE send a SIP 200 (OK) message?
	-->
	SIP 200 (OK)
	1
	P

	4
	The SS (MCVideo Server) sends a SIP ACK message to acknowledge the SIP 200 (OK) message.
	<--
	SIP ACK 
	-
	-

	5
	Check: Does the UE (MCVideo client) notify the user that the call has been successfully established?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	1
	P

	6
	The SS (MCVideo Server) notifies the UE that there is a broadcast message waiting for him to receive.
	<--
	Media Transmission Notification
	-
	-

	7
	Make the UE (MCVideo Client) request permission to receive media.
	-
	-
	-
	-

	8
	Check: Does the UE (MCVideo Client) requests to receive the message?
	-->
	Receive Media Request
	2
	P

	9
	The SS responds to the Media Receive Request from the UE.
	<--
	Receive Media Response
	-
	-

	10
	Make the Client terminate the Broadcast Group call.

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	
	
	
	

	11
	Check: Does the (MCVideo Client) send a SIP BYE request to terminate the MCVideo Broadcast Group Call?
	-->
	SIP BYE
	3
	P

	12
	The SS (MCVideo Server) sends a SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.8.3.3
Specific message contents

Table 6.1.1.8.3.3-1: SIP INVITE from the SS (Step 1, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol[1]
	"SIP/2.0/TCP"
	
	
	

	  sent-by[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Address of the P-CSCF that communicates with the called party
	
	

	    host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	  via-branch[1]
	"z9hG4bK"
	Value assigned by the SS starting with 'z9hG4bK'
	
	

	  sent-protocol[2]
	"SIP/2.0/UDP"
	
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-by[2]
	px_MCVideo_Client_B_ID":14000"
	Address of the other endpoint (the caller)
	
	

	    host
	Caller’s domain name
	Editor’s note: to be checked whether PIXIT is needed (px_MCVideo_Client_B_ID)
	
	

	    port
	Value assigned by the SS
	Caller’s port number
	
	

	  via-branch[2]
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	SIP URI corresponding to first entry of Via header
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_URI
	SIP URI of the calling UE

Editor’s note: to be checked whether PIXIT is needed 
	
	

	    port
	not present
	
	
	

	  tag
	Value assigned by the SS
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	     User-info and host
	px_MCVideo_Client_A_ID
	
	
	

	     port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	Value assigned by the SS
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	Value assigned by the SS
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	
	
	
	

	    User-info and host
	px_MCVideo_User_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port
	Not present
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	SIP URI
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port 
	Value assigned by the SS
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user

Editor’s note: to be checked whether PIXIT is needed
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Encoding
	
	
	TS 24.229: [26] 20.2
	

	Accept-Language
	
	
	TS 24.229: [26] 20.3
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	
	

	  value
	length of message body
	
	RFC 3261 [22
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.8.3.3-2
	
	RFC 4566 [27]
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	    MIME-part-body
	McVideo-Info as described in Table 6.1.1.2.3.3-6
	
	
	

	  MIME body part
	
	Resource lists
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-body
	Resource Lists as described in Table 6.1.1.2.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	
	

	   MIME-part-body      
	Location-info as described in Table 6.1.1.2.3.3-8
	
	
	


Table 6.1.1.8.3.3-2: SDP Message in SIP INVITE from the SS (Table 6.1.1.8.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_B_ID
	Username of client sending message
	
	

	    sess-id
	"12345678"
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session.
	
	

	    sess-version
	"12345678"
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the unicast address of the UE
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	"38"
	kilobits per second;

Maximum AMR-WB at 23.85 kbps but limit to 12.65 kbps plus overhead
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio (video?)
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	"49152"
	The transport port to which the media stream is sent
	RFC 6335 [63] subclause 6
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	"99"
	RTP/AVP payload type for AMR-WB is dynamic
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"99"
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 12, clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value.

Shall include the "mc_queueing" fmtp attribute in SDP offers when queueing of Transmission request is supported.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255

Shall include the "mc_priority" fmtp attribute when a transmission priority different than the default priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value

Shall include the "mc_granted" fmtp attribute in the SDP offer of an initial SIP INVITE request when it is acceptable for the MCVideo client to receive a granted indication in the SIP 200 (OK) response to an initial INVITE request.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_implicit_request
	present
	Parameter has no value

Shall include the "mc_implicit_request" fmtp attribute when a SIP request shall be interpreted as an implicit Transmission request. If not explicitly stated in procedures in the present document or in procedures in 3GPP TS 24.281 [2] that the "mc_implicit_request" fmtp attribute shall be included, the decision to include the "mc_implicit_request" fmtp attribute or not, is an implementation option.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	    media
	"application"
	
	
	

	    port
	"49153"
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_priority
	"5"
	Any integer value in the range of 1..255
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_granted
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_implicit_request
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.8.3.3-3, 6.1.1.8.3.3-4, and 6.1.1.8.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.8.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.8.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] clause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.8.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.8.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.8.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.8.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] Referencesubclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.8.3.3-6: MCVideo-Info in SIP INVITE from SS (Table 6.1.1.8.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_User_A_ID
	The URI of the called user
	
	

	    mcvideo-calling-user-id
	px_MCVideo_User_B_ID
	The URI of the calling user
	
	

	    mcvideo-called-party-id
	not present
	
	
	

	    mcvideo-calling-group-id
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    required
	not present
	
	
	

	    emergency-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmissioon-state
	not present
	
	
	

	    associated-group-id
	not present
	
	
	

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	not present
	
	
	

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.8.3.3-7: Resource-Lists in SIP INVITE from the SS (Table 6.1.1.8.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	

	  list
	
	
	
	

	    entry
	px_MCVideo_User_A_ID
	The MCVideo ID of the invited user
	
	


Table 6.1.1.8.3.3-8: Location-Info in SIP INVITE from SS (Request sent by SS) (Table 6.1.1.8.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.4.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Request
	
	
	
	

	    RequestID
	"1"
	The RequestID that the MCVideo Client will reference in the Report
	
	


Table 6.1.1.8.3.3-9: SIP 100 (Trying) from UE (Step 2a1, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.8.3.3-10: SIP 200 (OK) from UE (Step 3, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	    user-info and host


	IP address or FQDN (px_MCVideo_Client_A_URI)
	Editor’s note: PIXIT to be checked
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  delta-seconds
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  value
	"multipart/mixed"
	
	
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  value
	"multipart/mixed"
	
	
	

	  Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.8.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.8.3.3-6
	
	
	


Table 6.1.1.8.3.3-11: SIP ACK from the SS (Step 4, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Client_B_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bkmcvideoss2"
	Value starting with 'z9hG4bk'
	
	

	Route
	not present
	
	RFC 3261 [22]
	

	  route-param
	not present
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	Same value as in request message
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	Same value as in request message
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.8.3.3-12: Media Transmission Notification from the SS (Step 6, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.7-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	“x0110”
	Server ( client
	TS 24.581, Table 9.2.2.1-2
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	User-id=URI

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field carries the MCVideo ID of the user transmitting the media.

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Permission to Request the Transmission
	“00000101”
	The Permission to Request the Transmission field indicates whether receiving parties are allowed to request the transmission or not.

The <Permission to Request the Transmission length> value is a binary value and has the value '2' indicating the total length in octets of the <Duration> value item.

The <Permission to Request the Transmission> value is binary and coded as follows:

0
The receiver is not permitted to request transmission.

1 The receiver is permitted to request transmission.
	TS 24.581, clause 9.2.3.7,          Table 9.2.3.1-1
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.8.3.3-13: Receive Media Request from the UE (Steps 8, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.1.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Source ID
	16-bit binary value
	Carries the identity of the user who transmitting the media.
	
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Reception Priority
	24-bit binary value (8 bits are spare)
	Describes the level of reception priority requested in a Reception Request message or granted in a Reception Granted message. The max reception priority that can be requested in a Reception Request message is negotiated between the transmission control participant and the transmission control server
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority field ID
	8-bit binary value
	Uniquely identifies the instance of the Reception Priority Field
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority length
	“00000010”
	Indicates the total length in octets of the < Reception Priority> value item and the spare bits.
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority value
	8-bit binary value
	The reception priority ('0' to '255') where '0' is the lowest reception priority and '255' is the highest reception priority. If the Reception Priority field is not included in the message the default reception priority is used as the Reception Priority value. The value of the default reception priority is '0'. The default reception priority is sometimes referred to as normal reception priority.
	TS 24.581, Table 9.2.3.19
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.8.3.3-14: Receive Media Response from the SS (Step 9, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.8-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	PT=AP=204
	
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1
	

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Name
	“MCV1”
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Result
	
	Indicates whether media reception is possible as per the request
	
	

	Reject Cause
	
	Includes the reason for the rejecting the media receive request and can be followed by a text-string explaining why the media receive request was rejected. Therefore the length of the packet will vary depending on the size of the application dependent field
	
	

	  Reject Cause Field ID
	8-bit binary value
	Uniquely identifies the instance of the Reject Cause Field
	
	

	  Reject Cause length
	8-bit binary value
	Indicates the total length in octets of the <Reject Cause > value and the <Reject Phrase> value items excluding any padding octets. If the length field is set to '2', there is no <Reject Phrase> value in the Reject Cause field.
	
	

	  Reject Cause value
	16-bit binary value
	The <Reject cause> value set to… 

'2' indicates that the transmission control server cannot grant the receive media request due to an internal error.

'4' indicates that the transmission control server cannot grant the receive media request, because timer T9 (Retry-after) has not expired after permission to send media has been revoked.

'5' indicates that the transmission control server cannot grant the receive media request, because the requesting party only has send privilege.

'6' indicates that the transmission control server cannot grant the receive media request due to congestion. 

'255' indicates that the transmission control server does not grant the receive media request due to the transmission control server local policy
	TS 24.3581, clause 9.2.15.2
	

	  Reject Phase
	Length of the packet will vary depending on the size of the application dependent field
	A text string encoded the text string in the SDES item CNAME (specified in RFC 3550 [3])
	TS 24.3581, clause 9.2.3.4
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.8.3.3-15: SIP BYE from UE (Step 11, Table 6.1.1.8.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.8.3.3-16: SIP 200 (OK) from SS (Step 12, Table 6.1.1.8.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	INVITE-RSP

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	length of message-body 
	
	
	

	 Message-body
	
	
	RFC 3261 [22]
	INVITE-RSP

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.8.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.8.3.3-6
	
	
	



6.1.1.9
On-network / On-demand Pre-arranged Group Call / Broadcast Group Call with Temporary Group / Client Originated (CO)
6.1.1.9.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo Service }

ensure that {

  when { the MCVideo User requests the establishment of an MCVideo On-demand Pre-arranged Broadcast Group Call with a Temporary Group }

    then { UE (MCVideo Client) requests On-demand Pre-arranged Broadcast Group Call by sending a SIP INVITE message via an HTTP POST Request and the SS (MCVideo Server) responds to the UE with SIP 200 (OK) message via a HTTP 2xx Response }

            }

(2)

with { UE (MCVideo Client) having an ongoing On-demand Pre-arranged Broadcast Group Call }

ensure that {

  when { the MCVideo User wants to terminate the ongoing MCVideo Broadcast Group Call before the Broadcast has been completed }

    then {UE (MCVideo Client) sends a SIP BYE request and leaves the MCVideo Session }
            }

6.1.1.9.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 9.2.1.2.1.1, 6.2.8.2, 6.3.3.5.1; also, TS 24.481, clause 6.3.14. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1.2.1.1]
Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

…

3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;
[TS 24.281, clause 6.2.8.2]

NOTE:
This subclause is referenced from other procedures.

When the MCVideo user initiates a broadcast group call, the MCVideo client:

1)
in the case of the prearranged group call is initiated on-demand, shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body the <broadcast-ind> element set to "true" as defined in clause F.1; and

2)
in the case the prearranged group call is initiated using a pre-established session, shall include in the application/vnd.3gpp.mcvideo-info+xml MIME body in the "body" URI header field in the Refer-To header field the <broadcast-ind> element set to "true" as defined in clause F.1.

[TS 24.281, clause 6.3.3.5.1]

When the controlling MCVideo function receives a SIP INVITE request to initiate a group session, then after an MCVideo session identity has been allocated for the group session and if the <on-network-maximum-duration> element is present in the group document as specified in 3GPP TS 24.481 [24], the controlling MCVideo function: shall start timer TNG3 (group call timer) with the value obtained from the <on-network-maximum-duration> element of the group document as specified in 3GPP TS 24.481 [24].

If the <on-network-maximum-duration> element is not present in the group document as specified in 3GPP TS 24.481 [24], then the controlling MCVideo function shall not start timer TNG3 (group call timer).

NOTE 1:
The configuration of <on-network-maximum-duration> element in 3GPP TS 24.481 [24] is mandated for a pre-arranged group and is optional for a chat group.

When merging two or more active group calls into a temporary group call, the controlling MCVideo function(s) hosting the active group calls shall stop timer TNG3 (group call timer) for each group call, and the controlling MCVideo function hosting the temporary group call shall start timer TNG3 (group call timer) for the temporary group call.

NOTE 2:
If the MCVideo server(s) hosting the independent active group calls are different to the MCVideo server that will host the temporary group call, then the MCVideo server(s) hosting the independent active group calls become non-controlling MCVideo function(s) of an MCVideo group, for the temporary group call.

When splitting a temporary group call into independent group calls, the controlling MCVideo function hosting the temporary group call shall stop timer TNG3 (group call timer) and the controlling MCVideo function(s) hosting the independent group calls shall start TNG3 (group call timer) for each group call.

When the last MCVideo client leaves the MCVideo session, the controlling MCVideo function shall stop timer TNG3 (group call timer).

On expiry of timer (group call timer), the controlling MCVideo function shall release the MCVideo session by following the procedures in subclause 6.3.3.1.4;
[TS 24.481, clause 6.3.14]

In order to form a temporary MCS group, a GMC shall send a HTTP POST request according to procedures specified in IETF RFC 2616 [21] and subclause 6.2.3. In the HTTP POST request, the GMC:

a)
shall set the Request-URI to an XCAP URI:

1)
in users tree where the XUI is set to a group creation XUI configuration parameter; and

2)
with the document selector identifying the temporary MCS group to be created; and

b)
shall include an application/vnd.3gpp.GMOP+xml MIME body containing a GMOP document requesting group regroup creation specified in subclause 7.3.4.3, with a <group> element containing a group document for an MCS group. In the group document, the GMC shall include the <on-network-temporary> element according to subclause 7.2. In the <on-network-temporary> element, the GMC shall include <constituent-MCPTT-group-IDs> element according to subclause 7.2. In the <constituent-MCPTT-group-IDs> element, the GMC shall include one <constituent-MCPTT-group-ID> element according to subclause 7.2 for each MCS group to be combined.

Upon reception of an HTTP 2xx response to the sent HTTP POST request, the GMC shall consider the temporary MCS group formation as successful.

Upon reception of an HTTP 409 (Conflict) response with at least one <alt-value> element in the <uniqueness-failure> error element, the GMC may repeat procedures of the present subclause and identify the temporary MCS group being formed with an MCS Group ID indicated in an <alt-value> element.

6.1.1.9.3
Test description

6.1.1.9.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document).

IUT:

-
UE (MCVideo client) 

· The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.
-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
The UE has affiliated to a MCVideo temporary group identity TGI, identifying a MCVideo temporary group GROUP B as a member of MCVideo broadcast group GROUP A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.9.3.2
Test procedure sequence

Table 6.1.1.9.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the MCVideo User request the establishment of an MCVideo On-demand pre-arranged broadcast group call for the selected MCVideo temporary group GROUP B as a member of the MCVideo broadcast group GROUP A, with explicit Transmission Control.

NOTE: This action is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 36.579-1 [2], subclause 5.4.3A ‘Generic Test Procedure for MCVideo CO communication in E-UTRA’. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	2
	Check: Does the UE (MCVideo client) send an initial SIP INVITE requesting the establishment of an MCVideo On-demand pre-arranged broadcast group call with temporary group?
	-->
	HTTP POST Request
SIP INVITE
	1
	P

	3
	The SS sends a SIP 100 (Trying) message
	<--
	SIP 100 (Trying)
	-
	-

	4
	The SS sends SIP 200 (OK), indicating that the MCVideo call has been established.
	<--
	HTTP 2xx Response 

SIP 200 (OK)
	-
	-

	5
	Check: Does the UE (MCVideo client) send a SIP ACK in response to the SIP 200 (OK)?
	-->
	SIP ACK
	-
	-

	6
	Check: Does the UE (MCVideo client) notify the user that the call has been successfully established?

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	1
	P

	7
	Make the Client terminate the Broadcast Group call if the broadcast has not completed. If the broadcast has been completed, the call should end with an automatic BYE message from the UE (MCVideo Client).

NOTE: This action is expected to be done via a suitable implementation-dependent MMI.
	-
	-
	-
	-

	8
	Check: Does the UE (MCVideo Client) send a SIP BYE request to terminate the MCVideo Broadcast session before the broadcast has been completed?
	-->
	SIP BYE
	2
	P

	9
	The SS (MCVideo Server) sends a SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.9.3.3
Specific message contents

Table 6.1.1.9.3.3-1: SIP INVITE from UE (Step 2, Table 6.1.1.9.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Contains the address at which original requestor is expecting to receive responses to this request. Tells other elements where to send a response.
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	UE accesses the server via UDP.

UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol  (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.Transport. 
	
	UDP

	
	"SIP/2.0/TCP"
	UE accesses the server via TCP
	
	TCP

	  sent-by
	any allowed value
	IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname) and protected server port of the UE
	
	

	    host
	IP address or FQDN
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value starting with 'z9hG4bK'
	
	
	

	Route
	
	Used to force routing for a request through

 the listed set of proxies.
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	Contains a display name and a SIP or SIPS URI that indicate the originator of the request
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	  port
	any value if present
	
	
	

	 tag
	any value
	
	
	

	To
	
	Contains a display name and a SIP or SIPS URI towards which the request was originally directed.
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta-seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	"SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE
	
	

	
	
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	Limits the number of hops a request can make on its way to its destination. It is an integer that is decremented by one at each hop.
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	Access network technology and, if applicable, the cell ID.
	AUTO
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	“Manual”
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	  Content-Length
	present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	    value
	any value
	length of message-body
	
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.9.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.9.3.3-6
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.9.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.9.3.3-9
	
	
	


Table 6.1.1.9.3.3-2: SDP Message in SIP INVITE from the UE (Table 6.1.1.9.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_A_ID
	Username of client
	
	

	    sess-id
	any allowed value
	A numeric string containing the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> to form a globally unique identifier for the session.
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio 
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line

Included if the media plane for audio uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	"fmtp"
	File Multicast Transport Protocol is a reliable transport protocol designed to run on top of a multicast network service for delivery of continuously generated files
	
	

	      format
	the value given in fmtp in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_granted
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_implicit_request
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	Key Management attribute field in the media and session level.
	TS 24.281 [26] subclause 6.2.1
	

	    mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.9.3.3-3, 6.1.1.9.3.3-4, and 6.1.1.9.3.3-5
	MIKEY carries the security parameters needed for

setting up the security protocol. It is a protocol designed for government and relevant enterprises to enable secure, cross-platform multimedia communications. 
	RFC 4567 [44]
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-transmission control entity
	
	

	    media
	"application"
	
	3GPP TS 24.581 [5] clause 12
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_granted
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_implicit_request
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.9.3.3-3, 6.1.1.9.3.3-4, and 6.1.1.9.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.9.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK Distribution) (Table 6.1.1.9.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] subclause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.9.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.9.3.3-2)
	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.9.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.9.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS 33.180 [30] clause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.9.3.3-6: MCVideo-Info in SIP INVITE from UE (Table 6.1.1.9.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4

RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	“True”
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180 [30], clause B.4

RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.9.3.3-7: Resource-Lists in SIP INVITE from the UE (Table 6.1.1.9.3.3-1)

	Derivation Path: RFC 5366 [35] / RFC 4826 [83]

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	resource-lists
	"uri: mcvideo-op.gov:resource-lists"
	
	TS 24.481 [11]
	CONFIG

	  list
	
	
	
	

	    entry
	px_MCVideo_User_B_ID
	The MCVideo ID of the invited user
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	    entry
	"resource-lists/ue_configuration.xml/"
	UE Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_user_profile.xml/"
	UE User Profile document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_service_configuration.xml/"
	UE Service Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_group_configuration.xml/"
	UE Group Configuration document
	TS 24.481 [11]
	GROUPCONFIG


Table 6.1.1.9.3.3-8: Location-Info in SIP INVITE from UE (Table 6.1.1.9.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.4.1-1 condition EMERGENCY-CALL

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Report
	
	
	
	

	    TriggerID
	not present
	An element which can occur multiple times. Contains the value of the <TriggerId> attribute associated with a trigger that has fired. Only present if a trigger is the cause of the Location-info Report.
	
	

	    CurrentLocation
	
	A mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      NeighbouringEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbmsSaId
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbsfnArea
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      CurrentCoordinate
	optional
	This is optional depending on the configuration sent by the SS
	
	

	    ReportID
	not present
	Attribute is used to return the value in the <RequestId> attribute in the <Request> element. Only present in response to a Location-Info Request.
	
	

	    ReportType
	"Emergency"
	Required

The <ReportType> attribute has two values "Emergency" and "NonEmergency" used to inform whether the client is sending the report in an emergency situation or not.
	
	

	      EmergencyEventType
	"GroupCallEmergency"
	
	
	GROUP-CALL and EMERGENCY-CALL

	
	"GroupCallImminentPeril"
	
	
	GROUP-CALL and IMMPERIL-CALL

	
	"PrivateCallEmergency"
	
	
	PRIVATE-CALL and EMERGENCY-CALL

	
	"InitiateEmergencyAlert"
	
	
	IMMPERIL-CALL


Table 6.1.1.9.3.3-9: SIP 100 (Trying) from SS (Step 3, Table 6.1.1.9.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Allow
	
	
	
	

	Content-Length
	Optional in case of the message being sent by the UE
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.9.3.3-10: 2xx SIP 200 (OK) from the SS (Step 4, Table 6.1.1.9.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.17.1.2.-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	RFC 3261 [22]
	INVITE-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	
	

	  addr-spec
	same value as in the request
	
	
	

	  tag
	same value as in the request
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as in the request
	
	
	

	  tag
	same value as in the request or To-tag assigned by the SS if missing in the request
	
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	REGISTER-RSP

	  addr-spec 
	same value as received in the REGISTER
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in the request
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in the request
	
	
	

	Require 
	
	
	
	INVITE-RSP

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	INVITE-RSP

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	INVITE-RSP

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	
	
	RFC 5621 [58]
	INVITE-RSP

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	length of message-body 
	
	
	

	 Message-body
	
	
	RFC 3261 [22]
	INVITE-RSP

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.9.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described inTable 6.1.1.9.3.3-6
	
	
	


Table 6.1.1.9.3.3-11: SIP ACK from the UE (Step 5, Table 6.1.1.9.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value"
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bk'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header sent to the UE in 183, 180 or 200 response (whichever response used for request message to be acknowledged and contained Record-Route header) in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	same value as in INVITE message
	
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.9.3.3-12: SIP BYE from UE (Step 8, Table 6.1.1.9.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.9.3.3-13: SIP 200 (OK) from SS (Step 9, Table 6.1.1.9.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	      SDP Message
	As described in Table 6.1.1.9.3.3-2
	
	
	



6.1.1.10
On-network / On-demand Pre-arranged Group Call / Imminent Peril Group Call / Client Originated (CO)

6.1.1.10.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorised for MCVideo Service }

ensure that {

  when { the MCVideo User requests the establishment of an MCVideo On-demand Pre-arranged Imminent Peril Group Call }

    then { UE (MCVideo Client) sends a SIP INVITE message to setup the Imminent Peril Group Call }

            }

(2)

with { UE (MCVideo Client) having established an MCVideo On-demand Pre-arranged Imminent Peril Group Call }

ensure that {

  when { the MCVideo User engages in communication with the invited MCVideo User(s) }

    then { UE (MCVideo Client) respects the Transmission Control imposed by the MCVideo Server (Transmission Request during a talk burst, Transmission Granted, Transmission Release, Transmission Idle, Transmission Rejected, Transmission Arbitration Taken, Transmission Revoked, Transmission Request, Queue Position Request, and Queue Position Info }

            }

(3)

with { UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Imminent Peril Group Call }

ensure that {

  when { the MCVideo User wants to terminate the On-demand Pre-arranged Imminent Peril Group Call }

    then { UE (MCVideo Client) sends a SIP BYE request and leaves the MCVideo Session }
           }

6.1.1.10.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 4.6.4, 6.2.8.1.4, 6.2.8.1.5, 6.2.8.1.8, 6.2.8.1.9, 6.2.8.1.12, 6.2.8.1.13, 6.2.8.1.15, 6.2.8.1.16, 6.2.8.1.17, 9.2.1.2.1.1 and 9.2.1.2.1.3. Unless otherwise stated, these are Rel-13 requirements.

[TS 24.281, clause 4.6.4]

MCVideo imminent peril group calls as defined by 3GPP TS 23.281 [26] are supported by the procedures in this specification. The following MCVideo imminent peril group calls functionalities are specified in the present document:

-
MCVideo imminent peril group calls origination;

-
upgrade of an MCVideo group call to an MCVideo imminent peril group call;

-
upgrade from an MCVideo imminent peril group call to an MCVideo emergency group call; and

-
cancellation of the in-progress imminent peril state of the group.
Key aspects of MCVideo imminent peril include:

-
adjusted EPS bearer priority for all participants when the in-progress imminent peril state of the group is set whether or not they themselves initiated an imminent peril group call. For unicast bearers this is achieved by using the Resource-Priority header field as specified in IETF RFC 4412 [33] with namespaces defined for use by MCVideo specified in IETF RFC 8101 [43], and for MBMS bearers this is achieved by having the participating MCVideo function adjust the ARP (priority, PVI, PCI) and executing the Modify MBMS Bearer Procedure per 3GPP TS 29.468 [44];

-
restoration of normal EPS bearer priority to the call when the in-progress imminent peril group state is cancelled; and

-
requires the MCVideo user to be authorised to either originate or cancel an MCVideo imminent peril group call.

Relationship to other MCVideo priority group call types:

-
A normal MCVideo group call can be upgraded to an MCVideo imminent peril group call;

-
An MCVideo imminent peril group call can be upgraded to an MCVideo emergency group call;

-
When either an MCVideo imminent peril group call or an MCVideo emergency group call (i.e., their respective "in-progress" states) the group call returns to the priority designated for normal group calls, i.e., their is no direct transition from an MCVideo emergency group call to an MCVideo imminent peril group call;

-
MCVideo imminent peril functionality is only applicable to MCVideo group calls, not MCVideo private calls; and

-
MCVideo imminent peril group calls have no associated alert capabilities such as the MCVideo emergency alert capability which is associated with MCVideo emergency group calls.

There are a number of states that are key in managing these aspects of MCVideo imminent peril group calls, which include:

-
MCVideo imminent peril group (MVIG) state: this is an internal state of the MCVideo client which in conjunction with the MCVideo imminent peril group call state aids the client in managing the use of the Resource-Priority header field and related actions.

-
MCVideo imminent peril group call (MVIGC) state: this is an internal state managed by the MCVideo client which in conjunction with the MCVideo imminent peril group state aids the client in managing the use of the Resource-Priority header field and related actions.

-
In-progress imminent peril group (IPIG) state: this a state of the MCVideo group which is managed by the controlling MCVideo function. While an MCVideo group is in an in-progress imminent peril group state, all participants in group calls using this group will receive elevated priority.

The above states and their transitions are described in Annex G.

[TS 24.281, clause 6.2.8.1.4]

In the procedures in this subclause, a priority group call refers to an MCVideo emergency group call or an MCVideo imminent peril group call.

On receiving a SIP 2xx response to a SIP request for a priority group call, the MCVideo client:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted":

a)
shall set the MCVideo client emergency group state of the group to "MVEG 2: in-progress" if it was not already set;

b)
if the MCVideo emergency alert state is set to "MVEA 2: emergency-alert-confirm-pending" and the SIP 2xx response to the SIP request for a priority group call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the mcvideo-warn-code set to "149", shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated;

c)
shall set the MCVideo emergency group call state to "MVEGC 3: emergency-call-granted"; and

d)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-capable" and the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted" and the SIP 2xx response to the SIP request for an imminent peril group call does not contain a Warning header field as specified in subclause 4.4 with the warning text containing the mcvideo-warn-code set to "149":

a)
set the MCVideo imminent peril group call state to "MVIGC 3: imminent-peril-call-granted"; and

b)
set the MCVideo imminent peril group state to "MVIG 2: in-progress".

[TS 24.281, clause 6.2.8.1.5]

In the procedures in this subclause, a priority group call refers to an MCVideo emergency group call or an MCVideo imminent peril group call.

Upon receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to a SIP request for a priority group call the MCVideo client:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted":

a)
shall set the MCVideo emergency group call state to "MVEGC 1: emergency-gc-capable";

b)
if the MCVideo client emergency group state of the group is "MVEG 3: confirm-pending" shall set the MCVideo client emergency group state of the group to "MVEG 1: no-emergency"; and

c)
if the sent SIP request for a priority group call contained an application/vnd.3gpp.mcvideo-info+xml MIME body with an <alert-ind> element set to a value of "true", shall set the MCVideo emergency alert state to "MVEA 1: "no-alert"; and

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted":

a)
shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

b)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-capable".

[TS 24.281, clause 6.2.8.1.8]

When the MCVideo client receives a request from the MCVideo user to originate an MCVideo emergency group call the MCVideo client shall check the following:

1)
if the <allow-emergency-group-call> element of the <ruleset> element of the MCVideo user profile document identified by the MCVideo ID of the calling user (see the MCVideo user profile document in 3GPP TS 24.484 [25]) is set to a value of "true" and

a)
if the "entry-info" attribute of the <entry> element of the <MCVideoGroupInitiation> element of the <EmergencyCall> element contained within the <MCVideo-group-call> element of the MCVideo user profile document (see the MCVideo user profile document in 3GPP TS 24.484 [25]) is set to a value of "DedicatedGroup" and if the <uri-entry> element of the <entry> element of the <MCVideoGroupInitiation> element contains the identity of the MCVideo group targeted by the calling MCVideo user; or

b)
if the "entry-info" attribute of the <entry> element of the <MCVideoGroupInitiation> element of the <EmergencyCall> contained within the <MCVideo-group-call> element of the MCVideo user profile document (see the MCVideo user profile document in 3GPP TS 24.484 [25]) is set to a value of "UseCurrentlySelectedGroup";

then the MCVideo emergency group call request shall be considered to be an authorised request for an MCVideo emergency group call;

In all other cases, the request to originate an MCVideo emergency group call shall be considered to be an unauthorised request to originate an MCVideo emergency group call.
When the MCVideo client receives a request from the MCVideo user to originate an MCVideo imminent peril group call the MCVideo client shall check the following:

1
if the <allow-imminent-peril-call> element of <ruleset> element of the MCVideo user profile document identified by the MCVideo ID of the calling user (see the MCVideo user profile document in 3GPP TS 24.484 [25]) is set to a value of "true" and:

a)
if the "entry-info" attribute of the <entry> element of the <MCVideoGroupInitiation> element contained within the <ImminentPerilCall> element of the MCVideo user profile document (see the MCVideo user profile document in 3GPP TS 24.484 [25]) is set to a value of "DedicatedGroup" and if the <MCVideoGroupInitiation> element contains the identity of the MCVideo group targeted by the calling MCVideo user; or

b)
if the "entry-info" attribute of the <entry> element of the <MCVideoGroupInitiation> element contained within the <ImminentPerilCall> element of the MCVideo user profile document (see the MCVideo user profile document in 3GPP TS 24.484 [25]) is set to a value of "UseCurrentlySelectedGroup";

then the MCVideo imminent peril group call request shall be considered to be an authorised request for an MCVideo imminent peril group call;

In all other cases, the request to originate an MCVideo imminent peril group call shall be considered to be an unauthorised request to originate an MCVideo imminent peril group call.

[TS 24.281, clause 6.2.8.1.9]

This subclause is referenced from other procedures.

When the MCVideo client receives a request from the MCVideo user to originate an MCVideo imminent peril group call, and this is an authorised request for an MCVideo imminent peril group call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

1)
if the MCVideo client imminent peril group state is set to "MVIGC 1: imminent-peril-capable" and the in-progress emergency state of the group is set to a value of "false":

a)
shall include in the SIP request a MIME mcvideoinfo body as defined in Annex F.1 with the <imminentperil-ind> element set to "true" and set the MCVideo emergency group call state to "MVIGC 2: imminent-peril-call-requested" state; and

b)
if the MCVideo client imminent peril group state of the group is set to a value other than "MVIG 2: in-progress" shall set the MCVideo client emergency group state of the MCVideo group to "MVIG 3: confirm-pending".

NOTE:
An MCVideo group call originated by an affiliated member of an MCVideo group which is in an in-progress imminent peril state (as tracked on the MCVideo client by the MCVideo client imminent peril group state) will also have the priority associated with MCVideo imminent peril group calls. The <imminentperil-ind> element of the MIME mcvideoinfo body does not need to be included in this case, nor do any state changes result and hence no action needs to be taken in this subclause.

[TS 24.281, clause 6.2.8.1.12]

This subclause is referenced from other procedures.

When the MCVideo imminent peril group call state is set "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted" and this MCVideo user and group is authorised to originate MCVideo imminent peril group calls as determined by the procedures of subclause 6.2.8.1.8, or the MCVideo client imminent peril state of the group is set to "MVIG 2: in-progress", the MCVideo client:

1)
shall include in the SIP INVITE request a Resource-Priority header field populated with the values for an MCVideo imminent peril group call as specified in subclause 6.2.8.1.15.

NOTE:
The MCVideo client ideally would not need to maintain knowledge of the in-progress imminent peril state of the group (as tracked on the MCVideo client by the MCVideo client imminent peril group state) but can use this knowledge to provide a Resource-Priority header field set to imminent peril level priority, which starts the infrastructure priority adjustment process sooner than otherwise would be the case.

When the MCVideo imminent peril group call state is set to "MVIGC 1: imminent-peril-gc-capable" and the MCVideo user is authorised to cancel MCVideo imminent peril group calls as determined by the procedures of subclause 6.2.8.1.10, or the MCVideo client imminent peril group state of the group is "MVIG 1: no-imminent-peril" or "MVIG 3: cancel-pending", the MCVideo client:

1) shall include in the SIP INVITE request a Resource-Priority header field populated with the values for a normal MCVideo group call as specified in subclause 6.2.8.1.15.

[TS 24.281, clause 6.2.8.1.13]

This subclause is referenced from other procedures.

Upon receiving a SIP INFO request within the dialog of the SIP request for a priority group call:

-
with the Info-Package header field containing the g.3gpp.mcvideo-info package name;

-
with the application/vnd.3gpp.mcvideo-info+xml MIME body associated with the info package according to IETF RFC 6086 [54]; and

-
with one or more of the <alert-ind>, <imminentperil-ind> and <emergency-ind> elements set in the application/vnd.3gpp.mcvideo-info+xml MIME body;

the MCVideo client:

1)
shall send a SIP 200 (OK) response to the SIP INFO request as specified in 3GPP TS 24.229 [4];

2)
if the MCVideo emergency group call state is set to "MVEGC 3: emergency-call-granted":

a)
if the MCVideo emergency alert state is set to "MVEA 2: emergency-alert-confirm-pending":

i)
if the <alert-ind> element is set to a value of "false", shall set the MCVideo emergency alert state to "MVEA 1: no-alert"; and

ii)
if the <alert-ind> element is set to a value of "true", shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated";

3)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted":

a)
if the <imminentperil-ind> element is set to a value of "false" and an <emergency-ind> element is set to a value of "true", shall:

i)
set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril";

ii)
set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-capable"; and

iii)
set the MCVideo client emergency group state of the group to "MVEG 2: in-progress"; and

NOTE 1:
This is the case of an MCVideo client attempting to make an imminent peril group call when the group is in an in-progress emergency group state. The MCVideo client will then receive a notification that the imminent peril call request was denied, however they will be participating at the emergency level priority of the group. This could occur for example when an MCVideo client requests an imminent peril call to a group that they are not currently affiliated with.

NOTE 2:
the MCVideo client emergency group state above is the MCVideo client's view of the in-progress emergency state of the group.

4)
if the SIP request for a priority group call sent by the MCVideo client did not contain an <originated-by> element and if the MCVideo emergency alert state is set to "MVEA 4: Emergency-alert-cancel-pending":

a)
if the <alert-ind> element contained in the SIP INFO request is set to a value of "true", shall set the MCVideo emergency alert state to "MVEA 3: emergency-alert-initiated"; and

b)
if the <alert-ind> element contained in the SIP INFO request is set to a value of "false", shall set the MCVideo emergency alert state to "MVEA 1: no-alert".

[TS 24.281, clause 6.2.8.1.15]

This subclause is referenced from other procedures.

When determining the Resource-Priority header field namespace and priority values as specified in IETF RFC 8101 [38] for an MCVideo emergency group call or MCVideo emergency private call the MCVideo client:

1)
shall retrieve the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document ; and
2)
shall retrieve the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document .

When determining the Resource-Priority header field namespace and priority values as specified in IETF RFC 8101 [38] for an MCVideo imminent peril group call the MCVideo client:

1)
shall retrieve the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document; and
2)
shall retrieve the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document.

When determining the Resource-Priority header field namespace and priority values as specified in IETF RFC 8101 [38] for a normal MCVideo group or private call the MCVideo client:

1)
shall retrieve the value of the <resource-priority-namespace> element contained in the <normal-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document ; and
2)
shall retrieve the value of the <resource-priority-priority> element contained in the <normal-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document .

NOTE:
The "normal" Resource-Priority header field value is needed to return to a normal priority value from a priority value adjusted for an MCVideo emergency group or private call or an MCVideo imminent peril group call. The "normal" priority received from the EPS by use of the "normal" Resource-Priority header field value is expected to be the same as the "normal" priority received from the EPS when initiating a call with no Resource-Priority header field included.
[TS 24.281, clause 6.2.8.1.16]

The Resource-Priority header field is specified as per IETF RFC 4412 [33]. The Resource-Priority namespace for MCVideo emergency group call, MCVideo emergency private call, MCVideo imminent peril group call, normal MCVideo group or private call, shall reuse the namespace for Mission Critical Push-to-Talk, which is specified in IETF RFC 8101 [38]. 

[TS 24.281, clause 6.2.8.1.17]

This subclause is referenced from other procedures.

Upon receiving a request to release the MCVideo emergency group call or an MCVideo imminent peril group call in an MCVideo group session is in-progress or is in the process of being established:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested":

a)
shall set the MCVideo emergency group call state to "MVEGC 1: emergency-gc-capable";

b)
if the MCVideo client emergency group state of the group is "MVEG 3: confirm-pending" shall set the MCVideo client emergency group state of the group to "MVEG 1: no-emergency"; and

c)
if the MCVideo emergency alert state is set to "MVEA 2: emergency-alert-confirm-pending" shall set the MCVideo emergency alert state to "MVEA 1: "no-alert"; and

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested":

a)
if the MCVideo imminent peril group call state of the group is "MVIG 3: confirm-pending", shall set the MCVideo imminent peril group state to "MVIG 1: no-imminent-peril"; and

b)
shall set the MCVideo imminent peril group call state to "MVIGC 1: imminent-peril-capable".

[TS 24.281, clause 9.2.1.2.1.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user has requested the origination of an MCVideo emergency group call or is originating an MCVideo prearranged group call and the MCVideo emergency state is already set, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.1;

2)
if the MCVideo user has requested the origination of an MCVideo imminent peril group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.9;

3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;

4)
shall include the g.3gpp.mcvideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.mcvideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcvideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcvideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

12)
if the MCVideo emergency state is already set or the MCVideo client emergency group state for this group is set to "MVEG 2: in-progress", the MCVideo client shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;

13)
if the MCVideo client imminent peril group state for this group is set to "MVIG 2: in-progress" or "MVIG 4: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

14)
shall contain in an application/vnd.3gpp.mcvideo-info+xml MIME body with the <mcvideoinfo> element containing the <mcvideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <mcvideo-request-uri> element set to the group identity;

c)
the <mcvideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 

16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5] ;

2)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted" or the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted", the MCVideo client shall perform the actions specified in subclause 6.2.8.1.4; and

3)
may subscribe to the conference event package as specified in subclause 9.1.3.1.

On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted";

the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

[TS 24.281, clause 9.2.1.2.1.3]

This subclause covers both on-demand session.

Upon receiving a request from an MCVideo user to upgrade the MCVideo group session to an emergency condition or an imminent peril condition on an MCVideo prearranged group, the MCVideo client shall generate a SIP re-INVITE request as specified in 3GPP TS 24.229 [11], with the clarifications given below.

1)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress emergency group state and this is an unauthorised request for an MCVideo emergency call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorised to upgrade the MCVideo group session to an in-progress emergency group state; and

b)
shall skip the remaining steps of the current subclause;

2)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress imminent peril state and this is an unauthorised request for an MCVideo imminent peril group call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorised to upgrade the MCVideo group session to an in-progress imminent peril group state; and

b)
shall skip the remaining steps of the current subclause;

3)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo emergency call, the MCVideo client:

a)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.1;

b)
if an indication of an MCVideo emergency alert is to be included, shall perform the procedures specified in subclause 6.2.9.1 for the MCVideo emergency alert trigger; and

c)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2.

4)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo imminent peril call, the MCVideo client:

a)
shall include an application/vnd.3gpp.mcvideo-info+xml MIME body populated as specified in subclause 6.2.8.1.9; and

b)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

5)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.2.1; 

6)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and

7)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5]; and

2)
shall perform the actions specified in subclause 6.2.8.1.4.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP re-INVITE request the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.
6.1.1.10.3
Test description

6.1.1.10.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCVideo operation in the MCVideo configuration document).

IUT:

-
UE (MCVideo client) 

· The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.
Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.

-
The MCVideo User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.10.3.2
Test procedure sequence

Table 6.1.1.10.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Make the MCVideo User request the establishment of an MCVideo On-demand Pre-arranged Imminent Peril Group call for the selected MCVideo Imminent Peril Group GROUP A, with implicit Transmission Control.

NOTE: This action is expected to be done via a suitable implementation dependent MMI.
	-
	-
	-
	-

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 36.579-1 [2], subclause 5.4.3A ‘Generic Test Procedure for MCVideo CO communication in E-UTRA’. The test sequence below shows only the MCVideo relevant messages exchanged.
	-
	-
	-
	-

	2
	Check: Does the UE (MCVideo client) send an initial SIP INVITE requesting the establishment of an MCVideo On-demand pre-arranged Imminent Peril Group Call with implicit Transmission Control?
	-->
	SIP INVITE
	1
	P

	3
	The SS sends a SIP 100 (Trying) message
	<--
	SIP 100 (Trying)
	-
	-

	4
	The SS sends SIP 200 (OK), indicating that the MCVideo call has been established.
	<--
	SIP 200 (OK)
	-
	-

	5
	Check: Does the UE (MCVideo client) sends a SIP ACK in response to the SIP 200 (OK)?
	-->
	SIP ACK
	-
	-

	6
	The SS (MCVideo Server) sends a Transmission Granted message.
	<--
	Transmission Granted
	-
	-

	7
	Check: Does the UE responds with a Transmission Control ACK message?
	-->
	Transmission Control ACK
	2
	P

	8
	Make the UE (MCVideo Client) release Transmission Control.
	-
	-
	-
	-

	9
	Check: Does the UE (MCVideo Client) send a Transmission Release message to indicate that he is ready to end transmitting?
	-->
	Transmission Release
	2
	P

	10
	The SS sends a Transmission Idle message.
	<--
	Transmission Idle
	-
	-

	11
	Make the MCVideo User request to leave the On-demand Pre-arranged Imminent Peril Group call.
	-
	-
	-
	-

	12
	Check: Does the UE (MCVideo Client send a Transmission End Request to leave the Group Call?
	-->
	Transmission End Request
	2
	P

	13
	The SS responds to the UE Transmission End Request.
	<--
	Transmission End Response
	-
	-

	14
	Check: Does the UE (MCVideo Client acknowledges the SS Response?
	-->
	Transmission Control ACK
	2
	P

	15
	Make the UE (MCVideo Client) send a SIP BYE to indicate that he is leaving the call.
	-
	-
	-
	-

	16
	Check: Does the (MCVideo Client) send a SIP BYE request?
	-->
	SIP BYE
	3
	P

	17
	The SS (MCVideo Server) sends a SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.1.1.10.3.3
Specific message contents

Table 6.1.1.10.3.3-1: SIP INVITE from UE (Step 2, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.5.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Contains the address at which original requestor is expecting to receive responses to this request. Tells other elements where to send a response.
	RFC 3261 [22] 

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	UE accesses the server via UDP.

UDP (User Datagram Protocol) is an alternative communications protocol to Transmission Control Protocol  (TCP) used primarily for establishing low-latency and loss-tolerating connections between applications on the internet.Transport. 
	
	UDP

	
	"SIP/2.0/TCP"
	UE accesses the server via TCP
	
	TCP

	  sent-by
	any allowed value
	IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname) and protected server port of the UE
	
	

	    host
	IP address or FQDN
	Either the UE’s IP address or its home domain name
	
	

	    port
	protected server port of the UE
	as assigned during registration
	
	

	  via-branch
	any allowed value starting with 'z9hG4bK'
	
	
	

	Route
	
	Used to force routing for a request through

 the listed set of proxies.
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	"scscf.3gpp.org"
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	Contains a display name and a SIP or SIPS URI that indicate the originator of the request
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_A_ID
	Even if the "display-name" is empty, the "name-addr" form MUST be used if the "addr-spec" contains a comma, question mark, or semicolon.  Syntax issues are discussed in Section 7.3.1 of RFC 3261.
	
	

	  port
	any value if present
	
	
	

	 tag
	any value
	
	
	

	To
	
	Contains a display name and a SIP or SIPS URI towards which the request was originally directed.
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	Editor’s note: PIXIT to be checked
	
	

	    port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	Contains a globally unique identifier for this call, generated by the combination of a random string and the phone’s host name or IP address.
	RFC 3261 [22]
	

	  callid
	any allowed value
	
	
	

	CSeq
	
	Contains an integer and a method name. The Command Sequence number (a traditional sequence number) is incremented for each new request within a dialog.
	RFC 3261 [22]
	

	  value
	any allowed value
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  Delta-seconds
	any allowed value
	
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	Used to indicate proxy-sensitive features that must be supported by the proxy.
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Security-Verify
	
	
	RFC 3329 [53]
	

	  sec-mechanism
	same value as Security -Server header sent by SS during registration
	
	
	

	Contact
	
	Tells other elements where to send future requests.
	RFC 3261 [22

RFC 3840 [33]
	

	  addr-spec
	"SIP URI
	SIP URI with IP address or FQDN (a Fully Qualified Domain Name – a domain name that includes a hostname), and the protected server port of UE
	
	

	
	
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	
	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	
	

	Max-Forwards
	
	Limits the number of hops a request can make on its way to its destination. It is an integer that is decremented by one at each hop.
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]
	

	  access-net-specs
	Access network technology and, if applicable, the cell ID.
	AUTO
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	Accept-Encoding
	See syntax [H14.3] Research this reference
	An empty Accept-Encoding header field is permissible.  It is

   equivalent to Accept-Encoding: identity, that is, only the identity

   encoding, meaning no encoding, is permissible.

   If no Accept-Encoding header field is present, the server SHOULD

   assume a default value of identity.
	
	

	Accept-Language
	See syntax [H14.4] Research this reference
	The Accept-Language header field is used in requests to indicate the

   preferred languages for reason phrases, session descriptions, or

   status responses carried as message bodies in the response.  If no

   Accept-Language header field is present, the server SHOULD assume all

   languages are acceptable to the client.
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_A_ID
	Contains the public user identity of the MCVideo user
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	“Manual”
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	"multipart/mixed"
	Description of the message body
	RFC 5621 [58]
	

	  Content-Length
	present in case of TCP and when there is a message body (otherwise optional)
	Contains an octet (byte) count of the message body.
	RFC 3261 [22]
	

	    value
	any value
	length of message-body
	
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP Message as described in Table 6.1.1.10.3.3-2
	
	
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.10.3.3-6
	
	
	

	  MIME body part
	
	Resource list
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/resource-lists"
	
	
	

	    MIME-part-body
	Resource-lists as described in Table 6.1.1.10.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-ALERT

	    MIME-part-headers
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	This MIME part shall be included if the MCVideo-Info 'alert-ind' element sent in the MCVideo-Info is set to true.
	
	

	    MIME-part-body
	Location-info as described in Table 6.1.1.10.3.3-8
	
	
	


Table 6.1.1.10.3.3-2: SDP Message in SIP INVITE from the UE (Table 6.1.1.10.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_A_ID
	Username of client
	
	

	    sess-id
	any allowed value
	A numeric string containing the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> to form a globally unique identifier for the session.
	
	

	    sess-version
	any allowed value
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Connection Data
	not required if included in all media
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	"IP4" or "IP6"
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	any allowed value
	
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio 
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	any allowed value
	The transport port to which the media stream is sent
	
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	any allowed value(s)
	Indicating RTP payload type numbers
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line

Included if the media plane for audio uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	"fmtp"
	File Multicast Transport Protocol is a reliable transport protocol designed to run on top of a multicast network service for delivery of continuously generated files
	
	

	      format
	the value given in fmtp in the audio media description
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	any allowed value
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	any allowed value
	maximum packet time
	
	

	  media description
	
	m= line

media = video

SDP media-level section for a media-transmission control entity
	
	

	    media
	"video"
	
	
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	""
	
	
	

	      encoding name
	"H.264"
	
	
	

	      clock rate
	
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_granted
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_implicit_request
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	Key Management attribute field in the media and session level.
	TS 24.281 [26] subclause 6.2.1
	

	    mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.10.3.3-3, 6.1.1.10.3.3-4, and 6.1.1.10.3.3-5
	MIKEY carries the security parameters needed for

setting up the security protocol. It is a protocol designed for government and relevant enterprises to enable secure, cross-platform multimedia communications. 
	RFC 4567 [44]
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-transmission control entity
	
	

	    media
	"application"
	
	3GPP TS 24.581 [5] clause 12
	

	    port
	any allowed value
	The port for the media-transmission control entity
	
	

	    proto
	"udp"
	User Datagram Protocol. With UDP, computer applications can send messages to other hosts on an Internet Protocol (IP) network. Time-sensitive applications often use UDP because dropping packets is preferable to waiting for packets delayed due to retransmission, which may not be an option in a real-time system.
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line

Included if the media plane control channel uses a different IP address than other media described in the SDP
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	3GPP TS 24.581 [5] clause 14
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	optional
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_priority
	not present

or

any allowed value
	Any integer value in the range of 1..255
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_reception_priority
	not present

or

any allowed value
	Any integer value in the range of 0…255

Shall include the "mc_reception_priority" fmtp attribute when a reception priority different than the default reception priority is required.
	3GPP TS 24.581 [5] clause 12, clause 14
	

	        mc_granted
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	        mc_implicit_request
	present
	Parameter has no value
	TS 24.380 [10] cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.10.3.3-3, 6.1.1.10.3.3-4, and 6.1.1.10.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.10.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK Distribution) (Table 6.1.1.10.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] clause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.10.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.10.3.3-2)
	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.1.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.10.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] clause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.10.3.3-6: MCVideo-Info in SIP INVITE from UE (Table 6.1.1.10.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.2.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	
	"eyJhbGciOiJSUzI1NiJ9.eyJtY3B0dF9pZCI6ImFsaWNlQG9yZy5jb20iLCJleHAiOjE0NTM1MDYxMjEsInNjb3BlIjpbIm9wZW5pZCIsIjNncHA6bWNwdHQ6cHR0X3NlcnZlciJdLCJjbGllbnRfaWQiOiJtY3B0dF9jbGllbnQifQ.XYIqai4YKSZCKRNMLipGC_5nV4BE79IJpvjexWjIqqcqiEx6AmHHIRo0mhcxeCESrXei9krom9e8Goxr_hgF3szvgbwl8JRbFuv97XgepDLjEq4jL3Cbu41Q9b0WdXAdFmeEbiB8wo_xggiGwv6IDR1b3TgAAsdjkRxSK4ctIKPaOJSRmM7MKMcKhIug3BEkSC9-aXBTSIv5fAGN-ShDbPvHycBpjzKWXBvMIR5PaCg-9fwjELXZXdRwz8C6JbRM8aqzhdt4CVhQ3-Arip-S9CKd0tu-qhHfF2rvJDRlg8ZBiihdPH8mJs-qpTFep_1-kON3mL0_g54xVmlMwN0XQA"
	The access token is opaque to the MCVideo client
	TS 33.180 [30], clause B.4

RFC 6749 [77]
	CONFIG

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	px_MCVideo_Client_B_ID
	The URI of the invited MCVideo Client
	
	PRIVATE-CALL

	    mcvideo-calling-user-id
	not present or  px_MCVideo_User_A_ID
	
	
	

	    mcvideo-called-party-id
	not present or px_MCVideo_User_B_ID
	
	
	

	    mcvideo-calling-group-id
	not present
	
	
	

	    required
	not present
	
	
	

	    emergency-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present or if present then="false"
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    transmission-state
	not present
	
	
	

	    associated-group-id
	px_MCVideo_Group_A_ID if mcvideo-request-uri contains a temporary group identity; otherwise, not present
	if the <mcvideo-request-uri> element contains a group identity then this element can include an MCVideo group ID associated with the group identity in the <mcvideo-request-uri> element. E.g. if the <mcvideo-request-uri> element contains a temporary group identity (TGI), then the <associated-group-id> element can contain the constituent MCVideo group ID
	TS 24.281 [26] subclause F.1.3
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	px_MCVideo_Client_A_ID
	The URI of the MCVideo Client
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	
	"eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiIxMjM0NTY3ODkwIiwiYXVkIjoibWNwdHRfY2xpZW50IiwiaXNzIjoiSWRNUy5zZXJ2ZXIuY29tOjkwMzEiLCJpYXQiOjE0NTM0OTgxNTgsImV4cCI6MTQ1MzQ5ODQ1OCwibWNwdHRfaWQiOiJhbGljZUBvcmcuY29tIn0.Dpn7AhIMaqMEgg12NYUUfJGSFJMPG8M2li9FLtPotDlHvwU2emBws8z5JLw81SXQnoLqZ8ZF8tIhZ1W7uuMbufF4Wsr7PAadZixz3CnV2wxFV9qR_VA1-0ccDTPukUsRHsic0SgZ3aIbcYKd6VsehFe_GDwfqysYzD7yPwCfPZo"
	The MCVideo client may validate the user with the ID token and configure itself for the user
	TS 33.180 [30], clause B.4

RFC 6749 [77]
	CONFIG

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.10.3.3-7: Resource-Lists in SIP INVITE from the UE (Table 6.1.1.10.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	resource-lists
	"uri: mcvideo-op.gov:resource-lists"
	
	TS 24.481 [11]
	CONFIG

	  list
	
	
	
	

	    entry
	px_MCVideo_User_B_ID
	The MCVideo ID of the invited user
	
	PRIVATE-CALL

GROUP-CALL

EMERGENCY-CALL

IMMPERIL-CALL

EMERGENCY-ALERT

	    entry
	"resource-lists/ue_configuration.xml/"
	UE Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_user_profile.xml/"
	UE User Profile document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_service_configuration.xml/"
	UE Service Configuration document
	TS 24.481 [11]
	CONFIG

	    entry
	"resource-lists/ue_group_configuration.xml/"
	UE Group Configuration document
	TS 24.481 [11]
	GROUPCONFIG


Table 6.1.1.10.3.3-8: Location-Info in SIP INVITE from UE (Table 6.1.1.10.3.3-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.3.4.3-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Report
	
	
	
	

	    TriggerID
	not present
	An element which can occur multiple times. Contains the value of the <TriggerId> attribute associated with a trigger that has fired. Only present if a trigger is the cause of the Location-info Report.
	
	

	    CurrentLocation
	
	A mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      NeighbouringEcgi
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbmsSaId
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      MbsfnArea
	optional
	This is optional depending on the configuration sent by the SS
	
	

	      CurrentCoordinate
	optional
	This is optional depending on the configuration sent by the SS
	
	

	    ReportID
	not present
	Attribute is used to return the value in the <RequestId> attribute in the <Request> element. Only present in response to a Location-Info Request.
	
	

	    ReportType
	"Emergency"
	Required

The <ReportType> attribute has two values "Emergency" and "NonEmergency" used to inform whether the client is sending the report in an emergency situation or not.
	
	

	      EmergencyEventType
	"GroupCallEmergency"
	
	
	GROUP-CALL and EMERGENCY-CALL

	
	"GroupCallImminentPeril"
	
	
	GROUP-CALL and IMMPERIL-CALL

	
	"PrivateCallEmergency"
	
	
	PRIVATE-CALL and EMERGENCY-CALL

	
	"InitiateEmergencyAlert"
	
	
	IMMPERIL-CALL


Table 6.1.1.10.3.3-9: SIP 100 (Trying) from SS (Step 3, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Allow
	
	
	
	

	Content-Length
	Optional in case of the message being sent by the UE
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.10.3.3-10: SIP 200 (OK) from SS (Step 4, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	same as received in request
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_PCSCF_A_URI":4060;lr"

same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	  addr-spec[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	SIP URI

Same value as received in INVITE
	
	

	    user-info and host
	pcscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[2]
	SIP URI
	
	
	

	    user-info and host
	scscf.other.com
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[3]
	SIP URI
	
	
	

	    user-info and host
	orig@scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	  addr-spec[4]
	SIP URI
	
	
	

	    user-info and host
	same address as sent by the UE in the first entry of the Route header of the INVITE
	P-CSCF address
	
	

	    port
	not present
	
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID

same value as received in request
	
	
	

	  tag
	same value as in the request or To-tag assigned by the SS if missing in the request
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI

same value as in the request 
	
	
	

	  tag
	same value as in the request or To-tag assigned by the SS if missing in the request
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	  expires
	"600000"
	
	
	

	Contact
	
	
	
	SUBSCRIBE-RSP,
PUBLISH-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Server_A_URI
	
	
	

	    port
	not present
	
	
	

	Contact
	
	
	
	INVITE-RSP

	  addr-spec 
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Callee contact Uri

Editor’s note: use of PIXIT to be checked (px_CalleeContactUri)
	
	

	    port
	not present
	
	
	

	  feature-param
	“audio”
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	TS 24.229 [26] 20.32
	INVITE-RSP

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	INVITE-RSP

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Service-Route
	
	
	RFC 3261 [22]
	REGISTER-RSP

	  addr-spec[1]
	SIP URI
	
	
	

	    host
	scscf.3gpp.org
	
	
	

	    port
	not present
	
	
	

	    uri-parameters
	"lr"
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	INVITE-RSP

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	length of message-body
	
	
	

	  Message-body
	
	
	RFC 3261 [22]
	INVITE-RSP

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.10.3.3-2
	
	
	

	  MIME body part
	
	
	
	

	    MIME-part-header
	
	
	
	

	      Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	TS 24.281 [26] clause F.1
	

	    MIME-part-body
	MCVideo-Info as described in Table 6.1.1.10.3.3-6
	
	
	


Table 6.1.1.10.3.3-11: SIP ACK from the UE (Steps 5, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.1.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Server_A_URI
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	any allowed value"
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bk'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header sent to the UE in 183, 180 or 200 response (whichever response used for request message to be acknowledged and contained Record-Route header) in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	same value as in INVITE message
	
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	any allowed value
	Non-zero value
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.10.3.3-12: Transmission Granted from SS (Steps 6, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	MCV1
	Transmission Control messages sent by the transmission control server and transmission control participant
	
	

	Duration
	
	
	
	

	  Duration
	"00000000 10000000"
	128 sec (an arbitrary value)
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Floor Priority value
	
	

	User ID
	Not present
	
	
	ON-NETWORK

	User ID
	
	
	
	OFF-NETWORK

	  User ID
	px_MCVideo_User_A_ID
	The MCVideo User ID of the transmission participant that was granted transmission.
	
	

	Queue Size
	Not present
	
	
	ON-NETWORK

	Queue Size
	"0"
	the number of queued MCVideo clients in the MCVideo call
	
	OFF-NETWORK

	SSRC of queued floor participant
	Not present
	
	
	

	Queued User ID
	Not present
	
	
	

	Queue Info
	Not present
	
	
	

	Track Info
	Not present
	The MCVideo call does not involve a non-controlling MCVideo function
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	Any allowed value
	
	
	


Table 6.1.1.10.3.3-13 Transmission Control ACK from UE 
(Steps 7, Table 6.1.1.1.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.5-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	
	
	
	
	

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV2”
	Transmission Control messages sent by the Transmission Control Server and Transmission Control Participant.
	
	

	Source
	
	
	
	

	  Source
	"2"
	The controlling MCVideo function is the source
	
	

	Message Type
	
	
	
	

	  Message Type
	"10100"
	Transmission Control Ack message for Transmission Release message which requested acknowledgment
	
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP (Real Time Transport Protocol) message part is in specified in clause x and in IETF RFC 3711 [4]
	
	


Table 6.1.1.10.3.3-14: Transmission Release from UE (Step 9, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	Name Field = "MCV0"
	Transmission control messages sent by the transmission control participant to the transmission control server
	TC 24.581, Section 9.2.7 and Table 9.2.2.1-1
	

	Length
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	
	TC 24.581, Section 9.1.2
	

	SSRC
	The content of this field is described for each transmission control message separately.
	The SSRC field carries the SSRC of the transmission participant with permission to send media.
	IETF RFC 3550 [3].
	

	User ID Field
	
	The User ID field is used in off-network only. The User ID field carries the MCVideo ID of the transmission participant sending the Transmission Release message.
	TC 24.581, Section 9.3.2.8
	

	  User ID field ID
	a binary value
	
	
	

	  User ID length
	a binary value that includes the value indicating the length in octets of the <User ID> value item except padding.
	
	
	

	  User ID
	User-id = URI
	If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	
	

	Transmission Indicator Field
	
	
	
	

	Transmission Indicator field ID
	A binary value
	
	TC 24.581, Section 9.2.3.1.1
	

	  Transmission Indicator Length
	A binary value and has the value '2’
	
	
	

	  Transmission Indicator
	“00001101” in binary
	Contains additional information about a received transmission control message.

It is a 16 bit bit-map named as shown in Table 9.2.3.11.2 (a thru P).

When set to 1, the bit has the following meaning:

A
=
Normal call

B
=
Broadcast group call

C
=
System call

D
=
Emergency call

E
=
Imminent peril call

NOTE 1:
The indicators C, D and E are only informative. There are no procedures specified for the C, D and E indicators in this release of the present document and the use of the indicators are implementation specific.

Bits F to P are reserved for future use and are set to 0.

There can be more than one bit set to 1 at the same time. The local policy in the transmission control server decides which combinations are possible and the priority of the indications.
	TC 24.581, Section 9.2.3.1.1
	


Table 6.1.1.10.3.3-15: Transmission Idle from SS (Step 10 Table 6.1.1.10.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.2.17-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the Transmission Control Server
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	“MCV1”
	Transmission Control messages sent by the Transmission Control Server and the Transmission Control Participant.
	
	

	Message Sequence Number
	
	
	
	

	  Message Sequence Number
	The value sent in the previous Transmission Idle message, if any, increased with 1
	Any value between '0' and '65535'

When the '65535' value is reached, the <Message Sequence Number> value starts from '0' again
	
	

	Application-dependent Data
	
	Each application specific data field is composed of:

1.
a field ID which is one octet long;

2.
a length value which is:

-
one octet long, if the field ID is less than 192; and

-
two octets long, if the field ID is equal to or greater than 192;

3.
a field value. The length in octets of the field value is indicated in the length value; and

4.
a padding. The padding is zero, one, two, or three octets long. The value of the padding octet(s) is set to zero by sender and ignored by receiver.

An application specific data field has always a multiple of 4 octets.
	
	

	Secure RTCP message part
	
	RTCP message part is in specified in clause x and in IETF RFC 3711 [4]
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.1.3.3-16: Transmission End Request from UE (Step 12, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of granted transmission participant
	The SSRC of the intended recipient of the message
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.10.3.3-17: Transmission End Response from SS (Step 13, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.11.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	SSRC
	The SSRC of the message sender
	The SSRC of the Transmission Control server for on-network and transmission arbitrator for off-network.

Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	name
	"MCV2"
	Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant.
	
	

	SSRC of Transmission Control server
	
	Notation in accordance with subclause 5.5.6.1. Coded as specified in IETF RFC 3550 [76].
	
	

	Transmission priority
	Not present
	If the Transmission Priority field is not included in the message the default priority (='0') is used as the Transmission Priority value.
	
	

	User ID
	px_MCVideo_User_A_ID
	The User ID field is used to carry the identity of the user whose media transmission is requested to be terminated.
	
	

	Media ID
	Not Present
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.


	
	

	Length
	length of message body
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.
	RFC 3261 [22]
	

	    Message-body
	
	
	RFC 3261 [22]
	

	Message Type
	
	
	
	

	  Subtype
	x0000
	'0'
Acknowledgment is not required

'1'
Acknowledgment is required

NOTE:
Whether a message needs to be acknowledged or not is described in clause 6.

If an acknowledgment is required, the Transmission control ack message is used to acknowledge the message.
	
	

	Transmission Indicator
	
	
	
	

	  Transmission Indicator
	"1000010000000000"
	bit A=1 (Normal call)

bit F=1 (Queueing supported) 
	
	


Table 6.1.1.10.3.3-18: SIP BYE from UE (Step 16, Table 6.1.1.10.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.10.3.3-19: SIP 200 (OK) from SS (Step 17, Table 6.1.1.10.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	      SDP Message
	As described in Table 6.1.1.10.3.3-2
	
	
	



6.1.1.11
On-network / On-demand Pre-arranged Group Call / Imminent Peril Group Call / Client Terminated (CT)

6.1.1.11.1
Test Purpose (TP)

(1)

with { UE (MCVideo Client) registered and authorized for MCVideo Service }

ensure that {

  when { the MCVideo Client receives a SIP INVITE message of an MCVideo On-demand Pre-arranged Imminent Peril Group Call }

then { the MCVideo Client displays an indication for the Pre-arranged MCVideo Imminent Peril Group Call to the user and responds to the SS with correct SIP messages }

           }

(2)

with { UE (MCVideo Client) having an incoming Pre-arranged MCVideo Imminent Peril Group Call and the Answer-Mode Header in the SIP INVITE message is set to Manual }

ensure that {

  when { the user answers the MCVideo Imminent Peril Group Call }

    then { UE sends a SIP 200 OK as a response to the SIP INVITE message }

           }

(3)

with {UE (MCVideo Client) having an ongoing MCVideo On-network Pre-arranged Imminent Peril Group Call }

ensure that {

  when {the MCVideo User engages in communication with the invited MCVideo User(s) }

    then {UE (MCVideo Client) respects the Reception Control imposed by the MCVideo Server ( Media Reception Notification, Receive Media Request, Receive Media Response, Media Reception End Request, Media Reception End Response, Reception Control ACK }

           }

(4)
with {UE (MCVideo Client) having an ongoing MCVideo On-demand Pre-arranged Imminent Peril Group Call }

ensure that {

  when {the MCVideo User wants to terminate the On-demand Pre-arranged Imminent Peril Group Call }

    then {UE (MCVideo Client) sends a SIP BYE request, leaves the MCVideo Session, and the SS Responds SIP 200 (OK) }
           }

6.1.1.11.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in TS 24.281, clauses 9.2.1, and 9.2.1.2.1.3. Unless otherwise stated, these are Rel-14 requirements.

[TS 24.281, clause 9.2.1]

Upon receiving a request from an MCVideo user to establish an MCVideo prearranged group session the MCVideo client shall generate an initial SIP INVITE request by following the UE originating session procedures specified in 3GPP TS 24.229 [11], with the clarifications given below.

The MCVideo client:

1)
if the MCVideo user has requested the origination of an MCVideo emergency group call or is originating an MCVideo prearranged group call and the MCVideo emergency state is already set, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.1;

2)
if the MCVideo user has requested the origination of an MCVideo imminent peril group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.1.9;

3)
if the MCVideo user has requested the origination of a broadcast group call, the MCVideo client shall comply with the procedures in subclause 6.2.8.2;

4)
shall include the g.3gpp.MCVideo media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.MCVideo" in the Contact header field of the SIP INVITE request according to IETF RFC 3840 [22];

5)
shall include an Accept-Contact header field containing the g.3gpp.MCVideo media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

6)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.MCVideo" (coded as specified in 3GPP TS 24.229 [11]), in a P-Preferred-Service header field according to IETF RFC 6050 [14] in the SIP INVITE request;

7)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.MCVideo" along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [20];

8)
should include the "timer" option tag in the Supported header field;

9)
should include the Session-Expires header field according to IETF RFC 4028 [23]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";

10)
shall set the Request-URI of the SIP INVITE request to the public service identity identifying the participating MCVideo function serving the MCVideo user;

NOTE 1:
The MCVideo client is configured with public service identity identifying the participating MCVideo function serving the MCVideo user.

11)
may include a P-Preferred-Identity header field in the SIP INVITE request containing a public user identity as specified in 3GPP TS 24.229 [11];

12)
if the MCVideo emergency state is already set or the MCVideo client emergency group state for this group is set to "MVEG 2: in-progress", the MCVideo client shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2;

13)
if the MCVideo client imminent peril group state for this group is set to "MVIG 2: in-progress" or "MVIG 4: confirm-pending" shall include the Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

14)
shall contain in an application/vnd.3gpp.MCVideo-info+xml MIME body with the <MCVideoinfo> element containing the <MCVideo-Params> element with:

a)
the <session-type> element set to a value of "prearranged";

b)
the <MCVideo-request-uri> element set to the group identity;

c)
the <MCVideo-client-id> element set to the MCVideo client ID of the originating MCVideo client; and

NOTE 2:
The MCVideo client does not include the MCVideo ID of the originating MCVideo user in the body, as this will be inserted into the body of the SIP INVITE request that is sent from the originating participating MCVideo function.

d)
if the group identity can be determined to be a TGI and if the MCVideo client can associate the TGI with a MCVideo group ID, the <associated-group-id> element set to the MCVideo group ID;

NOTE 3:
The text "can associate the TGI with a MCVideo group ID" means that the MCVideo client is able to determine that there is a constituent group of the temporary group that it is a member of.

NOTE 4:
The MCVideo client is informed about temporary groups and regouping of MCVideo groups that the user is a member of as specified in 3GPP TS 24.481 [24].

NOTE 5:
If the MCVideo user selected a TGI where there are several MCVideo groups where the MCVideo user is a member, the MCVideo client selects one of those MCVideo groups.

15)
shall include an SDP offer according to 3GPP TS 24.229 [11] with the clarifications given in subclause 6.2.1; 
16)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and
17)
shall send the SIP INVITE request towards the MCVideo server according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP INVITE request, the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5] ;

2)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted" or the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted", the MCVideo client shall perform the actions specified in subclause 6.2.8.1.4; and

3)
may subscribe to the conference event package as specified in subclause 9.1.3.1.

On receiving a SIP 4xx response, a SIP 5xx response or a SIP 6xx response to the SIP INVITE request:

1)
if the MCVideo emergency group call state is set to "MVEGC 2: emergency-call-requested" or "MVEGC 3: emergency-call-granted"; or

2)
if the MCVideo imminent peril group call state is set to "MVIGC 2: imminent-peril-call-requested" or "MVIGC 3: imminent-peril-call-granted";

the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

[TS 24.281, clause 9.2.1.2.1.3]

This subclause covers both on-demand session.

Upon receiving a request from an MCVideo user to upgrade the MCVideo group session to an emergency condition or an imminent peril condition on an MCVideo prearranged group, the MCVideo client shall generate a SIP re-INVITE request as specified in 3GPP TS 24.229 [11], with the clarifications given below.

1)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress emergency group state and this is an unauthorized request for an MCVideo emergency call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorized to upgrade the MCVideo group session to an in-progress emergency group state; and

b)
shall skip the remaining steps of the current subclause;

2)
if the MCVideo user is requesting to upgrade the MCVideo group session to an in-progress imminent peril state and this is an unauthorized request for an MCVideo imminent peril group call as determined by the procedures of subclause 6.2.8.1.8, the MCVideo client:

a)
should indicate to the MCVideo user that they are not authorized to upgrade the MCVideo group session to an in-progress imminent peril group state; and

b)
shall skip the remaining steps of the current subclause;

3)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo emergency call, the MCVideo client:

a)
shall include an application/vnd.3gpp.MCVideo-info+xml MIME body populated as specified in subclause 6.2.8.1.1;

b)
if an indication of an MCVideo emergency alert is to be included, shall perform the procedures specified in subclause 6.2.9.1 for the MCVideo emergency alert trigger; and

c)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.2.

4)
if the MCVideo user has requested to upgrade the MCVideo group session to an MCVideo imminent peril call, the MCVideo client:

a)
shall include an application/vnd.3gpp.MCVideo-info+xml MIME body populated as specified in subclause 6.2.8.1.9; and

b)
shall include a Resource-Priority header field and comply with the procedures in subclause 6.2.8.1.12;

5)
if the SIP re-INVITE request is to be sent within an on-demand session, shall include in the SIP re-INVITE request an SDP offer according to 3GPP TS 24.229 [11] with the clarifications specified in subclause 6.2.1; 

6)
if an implicit transmission request is required, shall indicate this as specified in subclause 6.4; and
7)
shall send the SIP re-INVITE request according to 3GPP TS 24.229 [11].

On receiving a SIP 2xx response to the SIP re-INVITE request the MCVideo client:

1)
shall interact with the user plane as specified in 3GPP TS 24.581 [5]; and

2)
shall perform the actions specified in subclause 6.2.8.1.4.

On receiving a SIP INFO request where the Request-URI contains an MCVideo session ID identifying an ongoing group session, the MCVideo client shall follow the actions specified in subclause 6.2.8.1.13.

On receiving a SIP 4xx response, SIP 5xx response or a SIP 6xx response to the SIP re-INVITE request the MCVideo client shall perform the actions specified in subclause 6.2.8.1.5.

6.1.1.11.3
Test description
6.1.1.11.3.1
Pre-test conditions

System Simulator:

-
SS (MCVideo server)

-
For the underlying "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document).

IUT:

-
UE (MCVideo client)

· The test USIM set as defined in TS 36.579-1 [2], subclause 5.5.10 is inserted.

Preamble:

-
The UE has performed the Generic Test Procedure for MCVideo UE registration as specified in TS 36.579-1 [2], subclause 5.4.2A.

-
The MCPTT User performs the Generic Test Procedure for MCVideo Authorization/Configuration and Key Generation as specified in TS 36.579-1 [2], subclause 5.3.2A.

-
UE States at the end of the preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

-
The MCVideo Client Application has been activated and User has registered-in as the MCVideo User with the Server as active user at the Client.

6.1.1.11.3.2
Test procedure sequence

Table 6.1.1.11.3.2-1: Main Behavior
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCVIDEO call establishment are described in TS 36.579-1 [2], subclause 5.4.4A ‘Generic Test Procedure for MCVideo CT communication in E-UTRA’. The test sequence below shows only the MCVIDEO relevant messages exchanged.
	-
	-
	-
	-

	1
	SS initiates an on-demand Imminent Peril group call with manual commencement mode and implicit Transmission Control.
	<--
	SIP INVITE
	-
	-

	-
	EXCEPTION: Steps 2a1 through 2a4 describe behaviour that depends on the UE implementation; the "lower case letter" identifies a step sequence that take place if the UE responds to a SIP INVITE prior to the MCVIDEO user’s acknowledgment.
	-
	-
	-
	-

	2a1
	(Optional) The UE (MCVIDEO Client) responds with a SIP 100 Trying provisional response.
	-->
	SIP 100 (Trying)
	-
	-

	2a2
	(Optional) The UE (MCVIDEO Client) respond with a SIP 183 (Session Progress) message?
	-->
	SIP 183 (Session Progress)
	-
	-

	
	
	
	
	
	

	2a3
	The SS responds to the SIP 183 (Session Progress) message with a SIP PRACK message
	<--
	SIP PRACK
	-
	-

	2a4
	The UE (MCVIDEO Client) acknowledges the SIP PRACK message with SIP 200 (OK) message
	-->
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: Steps 3a1 through 3a3 describe behaviour that depends on the UE implementation; the "lower case letter" identifies a step sequence that takes place if the UE responds to a SIP INVITE prior to the MCVIDEO user’s acknowledgment by sending a SIP 180 (Ringing) message.
	-
	-
	-
	-

	3a1
	Check: Does the UE (MCVIDEO Client) respond with a SIP 180 (Ringing)?
	-->
	SIP 180 (Ringing)
	1
	P

	
	
	
	
	
	

	3a2
	(The SS shall send a SIP PRACK message only if the SIP 180 (Ringing) response contains 100rel option tag within the Require header.
	<--
	SIP PRACK
	-
	-

	3a3
	The UE acknowledges the SIP PRACK with SIP 200 (OK) message.
	-->
	SIP 200 (OK)
	-
	-

	4
	Make the MCVIDEO User answer the call
NOTE: This is expected to be done via a suitable implementation dependent MMI command.
	-
	-
	-
	-

	5
	Check: Does the UE (MCVIDEO Client) answer the call with a SIP 200 (OK)?
	-->
	SIP 200 (OK)
	1
	P

	6
	The SS acknowledges the receipt of a SIP 200 (OK) for the SIP INVITE message.
	<--
	SIP ACK
	-
	-

	7
	The UE (MCVideo Server) sends a Media Transmission Notification message
	<--
	Media Transmission Notification
	-
	-

	8
	Check: Does the UE (MCVideo Client) provide media transmission notification to the the MCVideo User?
	-
	-
	2
	P

	9
	Make the MCVideo User to request permission to receive media
	-
	-
	-
	-

	10
	Check: Does the UE (MCVideo Client) send a Receive Media Request message?
	-->
	Receive Media Request
	2
	P

	11
	The SS (MCVideo Server) sends a Receive Media Response message.
	<--
	Receive Media Response
	-
	-

	12
	Make the UE (MCVideo Client) request to leave the Imminent Peril Group Call.
	-
	-
	-
	-

	13
	Check: Does the UE (MCVideo Client) sends a Media Reception End Request to indicate that the user wishes to leave the Imminent Peril Group Call?
	-->
	Media Reception End Request
	3
	P

	14
	The SS (MCVideo Server) acknowledges the US (MCVideo Client) request
	<--
	Reception Control ACK
	-
	-

	15
	The SS sends a Media Reception End Response
	<--
	Media Reception End Response
	-
	-

	16
	Make the UE (MCVideo Client) send a SIP BYE request to leave the MCVideo session.
	-
	-
	-
	-

	17
	Check: Does the UE (MCVideo Client) send a SIP BYE request to leave the MCVideo session?
	-->
	SIP BYE
	4
	P

	18
	The SS (MCVideo Server) sends a SIP 200 (OK).
	<--
	SIP 200 (OK)
	-
	-

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	
	


6.1.1.11.3.3
Specific message contents

Table 6.1.1.11.3.3-1: SIP INVITE from the SS (Step 1, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.5.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  Method
	"INVITE"
	
	
	

	  Request-URI
	px_MCVideo_Client_A_ID
	The public service identity identifying the participating MCVideo function serving the MCVideo user
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	Via header for the P-CSCF that communicates with the called party
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol[1]
	"SIP/2.0/TCP"
	
	
	

	  sent-by[1]
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Address of the P-CSCF that communicates with the called party
	
	

	    host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	  via-branch[1]
	"z9hG4bK"
	Value assigned by the SS starting with 'z9hG4bK'
	
	

	  sent-protocol[2]
	"SIP/2.0/UDP"
	
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-by[2]
	px_MCVideo_Client_B_ID":14000"
	Address of the other endpoint (the caller)
	
	

	    host
	Caller’s domain name
	Editor’s note: to be checked whether PIXIT is needed (px_MCVideo_Client_B_ID)
	
	

	    port
	Value assigned by the SS
	Caller’s port number
	
	

	  via-branch[2]
	"z9hG4bKmcvideoss4"
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	The record-route corresponding to the top Via header
	RFC 3261 [22]
	

	  addr-spec[1]
	SIP URI
	SIP URI corresponding to first entry of Via header
	
	

	    user-info and host
	px_MCVideo_PCSCF_A_URI
	P-CSCF address of the SS
	
	

	    port
	protected server port of the SS
	as assigned during registration
	
	

	    uri-parameters
	"lr"
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_Client_B_URI
	SIP URI of the calling UE

Editor’s note: to be checked whether PIXIT is needed 
	
	

	    port
	not present
	
	
	

	  tag
	Value assigned by the SS
	
	
	

	To
	
	
	RFC 3261 [22]

RFC 5031 [54]
	

	  addr-spec
	
	
	
	

	     User-info and host
	px_MCVideo_Client_A_ID
	
	
	

	     port
	not present
	
	
	

	  tag
	not present
	
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	Value assigned by the SS
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	Value assigned by the SS
	
	
	

	  method
	"INVITE"
	
	
	

	Supported
	
	
	RFC 3261 [22]
	

	  option-tag
	"100rel"
	This option tag indicates that the UA can send or receive reliable provisional responses.
	
	

	  option-tag
	"timer"
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	P-Called-Party-ID
	
	
	RFC 7315 [52]
	

	  called-pty-id-spec
	px_MCVideo_Client_A_ID
	
	
	

	Session-Expires
	
	
	RFC 4028 [30]
	

	  generic-param
	"1800"
	The recommended initial value is 1800 in RFC 4028 [30].
	
	

	P-Early-Media
	
	
	RFC 5009 [60]
	

	  em-parm
	"inactive"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3312 [56]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [53]
	

	  option-tag
	"sec-agree"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	
	
	
	

	    User-info and host
	px_MCVideo_User_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port
	Not present
	
	
	

	Contact
	
	
	RFC 3261 [22]

RFC 3840 [33]
	

	  addr-spec
	SIP URI
	SIP URI with IP address or FQDN and protected server port of the calling UE
	
	

	    user-info and host
	px_MCVideo_Client_B_ID
	Editor’s note: to be checked whether PIXIT is needed
	
	

	    port 
	Value assigned by the SS
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	This media feature tag when used in a SIP request or a SIP response indicates that the function sending the SIP message supports Mission Critical Video (MCVideo) communication.
	RFC 3840 [33] clause 9


	

	  feature-param
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	This URN indicates that the device has the capabilities to support the Mission Critical Video (MCVideo) service.
	RFC 3840 [33] clause 9
	

	  feature-param
	"audio" 
	This feature tag indicates that the device supports audio as a streaming media type.
	RFC 3840 [33] subclause 10.1
	

	  feature-param
	"isfocus"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261 [22].
	
	

	P-Access-Network-Info
	Not present
	
	RFC 7315 [52]
	

	  access-net-specs
	
	
	
	

	Accept
	
	
	RFC 3261 [22]
	

	  media-range
	"application/sdp, application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	P-Preferred-Service
	
	
	RFC 6050 [31]
	

	  Service-ID
	"urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	P-Preferred-Identity
	
	
	RFC 3325 [32]
	

	  PPreferredID-value
	px_MCVideo_User_B_ID
	Contains the public user identity of the MCVideo user

Editor’s note: to be checked whether PIXIT is needed
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.icsi-ref=urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Accept-Contact
	
	
	RFC 3841 [29]
	

	  ac-value
	"+g.3gpp.mcvideo"
	
	
	

	  req-param
	"require"
	
	
	

	  explicit-param
	"explicit"
	
	
	

	Answer-Mode
	
	
	RFC 5373 [34]
	

	  answer-mode-value
	"Auto"
	
	
	AUTO

	  answer-mode-value
	"Manual"
	
	
	MANUAL

	Resource-Priority
	
	
	RFC 4412 [40]

RFC 7134 [57]

RFC 8101 [45]
	EMERGENCY-CALL or IMMPERIL-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	EMERGENCY-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <emergency-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	EMERGENCY-CALL

	  r-value
	"mcvideop.value"
	"value" set to the value of the <resource-priority-namespace> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration documents
	
	IMMPERIL-CALL

	  r-value
	"mcvideoq.value"
	"value" set to the value of the <resource-priority-priority> element contained in the <imminent-peril-resource-priority> element contained in the <OnNetwork> element of the MCVideo service configuration document
	
	IMMPERIL-CALL

	Content-Type
	
	
	RFC 5621 [58]
	

	  media-type
	"multipart/mixed"
	
	
	

	Content-Length
	
	
	
	

	  value
	length of message body
	
	RFC 3261 [22
	

	Message-body
	
	
	RFC 3261 [22]
	

	  MIME body part
	
	SDP message
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/sdp"
	
	
	

	    MIME-part-body
	SDP message as described in Table 6.1.1.11.3.3-2
	
	RFC 4566 [27]
	

	  MIME body part
	
	MCVideo Info
	
	

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-info+xml"
	
	
	

	    MIME-part-body
	McVideo-Info as described in Table 6.1.1.11.3.3-6
	
	
	

	  MIME body part
	
	Resource lists
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/resource-lists"
	
	RFC 5366 [35]
	PRIVATE-CALL

	    MIME-part-body
	Resource Lists as described in Table 6.1.1.11.3.3-7
	
	
	

	  MIME body part
	
	Location info
	TS 24.281 [26] clause F.3
	EMERGENCY-CALL or IMMPERIL-CALL

	    MIME-part-headers
	
	
	
	

	      MIME-Content-Type
	"application/vnd.3gpp.mcvideo-location-info+xml"
	
	
	

	   MIME-part-body      
	Location-info as described in Table 6.1.1.11.3.3-8
	
	
	


Table 6.1.1.11.3.3-2: SDP Message in SIP INVITE from the SS (Table 6.1.1.11.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Session description:
	
	
	
	

	  Protocol Version
	"0"
	v= line
	
	

	  Origin
	
	o= line
	
	

	    username
	px_MCVideo_User_B_ID
	Username of client sending message
	
	

	    sess-id
	"12345678"
	A numeric string such that the tuple of <username>, <sess-id>, <nettype>, <addrtype>, and <unicast-address> forms a globally unique identifier for the session.
	
	

	    sess-version
	"12345678"
	
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the unicast address of the UE
	
	

	    unicast-address
	px_MCVideo_IP_ConnectionAddressAll
	
	
	

	  Session Name
	at least one UTF-8-encoded character, or if no name is given, a single empty space
	s= line
	
	

	  Bandwidth
	
	b= line
	
	

	    bwtype
	"AS:"
	bwtype:bandwidth
	
	

	    bandwidth
	"38"
	kilobits per second;

Maximum AMR-WB at 23.85 kbps but limit to 12.65 kbps plus overhead
	TS 26.114 [64] Table K.6
	

	Time description
	
	
	
	

	  Timing
	
	t= line
	
	

	    start-time
	"0"
	
	
	

	    stop-time
	"0"
	
	
	

	Media descriptions
	
	
	
	

	  media description
	
	m= line

media = audio (video?)
	RFC 4867 [59]
	

	    media
	"audio"
	
	
	

	    port
	"49152"
	The transport port to which the media stream is sent
	RFC 6335 [63] subclause 6
	

	    proto
	"RTP/AVP"
	
	
	

	    fmt
	"99"
	RTP/AVP payload type for AMR-WB is dynamic
	
	

	  media title
	"speech"
	i= line
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressAudio
	
	
	

	  media attribute
	
	a= line

attribute = rtpmap
	
	

	    rtpmap
	"rtpmap"
	
	
	

	      payload type
	"99"
	
	
	

	      encoding name
	"AMR-WB"
	
	
	

	      clock rate
	16000
	
	RFC 4867 [59] subclause 8.3
	

	      encoding parameter
	"1" if present
	Channel number
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"99"
	
	
	

	      format specific parameters
	
	Parameters of WB-AMR codec
	
	

	        mode-change-capability
	"2"
	To be able to interoperate fully with gateways to circuit switched networks
	RFC 4867 [59] subclause 8.2
	

	        max-red
	"0"
	No redundancy will be used
	RFC 4867 [59] subclause 8.2
	

	  media attribute
	
	a= line

attribute =ptime
	
	

	    ptime
	"20"
	packet time
	
	

	  media attribute
	
	a= line

attribute =maxptime
	
	

	    maxptime
	"240"
	maximum packet time
	
	

	  media description
	
	m= line

media = application

SDP media-level section for a media-floor control entity
	
	

	    media
	"application"
	
	
	

	    port
	"49153"
	The port for the media-floor control entity
	
	

	    proto
	"udp"
	
	
	

	    fmt
	"MCVideo"
	
	
	

	  Connection Data
	
	c= line
	
	

	    nettype
	"IN"
	
	
	

	    addrtype
	"IP4"
	This depends on the connection address
	
	

	    connection-address
	px_MCVideo_IP_ConnectionAddressApp
	
	
	

	  media attribute
	
	a= line

attribute = fmtp
	
	

	    fmtp
	
	
	
	

	      format
	"MCVideo"
	
	
	

	      format specific parameters
	
	
	
	

	        mc_queueing
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_priority
	"5"
	Any integer value in the range of 1..255
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_granted
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	        mc_implicit_request
	Present
	Parameter has no value
	TS 24.380 [10]
cl. 12.1.2.3
	

	  media attribute
	
	a= line

attribute = key-mgmt
	
	PRIVATE-CALL

	    key-mgmt
	
	
	TS 24.281 [26] subclause 6.2.1
	

	      mikey
	MIKEY-SAKKE I_MESSAGE as specified in Table 6.1.1.11.3.3-3, 6.1.1.11.3.3-4, and 6.1.1.11.3.3-5
	
	RFC 4567 [44]
	


Table 6.1.1.11.3.3-3: MIKEY-SAKKE I_MESSAGE (CSK distribution) (Table 6.1.1.11.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-1

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] clause F.2.
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map info {
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	1
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	

	}
	
	
	


Table 6.1.1.11.3.3-4: MIKEY-SAKKE I_MESSAGE (Private call) (Table 6.1.1.11.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-2

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0001xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	‘00000010’B
	the CS ID of the crypto session
	

	    Prot type
	0
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	1
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	specifies the SSRC that MUST be used for the crypto session
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	

	      SEQ
	
	current/initial sequence number
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_A_ID
	MCVideo ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _User_B_ID
	MCVideo ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the initiating user
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	px_ MCVideo _KMS
	the URI of the MCVideo KMS used by the terminating user
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      Type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      Type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      Type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      Type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	  SAKKE data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	encapsulate the PCK to the UID generated from the MCVideo ID of the terminating user
	
	

	}
	
	
	


Table 6.1.1.11.3.3-5: MIKEY-SAKKE I_MESSAGE (GMK Distribution) (Table 6.1.1.11.3.3-2)

	Derivation path: TS 36.579-1, Table 5.5.9.1-3

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	MIKEY Common Header {
	Any
	
	
	

	  version
	‘00000001’B
	
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	
	

	  V
	‘0’B
	
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	
	

	  CSB ID
	CSK-ID
	32 bits

See TS TS 33.180 [30] clause F.2.
	
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	
	

	  CS ID map type
	2
	GENERIC-ID
	
	

	  CS ID map info {
	
	
	
	

	    CS ID
	‘00000001’B
	the CS ID of the crypto session

8 bits
	
	

	    Prot type
	0
	SRTP

the security protocol to be used for the crypto session
	
	

	    S
	1
	the ROC and SEQ fields are provided
	
	

	    #P
	1
	the number of security policies provided for the crypto session
	
	

	    Ps {
	
	lists the policies for the crypto session
	
	

	      Policy_no_1
	'00000001'B
	a policy no that corresponds to the policy_no of a SP payload
	
	

	    }
	
	
	
	

	    Session Data Length
	
	16 bits

the length of Session Data (in bytes).  For the Prot type SRTP, Session Data MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message.
	
	

	    Session Data {
	
	session data for the crypto session
	
	

	      SSRC
	
	specifies the SSRC (Synchronization Source Identifier) that MUST be used for the crypto session
	
	

	      ROC
	
	current/initial rollover counter.  If the session has not started, this field is set to '0'
	
	

	      SEQ
	
	current/initial sequence number
	
	

	    }
	
	
	
	

	    SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it has to be provided in the response message
	
	

	    SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	
	

	  }
	
	
	
	

	}
	
	
	
	

	Timestamp Payload (T) {
	
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	
	

	  TS Value
	3710502000
	A randomly chosen value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	
	

	}
	
	
	
	

	RAND Payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRi
	
	

	  RAND len
	‘00010000’B
	It should be at least 16 Bytes
	
	

	  RAND
	128-bit random number
	
	
	

	}
	
	
	
	

	IDRi payload {
	
	
	
	

	  Next payload
	‘00001110’B


	Next payload is IDRr
	
	

	  ID Role
	1
	Initiator (IDRi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_User_A_ID
	MCVideo ID

See TS TS 33.180 [30] clause E.3
	
	

	}
	
	
	
	

	IDRr payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsi
	
	

	  ID Role
	2
	Responder (IDRr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_Server_A_URI
	MDSI of the MCVideo Domain
	
	

	}
	
	
	
	

	IDRkmsi payload {
	
	
	
	

	  Next payload
	‘00001110’B
	Next payload is IDRkmsr
	
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the initiating user
	
	

	}
	
	
	
	

	IDRkmsr payload {
	
	
	
	

	  Next payload
	‘00001010’B
	Next payload is Security Properties
	
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	
	

	  ID Type
	1
	URI
	
	

	  ID len
	Length of ID Data
	
	
	

	  ID data
	px_MCVideo_KMS
	the URI of the MCVideo KMS used by the terminating user
	
	

	}
	
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	
	

	  Policy no
	'00000001'B
	Random nr
	
	

	  Prot type
	0
	SRTP (Secure Real-time Transport Protocol )
	
	

	  Policy param length
	
	
	
	

	  Policy param {
	
	
	
	

	    {
	
	
	
	

	      Type
	0
	Encryption Algorithm
	
	

	      length
	
	
	
	

	      value
	6
	AES-GCM (Efficient Authenticated Encryption for Galois/Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	1
	Session encryption key length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	4
	Session salt key length
	
	

	      length
	
	
	
	

	      value
	12
	12 octets
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	5
	SRTP PRF 
	
	

	      length
	
	
	
	

	      value
	0
	AES-CM (Efficient Authenticated Encryption for Counter Mode)
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	6
	Key derivation rate
	
	

	      length
	
	
	
	

	      value
	0
	No session key refresh.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	13
	ROC transmission rate
	
	

	      length
	
	
	
	

	      value
	1
	ROC transmitted in every packet.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	18
	SRTP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	4
	4 octets for transmission of ROC
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	19
	SRTCP Authentication tag length
	
	

	      length
	
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	
	

	    }
	
	
	
	

	    {
	
	
	
	

	      Type
	20
	AEAD authentication tag length
	
	

	      length
	
	
	
	

	      value
	16
	16 octets
	
	

	    }
	
	
	
	

	  }
	
	
	
	

	}
	
	
	
	

	SAKKE payload {
	
	
	
	

	  Next payload
	‘00000100’B
	Next payload is SIGN
	
	

	  SAKKE params {
	1
	RFC 6509 [23], Appendix A
	
	

	    n
	128
	
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	
	

	  }
	
	
	
	

	  ID scheme
	'URI Scheme'
	
	
	

	  SAKKE data length
	
	16 bits

length of SAKKE data (in bytes)
	
	

	..SAKKE data
	encapsulate the CSK to the UID generated from the MDSI of the MCVideo Domain
	
	
	

	}
	
	
	
	

	SIGN (ECCSI) payload {
	
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	
	

	  S type
	2
	ECCSI signature (Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption) 
	
	

	  S data
	
	contains a signature in the SIGN payload, which is based on the user identity (UID) of the MCVideo User. This identity is derived from the MCVideo ID of the user and a time-related parameter (e.g. the current year and month).
	
	

	}
	
	
	
	


Table 6.1.1.11.3.3-6: MCVideo-INFO in SIP INVITE from SS (Table 6.1.1.11.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.2.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	mcvideoinfo
	
	
	
	

	  mcvideo-Params
	
	
	
	

	    mcvideo-access-token
	not present
	
	
	

	    session-type
	"prearranged"
	
	
	GROUP-CALL

	
	"private"
	
	
	PRIVATE-CALL

	    mcvideo-request-uri
	px_MCVideo_User_A_ID
	The URI of the called user
	
	

	    mcvideo-calling-user-id
	px_MCVideo_User_B_ID
	The URI of the calling user
	
	

	    mcvideo-called-party-id
	not present
	
	
	

	    mcvideo-calling-group-id
	px_MCVideo_Group_A_ID
	The URI of the group
	
	GROUP-CALL

	
	not present
	
	
	PRIVATE-CALL

	    required
	not present
	
	
	

	    emergency-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-CALL

	    alert-ind
	not present
	
	
	

	
	"true"
	
	
	EMERGENCY-ALERT

	    imminentperil-ind
	not present
	
	
	

	
	"true"
	
	
	IMMPERIL-CALL

	    broadcast-ind
	not present
	
	
	

	    mc-org"
	not present
	
	
	

	    floor-state
	not present
	
	
	

	    associated-group-id
	not present
	
	
	

	    originated-by
	not present
	
	
	

	    MKFC-GKTPs
	not present
	
	
	

	    mcvideo-client-id
	not present
	
	
	

	    alert-ind-rcvd
	not present
	
	
	

	    anyExt
	not present or any allowed value
	
	TS 24.281 [26], subclause F.1.3
	


Table 6.1.1.11.3.3-7: Resource-lists in SIP INVITE from the SS (Table 6.1.1.11.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.3.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	resource-lists
	
	
	
	

	  list
	
	
	
	

	    entry
	px_MCVideo_User_A_ID
	The MCVideo ID of the invited user
	
	


Table 6.1.1.11.3.3-8: Location-info in SIP INVITE from SS (Request sent by SS) (Table 6.1.1.11.3.3-1)

	Derivation Path: TS 36.579-1, Table 5.5.3.4.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	location-info
	
	
	
	

	  Request
	
	
	
	

	    RequestID
	"1"
	The RequestID that the MCVideo Client will reference in the Report
	
	


Table 6.1.1.11.3.3-9: SIP 100 (Trying) from UE (Step 2a1, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.16.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"100"
	
	
	

	  Reason-Phrase
	"Trying"
	This response indicates that the request has been received by the next-hop server and that some unspecified action is being taken on the behalf of this call  (for example, consulting a database).
	
	

	Date
	
	
	TS 24.229: Table A.48, [26] 20.17
	

	Via
	
	
	
	

	  via-parm
	same value as received in INVITE message
	
	
	

	From
	 
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Content-Length
	
	
	
	

	  value
	"0"
	No message body included - end of SIP message
	
	


Table 6.1.1.11.3.3-10: SIP 183 (Session in Progress) from UE (Step 2a2, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.16.3.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"183"
	
	
	

	  Reason-Phrase
	"Session progress"
	
	
	

	Record-Route
	
	
	RFC 3261 [22]
	

	  rec-route
	same as received in INVITE message
	
	
	

	Via
	same as received in INVITE message
	
	RFC 3261 [22]

RFC 3581 [55]
	

	Require
	
	
	
	

	  option-tag
	"100rel"
	
	
	

	From
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in the request or any value  if missing in the request. 
	
	
	

	Contact
	
	
	
	

	  addr-spec
	SIP URI
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"audio"
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"norefersub"
	
	
	

	Rseq
	
	
	
	

	  response-num
	previous RSeq number sent in the same direction incremented by one
	
	
	

	Call-ID 
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq   
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	P-Answer-State
	if present
	
	
	

	  value
	"unconfirmed"
	
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	
	
	
	

	    user-info and host
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	    port
	not present
	
	
	

	Content-Length
	if present
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included
	
	


Table 6.1.1.11.3.3-11: SIP PRACK from the SS (Step 3a1, 5a1,Table 6.1.1.11.3.2-1)
	Derivation Path: TS 36.579-1, Table 5.5.2.10.2-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line 
	
	
	RFC 3261 [22]
	

	  Method
	"PRACK"
	
	
	

	  Request-URI
	same URI as the UE has sent earlier in the Contact header of a response within the same dialog
	Contact URI of the UE ("callee")
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	same as in the INVITE but with updated via-branches
	see Table 5.5.2.5.2-1
	RFC 3261 [22]
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	same URI as in the From-header of the INVITE
	remote URI of the dialog (from the UE's point of view)
	
	

	  tag
	same tag as in the From-header of the INVITE
	remote tag of the dialog (from the UE's point of view)
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	same URI as in the To-header of the INVITE
	local URI of the dialog (from the UE's point of view)
	
	

	  tag
	same tag as in the To-header of the response which has established the dialog
	local tag of the dialog (from the UE's point of view)
	
	

	Call-ID 
	
	
	RFC 3261 [22]
	

	  callid
	Same value as in INVITE
	Call-Id of the dialog
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"PRACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261.
	
	

	RAck
	
	
	RFC 3261 [22]
	

	  response-num
	same value as in RSeq header of the reliable response
	
	
	

	  cseq-num
	same value as in CSeq of reliable response
	
	
	

	  method
	same value as in CSeq of reliable response
	
	
	

	Content-Length 
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included
	
	


Table 6.1.1.11.3.3-12: SIP 200 (OK) from UE (Step 5a2, 7, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.1-1 

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Allow
	
	
	TS 24.229: [26] 20.5
	

	Date
	
	
	TS 24.229: Table A.48, [26] 20.17
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	Content-Disposition
	
	
	TS 24.229: [26] 20.11
	

	Content-Encoding
	
	
	TS 24.229: [26] 20.12
	

	Content-ID
	
	
	TS 24.229: [256] 3.2
	

	Content-Language
	
	
	TS 24.229: [26] 20.13
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	        SDP Message
	As described in Table 6.1.1.11.3.3-2
	
	
	


Table 6.1.1.11.3.3-13: SIP 180 (Ringing) from the UE (Step 4a1, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.2.16.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	  Status-Code
	"180"
	
	
	

	  Reason-Phrase
	"Ringing"
	
	
	

	Record-Route
	
	
	RFC 3261 [22]
	

	  rec-route
	same as received in INVITE message
	
	
	

	Via
	same as received in INVITE message
	
	RFC 3261 [22]

RFC 3581 [55]
	

	From
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in INVITE message
	
	
	

	To
	
	
	
	

	  addr-spec
	same value as received in INVITE message
	
	
	

	  tag
	same value as received in the request or any value  if missing in the request. 
	
	
	

	Contact 
	
	
	
	

	  addr-spec
	SIP URI
	
	
	

	    user-info and host
	IP address or FQDN (px_MCVideo_Client_A_ID)
	
	
	

	    port
	protected server port of UE
	as assigned during registration
	
	

	  feature-param
	"audio"
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn-7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"norefersub"
	
	
	

	Rseq
	
	
	
	

	  response-num
	previous RSeq number sent in the same direction incremented by one
	
	
	

	Call-ID 
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Content-Length
	if present
	
	
	

	  value
	"0"
	No message body included
	
	


Table 6.1.1.11.3.3-14: SIP ACK from the SS (Steps 8, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1 Table 5.5.2.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"ACK"
	
	
	

	  Request-URI
	px_MCVideo_Client_B_ID
	
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	px_MCVideo_Client_B_ID":14000"
	
	
	

	  via-branch
	"z9hG4bkmcvideoss2"
	Value starting with 'z9hG4bk'
	
	

	Route
	not present
	
	RFC 3261 [22]
	

	  route-param
	not present
	
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"1"
	Local tag of the dialog ID 
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	px_MCVideo_CT_call_ID
	Same value as in request message
	
	

	Cseq
	
	
	RFC 3261 [22]
	

	  value
	"4711"
	Same value as in request message
	
	

	  method
	"ACK"
	
	
	

	Max-Forwards
	
	
	RFC 3261 [22]
	

	  value
	"70"
	The recommended initial value is 70 in RFC 3261
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.11.3.3-15: Media Transmission Notification from the SS (Steps 9, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.7-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	“x0110”
	Server ( client
	TS 24.581, Table 9.2.2.1-2
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	User-id=URI

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	?
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field carries the MCVideo ID of the user transmitting the media.

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	?
	RFC 3550[3]
	

	Permission to Request the Transmission
	“00000101”
	The Permission to Request the Transmission field indicates whether receiving parties are allowed to request the transmission. 

The <Permission to Request the Transmission length> value is a binary value and has the value '2' indicating the total length in octets of the <Duration> value item.

The <Permission to Request the Transmission> value is binary and coded as follows:

0
The receiver is not permitted to request transmission.

1 The receiver is permitted to request transmission.
	TS 24.581, clause 9.2.3.7,          Table 9.2.3.1-1
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.2.3.3-16: Receive Media Request from the UE (Steps 12, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.1.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.6

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	

	Reception Priority
	24-bit binary value (8 bits are spare)
	Describes the level of reception priority requested in a Reception Request message or granted in a Reception Granted message. The max reception priority that can be requested in a Reception Request message is negotiated between the transmission control participant and the transmission control server
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority field ID
	8-bit binary value
	Uniquely identifies the instance of the Reception Priority Field
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority length
	“00000010”
	Indicates the total length in octets of the < Reception Priority> value item and the spare bits.
	TS 24.581, Table 9.2.3.19
	

	  Reception Priority value
	8-bit binary value
	The reception priority ('0' to '255') where '0' is the lowest reception priority and '255' is the highest reception priority. If the Reception Priority field is not included in the message the default reception priority is used as the Reception Priority value. The value of the default reception priority is '0'. The default reception priority is sometimes referred to as normal reception priority.
	TS 24.581, Table 9.2.3.19
	

	Track Info
	“00001011”
	The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function.

The Track Info field contains the path a transmission control message has been routed along with the priority and the queueing capability of the MCVideo client.

The <Track Info length> value is a binary value and has a value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Track Info Field ID
	8 bit binary value
	Uniquely identifies an instance of the Track Info Field
	TS 24.581, clause 9.2.3.13
	

	  Track Info Length
	8 bit binary value
	A value indicating the total length in octets of the <Queueing Capability> value and one or more <Transmission Participant Reference> value items.
	TS 24.581, clause 9.2.3.13
	

	  Queueing Capability
	8 bit binary value = 

“00000000”
or 
“00000001”
	The <Queueing Capability> value is an 8 bit binary value where:

'0'
the transmission participant in the MCVideo client does not support queueing

'1' the transmission participant in the MCVideo client supports queueing
	TS 24.581, clause 9.2.3.13
	

	  Participant Type Length
	8 bit binary value 
	Set to the length of the <Participant Type> value
	TS 24.581, clause 9.2.3.13
	

	  Participant Type
	Participant-type = 1* (%x20-7E/UTF-NONASCII)
	If the length of the <Participant Type> value is not a multiple of 4 bytes, the <Participant Type> value is padded to a multiple of 4 bytes. The value of the padding bytes is set to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.13
	

	  Transmission Participant Reference
	A 32 bit binary value 
	Contains a reference to the transmission participant in the non-controlling MCVideo function of a MCVideo Group.

The reference to the transmission participant is a value only understandable by the transmission control server interface in the non-controlling MCVideo function of an MCVideo group
	TS 24.581, clause 9.2.3.13
	


Table 6.1.1.11.3.3-17: Receive Media Response from the SS (Steps 13, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1, Table 5.5.11.2.8-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-1
	

	PT=AP=204
	
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission participant requesting the reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1
	

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	Name
	“MCV1”
	Listed in diagram of field layout, but nit in definition of elements
	TS 24.581, clause 9.2.15
	

	Result
	
	Indicates whether media reception is possible as per the request
	
	

	Reject Cause
	
	Includes the reason for the rejecting the media receive request and can be followed by a text-string explaining why the media receive request was rejected. Therefore the length of the packet will vary depending on the size of the application dependent field
	
	

	  Reject Cause Field ID
	8-bit binary value
	Uniquely identifies the instance of the Reject Cause Field
	
	

	  Reject Cause length
	8-bit binary value
	Indicates the total length in octets of the <Reject Cause > value and the <Reject Phrase> value items excluding any padding octets. If the length field is set to '2', there is no <Reject Phrase> value in the Reject Cause field.
	
	

	  Reject Cause value
	16-bit binary value
	The <Reject cause> value set to… 

'2' indicates that the transmission control server cannot grant the receive media request due to an internal error.

'4' indicates that the transmission control server cannot grant the receive media request, because timer T9 (Retry-after) has not expired after permission to send media has been revoked.

'5' indicates that the transmission control server cannot grant the receive media request, because the requesting party only has send privilege.

'6' indicates that the transmission control server cannot grant the receive media request due to congestion. 

'255' indicates that the transmission control server does not grant the receive media request due to the transmission control server local policy
	TS 24.3581, clause 9.2.15.2
	

	  Reject Phase
	Length of the packet will vary depending on the size of the application dependent field
	A text string encoded the text string in the SDES item CNAME (specified in RFC 3550 [3])
	TS 24.3581, clause 9.2.3.4
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies andf instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


 Table 6.1.1.11.3.3-18: Media Reception End Request from UE (Step 15, Table 6.1.1.11.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.3.3-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server or the transmission control participant requesting the end of reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	User ID
	User-id=URI
	The User ID field is used to carry the identity of the user who is requesting the reception of the media  

Note: If the length of the <User ID> value is not (2 + multiple of 4) bytes User ID field shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes is to zero. The padding bytes are ignored by the receiver.
	TS 24.581, clause 9.2.3.8
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	

	Transmission Indicator
	“00001101”
	The Transmission Indicator contains additional information about a received transmission control message.

The <Transmission Indicator field ID> value is a binary value and is set according to table 9.2.3.1-1.

The <Transmission Indicator Length> value is a binary value and has the value '2'.

The <Transmission Indicator> value is a 16 bit bit-map. When set to 1 these meanings apply:

A
=  Normal call

B
=  Broadcast group     
    call

C
=  System call

D
=  Emergency call

E   = Imminent peril call
	TS 24.581, clause 9.2.3.11
	

	  Transmission Indicator field ID
	An 8-bit binary value set according to TS 24.581, Table 9.2.3.1-1.
	Uniquely identifies an instance of the Transmission Indicator Field 
	TS 24.581, Table 9.2.3.1-1-1
	

	  Transmission Indicator Length
	“00000010”
	An 8-bit binary value (2 in binary)
	TS 24.581, Table 9.2.3.1-1-1
	


Table 6.1.1.11.3.3-19: Reception Control ACK from SS (Step 16, Table 6.1.1.11.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.2.10-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	Length, in bits, of the Reception Control ACK message.
	TS 24.581, Table 9.1.2
	

	SSRC
	
	Carries the SSRC of the transmission participant or transmission server sending the Reception control ack.
	IETF RFC 3550 [3].
	

	Source
	‘0’
	The source of the message.
	IETF RFC 3550 [3].
	

	Message Name
	“MCV2”
	The transmission control message name that is being acknowledged and is coded.
	TS 24.581, Table 9.2.3.18
	

	Message Type
	‘2’
	The transmission control message type that is being acknowledged and is coded.
	TS 24.581, Table 9.2.3.10
	


Table 6.1.1.1.3.3-20: Media Reception End Response from SS (Step 17, Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.11.3.4-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Subtype
	x0110
	Server ( client
	TS 24.581, Table 9.2.2.1-3
	

	Length
	
	The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol
	TS 24.581, clause 9.1.2
	

	SSRC
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC field carries the SSRC of the transmission control server or the transmission control participant requesting the end of reception of the media from another user.
	RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	  SSRC Field ID
	8-bit binary value
	Uniquely identifies the instance of the SSRC of the user transmitting the media
	
	TS 24.581, clause 9.2.3.16, Table 9.2.3.1-1

	  SSRC length
	“00000110”
	8-bit binary value
	
	

	  SSRC value
	16-bit binary value
	Specifies the total length of the SSRC Field (?)
	RFC 3550[3]
	

	SSRC of Transmitter
	A random 32-bit number that is required to be globally unique within an RTP session
	The SSRC of transmitter field carries the SSRC of the user transmitting the media.


	TS 24.581, clause 9.2.3.16

RFC 3550 [3], Appendix 6 shows how to generate a random 32-bit identifier
	

	Media ID
	
	The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.
	TS 24.581, clause 9.2.3.x
	


Table 6.1.1.11.3.3-21: SIP BYE from UE (Step 19, Table 6.1.1.1.3.2-1)

	Derivation Path: 36.579-1 [2], Table 5.5.2.2.1-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Request-Line
	
	
	RFC 3261 [22]
	

	  Method
	"BYE"
	
	
	

	  Request-URI
	px_MCVideo_sesson_A_ID
	The URI of the MCVideo session identity to leave
	
	

	  SIP-Version
	"SIP/2.0"
	
	
	

	Via
	
	
	RFC 3261 [22]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as in INVITE message
	
	
	

	  via-branch
	any allowed value
	Value starting with 'z9hG4bK'
	
	

	Route
	
	
	RFC 3261 [22]
	

	  route-param
	px_MCVideo_PCSCF_A_URI":4060;lr"
	URIs of the Record-Route header response in reverse order
	
	

	From
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Client_A_ID
	The URI of the UE
	
	

	  tag
	"1"
	Local tag of the dialog ID
	
	

	To
	
	
	RFC 3261 [22]
	

	  addr-spec
	px_MCVideo_Server_A_URI
	The URI of the SS
	
	

	  tag
	"2"
	Remote tag of the dialog ID
	
	

	Call-ID
	
	
	RFC 3261 [22]
	

	  callid
	same value as in INVITE message
	
	
	

	CSeq
	
	
	RFC 3261 [22]
	

	  value
	value of CSeq sent by the endpoint within its previous request in the same dialog but increased by one
	
	
	

	  method
	"BYE"
	
	
	

	Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Proxy-Require
	
	
	RFC 3261 [22]

RFC 3329 [50]
	

	  option-tag
	"sec-agree"
	
	
	

	Max-Forwards
	
	
	RFC 3261[22]
	

	  value
	any allowed value
	Non-zero value
	
	

	P-Access-Network-Info
	
	
	RFC 7315 [52]

RFC 7913 [51]
	

	  access-net-spec
	any allowed value
	Access network technology and, if applicable, the cell ID
	
	

	P-Asserted-Identity
	
	
	RFC 3325 [32]
	

	  addr-spec
	px_MCVideo_User_A_ID
	The URI of the UE
	
	

	Content-Length
	
	
	RFC 3261 [22]
	

	  value
	"0"
	No message body included - end of SIP message
	
	

	Content-Type
	
	
	TS 24.229: [26] 20.15
	


Table 6.1.1.11.3.3-22: SIP 200 (OK) from SS (Step 20, Table 6.1.1.11.3.2-1)

	Derivation Path: TS 36.579-1 [2], Table 5.5.2.17.1.2-1

	Information Element
	Value/remark
	Comment
	Reference
	Condition

	Status-Line
	
	
	
	

	  SIP-Version 
	"SIP/2.0"
	
	
	

	  Status-Code 
	"200"
	
	
	

	  Reason-Phrase
	"OK"
	
	
	

	Allow
	
	
	TS 24.229: [26] 20.5
	

	Date
	
	
	TS 24.229: Table A.48, [26] 20.17
	

	Via
	
	Via header for the P-CSCF that communicates with the called party.

same value as received in INVITE message
	RFC 3261 [22]

RFC 3581 [55]
	

	  sent-protocol
	"SIP/2.0/UDP"
	
	
	

	  sent-by
	same value as received in INVITE
	IP address or FQDN and protected server port of the UE
	
	

	  via-branch
	same value as received in INVITE
	Value starting with 'z9hG4bK'
	
	

	Record-Route
	
	
	
	

	  rec-route
	px_MCVideo_PCSCF_A_URI":4060;lr"
	Same value as received in INVITE
	
	

	From
	
	
	
	

	  addr-spec
	px_MCVideo_Client_A_ID
	
	
	

	  tag
	"1"
	Serves as a general mechanism for dialog identification.
	
	

	To
	
	
	
	

	  addr-spec
	px_MCVideo_Server_A_URI
	
	
	

	  tag
	"2"
	Serves as a general mechanism for dialog identification.
	
	

	P-Asserted-Identity
	
	
	
	

	addr-spec
	px_MCVideo_User_A_ID
	
	
	

	Contact
	
	
	
	

	  addr-spec 
	px_MCVideo_Client_A_ID
	
	
	

	  feature-param
	"+g.3gpp.mcvideo"
	
	
	

	  feature-param
	"+g.3gpp.icsi-ref= urn:urn- 7:3gpp-service.ims.icsi.mcvideo"
	
	
	

	  feature-param
	"isfocus"
	
	
	

	  feature-param
	"audio"
	
	
	

	Call-ID
	
	
	
	

	  callid
	same value as received in INVITE message
	
	
	

	CSeq
	
	
	
	

	  value
	same value as received in INVITE message
	
	
	

	Require 
	
	
	
	

	  option-tag
	"timer"
	
	
	

	Session-Expires
	
	
	
	

	  generic-param
	"3600"
	
	
	

	  refresher
	"uac"
	
	
	

	Supported
	
	
	
	

	  option-tag
	"tdialog"
	
	
	

	  option-tag
	"norefersub"
	
	
	

	  option-tag
	"explicitsub"
	
	
	

	  option-tag
	"nosub"
	
	
	

	Feature-Caps
	Not Present or Any allowed value
	
	RFC 6809 [81]
	

	  fcap-name
	
	
	
	

	Content-Type
	"application/sdp"
	
	RFC 5621 [58]
	

	  Content-Length
	length of message-body 
	
	RFC 3261 [22]
	

	Content-Disposition
	
	
	TS 24.229: [26] 20.11
	

	Content-Encoding
	
	
	TS 24.229: [26] 20.12
	

	Content-ID
	
	
	TS 24.229: [256] 3.2
	

	Content-Language
	
	
	TS 24.229: [26] 20.13
	

	  Message-body
	
	
	RFC 3261 [22]
	

	    MIME-Version
	
	
	TS 24.229: [26] 20.24
	

	    MIME-Content-Type
	"application/sdp"
	
	RFC 4566 [27]
	

	        SDP Message
	As described in Table 6.1.1.11.3.3-2
	
	
	



6.1.1.12
On-network / On-demand Pre-arranged Group Call / Transmission Control State Transitions / Client Originated (CO)
6.1.1.13
On-network / On-demand Pre-arranged Group Call / Reception Control State Transitions / Client Terminated (CT)


<END OF CHANGES>
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