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<start of first change>

9.1.7
Service request

9.1.7.1
Service request / IDLE mode uplink user data transport / Rejected / Restricted service area, Abnormal / T3517, T3525
9.1.7.1.1
Test Purpose (TP)

(1)

with { the UE is in 5GMM-REGISTERED state and 5GMM-IDLE state over 3GPP access }

ensure that {

when { UE has uplink user data pending }

then { the UE sends a SERVICE REQUEST message }

}

(2)

with { the UE sent a SERVICE REQUEST message }

ensure that {

when { UE receives a SERVICE REJECT message including an appropriate 5GMM cause value #28(Restricted service area) }

then { the UE performs the mobility registration update procedure }

}

(3)

with { the UE is in 5GMM-REGISTERED state and 5GMM-IDLE mode }

ensure that {

  when { T3517 expired}

    then { the UE increases the service request attempt counter, aborts the procedure and release locally any resources allocated for the service request procedure }

            }

(4)

with { the UE is in 5GMM-REGISTERED state and 5GMM-IDLE mode }

ensure that {

  when { the service request attempt counter is equal to 5}

    then { the UE starts timer T3525 and not attempts service request until expiry of T3525}

            }

9.1.7.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.501, clause 5.6.1.1, 5.6.1.5 and 5.6.1.7. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501, clause 5.6.1.1]

The purpose of the service request procedure is to change the 5GMM mode from 5GMM-IDLE to 5GMM-CONNECTED mode, and/or to request the establishment of user-plane resources for PDU sessions which are established without user-plane resources. In latter case, the 5GMM mode can be the 5GMM-IDLE mode or the 5GMM-CONNECTED mode if the UE requires to establish user-plane resources for PDU sessions. 
…

The UE shall invoke the service request procedure when:

…

d)
the UE, in 5GMM-IDLE mode over 3GPP access, has uplink user data pending;

If one of the above criteria to invoke the service request procedure is fulfilled, then the service request procedure shall only be initiated by the UE when the following conditions are fulfilled:

-
its 5GS update status is 5U1 UPDATED, and the TAI of the current serving cell is included in the TAI list; and

-
no 5GMM specific procedure is ongoing.

The UE shall not invoke the service request procedure when the UE is in the state 5GMM-SERVICE-REQUEST-INITIATED.
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Figure 5.6.1.1.1: Service Request procedure

[TS 24.501, clause 5.6.1.5]

If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE including an appropriate 5GMM cause value and stop timer T3517.

…

If the AMF determines that the UE is in a non-allowed area or is not in an allowed area as specified in subclause 5.3.5, then:

a)
if the service type IE in the SERVICE REQUEST message is set to "signalling" or "data", the AMF shall send a SERVICE REJECT message with the 5GMM cause value set to #28 "Restricted service area";

…

The UE shall take the following actions depending on the 5GMM cause value received in the SERVICE REJECT message.

#28
(Restricted service area).


The UE shall enter the state 5GMM-REGISTERED.NON-ALLOWED-SERVICE, and perform the registration procedure for mobility and periodic registration update (see subclause 5.3.5 and 5.5.1.3).

[TS 24.501, clause 5.6.1.7]

The following abnormal cases can be identified:

a)
T3517 expired.


The UE shall enter the state 5GMM-REGISTERED.


If the UE triggered the service request procedure in 5GMM-IDLE mode and the service type of the SERVICE REQUEST message was not set to "emergency services fallback", then the 5GMM sublayer shall increment the service request attempt counter, abort the procedure and release locally any resources allocated for the service request procedure. The service request attempt counter shall not be incremented, if:

1)
the service request procedure is initiated to establish an emergency PDU session;

2)
the UE has an emergency PDU session established;
3)
the UE is a UE configured for high priority access in selected PLMN; or
4)
the service request is initiated in response to paging or notification from the network. 

If the service request attempt counter is greater than or equal to 5, the UE shall start timer T3525. Additionally, if the service request was initiated for an MO MMTEL voice call, a notification that the service request was not accepted due to the UE having started timer T3525 shall be provided to the upper layers. 

NOTE 1:
This can result in the upper layers requesting implementation specific mechanisms, e.g. the MMTEL voice call being attempted to another IP-CAN, or establishment of a CS voice call (if supported and not already attempted in the CS domain).


The UE shall not attempt service request until expiry of timer T3525 unless:

1)
the service request is initiated in response to paging or notification from the network;

2
the UE is a UE configured for high priority access in selected PLMN;

3)
the service request is initiated to establish an emergency PDU session;

4)
the UE has an emergency PDU session established; or

5)
the UE is registered in a new PLMN.

NOTE 2:
The NAS signalling connection can also be released if the UE deems that the network has failed the authentication check as specified in subclause 5.4.1.3.7.
9.1.7.1.3
Test description

9.1.7.1.3.1
Pre-test conditions

System Simulator:

-
NGC Cell A and NGC Cell B belonging to the same PLMN and different TA in accordance with TS 38.508-1 [4] Table 6.3.2.2-1, default system information in accordance with TS 38.508-1 [4] clause 4.4.3.1.2.

UE:

None.

Preamble:

-
The UE is in state 3N-A with UE test loop mode B active (T_delay_modeB = 5) according to TS 38.508-1 [4].

9.1.7.1.3.2
Test procedure sequence

Table 9.1.7.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- NGC Cell A as the "Serving cell".

- NGC Cell B as a "Non-Suitable cell".
	-
	-
	-
	-

	2
	The SS transmits one IP Packet to the UE.
	<--
	IP packet
	-
	-

	3
	The SS waits 1 second after the IP packet has been transmitted in step 2 and then transmits an RRCRelease message. (Note 1)
	-
	-
	-
	-

	4
	Check: Does UE transmit a SERVICE REQUEST message with Service type IE set to ‘data’? (Note 2)
	-->
	SERVICE REQUEST
	1
	P

	5
	The SS transmits a SERVICE REJECT message with 5GMM cause = "Restricted service area ".
	<--
	SERVICE REJECT
	-
	-

	6
	The SS releases the RRC connection.
	-
	-
	-
	-

	7
	The SS configures:

- NGC Cell A as the "Serving cell".

- NGC Cell B as a "Suitable neighbour cell”.
	-
	-
	-
	-

	8
	Check: Does the UE perform mobility registration updating on NGC Cell B as specified in TS 38.508-1 [4] Table 4.9.5.2.2-1, 'connected without release'?
	-
	-
	2
	-

	
	EXCEPTION:
Steps 9 to 10 are repeated for 5 times.
	-
	-
	-
	-

	9
	The UE transmits a SERVICE REQUEST message. 
	-->
	SERVICE REQUEST
	-
	-

	10
	Check: Does the UE transmit a SERVICE REQUEST message before T3517 expires?
	-
	-
	3
	F

	11
	Check: Does the UE transmits a SERVICE REQUEST message within 60 seconds (minimum value of T3525)?
	-->
	SERVICE REQUEST
	4
	F

	Note 1: 
The 1 second delay is used to secure that the UE have received and forwarded the IP Packet transmitted by the SS in step 1 to the UE test loop function before the RRCRelease message is sent by the SS in step 3.

Note 2:
Triggered when timer T_delay_modeB (IP PDU delay time) expires and pending uplink data exist in buffered PDCP SDUs according to [6] clause 5.3.4.2.3 and [8] clause 5.4.4.3.


9.1.7.1.3.3
Specific message contents

Table 9.1.7.1.3.3-1: ACTIVATE TEST MODE (preamble)

	Derivation Path: TS 38.508-1 [4] 

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 1 0 0
	
	

	UE test loop mode
	0 0 0 0 0 0 0 1
	UE test loop mode B
	UE TEST LOOP MODE B


Table 9.1.7.1.3.3-2: CLOSE UE TEST LOOP (preamble)

	Derivation Path: TS 38.508-1 [4] 

	Information Element
	Value/remark
	Comment
	Condition

	Protocol discriminator
	1 1 1 1
	
	

	Skip indicator
	0 0 0 0
	
	

	Message type
	1 0 0 0 0 0 0 0
	
	

	UE test loop mode
	0 0 0 0 0 0 0 1
	UE test loop mode B
	UE TEST LOOP MODE B

	UE test loop mode B LB setup
	
	
	

	  IP PDU delay
	0 0 0 0 0 1 0 1
	5 seconds
	


Table 9.1.7.1.3.3-3: SERVICE REQUEST (steps 4 and 9, Table 9.1.7.1.3.2-1)

	Derivation Path: TS 38.508-1 [4] Table 4.7.1-16

	Information Element
	Value/remark
	Comment
	Condition

	Service type
	
	
	

	 Service type value
	‘0001’B
	data
	


Table 9.1.7.1.3.3-4: SERVICE REJECT (step 5, Table 9.1.7.1.3.2-1)

	Derivation Path: TS 38.508-1 [4] Table 4.7.1-18

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0001 1100'B
	Restricted service area
	


Table 9.1.7.1.3.3-5: REGISTRATION REQUEST (step 8, Table 9.1.7.1.3.2-1; step 3, TS 38.508-1 [4] Table 4.9.5.2.2-1)

	Derivation Path: TS 38.508-1 [4] Table 4.7.1-6

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	'010'B
	mobility registration updating
	


<end of next change>

<start of next change>
9.1.8
SMS over NAS

9.1.8.1
SMS over NAS / MO and MT SMS over NAS - Idle mode

9.1.8.1.1
Test Purpose (TP)

(1)

with { the UE in switched off state with valid USIM inserted }

ensure that {

  when { the UE requests initial registration for SMS over NAS }

    then { the UE shall send REGISTRATION REQUEST message with SMS requested bit of the 5GS registration type IE "SMS over NAS supported" }

            }

(2)

with { the UE in 5GMM-REGISTERED state }

ensure that {

  when { the UE initiates a periodic registration update and the requirements to use SMS over NAS transport have not changed in the UE}

    then { the UE sets the SMS requested bit of the 5GS registration type IE in the REGISTRATION REQUEST message to the same value as indicated by the UE in the last REGISTRATION REQUEST message }

(3)

with { the UE in 5GMM_Connected state with NR RRC_IDLE mode and the UE has sent a SERVICE REQUEST message triggered by initiating MO SMS}

ensure that {
  when { UE receives a SERVICE ACCEPT message from SS } 

then { UE sends CP-DATA containing RP-DATA RPDU (SMS SUBMIT TPDU) encapsulated in an Uplink NAS transport message }

            }

(4)

with { UE has sent CP-DATA containing an RP-DATA RPDU (SMS SUBMIT TPDU) encapsulated in an Uplink NAS transport message }

ensure that {
  when { UE receives a CP-DATA containing an RP-ACK RPDU encapsulated in a Downlink NAS transport message } 

   then { UE sends a CP-ACK encapsulated in an Uplink NAS Transport message }

(5)

with { the UE in 5GMM-REGISTERED state with NR RRC_IDLE mode, UE has received a paging request and UE has completed a SERVICE REQUEST procedure}

ensure that {
  when { UE receives a CP-DATA containing an RP-DATA RPDU (SMS DELIVER TPDU) encapsulated in a Downlink NAS transport message }

   then { UE sends a CP-ACK encapsulated in an Uplink NAS transport message followed by a CP-DATA containing an RP-ACK RPDU encapsulated in an Uplink NAS transport message}

9.1.8.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.501, clause 5.5.1.2.2, 5.5.1.2.4, 5.5.1.3.2, 5.5.1.3.4, 9.11.3.6 and 9.11.3.9A. Unless otherwise stated these are Rel-15 requirements.

[TS 24.501 clause 5.5.1.2.2]

The UE in state 5GMM-DEREGISTERED shall initiate the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF,

a)
when the UE performs initial registration for 5GS services;

b)
when the UE performs initial registration for emergency services;

c)
when the UE performs initial registration for SMS over NAS; and

d)
when the UE moves from GERAN to NG-RAN coverage or the UE moves from a UTRAN to NG-RAN coverage.

…

The UE initiates the registration procedure for initial registration by sending a REGISTRATION REQUEST message to the AMF, starting timer T3510. If timer T3502 is currently running, the UE shall stop timer T3502. If timer T3511 is currently running, the UE shall stop timer T3511.

…

If the UE requests the use of SMS over NAS, the UE shall include the 5GS update type IE in the REGISTRATION REQUEST message with the SMS requested bit set to "SMS over NAS supported".  When the 5GS update type IE is included in the REGISTRATION REQUEST for reasons other than requesting the use of SMS over NAS, and the UE does not need to register for SMS over NAS, the UE shall set the SMS requested bit of the 5GS update type IE to "SMS over NAS not supported" in the REGISTRATION REQUEST message.

[TS 24.501 clause 5.5.1.2.4]

If the initial registration request is accepted by the network, the AMF shall send a REGISTRATION ACCEPT message to the UE.

…

If the 5GS update type IE was included in the REGISTRATION REQUEST message with the SMS requested bit set to "SMS over NAS supported", and SMSF selection is successful, then the AMF shall send the REGISTRATION ACCEPT message after the SMSF has confirmed that the activation of the SMS service was successful. When sending the REGISTRATION ACCEPT message, the AMF shall:

a)
set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS allowed" in the REGISTRATION ACCEPT message, if the UE has set the SMS requested bit of the 5GS registration type IE to "SMS over NAS supported" in the REGISTRATION REQUEST message and the network allows the use of SMS over NAS for the UE; and

b)
store the SMSF address and the value of the SMS allowed bit of the 5GS registration result IE in the UE 5GMM context and consider the UE available for SMS over NAS.

[TS 24.501 clause 5.5.1.3.2]

The UE in state 5GMM-REGISTERED shall initiate the registration procedure for mobility and periodic registration update by sending a REGISTRATION REQUEST message to the AMF,

l)
when the UE needs to register for SMS over NAS, indicate a change in the requirements to use SMS over NAS, or de-register from SMS over NAS;

…

The UE in state 5GMM-REGISTERED shall initiate the registration procedure for mobility and periodic update by sending a REGISTRATION REQUEST message to the AMF when the UE needs to request the use of SMS over NAS transport or the current requirements to use SMS over NAS transport change in the UE. The UE shall set the SMS requested bit of the 5GS update type IE in the REGISTRATION REQUEST message as specified in subclause 5.5.1.2.2.

When initiating a registration procedure for mobility and periodic registration update and the UE needs to send the 5GS update type IE for a reason different than indicating a change in requirement to use SMS over NAS, the UE shall set the SMS requested bit of the 5GS update type IE in the REGISTRATION REQUEST message to the same value as indicated by the UE in the last REGISTRATION REQUEST message.

If the UE no longer requires the use of SMS over NAS, then the UE shall include the 5GS update type IE in the REGISTRATION REQUEST message with the SMS requested bit set to "SMS over NAS not supported".

[TS 24.501 clause 5.5.1.3.4]

If the registration update request has been accepted by the network, the AMF shall send a REGISTRATION ACCEPT message to the UE.

…

If the 5GS update type IE was included in the REGISTRATION REQUEST message with the SMS requested bit set to "SMS over NAS not supported" and:

a)
the SMSF address is stored in the UE 5GMM context and:

1)
the UE is considered available for SMS over NAS; or

2)
the UE is considered not available for SMS over NAS and the SMSF has confirmed that the activation of the SMS service is successful; or

b)
the SMSF address is not stored in the UE 5GMM context, the SMSF selection is successful and the SMSF has confirmed that the activation of the SMS service is successful;
then the AMF shall set the SMS allowed bit of the 5GS registration result IE in the REGISTRATION ACCEPT message as specified in subclause 5.5.1.2.4. If the UE 5GMM context does not contain an SMSF address or the UE is not considered available for SMS over NAS, then the AMF shall:
a)
store the SMSF address in the UE 5GMM context if not stored already; and

b)
store the value of the SMS allowed bit of the 5GS registration result IE in the UE 5GMM context and consider the UE available for SMS over NAS.

If SMSF selection in the AMF or SMS activation via the SMSF is not successful, or the AMF does not allow the use of SMS over NAS, then the AMF shall set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS not allowed" in the REGISTRATION ACCEPT message.

If the 5GS update type IE was included in the REGISTRATION REQUEST message with the SMS requested bit set to "SMS over NAS not supported", then the AMF shall:

a)
mark the 5GMM context to indicate that the UE is not available for SMS over NAS; and

NOTE 2:
The AMF can notify the SMSF that the UE is deregistered from SMS over NAS based on local configuration.

b)
set the SMS allowed bit of the 5GS registration result IE to "SMS over NAS not supported" in the REGISTRATION ACCEPT message.

When the UE receives the REGISTRATION ACCEPT message, if the UE is also registered over another access to the same PLMN, the UE considers the value indicated by the SMS allowed bit of the 5GS registration result IE as applicable for both accesses over which the UE is registered.

[TS 24.501 clause 9.11.3.6]

The purpose of the 5GS registration result information element is to specify the result of a registration procedure.

The 5GS registration result information element is coded as shown in figure 9.11.3.6.1 and table 9.11.3.6.1.

The 5GS registration result is a type 4 information element with a length of 3 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS registration result IEI
	octet 1

	Length of 5GS registration result contents
	octet 2

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	SMS allowed
	5GS registration result value
	octet 3


Figure 9.11.3.6.1: 5GS registration result information element

Table 9.11.3.6.1: 5GS registration result information element

	5GS registration result value (octet 3, bits 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	3GPP access 

	0
	1
	0
	
	Non-3GPP access

	0
	1
	1
	
	3GPP access and non-3GPP access

	1
	1
	1
	
	reserved

	

	All other values are unused and shall be treated as "3GPP access", if received by the UE.

	

	SMS over NAS transport allowed (SMS allowed) (octet 3, bit 4)

	Bit

	4
	
	
	
	

	0
	
	
	
	SMS over NAS not allowed

	1
	
	
	
	SMS over NAS allowed

	

	Bits 5 to 8 of octet 3 are spare and shall be coded as zero.


[TS 24.501 clause 9.11.3.9A]

The purpose of the 5GS update type IE is to allow the UE to provide additional information to the network when performing a registration procedure.

The 5GS update type information element is coded as shown in figure 9.11.3.9A.1 and table 9.11.3.9A.1.

The 5GS update type is a type 4 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	5GS update type IEI
	octet 1

	Length of 5GS update type
	octet 2

	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	0

Spare
	NG-RAN-RCU
	SMS requested
	octet 3


Figure 9.11.3.9A.1: 5GS update type information element

Table 9.11.3.9A.1: 5GS update type information element

	SMS over NAS transport requested (SMS requested) (octet 3, bit 1)

	Bit

	1
	
	

	0
	
	SMS over NAS not supported

	1
	
	SMS over NAS supported

	

	NG-RAN Radio Capability Update (NG-RAN-RCU) (octet 3, bit 2)

	Bits

	2
	
	

	0
	
	NG-RAN radio capability update not needed

	1
	
	NG-RAN radio capability update needed

	

	Bits 3 to 8 of octet 3 are spare and shall be coded as zero.


9.1.8.1.3
Test description

9.1.8.1.3.1
Pre-test conditions

System Simulator:


NGC Cell A belongs to Home PLMN and TAI1;
UE:


The UE does not have any stored SMS message.

Preamble:


The UE is in state Switched OFF (state-0A) according to TS 38.508-1 [4].

9.1.8.1.3.2
Test procedure sequence

Table 9.1.8.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched ON
	-
	-
	-
	-

	2 - 4
	UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1
	-
	-
	-
	-

	5
	Check: Does UE transmit a REGISTRATION REQUEST message including 5GS update type IE with SMS requested bit set to "SMS over NAS supported"?
	-->
	REGISTRATION REQUEST
	1
	P

	6 - 14
	Steps 5 to 13 of the generic procedure for NR RRC IDLE specified in TS 38.508-1 subclause 4.5.2, Table 4.5.2.2-2: NR RRC_IDLE are performed.
	-
	-
	-
	-

	15
	SS transmits REGISTRATION ACCEPT message including 5GS registration result with SMS allowed bit set to “SMS over NAS allowed” and T3512 value set to 3 minutes.
	<--
	REGISTRATION ACCEPT
	
	

	16 -21
	Steps 15 to 20 of the generic procedure for NR RRC IDLE specified in TS 38.508-1 subclause 4.5.2, Table 4.5.2.2-2: NR RRC_IDLE are performed.
	-
	-
	-
	-

	22 - 24
	UE establishes RRC connection by executing steps 2-4 of Table 4.5.2.2-2 in TS38.508-1
	-
	-
	-
	-

	25
	Check: Does UE perform periodic Registration (Based on T3512 value indicated in the REGISTRATION ACCEPT message with timer starting in step-15) including 5GS update type IE with SMS requested bit set to "SMS over NAS supported"?
	-->
	REGISTRATION REQUEST
	2
	P

	26 - 34
	Steps 5 to 13 of the generic procedure for NR RRC IDLE specified in TS 38.508-1 subclause 4.5.2, Table 4.5.2.2-2: NR RRC_IDLE are performed.
	-
	-
	-
	-

	35
	SS transmits REGISTRATION ACCEPT message including 5GS registration result with SMS allowed bit set to “SMS over NAS allowed” and T3512 value set to 3 minutes.
	<--
	REGISTRATION ACCEPT
	
	

	36
	 The SS transmits a RRCRelease message
	-
	-
	-
	-

	37
	Sending of a 160 character MO SMS is initiated at the UE via MMI or  AT command
	-
	-
	-
	-

	38
	Check: Does the UE transmit a SERVICE REQUEST message?
	-->
	SERVICE REQUEST
	
	

	39 -42
	Steps 5 to 8 of the generic procedure for NR RRC CONNECTED specified in TS 38.508-1 subclause 4.5.4, Table 4.5.4.2-3: NR RRC_CONNECTED are performed.
	-
	-
	-
	-

	43
	Check: Does the UE transmit a CP-DATA containing an RP-DATA RPDU (SMS SUBMIT TPDU) encapsulated in an Uplink NAS transport message?
	-->
	UPLINK NAS TRANSPORT
	3
	P

	44
	The SS transmits a CP-ACK encapsulated in a Downlink NAS Transport message.
	<--
	DOWNLINK NAS TRANSPORT
	-
	-

	45
	The SS transmits a CP-DATA containing an RP-ACK RPDU encapsulated in a Downlink NAS transport message
	<--
	DOWNLINK NAS TRANSPORT
	-
	-

	46
	Check: Does the UE transmit a CP-ACK encapsulated in an Uplink NAS Transport message?
	-->
	UPLINK NAS TRANSPORT
	4
	P

	47
	The SS transmits a RRCRelease message
	-
	-
	-
	-

	48
	The SS pages the UE using NG-5G-S-TMSI.
	-
	-
	-
	-

	49
	The UE transmits a SERVICE REQUEST message.
	-->
	SERVICE REQUEST
	-
	-

	50-53
	Steps 5 to 8 of the generic procedure for NR RRC CONNECTED specified in TS 38.508-1 subclause 4.5.4, Table 4.5.4.2-3: NR RRC_CONNECTED are performed.
	-
	-
	-
	-

	54
	The SS transmits a CP-DATA containing a RP-DATA RPDU (SMS DELIVER TPDU) encapsulated in a Downlink NAS transport message to the UE. 
	<--
	DOWNLINK NAS TRANSPORT
	-
	-

	55
	Check: Does the UE transmit a CP-ACK encapsulated in an Uplink NAS transport message?
	-->
	UPLINK NAS TRANSPORT
	5
	P

	56
	Check: Does the UE transmit a CP-DATA containing a RP-ACK RPDU encapsulated in an Uplink NAS transport message?
	-->
	UPLINK NAS TRANSPORT
	5
	P

	57
	The SS transmits a CP-ACK encapsulated in a Downlink NAS transport message to the UE.
	<--
	DOWNLINK NAS TRANSPORT
	-
	-


9.1.8.1.3.3
Specific message contents

Table 9.1.8.1.3.3-1: REGISTRATION REQUEST (step 5, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-6

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	
	
	

	 5GS registration type value
	‘001’B
	
	INITIAL

	5GS update type
	
	
	

	 SMS requested
	SMS over NAS supported
	
	


Table 9.1.8.1.3.3-2: REGISTRATION ACCEPT (steps 15 and 35, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-7

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration result
	
	
	

	 SMS allowed
	SMS over NAS allowed
	
	

	T3512 value
	
	
	

	 Timer value
	‘00011’B
	
	

	 Unit
	‘101’B
	
	


Table 9.1.8.1.3.3-3: REGISTRATION REQUEST (step 25, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-6

	Information Element
	Value/remark
	Comment
	Condition

	5GS registration type
	
	
	

	 5GS registration type value
	‘011’B
	
	PERIODIC

	5GS update type
	
	
	

	 SMS requested
	SMS over NAS supported
	
	


Table 9.1.8.1.3.3-3: SERVICE REQUEST (step 38, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-16

	Information Element
	Value/remark
	Comment
	Condition

	Service type
	
	
	

	 Service type value
	‘0000’B
	signalling
	


Table 9.1.8.1.3.3-4: UL NAS TRANSPORT (step 43, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-10

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-DATA
	RP-DATA RPDU
	


Table 9.1.8.1.3.3-5: DL NAS TRANSPORT (step 44, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-ACK
	
	


Table 9.1.8.1.3.3-6: DL NAS TRANSPORT (step 45, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-DATA
	RP-ACK RPDU
	


Table 9.1.8.1.3.3-7: UL NAS TRANSPORT (step 46, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-10

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-ACK
	
	


Table 9.1.8.1.3.3-8: DL NAS TRANSPORT (step 54, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-DATA
	RP-DATA
	


Table 9.1.8.1.3.3-9: UL NAS TRANSPORT (step 55, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-10

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-ACK
	
	


Table 9.1.8.1.3.3-10: UL NAS TRANSPORT (step 56, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-10

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-DATA
	RP-ACK
	


Table 9.1.8.1.3.3-11: DL NAS TRANSPORT (step 57, Table 9.1.8.1.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.1-11

	Information Element
	Value/remark
	Comment
	Condition

	Payload container type
	‘0010’B
	SMS
	

	Payload container
	CP-ACK
	
	


<end of next change>

<start of next change>

10.1.1.2
PDU session authentication and authorization / after the UE-requested PDU session procedure

10.1.1.2.1
Test Purpose (TP)

(1)

with { the UE is in 5GMM-REGISTERED state with an established PDU session }

ensure that {

  when { UE receives a PDU SESSION AUTHENTICATION COMMAND message }

    then { UE transmits a PDU SESSION AUTHENTICATION COMPLETE message }

            }

(2)

with { PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure }

ensure that {

  when { UE receives EAP-failure message in the PDU SESSION RELEASE COMMAND message }

    then { the 5GSM state of the UE is PDU SESSION INACTIVE state }

            }

(3)

with { PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure }

ensure that {

  when { UE receives EAP-success message in the PDU SESSION AUTHENTICATION RESULT message }

    then { the 5GSM state of the UE is PDU SESSION ACTIVE state }

            }

10.1.1.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.501, clause 6.3.1.1, clause 6.3.1.2.1, 6.3.1.2.2 and 6.3.1.3.1. Unless otherwise stated these are Rel-15 requirements.
[TS 24.501 clause 6.3.1.1]

The purpose of the PDU session authentication and authorization procedure is to enable the DN:

a)
to authenticate the upper layers of the UE, when establishing the PDU session;

b)
to authorize the upper layers of the UE, when establishing the PDU session;

c)
both of the above; or

d)
to re-authenticate the upper layers of the UE after establishment of the PDU session.

The PDU session authentication and authorization procedure can be performed only during or after the UE-requested PDU session procedure establishing a non-emergency PDU session. The PDU session authentication and authorization procedure shall not be performed during or after the UE-requested PDU session establishment procedure establishing an emergency PDU session.

The network authenticates the UE using the Extensible Authentication Protocol (EAP) as specified in IETF RFC 3748 [32].

EAP has defined four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

The EAP-request message is transported from the network to the UE using the PDU SESSION AUTHENTICATION COMMAND message of the PDU EAP message reliable transport procedure.

The EAP-response message to the EAP-request message is transported from the UE to the network using the PDU SESSION AUTHENTICATION COMPLETE message of the PDU EAP message reliable transport procedure.

If the PDU session authentication and authorization procedure is performed during the UE-requested PDU session establishment procedure:

a)
and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT ACCEPT message.

b)
and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure in the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU session authentication and authorization procedure is performed after the UE-requested PDU session establishment procedure:

a)
and the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE using the PDU SESSION AUTHENTICATION RESULT message of the PDU EAP result message transport procedure.

b)
and the DN authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the PDU SESSION RELEASE COMMAND message of the network-requested PDU session release procedure.

There can be several rounds of exchange of an EAP-request message and a related EAP-response message for the DN to complete the authentication and authorization of the request for a PDU session (see example in figure 6.3.1.1).

The SMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite value.

NOTE:
The PDU session authentication and authorization procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer of the SMF do not occur.
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Figure 6.3.1.1: PDU session authentication and authorization procedure

[TS 24.501 clause 6.3.1.2.1]

In order to initiate the PDU EAP message reliable transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION COMMAND message.

The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION COMMAND message to "No procedure transaction identity assigned".

The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message to the EAP-request message provided by the DN or generated locally.

The SMF shall send the PDU SESSION AUTHENTICATION COMMAND message, and the SMF shall start timer T3590 (see example in figure 6.3.1.1).

Upon receipt of a PDU SESSION AUTHENTICATION COMMAND message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMMAND message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

[TS 24.501 clause 6.3.1.2.2]

When the upper layers provide an EAP-response message responding to the received EAP-request message, the UE shall create a PDU SESSION AUTHENTICATION COMPLETE message.

The UE shall set the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the EAP-response message.

The UE shall transport the PDU SESSION AUTHENTICATION COMPLETE message and the PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

Upon receipt of a PDU SESSION AUTHENTICATION COMPLETE message, the SMF shall stop timer T3590 and provides the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION COMPLETE message to the DN or handles it locally.

[TS 24.501 clause 6.3.1.3.1]

In order to initiate the PDU EAP result message transport procedure, the SMF shall create a PDU SESSION AUTHENTICATION RESULT message.

The SMF shall set the PTI IE of the PDU SESSION AUTHENTICATION RESULT message to "No procedure transaction identity assigned".

The SMF shall set the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message to the EAP-success message provided by the DN.

The SMF shall send the PDU SESSION AUTHENTICATION RESULT message.

Upon receipt of a PDU SESSION AUTHENTICATION RESULT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE passes to the upper layers the EAP message received in the EAP message IE of the PDU SESSION AUTHENTICATION RESULT message. Apart from this action, the authentication and authorization procedure initiated by the DN is transparent to the 5GSM layer of the UE.

10.1.1.2.3
Test description

10.1.1.2.3.1
Pre-test conditions

System Simulator:

NGC Cell A
UE:

None.

Preamble:


The UE is in state 1N-A, ‘connected without Release’ with PDU session Active state using the generic procedure NR RRC_IDLE according to TS 38.508-1 [4].

10.1.1.2.3.2
Test procedure sequence

Table 10.1.1.2.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits PDU SESSION AUTHENTICATION COMMAND including an EAP-Request message.
	<--
	PDU SESSION AUTHENTICATION COMMAND
	-
	-

	2
	Check: Does the UE transmit a PDU SESSION AUTHENTICATION COMPLETE containing EAP-Response message?
	-->
	PDU SESSION AUTHENTICATION COMPLETE
	1
	P

	3
	The SS transmits PDU SESSION AUTHENTICATION RESULT message containing an EAP-Success message.
	<--
	PDU SESSION AUTHENTICATION RESULT
	-
	-

	4
	The SS transmits PDU SESSION AUTHENTICATION COMMAND including an EAP-Request message.
	<--
	PDU SESSION AUTHENTICATION COMMAND
	-
	-

	5
	Check: Does the UE transmit a PDU SESSION AUTHENTICATION COMPLETE containing EAP-Response message?
	-->
	PDU SESSION AUTHENTICATION COMPLETE
	3
	P

	6
	The SS transmits a PDU SESSION RELEASE COMMAND including 5GSM cause #26 “insufficient resources".
	<--
	PDU SESSION RELEASE COMMAND
	-
	-

	7
	The UE transmit a PDU SESSION RELEASE COMPLETE message.
	-->
	PDU SESSION RELEASE COMPLETE
	-
	-

	8
	Cause the UE to request establishment of PDU session. (see Note 1)
	-
	-
	-
	-

	9
	UE transmits an RRCSetupRequest message followed by a SERVICE REQUEST message with service type IE to “signalling”.
	-->
	SERVICE REQUEST
	-
	-

	10-11
	Steps 5 and 6 of the generic procedure for

NR RRC_Connected specified in TS 38.508-1 subclause 4.5.4.2 are performed.
	-
	-
	-
	-

	12
	The SS transmits an RRCReconfiguration message and a SERVICE ACCEPT message to establish SRB2.
	<--
	SERVICE ACCEPT
	-
	-

	13
	The UE transmits a PDU SESSION ESTABLISHMENT REQUEST message to request an additional PDU session.

Note: PDU SESSION ESTABLISHMENT REQUEST is included in UL NAS transport. UL NAS transport message is included in dedicatedNAS-Message of ULInformationTransfer message

DNN information is included in UL NAS transport message.
	-->
	PDU SESSION ESTABLISHMENT REQUEST
	-
	-

	14
	The SS transmits RRCReconfiguration message containing PDU SESSION ESTABLISHMENT ACCEPT message.
	<--
	PDU SESSION ESTABLISHMENT ACCEPT
	-
	-

	15
	The UE transmits RRCReconfigurationComplete message to confirm the establishment of DRB.
	-
	-
	-
	-

	-
	EXCEPTION: Step 15a1 describes behaviour depending UE implementation; the "lower case letter" identifies a step sequence that take place if the UE performs a specific action.
	-
	-
	-
	-

	15a1
	If initiated by the UE, the generic procedure for IP address allocation in the user plane, specified in subclause 4.5.6, takes place performing IP address allocation in the user plane.
	-
	-
	-
	-

	16
	The SS transmits PDU SESSION AUTHENTICATION COMMAND including an EAP-Request message.
	<--
	PDU SESSION AUTHENTICATION COMMAND
	-
	-

	17
	UE transmits a PDU SESSION AUTHENTICATION COMPLETE containing EAP-Response message?
	-->
	PDU SESSION AUTHENTICATION COMPLETE
	-
	-

	18
	SS transmits a PDU SESSION RELEASE COMMAND including 5GSM cause #29 “user authentication or authorization failed ".
	-->
	PDU SESSION PDU SESSION RELEASE COMMAND
	-
	-

	19
	Check: Does UE transmit a PDU SESSION RELEASE COMPLETE message?
	-->
	PDU SESSION PDU SESSION RELEASE COMPLETE
	2
	P

	Note 1:
The request of connectivity to an additional PDU session may be performed by MMI or AT command.


10.1.1.2.3.3
Specific message contents

Table 10.1.1.2.3.3-1: PDU SESSION MODIFICATION COMMAND (Step 4, Table 10.1.1.2.3.2-1)

	Derivation path: 38.508-1 [4], table 4.7.2-9

	Information Element
	Value/Remark
	Comment
	Condition

	PDU session ID
	The different value from the value set in PDU SESSION ESTABLISHMENT REQUEST message in preamble
	
	


Table 10.1.1.2.3.3-2: PDU SESSION MODIFICATION REJECT (Step 5, Table 10.1.1.2.3.2-1)

	Derivation path: 38.508-1 [4], table 4.7.2-8

	Information Element
	Value/Remark
	Comment
	Condition

	PDU session ID
	The same value as the value set in PDU SESSION modification command message
	
	

	5GSM cause
	‘00101011’B
	Invalid PDU session identity
	


Table 10.1.1.2.3.3-3: PDU SESSION RELEASE COMMAND (step 6, Table 10.1.3.2.3.2-1)

	Derivation Path: TS 38.508-1 [4] Table 4.7.2-14

	Information Element
	Value/remark
	Comment
	Condition

	PDU session ID
	The same ID as the ID of PDU session which UE request in step 13 in Table 10.1.1.2.3.2-1
	
	

	5GSM cause
	'0001 1010'B
	insufficient resources
	

	Back-off timer value 
	‘1010 0000’B
	0 minutes
	


Table 10.1.1.2.3.3-1: SERVICE REQUEST (Step 9, Table 10.1.1.2.3.2-1)

	Derivation path: 38.508-1 [4], table 4.7.1-16

	Information Element
	Value/Remark
	Comment
	Condition

	Service type
	
	
	

	 Service type value
	‘0000’B
	signalling
	


Table 10.1.1.2.3.3-4: PDU SESSION ESTABLISHMENT REQUEST (step 13, Table 10.1.1.2.3.2-1)

	Derivation Path: 38.508-1 [4], Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	
	
	
	

	PDU session ID
	PSI-1
	UE assigns a

particular PSI not yet used between

1 and 15
	

	PTI
	PTI-1
	UE assigns a

particular PTI not yet used between

1 and 254
	


Table 10.1.1.2.3.3-5: PDU SESSION RELEASE COMMAND (step 18, Table 10.1.1.2.3.2-1)

	Derivation Path: TS 38.508-1 [4] Table 4.7.2-14

	Information Element
	Value/remark
	Comment
	Condition

	PDU session ID
	The same ID as the ID of PDU session which UE request in step 13 in Table 10.1.1.2.3.2-1
	
	

	5GSM cause
	'0001 1101'B
	user authentication or authorization failed
	

	Back-off timer value 
	‘1010 0000’B
	0 minutes
	


<end of next change>
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