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1. Introduction

MCC TF160 has started and is progressing TTCN development of the MCPTT test cases. During the course of this activity, we have identified in the prose of the TS 36.579 series what we believe to be errors, unclear or incomplete specification. 

For the errors, when we think we know how to fix them, we have prepared and submitted prose CRs at RAN5#80: e.g. R5-184663.    

The present document describes the unresolved open issues found in the basic generic MCPTT procedure for authorization, configuration and key generation (TS 36.579-1 cause 5.3.2), which need to be clarified/resolved by RAN5 in order to progress TTCN development.

2. Open issues generic procedure TS 36.579-1 clause 5.3.2

2.1
TLS pre-shared keys

Initial conditions state:

UE is configured to support the general 3GPP TLS profile as specified in 3GPP TS 33.310 [30] Annex E using pre-shared key (psk) cipher suites with TLS extensions.

Question A: How do the UE and the SS get the pre-shared keys? 

A clarification in TS 36.579-1 specifying pre-shared key generation is needed.
Note that the official 3GPP procedures for generating pre-shared keys are specified in TS 33.222 clause 5.4.
2.2
Servers involved
There seems to be 4 or 5 different servers involved, but this is not completely specified, which are these (the SS needs to simulate and configure each of them):

· Steps 3 to 7 involve the IdM Server with uri px_MCPTT_IdM_Server_URI
· Question B: At step 8a1 the UE establishes a new connection to which server?  Note that the UE is already connected to the IdM Server.
· Question C: Steps 9 to 10 involved still the IdM Server?

· Steps 11 to 14 involve the KMS Server with uri px_MCPTT_KMS.

· Steps 15 to 20 involve the IMS P-CSCF server with uri px_MCPTT_Server_A_URI
· Question D: Steps 21 to 26 involve 2 XCAP servers? XCAP server Uri is with uri px_MCPTT_CMS. Are the connections to the XCAP servers over TLS?

· Steps 27 to 30 involve again the IMS P-CSCF server.

· Question E: Steps 31 to 32 involves a new XCAP server?

2.3
OMA DM DDF encoding

We could not find the exact encoding rules for the encoding of the XML data sent at steps 22, 24 and 26. For example at step 22 we need to send the OMA DM configuration data as specified in TS 36.579-1 Table 5.5.8.2-1, which is based in turn on TS 24.483, which provides a framework but not the exact encoding rules. 
Question E: What is(are) the encoding rule(s) to use?
2.4
MIKEY message from the UE to the NW at step 27
At step 27 the UE sends a MIKEY message (within the SUBSCRIBE) with contents as in Table 5.5.9.1-1 including the GMK, the GUK-ID and the GMK-ID.  This seems not to be correct: At step 27 the UE should send access tokens for requesting a configuration document. The NW generates the GMK and GMK-ID and sends them in a configuration document at step 32; GMK and GMK-ID are not known at step 27. 
Observation A: The expected message from the UE at step 27 should be corrected. 
Question F: Further, it is not clear where exactly the GMK and GMK-ID are encoded in the group document sent to the UE in the HTTP 200 OK at step 32? 
Observation B: Also, the NOTE at step 27 explaining the key and group configuration process should be reviewed.
3. Conclusion

MCC TF160 respectfully asks RAN5 to provide answers to the above questions/observations and make the necessary updates to the prose of the TS 36.579 series. 
