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8.2
External Function Definitions

The following external functions shall be implemented by the SS.
	TTCN-3 External Function

	Name
	fx_KeyDerivationFunction

	Description
	Hashing function for Hashing algorithms as defined in TS 33.401 [24]
SHA-256 encoding algorithm is used as KEY Description Function

	Parameters
	KDF
	KDF_HMAC_SHA_256 (no other KDF defined yet)

	
	Key
	bit key

	
	String
	string being constructed acc. to TS 33.401 [24], annex A

	Return Value
	256 bit derived key


	TTCN-3 External Function

	Name
	fx_NasIntegrityAlgorithm

	Description
	Apply integrity protection algorithm on a given octetstring

	Parameters
	NAS PDU
	octetstring according to TS 24.301 [21], clause 4.4.3.3 this shall include octet 6 to n of the security protected NAS message, i.e. the sequence number IE and the NAS message IE

	
	Integrity Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASint
	Integrity key

	
	NAS COUNT
	as documented in TS 24.301

	
	BEARER Id
	fix value ('00000'B) acc. TS 33.401 [24], clause 8.1

	
	Direction
	UL: 0
DL: 1
(acc. to TS 33.401 [24], clause B.1)

	Return Value
	Message Authentication Code (4 octets)


	TTCN-3 External Function

	Name
	fx_NasIntegrityAlgorithmBitstring

	Description
	Apply integrity protection algorithm on a given bitstring

	Parameters
	Message
	bitstring according to TS 33.401 [24], clause 7.4.4 this shall contain the target cell identity

	
	Integrity Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASint
	Integrity key

	
	NAS COUNT
	as documented in TS 24.301

	
	BEARER Id
	fix value ('00000'B) acc. TS 33.401 [24], clause 8.1

	
	Direction
	UL: 0
DL: 1
(acc. to TS 33.401 [24], clause B.1)

	Return Value
	Message Authentication Code (4 octets)


	TTCN-3 External Function

	Name
	fx_NasCiphering

	Description
	Apply ciphering on a given octetstring

	Parameters
	NAS PDU
	octetstring

	
	Ciphering Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASenc
	Ciphering Key

	
	NAS COUNT
	as documented in TS 24.301

	
	BEARER Id
	fixed value ('00000'B) acc. TS 33.401 [24], clause 8.1

	Return Value
	ciphered octet string


	TTCN-3 External Function

	Name
	fx_NasDeciphering

	Description
	Apply deciphering on a given octetstring

	Parameters
	ciphered NAS PDU
	octetstring

	
	Ciphering Algorithm
	3 bits as defined in TS 24.301 [21], clause 9.9.3.23

	
	KNASenc
	Ciphering Key

	
	NAS COUNT
	as documented in TS 24.301 [21]

	
	BEARER Id
	fixed value ('00000'B) acc. TS 33.401 [24], clause 8.1

	Return Value
	deciphered octet string
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