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<Start>
8.2.5.7
Reconfiguration failure / SCG Reconfiguration Failure / SRB1 / EN-DC

8.2.5.7.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state with EN-DC, and, MCG (E-UTRA PDCP) and SCG DRB established }

ensure that {

  when { UE receives an RRCConnectionReconfiguration message with nr-Config IE containing NR RRCReconfiguration message to reconfigure SCG and UE fails to comply with the configuration received }

    then { UE will initiate the RRC Connection Re-establishment procedure }

            }

8.2.5.7.2
Conformance requirements

References: The conformance requirements covered in the present test case are specified in: TS 36.331, clauses 5.3.7.2, 5.3.7.4, 5.3.7.5 and 5.6.13a.3, TS 38.331, clause 5.3.5.8.2. Unless otherwise stated these are Rel-15 requirements.

[TS 36.331, clause 5.3.7.2]

The UE shall only initiate the procedure either when AS security has been activated or for a NB-IoT UE supporting RRC connection re-establishment for the Control Plane CIoT EPS optimisation. The UE initiates the procedure when one of the following conditions is met:

…

1>
upon an RRC connection reconfiguration failure, in accordance with TS38.331 [82, 5.3.5.5].
Upon initiation of the procedure, the UE shall:

1>
stop timer T310, if running;
1>
stop timer T312, if running;
1>
stop timer T313, if running;
1>
stop timer T307, if running;
1>
start timer T311;
1>
stop timer T370, if running;
1>
suspend all RBs, including RBs configured with NR PDCP, except SRB0;
1>
reset MAC;
1>
release the MCG SCell(s), if configured, in accordance with 5.3.10.3a;
1>
apply the default physical channel configuration as specified in 9.2.4;
1>
except for NB-IoT, for the MCG, apply the default semi-persistent scheduling configuration as specified in 9.2.3;
1>
for the MCG, apply the default MAC main configuration as specified in 9.2.2;
1>
release powerPrefIndicationConfig, if configured and stop timer T340, if running;
1>
release reportProximityConfig, if configured and clear any associated proximity status reporting timer;
1>
release obtainLocationConfig, if configured;
1>
release idc-Config, if configured;
1>
release measSubframePatternPCell, if configured;
1>
release the entire SCG configuration, if configured, except for the DRB configuration (as configured by drb-ToAddModListSCG);
1>
if EN-DC is configured:
2>
perform EN-DC release, as specified in TS 38.331[82, 5.3.5.10];
1>
release naics-Info for the PCell, if configured;
… 

[TS 36.331, clause 5.3.7.4]

Except for NB-IoT, if the procedure was initiated due to radio link failure or handover failure, the UE shall:

1>
set the reestablishmentCellId in the VarRLF-Report to the global cell identity of the selected cell;
The UE shall set the contents of RRCConnectionReestablishmentRequest message as follows:

1>
except for a NB-IoT UE for which AS security has not been activated, set the ue-Identity as follows:
2>
set the c-RNTI to the C-RNTI used in the source PCell (handover and mobility from E-UTRA failure) or used in the PCell in which the trigger for the re-establishment occurred (other cases);
2>
set the physCellId to the physical cell identity of the source PCell (handover and mobility from E-UTRA failure) or of the PCell in which the trigger for the re-establishment occurred (other cases);
2>
set the shortMAC-I to the 16 least significant bits of the MAC-I calculated:
3>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortMAC-Input (or VarShortMAC-Input-NB in NB-IoT);
3>
with the KRRCint key and integrity protection algorithm that was used in the source PCell (handover and mobility from E-UTRA failure) or of the PCell in which the trigger for the re-establishment occurred (other cases); and
3>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
…

1>
set the reestablishmentCause as follows:
2>
if the re-establishment procedure was initiated due to reconfiguration failure as specified in 5.3.5.5 (the UE is unable to comply with the reconfiguration):
3>
set the reestablishmentCause to the value reconfigurationFailure;
…

The UE shall submit the RRCConnectionReestablishmentRequest message to lower layers for transmission.

[TS 36.331, clause 5.3.7.5]

NOTE 1:
Prior to this, lower layer signalling is used to allocate a C-RNTI. For further details see TS 36.321 [6];

The UE shall:

1>
stop timer T301;
1>
consider the current cell to be the PCell;
1>
except for a NB-IoT UE for which AS security has not been activated:
2>
if SRB1 was configured with NR PDCP:
3>
for SRB1, release the NR PDCP entity and establish an E-UTRA PDCP entity with the current (MCG) security configuration;
NOTE 1a:
The UE applies the LTE ciphering and integrity protection algorithms that are equivalent to the previously configured NR security algorithms.

2>
else:
3>
for SRB1, re-establish the PDCP entity;
2>
re-establish RLC for SRB1;
2>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;
2>
resume SRB1;
NOTE 2:
E-UTRAN should not transmit any message on SRB1 prior to receiving the RRCConnectionReestablishmentComplete message.

2>
update the KeNB key based on the KASME key to which the current KeNB is associated, using the nextHopChainingCount value indicated in the RRCConnectionReestablishment message, as specified in TS 33.401 [32];
2>
store the nextHopChainingCount value;
2>
derive the KRRCint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
2>
derive the KRRCenc key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.401 [32];
2>
if connected as an RN:
3>
derive the KUPint key associated with the previously configured integrity algorithm, as specified in TS 33.401 [32];
2>
configure lower layers to activate integrity protection using the previously configured algorithm and the KRRCint key immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>
if connected as an RN:
3>
configure lower layers to apply integrity protection using the previously configured algorithm and the KUPint key, for subsequently resumed or subsequently established DRBs that are configured to apply integrity protection, if any;
2>
configure lower layers to apply ciphering using the previously configured algorithm, the KRRCenc key and the KUPenc key immediately, i.e., ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>
if the UE is not a NB-IoT UE:
3>
set the content of RRCConnectionReestablishmentComplete message as follows:
4>
if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:
5>
include the rlf-InfoAvailable;
4>
if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport and if T330 is not running:
5>
include logMeasAvailableMBSFN;
4>
else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
5>
include the logMeasAvailable;
4>
if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:
5>
include the connEstFailInfoAvailable;
3>
perform the measurement related actions as specified in 5.5.6.1;
3>
perform the measurement identity autonomous removal as specified in 5.5.2.2a;
2>
submit the RRCConnectionReestablishmentComplete message to lower layers for transmission;
…

1>
the procedure ends;
[TS 36.331, clause 5.6.13a.3]

The UE shall set the contents of the SCGFailureInformationNR message as follows:

1>
include failureType within failureReportSCG-NR and set it to indicate the SCG failure in accordance with TS 38.331 [82, 5.7.3.3];
1>
include and set measResultSCG in accordance with TS 38.331 [82, 5.7.3.4]:
1>
for each NR frequency the UE is configured to measure by measConfig for which measurement results are available:
2>
set the measResultFreqListNR to include the best measured cells, ordered such that the best cell is listed first using RSRP to order if RSRP measurement results are available for cells on this frequency, otherwise using RSRQ to order if RSRQ measurement results are available for cells on this frequency, otherwise using SINR to order, and based on measurements collected up to the moment the UE detected the failure, and for each cell that is included, include the optional fields that are available;
NOTE:
Field measResultSCG is used to report available results for NR frequencies the UE is configured to measure by NR RRC signalling.
The UE shall submit the SCGFailureInformationNR message to lower layers for transmission.

[TS 38.331, clause 5.3.5.8.2]

The UE shall:

1>
if the UE is operating in EN-DC:
2>
if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over SRB3;

3>
continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration error, upon which the connection reconfiguration procedure ends;

2>
else, if the UE is unable to comply with (part of) the configuration included in the RRCReconfiguration message received over MCG SRB1;

3>
continue using the configuration used prior to the reception of RRCReconfiguration message;

3>
initiate the connection re-establishment procedure as specified in TS 36.331 [10, 5.3.7], upon which the connection reconfiguration procedure ends.

NOTE 1:
The UE may apply above failure handling also in case the RRCReconfiguration message causes a protocol error for which the generic error handling as defined in 10 specifies that the UE shall ignore the message.

NOTE 2:
If the UE is unable to comply with part of the configuration, it does not apply any part of the configuration, i.e. there is no partial success/failure.

8.2.5.7.3
Test description

8.2.5.7.3.1
Pre-test conditions

System Simulator:

-
E-UTRA Cell 1 is the PCell and NR Cell 1 is the PSCell.

UE:

-
None.

Preamble:

-
The UE is in state RRC_CONNECTED using generic procedure parameter Connectivity (EN-DC) with MCG and SCG DRBs established according to [4].

8.2.5.7.3.2
Test procedure sequence

Table 8.2.5.7.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionReconfiguration message containing NR RRCReconfiguration message to configure a second SCG DRB on PSCell.RRCConnectionReconfiguration message contains the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message.
	<--
	RRCConnectionReconfiguration (RRCReconfiguration)
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionRestablishmentRequest message with reestablishmentCause set to reconfigurationFailure on EUTRA Cell 1 when UE fails to comply with the configuration received?
	-->
	RRCConnectionRestablishmentRequest
	1
	P

	3
	The SS transmits an RRCConnectionReestablishment message to resume SRB1 operation on EUTRA Cell 1.
	<--
	RRCConnectionReestablishment
	-
	-

	4
	The UE transmit an

RRCConnectionReestablishmentComplete

message.
	-->
	RRCConnectionReestablishmentComplete


	-
	-


8.2.5.7.3.3
Specific message contents

Table 8.2.5.7.3.3-1: RRCConnectionReconfiguration (step 1, Table 8.2.5.7.3.2-1)

	Derivation Path: 36.508 [7], Clause 4.6.1, Table 4.6.1-8

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r8 ::= SEQUENCE {
	
	
	

	        nonCriticalExtension ::= SEQUENCE {
	
	
	

	          nonCriticalExtension ::= SEQUENCE {
	
	
	

	            nonCriticalExtension ::= SEQUENCE {
	
	
	

	              nonCriticalExtension ::= SEQUENCE {
	
	
	

	                nonCriticalExtension ::= SEQUENCE {
	
	
	

	                  nonCriticalExtension ::= SEQUENCE {
	
	
	

	                    nonCriticalExtension ::= SEQUENCE {
	
	
	

	                      nonCriticalExtension ::= SEQUENCE {
	
	
	

	                        nr-Config-r15 CHOICE {
	
	
	

	                          setup SEQUENCE {
	
	
	

	                            nr-SecondaryCellGroupConfig-r15
	OCTET STRING including the RRCReconfiguration message and the IE secondaryCellGroup.
	
	

	                          }
	
	
	

	                        }
	
	
	

	                        nr-RadioBearerConfig1-r15
	OCTET STRING including RadioBearerConfig.
	
	

	                      }
	
	
	

	                    }
	
	
	

	                  }
	
	
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 8.2.5.7.3.3-2: RRCReconfiguration (Table 8.2.5.7.3.3-1)

	Derivation Path: 38.508-1 [4], Table  FFS

	Information Element
	Value/remark
	Comment
	Condition

	RRCReconfiguration ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcReconfiguration ::= SEQUENCE {
	
	
	

	      secondaryCellGroup
	CellGroupConfig
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 8.2.5.7.3.3-3: CellGroupConfig (Table 8.2.5.7.3.3-2)

	Derivation Path: 38.508-1 [4], Table FFS

	Information Element
	Value/remark
	Comment
	Condition

	CellGroupConfig ::= SEQUENCE {
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	  rlc-BearerToAddModList SEQUENCE (SIZE(1..maxLCH)) OF SEQUENCE {
	1 entry
	
	

	    servedRadioBearer CHOICE {
	
	
	

	      drb-Identity
	3
	Second SCG DRB Id
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 8.2.5.7.3.3-4: RadioBearerConfig (Table 8.2.5.7.3.3-1)

	Derivation Path: 38.508-1 [4], Table FFS

	Information Element
	Value/remark
	Comment
	Condition

	RadioBearerConfig ::= SEQUENCE {
	
	
	

	  drb-ToAddModList SEQUENCE (SIZE (1..maxDRB)) OF SEQUENCE {
	1 entry
	
	

	    cnAssociation CHOICE {
	
	
	

	      eps-BearerIdentity
	7
	Dedicated EPS bearer Id of second SCG DRB
	

	    }
	
	
	

	    drb-Identity
	3
	Second SCG DRB Id
	

	    pdcp-Config
	PDCP-Config
	
	

	  }
	
	
	

	  securityConfig SEQUENCE {
	
	
	

	    keyToUse
	s-KgNB
	
	

	  }
	
	
	

	}
	
	
	


Table 8.2.5.7.3.3-5: PDCP-Config (Table 8.2.5.7.3.3-4)

	Derivation Path: 38.508-1 [4], Table FFS

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config ::= SEQUENCE {
	
	
	

	  drb SEQUENCE {
	
	
	

	  pdcp-SN-SizeUL
	Not present
	
	

	  pdcp-SN-SizeDL
	Not present
	
	

	  }
	
	
	

	}
	
	
	


Table 8.2.5.7.3.3-6: RRCConnectionReestablishmentRequest (step 2, Table 8.2.5.7.3.2-1)

	Derivation Path: 36.508 [7] Table 4.6.1-13

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReestablishmentRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionReestablishmentRequest-r8 SEQUENCE {
	
	
	

	      reestablishmentCause
	reconfigurationFailure
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


<End>
