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	Other comments:
	


7.3.1.2.3.3
Specific message contents

None.

<<< Start of New Text>>>

7.3.2.2
Integrity protection / Correct functionality of encryption algorithm AES / SRB / DRB
Editors Note: The Test sequence is currently defined for NSA. Enhancements for SA option is FFS
7.3.2.2.1
Test Purpose (TP)

(1)
with { UE in RRC_CONNECTED state }
ensure that {
  when { Functionality of integrity algorithms with AES is taken into use on SRB }
    then {UE performs correct integrity protection function in PDCP entitys associated with SRB }
}

(2)

with { UE in RRC_CONNECTED state }
ensure that {
  when { Functionality of integrity algorithms with AES is taken into use on DRB }
    then {UE performs correct integrity protection function in PDCP entitys associated with DRB }
}
(3)

with { UE in RRC_CONNECTED state }

ensure that {
  when { SecurityModeCommand fails the integrity protection check }

      then { UE transmits SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message }

}

7.3.2.2.2
Conformance requirements

Same conformance requirements as in clause 7.3.2.1.2
7.3.2.2.3
Test description

Same Pre-test conditions as in clause 7.3.0 except UE is in state RRC_IDLE by performing the generic procedure in clause 4.5.2 in TS 38.508-1 [4]

7.3.2.2.3.2
Test procedure sequence
Same test procedure sequence as in clause 7.3.2.1.3.2.
7.3.2.2.3.3
Specific message contents

Table 7.3.2.2.3.3-1: SecurityModeCommand message (steps 5, 7 Table 7.3.2.2.3.2-1)

	Derivation Path: 38.508-1 Table xxx

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            integrityProtAlgorithm
	eia2
	128-EIA2
AES
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
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