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Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

For the purpose of the present document, the following terms and definitions given in 3GPP TS 24.379 [9] apply:

An MCPTT user is affiliated to an MCPTT group

An MCPTT user is affiliated to an MCPTT group at an MCPTT client

Affiliation status

Group identity

In-progress emergency private call state

In-progress imminent peril group state

MCPTT client ID

MCPTT emergency alert state

MCPTT emergency group state

MCPTT emergency group call state

MCPTT emergency private call state

MCPTT emergency private priority state

MCPTT imminent peril group call state

MCPTT imminent peril group state

MCPTT private emergency alert state

MCPTT speech

Media-floor control entity

Temporary MCPTT group identity

Trusted mutual aid

Untrusted mutual aid

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.179 [7] apply:

In-progress emergency

MCPTT emergency alert

MCPTT emergency group call

MCPTT emergency state

Partner MCPTT system

Primary MCPTT system

For the purpose of the present document, the following terms and definitions given in 3GPP TS 24.380 [10] apply:

MBMS subchannel

For the purpose of the present document, the following terms and definitions given in 3GPP TS 23.179 [8] apply:

Pre-selected MCPTT user profile

3.2
Symbols

For the purposes of the present document, the following symbols apply:

none

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

ECGI

E-UTRAN Cell Global Identification

FFS

For Further Study

ICS

Implementation Conformance Statement

IPEG

In-Progress Emergency Group

IPEPC

In-Progress Emergency Private Call

IPIG

In-Progress Imminent peril Group

IXIT

Implementation eXtra Information for Testing

MBMS

Multimedia Broadcast and Multicast Service

MBSFN

Multimedia Broadcast multicast service Single Frequency Network

MCPTT

Mission Critical Push To Talk

MCPTT group ID
MCPTT group IDentity

MEA

MCPTT Emergency Alert

MEG

MCPTT Emergency Group

MEGC

MCPTT Emergency Group Call

MEPC

MCPTT Emergency Private Call

MEPP

MCPTT Emergency Private Priority

MES

MCPTT Emergency State

MIME

Multipurpose Internet Mail Extensions

MIG

MCPTT Imminent peril Group

MIGC

MCPTT Imminent peril Group Call

MONP

MCPTT Off-Network Protocol

MPEA

MCPTT Private Emergency Alert

NAT

Network Address Translation

QCI

QoS Class Identifier

RTP

Real-time Transport Protocol

SAI

Service Area Identifier

SDP

Session Description Protocol

SIP

Session Initiation Protocol

SS

System Simulator

SSRC

Synchronization SouRCe

TGI

Temporary MCPTT Group Identity

TMGI

Temporary Mobile Group Identity

TP

Transmission Point

URI

Uniform Resource Identifier
4
General

4.1
MCPTT Conformance testing test points overview
Figure 4.1.1 provides a general overview of all MCPTT players which may have a role in different conformance testing scenarios together with virtual test points representing the information flow which is intended for conformance testing. The figure is mainly for descriptive purposes and may not necessarily represent a real MCPTT deployment or implementation.
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Figure 4.1.1: MCPTT Conformance testing test points model

NOTE 1:
Which of the shown entities will be simulated and which will be real implementation depends on the test scenario. In the test scenarios in which they play a part, the entities presented with dashed borders and grey fill will be always simulated whereas, the entities with light yellow fill (UE3) will be Implementation Under Test (IUT). The entities with white fill will be either simulated or IUTs or real implementation (e.g. network) depending on the test scenario.

NOTE 2:
 While showing the different players, figure 4.1.1 should not be understood as showing test environment implementation.

The test points shown on Figure 4.1.1 cover behaviour/requirements observed at various reference points and communication scenarios:

-
MCPTT on-network (whenever relevant, reference points as specified in TS 23.179 [8] Functional model description section 7.3.1 'On-network functional model' are referred):

-
Application plane (MCPTT-1, MCPTT-4, MCPTT-7, MCPTT-8 and MCPTT-9), and, (CSC-1, CSC-2, CSC-4 and CSC-8); Signalling control plane (SIP-1, HTTP-1 and HTTP-2). Test point: (1) or (2). IUT: the UE or the MCPTT Server.

-
MCPTT-3 (between different MCPTT Servers), CSC-7 (other group management Servers, normally associated with other MCPTT Servers); Signalling control plane (SIP-2, HTTP-1, HTTP2 and HTTP-3). Test point: (4). IUT: the MCPTT Server.

-
MCPTT off-network (TS 23.179 [8], 7.3.2 'Off-network functional model'). Test point: (3). IUT: the UE.

-
LTE Legacy requirements between UE and EPS and between 2 UEs (covering e.g. Bearer Management at the UE side, ProSe including among others UE-to-network relay, MBMS). Test point: (1), (2) or (3).

Figure 4.1.2 provides a general overview of functions distributions at the MCPTT server side when multiple MCPTT Servers are involved. More functional models can be found in TS 24.379 [9].
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Figure 4.1.2: MCPTT Conformance testing Client-to-Client test points model

NOTE 3:
 While showing the different players and Server functionality, figure 4.1.2 should not be understood as showing test environment implementation.

The test points shown on Figure 4.1.2 provide an example of how 2 different communication scenarios between 2 MCPTT Servers will result in the communication between the servers being monitored at different test points (4.1) and (4.2). It should be noted that figure 4.1.2 does not imply the physical existence of 2 test points during MCPTT Server-to-Server testing rather it shows two different information flows which need to be verified for conformance. In practice this will also mean that for testing the MCPTT Server on the Server-to-Server interface (test point 4 on Figure 4.1.1), the System Simulator (SS) will need to implement (i.e.be able to simulate) at least all 3 MCPTT functions.
4.2
MCPTT Conformance testing test environment overview

Based on the test points models shown in subclause 4.1 examples for test environment implementations are provided below. Figures 4.2.1 to 4.2.3 show test configuration where the Implementation Under Test (IUT) and the System Simulator communicate, one with the other, over the LTE radio interface (test points (1), (2) and (3)). Figures 4.2.4 and 4.2.5 show test configuration where the IUT and the System Simulator communicate, one with the other, over the FFS interface (test points (4)).
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Figure 4.2.1: Testing the MCPTT Client (on-network)
NOTE 1:
Figure 4.2.1 covers also the case for testing the UE at interface (1) when the IUT behaves as a Relay. For testing this the existence of another UE playing the role of an UE off-network which uses the Relay to connect to the Server will be needed. This could be implemented by the SS simulating both in similar manner as it is shown on Figure 4.2.2.
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Figure 4.2.2: Testing the MCPTT Client (on-network) Relay side
NOTE 1:
Figure 4.2.2 covers the case for testing the UE at interface (2) when the IUT behaves as a Relay. For testing this, the existence of LTE NWK and Server to which the Relay relays the data will be needed. This could be implemented by the SS simulating both.
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Figure 4.2.3: Testing the MCPTT Client (off-network)
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Figure 4.2.4: Testing the MCPTT Server (server-to-client
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Figure 4.2.5: Testing the MCPTT Server (server-to-server), Controlling function
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Figure 4.2.6: Testing the MCPTT Server (server-to-server), Originating function
4.3
MCPTT Conformance testing players and roles assumptions
Based on the described in section 4.2 test environment scenarious a number of players and their roles have been designated to facilitate the test specification and provide a consistent test description.
For the purposes of MCPTT Client testing


1 MCPTT Server:
-
Server A simulated by the SS (in the case of on-network operation).

2 MCPTT Clients:
-
Client A installed on the implementation under test
-
Client B simulated by the System Simulator (SS) either explicitly (in the case of off-network operations), or, implicitly (in the case of on-network operation).

3 MCPTT Users:
-
User A registered with Client A and operating on the implementation under test
-
User B registered with Client B simulated by the System Simulator (SS) either explicitly (in the case of off-network operations), or, implicitly (in the case of on-network operation); pre-set at User A configuration as User allowed to be called by User A for any types of calls
-
User C known to the User A, not involved in any communication, defined for the sole purpose of testing if the User A/Client A can distinguish between different users when chosing one of them for action; pre-set at User A configuration as User allowed to be called by User A for any types of calls.

4 MCPPT groups:
-
Group A to which User A is implicitly affiliated, pre-set at User A configuration, and, comprising as members User A, User B and User C, to be avialble throughout the entire testing.
-
Group D to which User A is not implicitly affiliated, pre-set at User A configuration, and, comprising as members User B and User C, to be used for testing group affiliation.

-
Groups B and C not pre-set at User A configuration, to be used for testing creation and termination of groups.
For the purposes of MCPTT Server testing

FFS
5
Common Test Environment


5.1
General
Section 5 provides basic test requirements, and, Generic Procedures and Default messages content to be used by the test cases wherever applicable.
5.2
Reference test conditions


5.2.1
General
Any E-UTRA frequency band can be used to provide the underlining communication bearer to carry the MCPTT communication. The requirements are defined in TS 36.508 [6].
5.2.2
On-network

There are no specific requirements to the UE on which the MCPTT client is installed when operating in on-network environment. The basic E-UTRA/EPC procedures shall be supported.
5.2.3
Off-network

When operating in off-network environment the UE on which the MCPTT client is installed shall:

-
implement the procedures for ProSe direct discovery for public safety use as specified in 3GPP TS 24.334 [28];

-
implement the procedures for one-to-one ProSe direct communication for Public Safety use as specified in 3GPP TS 24.334 [28].
-
implement the procedures for one-to-many ProSe direct communication for Public Safety use as specified in 3GPP TS 24.334 [28].

5.3
Generic test procedures for UE MCPTT operation
5.3.1
General
The purpose of the procedures specified in the following subclauses is to facilitate test description by providing procedure sequences which can be referred from the relevant TCs specified e.g. in 3GPP TS 36.579-2 [2] or 3GPP TS 36.579-3 [3].

The procedures specified are required to ensure that any MCPTT service can take or specific p

MCPTT relevant pre-conditons are met before a test case can be executed.
5.3.2
Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation
5.3.3
Generic Test Procedure for MCPTT pre-established session establishment CO

5.3.3.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
For the underlining "transport bearer" over which the SS and the UE will communicate Parameters are set to the default parameters for the basic E-UTRA Single cell network scenarios, as defined in TS 36.508 [24] clause 4.4. The simulated Cell 1 shall belong to PLMN1 (the PLMN specified for MCPTT operation in the MCPTT configuration document)
User Equipment:

-
UE (MCPTT client)
-
The UE has performed the Generic Test Procedure for MCPTT Authorization/Configuration and Key Generation as specified in subclause 5.3.2 and thereby the MCPTT client is authorised for and able to use the MCPTT service including making group and private calls on- and off-network, and, the MCPTT user is registered for receiving MCPTT service through the MCPTT Client.
5.3.3.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.3.3.3
Procedure

Table 5.3.3.3-1: MCPTT pre-established session establishment CO

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Make the UE (MCPTT User) request the creation of a pre-established session
	-
	-

	2-7
	Steps 2-7 as described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' take place.
	-
	-

	-
	EXCEPTION: In parallel to the events described in step 8 below, step 8 described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' takes place.
	-
	-

	8
	UE (MCPTT Client) sends a SIP INVITE message in order to create a pre-established session.
	-->
	SIP INVITE

	9
	Step 10 as described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' takes place.
	-
	-

	-
	EXCEPTION: In parallel to the events described in step 10 below, steps 11-12 described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' take place.
	-
	-

	10
	The SS (MCPTT server) responds with a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	11
	UE (MCPTT client) notifies the user that the pre-established session has been created.

NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-

	12
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease


5.3.3.4
Specific message contents
The MCPTT relevant SIP message contents are specified in the present document clause 5.5.2.

5.4
Generic test procedures for UE operation over EUTRA/EPS
5.4.1
General

The purpose of the procedures specified in the following subclauses is to facilitate test description by providing procedure sequences which can be referred from the relevant TCs specified e.g. in 3GPP TS 36.579-2 [2] or 3GPP TS 36.579-3 [3].

The intention is, wherever possible, that E-UTRA/EPS signalling and initial conditions should not be provided in the test descriptions rather should be referred to the procedure steps described in the generic procedures below, whereas, the MCPTT SIP signalling and initial conditions when relevant for the test purposes shall be explicitly provided in the tests description itself.
Throughout the generic test procedures E-UTRA/EPC behaviour is denoted as "SS" for the System Simulator simulating the NWK side of the communication, and, "UE" for the Implementation Under Test (IUT), whereas the MCPTT relevant behaviour is denoted as "SS (MCPTT server)" and "UE (MCPTT client)"/"UE (MCPTT user)" respectively. ProSe related SS behaviour when the SS simulates an UE device is denoted e.g. as "SS-UE1".
Throughout the generic test procedures E-UTRA/EPC behaviour is denoted as "SS" for the System Simulator simulating the NWK side of the communication, and, "UE" for the Implementation Under Test (IUT), whereas the MCPTT relevant behaviour is denoted as "SS (MCPTT server)" and "UE (MCPTT client)"/"UE (MCPTT user)" respectively. ProSe related SS behaviour when the SS simulates an UE device is denoted e.g. as "SS-UE1".

5.4.2
Generic Test Procedure for MCPTT UE registration

5.4.2.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [6] clause 4.4, unless otherwise specified in the test case. Requirements in regard to the PLMN which the simulated Cell(s) belongs to are specified in the test case using the present procedure.
User Equipment:


-
The UE is MCPTT capable. The MCPTT preconditions required for initiation of MCPTT service authorization for the MCPTT client and the MCPTT service are specified in the test cases.
-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
The UE shall be switched off.


5.4.2.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.4.2.3
Procedure

Table 5.4.2.3-1: EUTRA/EPS signalling for UE registration

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	0
	Switch the UE on.
	-
	-

	1
	Make the UE initiate MCPTT service authorization for the MCPTT client and the MCPTT service.
	-
	-

	2
	UE transmits an RRCConnectionRequest message.
	-->
	RRC: RRCConnectionRequest

	3
	SS transmits an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	4
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the Attach procedure by including the ATTACH REQUEST message. The PDN CONNECTIVITY REQUEST message is piggybacked in ATTACH REQUEST
	-->
	RRC: RRCConnectionSetupComplete
NAS: ATTACH REQUEST

NAS: PDN CONNECTIVITY REQUEST

	5
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	RRC: DLInformationTransfer 

NAS: AUTHENTICATION REQUEST

	6
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	RRC: ULInformationTransfer
NAS: AUTHENTICATION RESPONSE

	7
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	RRC: DLInformationTransfer
NAS: SECURITY MODE COMMAND

	8
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	RRC: ULInformationTransfer
NAS: SECURITY MODE COMPLETE

	-
	EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE has ESM information which needs to be transferred.
	-
	-

	9a1
	IF the UE sets the ESM information transfer flag in the last PDN CONNECTIVITY REQUEST message THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of protocol configuration options and/or APN.
	<--
	RRC: DLInformationTransfer
NAS: ESM INFORMATION REQUEST

	9a2
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and/or APN.
	-->
	RRC: ULInformationTransfer
NAS: ESM INFORMATION RESPONSE

	10
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	11
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	12
	The SS transmits a UECapabilityEnquiry message to initiate the UE radio access capability transfer procedure.
	<--
	RRC: UECapabilityEnquiry

	13
	The UE transmits a UECapabilityInformation message to transfer UE radio access capability.
	-->
	RRC: UECapabilityInformation

	14
	The SS transmits an RRCConnectionReconfiguration message to establish the default bearer with condition SRB2-DRB(1, 0) according to TS 36.508 [6] subclause 4.8.2.2.1.1.

This message includes the ATTACH ACCEPT message. The ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message is piggybacked in ATTACH ACCEPT.
	<--
	RRC: RRCConnectionReconfiguration
NAS: ATTACH ACCEPT

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	15
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of default bearer.
	-->
	RRC: RRCConnectionReconfigurationComplete

	-
	EXCEPTION: In parallel to the event described in step 16 below, if initiated by the UE the generic procedure for IP address allocation in the U-plane as defined in TS 36.508 [6] subclause 4.5A.1 takes place.
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 16 below the events described in table 5.4.2.3-2 take place.
	-
	-

	16
	This message includes the ATTACH COMPLETE message. The ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message is piggybacked in ATTACH COMPLETE.
	-->
	RRC: ULInformationTransfer

NAS: ATTACH COMPLETE

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

	17
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease


Table 5.4.2.3-2: SIP signalling for MCPTT UE registration

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The UE sends initial registration for IMS services.
	-->
	SIP REGISTER

	2
	The SS responds with a valid AKAv1-MD5 authentication challenge and security mechanisms supported by the network.
	<--
	SIP 401 Unauthorized

	3
	The UE completes the security negotiation procedures, sets up a temporary set of SAs and uses those for sending another REGISTER with AKAv1-MD5 credentials.
	-->
	SIP REGISTER

	4
	The SS responds with 200 OK.
	<--
	SIP 200 OK

	-
	EXCEPTION: Steps 1a1 to 1b1 describe behaviour that depends on UE implementation and on availability of an access-token received as outcome of the user authentication procedure as described in 3GPP TS 24.482 [12]; the "lower case letter" identifies a step sequence that take place when one or the other is the case.
	-
	-

	5a1
	The UE (MCPTT client) sends a SIP REGISTER request for service authorisation.
	-->
	SIP REGISTER

	5b1
	The UE (MCPTT client) sends a SIP PUBLISH request for service authorisation.
	-->
	SIP PUBLISH

	6
	The SS (MCPTT server) sends SIP 200 (OK).
	<--
	SIP 200 (OK)


5.4.2.4
Specific message contents

All specific EUTRA/EPS signalling message contents shall be referred to TS 36.508 [6] clause 4.6 and 4.7.

The IMS specific message contents, Table 5.4.2.3-2, steps 1-4, shall be referred to the default message contents specified in TS 34.229-1 [21] clause A.1.


The MCPTT relevant SIP message contents, Table 5.4.2.3-2, steps 5a1-6, are specified in the present document clause 5.5.2.

5.4.3
Generic Test Procedure for MCPTT CO communication in E-UTRA

5.4.3.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
SS E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [6] clause 4.4, unless otherwise specified in the test case. Requirements in regard to the PLMN which the simulated Cell(s) belongs to are specified in the test case using the present procedure.
User Equipment:

-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in subclause 5.4.2 and is in E-UTRA Registered, Idle Mode state.



-
Detailed initial conditions for the UE (MCPTT client) shall be specified in the TC referring to the present procedure.
5.4.3.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.4.3.3
Procedure

Table 5.4.3.3-1: EUTRA/EPS signalling for MCPTT CO communication

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Make the UE attempt an MCPTT call
	-
	-

	2
	The UE transmits an RRCConnectionRequest message with ' establishmentCause' set to ' mo-Data '.
	-->
	RRCConnectionRequest

	3
	SS transmit an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	4
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the session management procedure by including the SERVICE REQUEST message.
	-->
	RRC: RRCConnectionSetupComplete
NAS: SERVICE REQUEST

	5
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	6
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	7
	The SS configures a new data radio bearer, associated with the default EPS bearer context.

The RRCConnectionReconfiguration message is using condition SRB2-DRB(1, 0) as specified in TS 36.508 [6] subclause 4.8.2.2.1. The DRB associated with default EPS bearer context obtained during the attach procedure is established
	<--
	RRC: RRCConnectionReconfiguration

	8
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the default EPS bearer context.
	-->
	RRC: RRCConnectionReconfigurationComplete

	9
	The UE transmits a PDN CONNECTIVITY REQUEST message to request an additional PDN, with 'Request type' set to 'emergency ('0100'B )'.
	-->
	PDN CONNECTIVITY REQUEST

	10
	The SS configures a new data radio bearer, associated with the default EPS bearer context. RRCConnectionReconfiguration message contains the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. EPS bearer context #3 (QCI 65/69) according to table 6.6.1-1, TS 36.508 [6]: Reference default EPS bearer context is used.
	<--
	RRC: RRCConnectionReconfiguration

NAS:

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	-
	EXCEPTION: In parallel to the events described in steps 11-15 below, the events described in table 5.4.3.3-2 take place.
	-
	-

	11
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the dedicated EPS bearer.
	-->
	RRC: RRCConnectionReconfigurationComplete

	12
	The UE transmits an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	RRC: ULInformationTransfer

NAS:ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

	13
	The SS configures a new RLC-UM data radio bearer, associated with the dedicated EPS bearer context. RRCConnectionReconfiguration message contains the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message. EPS bearer context #5 (QCI 65/69) according to table 6.6.2-1: Reference dedicated EPS bearer contexts is used.
Note: the same PDN address is applicable because the linked EPS bearer ID refers to the default EBC allocated in step 10
	<--
	RRC: RRCConnectionReconfiguration

NAS:

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

	14
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the default EPS bearer for emergency IMS signalling.
	-->
	RRC: RRCConnectionReconfigurationComplete

	15
	The UE transmits an ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message.
	-->
	RRC: ULInformationTransfer

NAS:ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT


Table 5.4.3.3-2: SIP signalling for MCPTT CO communication

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The UE (MCPTT client) sends an initial SIP INVITE request requesting the establishment of an MCPTT call.
	-->
	SIP INVITE

	2
	The SS (MCPTT server) sends SIP 183(Session Progress).
	<--
	SIP 183 (Session Progress)

	3
	The SS (MCPTT server) sends SIP 200 (OK).
	<--
	SIP 200 (OK)

	NOTE:
The SIP sequence described in the present table is based on MCPTT CO call establishment and is for descriptive purposes only. When a TC refers to the generic procedure described in the present subclause, the SIP sequence may be replaced as appropriate.


5.4.3.4
Specific message contents

All specific EUTRA/EPS signalling message contents shall be referred to TS 36.508 [6] clause 4.6 and 4.7.

All specific SIP signalling message contents shall be specified in the TC which refers to the present procedure.

5.4.4
Generic Test Procedure for MCPTT CT communication in E-UTRA

5.4.4.1
Initial conditions

System Simulator:

-
SS (MCPTT server)

-
E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [6] clause 4.4, unless otherwise specified in the test case. Requirements in regard to the PLMN which the simulated Cell(s) belongs to are specified in the test case using the present procedure.
User Equipment:

-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in subclause 5.4.2 and is in E-UTRA Registered, Idle Mode state.



-
Detailed initial conditions for the UE (MCPTT client) shall be specified in the TC referring to the present procedure.
5.4.4.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.

5.4.4.3
Procedure

Table 5.4.4.3-1: EUTRA/EPS signalling for MCPTT CT communication

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	SS sends a Paging message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordLists.
	<--
	RRC: Paging (PCCH)

	2
	The UE transmits an RRCConnectionRequest message with ' establishmentCause' set to 'mt-Access'.
	-->
	RRCConnectionRequest

	3
	SS transmit an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	4
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the session management procedure by including the SERVICE REQUEST message.
	-->
	RRC: RRCConnectionSetupComplete
NAS: SERVICE REQUEST

	5
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	6
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	7
	The SS configures a new data radio bearer, associated with the default EPS bearer context.

The RRCConnectionReconfiguration message is using condition SRB2-DRB(1, 0) as specified in TS 36.508 [6] subclause 4.8.2.2.1. The DRB associated with default EPS bearer context obtained during the attach procedure is established
	<--
	RRC: RRCConnectionReconfiguration



	8
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the default EPS bearer context.
	-->
	RRC: RRCConnectionReconfigurationComplete

	9
	The UE transmits a PDN CONNECTIVITY REQUEST message to request an additional PDN, with 'Request type' set to 'emergency ('0100'B )'.
	-->
	PDN CONNECTIVITY REQUEST

	10
	The SS configures a new data radio bearer, associated with the default EPS bearer context. RRCConnectionReconfiguration message contains the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message. EPS bearer context #3 (QCI 65/69) according to table 6.6.1-1, TS 36.508 [6]: Reference default EPS bearer context is used.
	<--
	RRC: RRCConnectionReconfiguration

NAS:

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST

	-
	EXCEPTION: In parallel to the events described in steps 11-15 below, the event described in step 1, table 5.4.4.3-2 takes place.
	-
	-

	11
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the dedicated EPS bearer.
	-->
	RRC: RRCConnectionReconfigurationComplete

	12
	The UE transmits an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	RRC: ULInformationTransfer

NAS:ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT

	13
	The SS configures a new RLC-UM data radio bearer, associated with the dedicated EPS bearer context. RRCConnectionReconfiguration message contains the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message. EPS bearer context #5 (QCI 65/69) according to table 6.6.2-1: Reference dedicated EPS bearer contexts is used.
Note: the same PDN address is applicable because the linked EPS bearer ID refers to the default EBC allocated in step 10
	<--
	RRC: RRCConnectionReconfiguration

NAS:

ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

	14
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the default EPS bearer for emergency IMS signalling.
	-->
	RRC: RRCConnectionReconfigurationComplete

	15
	The UE transmits an ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message.
	-->
	RRC: ULInformationTransfer

NAS:ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT

	16
	The event described in step 2, table 5.4.4.3-2 takes place.
	-
	-


Table 5.4.4.3-2: SIP signalling for MCPTT CT communication

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The SS (MCPTT Server) sends an initial SIP INVITE request requesting the establishment of an MCPTT call.
	<--
	SIP INVITE

	2
	The UE (MCPTT client) sends SIP 200 (OK).
	-->
	SIP 200 (OK)

	NOTE:
The SIP sequence described in the present table is based on MCPTT CO call establishment and is for descriptive purposes only. When a TC refers to the generic procedure described in the present subclause, the SIP sequence may be replaced as appropriate.


5.4.4.4
Specific message contents

All specific EUTRA/EPS signalling message contents shall be referred to TS 36.508 [6] clause 4.6 and 4.7.

All specific SIP signalling message contents shall be specified in the TC which refers to the present procedure.

5.4.5
Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment

5.4.5.1
Initial conditions

System Simulator:

-
SS-UE1 (MCPTT Client).

-
For the underlining "transport bearer" over which the SS and the UE will communicate, the SS is behaving as SS-UE1 as defined in TS 36.508 [6], configured for and operating as ProSe Direct Communication transmitting and receiving device.
-
GNSS simulator configured to simulate a location in the centre of area 1 and providing timing reference as defined in TS 36.508 [6] for the assistance of E-UTRAN off-network testing such as e.g. V2X testing.

NOTE:
For operation in off-network environment, it needs to be ensured that after the UE is powered up it considers the geographical area as being one of the geographical areas set in the USIM for operation when UE is "not served by E-UTRAN".
User Equipment:


-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
Detailed initial conditions for the UE (MCPTT client) shall be specified in the TC referring to the present procedure.


	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


UE state

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [6].

5.4.5.2
Definition of system information messages

N/a (out of E-UTRA coverage)

5.4.5.3
Procedure

Table 5.4.5.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT CO communication-establishment

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	2
	Wait for 15 sec to allow the UE to establish that it is out of coverage and initiate scanning the frequency pre-set for ProSe communication for any activities.
	-
	-

	3
	Make the UE initiate one-to-one ProSe direct communication with the remote UE preconfigured (ProSe Layer-2 Group ID).
	-
	-

	4
	UE sends a DIRECT_COMMUNICATION_REQUEST message, IP Address Config IE set to "address allocation not supported".
	-->
	DIRECT_COMMUNICATION_REQUEST

	5
	SS-UE1 sends a DIRECT_SECURITY_MODE_COMMAND message.
	<--
	DIRECT_SECURITY_MODE_COMMAND

	6
	UE sends a DIRECT_SECURITY_MODE_COMPLETE message ciphered and integrity protected with the new security context.
	-->
	DIRECT_SECURITY_MODE_COMPLETE

	7
	SS-UE1 sends a DIRECT_COMMUNICATION_ACCEPT message.
	<--
	DIRECT_COMMUNICATION_ACCEPT

	8
	EXCEPTION: After the communication is established, an IP address configuration procedure is performed depending on what the UE has indicated in the IP Address Config IE (if it is not "address allocation not supported") in the DIRECT_COMMUNICATION_REQUEST message, and, the SS-UE1 itself indicating "address allocation not supported" in the DIRECT_COMMUNICATION_ACCEPT message.
	-
	-

	-
	EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE implementation; the "lower case letter" identifies a step sequence that depends on the UE implementation of keepalive procedure.
	-
	-

	9a1
	UE sends a DIRECT_COMMUNICATION_KEEPALIVE message.
	-->
	DIRECT_COMMUNICATION_KEEPALIVE

	9a2
	SS-UE1 sends a DIRECT_COMMUNICATION_KEEPALIVE_ACK message.
	<--
	DIRECT_COMMUNICATION_KEEPALIVE_ACK


5.4.5.4
Specific message contents

Table 5.4.5.4-1: DIRECT_COMMUNICATION_ACCEPT (step 7 Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-6.

	Information Element
	Value/remark
	Comment
	Condition

	IP Address Config
	'0011'B
	address allocation not supported
	

	Link Local IPv6 Address
	If the UE indicated 'address allocation not supported' in the IP Address Config IE in the DIRECT_COMMUNICATION_REQUEST message then a link-local IPv6 address formed locally
	128-bit IPv6 address
	


Table 5.4.5.4-2: DIRECT_SECURITY_MODE_COMMAND (step 5, Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-7.

	Information Element
	Value/remark
	Comment
	Condition

	UE Security Capabilities
	Set to the UE Security Capabilities received in the DIRECT_COMMUNICATION_REQUEST message
	
	

	Chosen Algorithms
	One of the non null algorithms provided in UE Security Capabilities (i.e. different to EIA0 (null integrity protection algorithm)/EEA0 (null ciphering algorithm))
	
	

	MSB of KD ID
	The MSB of KD ID of the new KD
	
	

	KD Freshness 
	Not included
	
	

	GPI
	Not included
	
	

	User Info {
	
	
	

	  Type of User Info
	IMSI
	
	

	  Odd/even indication
	Reflecting the number of digits in the IMSI
	
	

	  Identity digits
	A value different to the IMSI of the UE
	
	

	}
	
	
	


Table 5.4.5.4-3: DIRECT_SECURITY_MODE_COMPLETE (step 6, Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-8.

	Information Element
	Value/remark
	Comment
	Condition

	LSB of KD ID
	Not included
	
	


Table 5.4.5.4-4: DIRECT_COMMUNICATION_KEEPALIVE (step 9a1, Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-9.

	Information Element
	Value/remark
	Comment
	Condition

	Keepalive Counter
	0
	
	

	Maximum Inactivity Period
	Any allowed value
	
	


5.4.6
Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment

5.4.6.1
Initial conditions

System Simulator:

-
SS-UE1 (MCPTT Client).

-
For the underlining "transport bearer" over which the SS and the UE will communicate, the SS is behaving as SS-UE1 as defined in TS 36.508 [6], configured for and operating as ProSe Direct Communication transmitting and receiving device.
-
GNSS simulator configured to simulate a location in the centre of area 1 and providing timing reference as defined in TS 36.508 [6] for the assistance of E-UTRAN off-network testing such as e.g. V2X testing.

NOTE:
For operation in off-network environment, it needs to be ensured that after the UE is powered up it considers the geographical area as being one of the geographical areas set in the USIM for operation when UE is "not served by E-UTRAN".
User Equipment:

-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
Detailed initial conditions for the UE (MCPTT client) shall be specified in the TC referring to the present procedure.



	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


UE state

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [6].

5.4.6.2
Definition of system information messages

N/a (out of E-UTRA coverage).

5.4.6.3
Procedure

Table 5.4.6.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT CT communication-establishment

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	2
	Wait for 15 sec to allow the UE to establish that it is out of coverage and initiate scanning the frequency pre-set for ProSe communication for any activities.
	-
	-

	3
	SS-UE1 sends a DIRECT_COMMUNICATION_REQUEST message, IP Address Config IE set to "address allocation not supported".
	<--
	DIRECT_COMMUNICATION_REQUEST

	4
	UE sends a DIRECT_SECURITY_MODE_COMMAND message unciphered but integrity protected with the new security context.
	-->
	DIRECT_SECURITY_MODE_COMMAND

	5
	SS-UE1 sends a DIRECT_SECURITY_MODE_COMPLETE message ciphered and integrity protected with the new security context.
	<--
	DIRECT_SECURITY_MODE_COMPLETE

	6
	UE sends a DIRECT_COMMUNICATION_ACCEPT message.
	-->
	DIRECT_COMMUNICATION_ACCEPT

	7
	EXCEPTION: After the communication is established, an IP address configuration procedure is performed depending on what the UE has indicated in the IP Address Config IE (if it is not "address allocation not supported") in the DIRECT_COMMUNICATION_REQUEST message, and, the SS-UE1 itself indicating "address allocation not supported" in the DIRECT_COMMUNICATION_ACCEPT message.
	-
	-

	8
	SS-UE1 sends a DIRECT_COMMUNICATION_KEEPALIVE message with a Keepalive Counter IE that contains the value of the keepalive counter for this link=0, and a Maximum Inactivity Period IE.
	<--
	DIRECT_COMMUNICATION_KEEPALIVE

	9
	UE sends a DIRECT_COMMUNICATION_KEEPALIVE_ACK message including the Keepalive Counter IE set to the same value as that received in the DIRECT_COMMUNICATION_KEEPALIVE message.
	-->
	DIRECT_COMMUNICATION_KEEPALIVE_ACK


5.4.6.4
Specific message contents

Table 5.4.6.4-1: DIRECT_COMMUNICATION_REQUEST (step 3, Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-5.

	Information Element
	Value/remark
	Comment
	Condition

	User Info {
	
	
	

	  Type of User Info
	IMSI
	
	

	  Odd/even indication
	Reflecting the number of digits in the IMSI
	
	

	  Identity digits
	A value different to the IMSI of the UE
	
	

	}
	
	
	

	IP Address Config
	'0011'B
	address allocation not supported
	

	Maximum Inactivity Period
	'10 0000 0000'B
	512 sec, randomly chosen to allow sufficient time for a TC which uses this procedure to be completed without need to repeat the keepalive procedure
	

	Nonce_1
	
	
	

	UE Security Capabilities
	01111111 01111111
	All but null algorithms supported
	

	MSB of KD-sess ID
	the 8 most significant bits of the KD-sess ID
	
	

	KD ID
	Not present
	
	

	Signature
	the ECCSI signature calculated with the User Info and Nonce_1 as specified in 3GPP TS 33.303 [67]
	
	

	Link Local IPv6 Address
	a link-local IPv6 address formed locally
	
	


Table 5.4.6.4-2: DIRECT_SECURITY_MODE_COMMAND (step 4 Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-7.

	Information Element
	Value/remark
	Comment
	Condition

	MSB of KD ID
	Any allowed value
	
	

	KD Freshness 
	Not included
	
	

	GPI
	Not included
	
	

	Signature
	The ECCSI signature calculated with the User Info and Nonce_1 as specified in 3GPP TS 33.303 [67]
	
	

	Encrypted Payload
	The SAKKE payload generated as specified in 3GPP TS 33.303 [67].
	
	


Table 5.4.6.4-3: DIRECT_SECURITY_MODE_COMPLETE (step 5, Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-8.

	Information Element
	Value/remark
	Comment
	Condition

	LSB of KD ID
	16 least significant bits of KD ID
	
	


Table 5.4.6.4-4: DIRECT_COMMUNICATION_KEEPALIVE (step 8, Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-9.

	Information Element
	Value/remark
	Comment
	Condition

	Keepalive Counter
	0
	
	

	Maximum Inactivity Period
	'10 0000 0000'B
	512 sec, randomly chosen to allow sufficient time for a TC which uses this procedure to be completed without need to repeat the keepalive procedure
	


5.4.7
Generic Test Procedure for MCPTT communication over ProSe direct one-to-one communication out of E-UTRA coverage - release by the SS

5.4.7.1
Initial conditions

System Simulator:

-
SS-UE1 (MCPTT Client).

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.7.

User Equipment:

ProSe related configuration

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.7.

UE state

-
The UE has established ProSe direct communication one-to-one out of E-UTRA coverage using the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.6.

5.4.7.2
Definition of system information messages

N/a (out of E-UTRA coverage).

5.4.7.3
Procedure

Table 5.4.7.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT communication - release by the SS

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	SS-UE1 sends a DIRECT_COMMUNICATION_RELEASE message with a Release Reason IE indicating 'Direct Communication to peer UE no longer needed'.
	<--
	DIRECT_COMMUNICATION_RELEASE

	2
	UE sends a DIRECT_COMMUNICATION_RELEASE_ACCEPT message.
	-->
	DIRECT_COMMUNICATION_RELEASE_ACCEPT


5.4.7.4
Specific message contents

Table 5.4.7.4-1: DIRECT_COMMUNICATION_RELEASE (step 1, Table 5.4.7.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-11.

	Information Element
	Value/remark
	Comment
	Condition

	Release Reason
	'0001'B
	Direct communication to the peer UE no longer needed
	


5.4.8
Generic Test Procedure for MCPTT communication over ProSe direct one-to-one communication out of E-UTRA coverage - release by the UE

5.4.8.1
Initial conditions

System Simulator:

-
SS-UE1 (MCPTT Client).

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.8.

User Equipment:

ProSe related configuration

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.8.

UE state

-
The UE has established ProSe direct communication one-to-one out of E-UTRA coverage using the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.6.

5.4.8.2
Definition of system information messages

N/a (out of E-UTRA coverage).

5.4.8.3
Procedure

Table 5.4.8.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT communication - release by the UE

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	UE sends a DIRECT_COMMUNICATION_RELEASE message with a Release Reason IE indicating 'Direct Communication to peer UE no longer needed'.
	-->
	DIRECT_COMMUNICATION_RELEASE

	2
	SS-UE1 sends a DIRECT_COMMUNICATION_RELEASE_ACCEPT message.
	<--
	DIRECT_COMMUNICATION_RELEASE_ACCEPT


5.4.8.4
Specific message contents

Table 5.4.8.4-1: DIRECT_COMMUNICATION_RELEASE (step 1, Table 5.4.8.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-11.

	Information Element
	Value/remark
	Comment
	Condition

	Release Reason
	'0001'B
	Direct communication to the peer UE no longer needed
	















	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	

	
	

	
	
	
	




5.4.9
Generic Test Procedure for MCPTT communication in E-UTRA / Change of cells
5.4.10
Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-many communication out of E-UTRA coverage / Announcing/Discoveree procedure for group member discovery

5.4.10.1
Initial conditions

System Simulator:

-
SS-UE1 (MCPTT Client).

-
For the underlining "transport bearer" over which the SS and the UE will communicate, the SS is behaving as SS-UE1 as defined in TS 36.508 [6], configured for and operating as ProSe Direct Communication transmitting and receiving device.
-
GNSS simulator configured to simulate a location in the centre of area 1 and providing timing reference as defined in TS 36.508 [6] for the assistance of E-UTRAN off-network testing such as e.g. V2X testing.

NOTE:
For operation in off-network environment, it needs to be ensured that after the UE is powered up it considers the geographical area as being one of the geographical areas set in the USIM for operation when UE is "not served by E-UTRAN".
User Equipment:

-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
Detailed initial conditions for the UE (MCPTT client) shall be specified in the TC referring to the present procedure.



	
	

	
	

	
	

	
	

	
	



	
	

	
	

	
	




	
	




	
	

	
	




	
	











	
	



	
	

	
	





	
	








UE state

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [18].

5.4.10.2
Definition of system information messages

N/a (out of E-UTRA coverage)

5.4.10.3
Procedure

Table 5.4.10.3-1: ProSe Direct Discovery for public safety use / Announcing/Discoveree procedure for group member discovery for MCPTT off-network CT group calls
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	2
	Wait for 60 sec to allow the UE to determine that it is in the geographical area set in the USIM for operation when UE is "not served by E-UTRAN and acquire reference timing.
	-
	-

	-
	EXCEPTION: Steps 3a1-3b3b1 describe events which depend on the UE capabilities; the "lower case letter" identifies a step sequence that takes place if the UE is capable or not of Announcing for group member discovery.
	-
	-

	3a1
	IF pc_ProSeAnnForGroupMemberDiscovery (TS 36.523-2 [75]) THEN Force the UE upper layer application corresponding to ProSe Application ID px_ProSeAnnApplicationIdentity2 (TS 36.523-3 [74]) to initiate continuous announcing its availability in a discovery group.

NOTE: UEs which are capable of Announcing for group member discovery may start announcement automatically.
	-
	-

	3a2
	The UE transmits in the next transmission period a PC5_DISCOVERY message for Group Member Discovery Announcement applying DUIK, DUSK, and DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message.
	-->
	PC5_DISCOVERY

	3b1
	ELSE SS sets WaitForMessageCounter=1
	-
	-

	-
	EXCEPTION: Steps 3b2-3b3b1 are repeated until the event described in step 3b3a1 takes place OR WaitForMessageCounter=11.
	-
	-

	3b2
	SS-UE1 transmits in the next transmission period a PC5_DISCOVERY message for Group Member Discovery Solicitation applying DUIK, DUSK, and DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message.

WaitForMessageCounter=WaitForMessageCounter+1
	<--
	PC5_DISCOVERY

	-
	EXCEPTION: Steps 3b3a1-3b3b1 describe events which depend on the UE behaviour; the "lower case letter" identifies a step sequence that take place if the UE transmit or not in the next transmission period a PC5_DISCOVERY message.
	-
	-

	3b3a1
	The UE transmits in the next transmission period a PC5_DISCOVERY message for Group Member Discovery Response applying DUIK, DUSK, and DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message and including the target Discovery Group ID of the discovery group to be discovered in step 3b2.
	-->
	PC5_DISCOVERY

	3b3b1
	The WaitForMessageCounter=11.
	-
	-

	-
	EXCEPTION: Steps 4 and 5 maybe repeated multiple times depending on the MCPTT procedure taking place.
	-
	-

	-
	EXCEPTION: Step 4 is repeated until the MCPTT protocol data unit provided by the higher layers is transmitted in full.
NOTE: The SS-UE1 may need to send more than one MCPTT protocol data unit in sequence with no response expected between them from the UE.
	-
	-

	4
	SS-UE1 sends sidelink communication over the PC5 interface in the next transmission period using the timing reference provided by the GNSS simulator (same to be used by the UE).

NOTE: What MCPTT protocol data units are included in the sidelink communication is defined in the test case using the present generic procedure.
	<--
	STCH PDCP SDU packet

	-
	EXCEPTION: Step 5 is repeated until the MCPTT protocol data unit provided by the higher layers is transmitted in full.
NOTE: The UE may need to send more than one MCPTT protocol data unit in sequence with no response expected between them from the SS-UE1.
	-
	-

	5
	The UE sends sidelink communication over the PC5 interface in the next transmission period using the timing reference provided by the GNSS simulator (same to be used by the SS-UE1).

NOTE: What MCPTT protocol data units are included in the sidelink communication is defined in the test case using the present generic procedure.
	-->
	STCH PDCP SDU packet


5.4.10.4
Specific message contents
Table 5.4.10.4-1: PC5_DISCOVERY (step 3a2 Table 5.4.10.3-1)

	Derivation path: 36.508 [18], Table 4.7F.1-5A.


Table 5.4.10.4-2: PC5_DISCOVERY (step 3b2 Table 5.4.10.3-1)

	Derivation path: 36.508 [18], Table 4.7F.1-5B.


Table 5.4.10.4-3: PC5_DISCOVERY (step 3b3a1 Table 5.4.10.3-1)

	Derivation path: 36.508 [18], Table 4.7F.1-5C.


5.4.11
Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-many communication out of E-UTRA coverage / Monitoring/Discoverer procedure for group member discovery / One-to-many communication
5.4.11.1
Initial conditions

System Simulator:

-
SS-UE1 (MCPTT Client).

-
For the underlining "transport bearer" over which the SS and the UE will communicate, the SS is behaving as SS-UE1 as defined in TS 36.508 [6], configured for and operating as ProSe Direct Communication transmitting and receiving device.
-
GNSS simulator configured to simulate a location in the centre of area 1 and providing timing reference as defined in TS 36.508 [6] for the assistance of E-UTRAN off-network testing such as e.g. V2X testing.

NOTE:
For operation in off-network environment, it needs to be ensured that after the UE is powered up it considers the geographical area as being one of the geographical areas set in the USIM for operation when UE is "not served by E-UTRAN".
User Equipment:

-
The test USIM set as defined in subclause 5.5.10 is inserted.
-
Detailed initial conditions for the UE (MCPTT client) shall be specified in the TC referring to the present procedure.



	
	

	
	

	
	

	
	

	
	



	
	

	
	

	
	




	
	




	
	

	
	




	
	











	
	



	
	

	
	





	
	








UE state

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [18].

5.4.11.2
Definition of system information messages

N/a (out of E-UTRA coverage)

5.4.11.3
Procedure

Table 5.4.11.3-1: ProSe Direct Discovery for public safety use / Monitoring/Discoverer procedure for group member discovery for MCPTT off-network CO group calls
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	2
	Wait for 60 sec to allow the UE to determine that it is in the geographical area set in the USIM for operation when UE is "not served by E-UTRAN and acquire reference timing.
	-
	-

	-
	EXCEPTION: Steps 3a1-3b3 describe events which depend on the UE capabilities; the "lower case letter" identifies a step sequence that takes place if the UE is capable or not of Monitoring for group member discovery.
	-
	-

	3a1
	IF pc_ProSeMonForGtoupMemberDiscovery (TS 36.523-2 [75]) THEN the SS-UE1 starts continuously transmitting in the relevant transmission periods a PC5_DISCOVERY message for Group Member Discovery Announcement applying DUIK, DUSK, and DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message.
	<--
	PC5_DISCOVERY

	3b1
	ELSE Force the UE upper layer application corresponding to ProSe Application ID px_ProSeAnnApplicationIdentity2 (TS 36.523-3 [74]) to solicit proximity of other UEs in a discovery group.

NOTE: UEs which are not capable of Monitoring for group member discovery may start Discoverer procedure automatically.
	-
	-

	3b2
	The UE transmits in the next transmission period a PC5_DISCOVERY message for Group Member Discovery Solicitation applying DUIK, DUSK, and DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message.
	-->
	PC5_DISCOVERY

	3b3
	SS-UE1 transmits a PC5_DISCOVERY message for Group Member Discovery Response applying DUIK, DUSK, and DUCK with the associated Encrypted Bitmask, along with the UTC-based counter to the PC5_DISCOVERY message and including the target Discovery Group ID of the discovery group to be discovered in step 2b2.
	<--
	PC5_DISCOVERY

	-
	EXCEPTION: Steps 4 and 5 maybe repeated multiple times depending on the MCPTT procedure taking place.
	-
	-

	-
	EXCEPTION: Step 4 is repeated until the MCPTT protocol data unit provided by the higher layers is transmitted in full.
NOTE: The UE may need to send more than one MCPTT protocol data unit in sequence with no response expected between them from the SS-UE1.
	-
	-

	4
	The UE sends sidelink communication over the PC5 interface in the next transmission period using the timing reference provided by the GNSS simulator (same to be used by the SS-UE1).

NOTE: Which MCPTT protocol data units are included in the sidelink communication is defined in the test case using the present generic procedure.
	-->
	STCH PDCP SDU packet

	-
	EXCEPTION: Step 5 is repeated until the MCPTT protocol data unit provided by the higher layers is transmitted in full.
NOTE: The SS-UE1 may need to send more than one MCPTT protocol data unit in sequence with no response expected between them from the UE.
	-
	-

	5
	SS-UE1 sends sidelink communication over the PC5 interface in the next transmission period using the timing reference provided by the GNSS simulator (same to be used by the UE).

NOTE: Which MCPTT protocol data units are included in the sidelink communication is defined in the test case using the present generic procedure.
	<--
	STCH PDCP SDU packet


5.4.11.4
Specific message contents
Table 5.4.11.4-1: PC5_DISCOVERY (step 3a1 Table 5.4.11.3-1)

	Derivation path: 36.508 [18], Table 4.7F.1-5A.


Table 5.4.11.4-2: PC5_DISCOVERY (step 3b2 Table 5.4.11.3-1)

	Derivation path: 36.508 [18], Table 4.7F.1-5B.


Table 5.4.11.4-3: PC5_DISCOVERY (step 3b3 Table 5.4.11.3-1)

	Derivation path: 36.508 [18], Table 4.7F.1-5C.


5.5
Default message and other information elements content

5.5.1
General
The following conditions apply throughout subclause 5.5:
Table 5.5.1-1: Conditions

	Condition
	Explanation

	ON-NETWORK
	Message/IE sent only in on-network scenario.

	OFF-NETWORK
	Message/IE sent only in off-network scenario.

	PRIVATE-CALL
	Message/IE sent only as part of a Private call handling.

	GROUP-CALL
	Message/IE sent only as part of a Group call handling.

	EMERGENCY-CALL
	Message/IE sent only as part of an Emergency call handling.

	IMMPERIL-CALL
	Message/IE sent only as part of an Immanent Peril call handling.

	EMERGENCY-ALERT
	Message/IE sent only as part of an Emergency Alert


[Text skipped here]
5.5.9
Default miscellaneous messages and other information elements

5.5.9.1
MIKEY-SAKKE I_MESSAGE



Table 5.5.9.1-1: MIKEY-SAKKE I_MESSAGE (Group call)

	Derivation path: RFC 6509 [23], RFC 6043 [25], RFC 3830 [24]

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	GUK-ID
	32-bits
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	
	the CS ID of the crypto session
	

	    Prot type
	
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	
	

	      ROC
	
	
	

	      SEQ
	
	
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Role
	1
	Time of issue (TRi)
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  RAND Role
	1
	Initiator (RANDRi)
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	gp.manager@mcptt.example.org
	GMS's URI
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	0123456789ABCDEF0123456789ABCDEF
	MCPTT ID
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is IDRkmsi
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	the URI of the MCPTT KMS used by the initiating user
	
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	the URI of the MCPTT KMS used by the terminating user
	
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      type
	13
	ROC transmission rate
	

	      length
	
	
	

	      value
	1
	ROC transmitted in every packet.
	

	    }
	
	
	

	    {
	
	
	

	      type
	18
	SRTP Authentication tag length
	

	      length
	
	
	

	      value
	4
	4 octets for transmission of ROC
	

	    }
	
	
	

	    {
	
	
	

	      type
	19
	SRTCP Authentication tag length
	

	      length
	
	
	

	      value
	0
	ROC need not be transmitted in SRTCP.
	

	    }
	
	
	

	    {
	
	
	

	      type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is SIGN
	

	..SAKKE params {
	
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	..SAKKE data
	encapsulate the GMK to the UID generated from the MCPTT ID of the group management client
	
	

	}
	
	
	

	General Extension payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is SIGN
	

	  Type
	
	'SAKKE-to-self'
	

	  Lenght
	
	
	

	  SAKKE payload {
	
	
	

	    Next payload
	‘0’B
	
	

	..  SAKKE params
	
	
	

	    ID Scheme
	'URI Scheme'
	
	

	    Length
	
	
	

	..  SAKKE data
	encapsulate the GMK to the UID generated from the MCPTT ID of the group management client
	
	

	  }
	
	
	

	}
	
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	using (the KMS-provisioned key associated to) the identity of the Group Management Server (GMS). This identity is derived from the GMS's URI ( gp.manager@mcptt.example.org) and a time stamp (the current year and month)
	

	}
	
	
	


Table 5.5.9.1-2: MIKEY-SAKKE I_MESSAGE (Private call)

	Derivation path: RFC 6509 [23], RFC 6043 [25], RFC 3830 [24]

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header {
	Any
	
	

	  version
	‘00000001’B
	
	

	  Data Type
	‘00011010’B
	SAKKE msg (26)
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	PRF-HMAC-SHA-256
	

	  CSB ID
	'0101xxxx ... xxxxxxxx'B
	32-bit PCK-ID

The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect Private call communications, the other 28-bits are randomly generated
	

	  #CS
	‘00000001’B
	the number of crypto sessions in the CS ID map info.
	

	  CS ID map type
	2
	GENERIC-ID
	

	  CS ID map Info {
	
	
	

	    CS ID
	
	the CS ID of the crypto session
	

	    Prot type
	
	the security protocol to be used for the crypto session
	

	    S
	1
	the ROC and SEQ fields are provided
	

	    #P
	
	the number of security policies provided for the crypto session
	

	    Ps {
	
	lists the policies for the crypto session
	

	      Policy_no_1
	'00000001'B
	a policy_no that corresponds to the policy_no of a SP payload
	

	    }
	
	
	

	    Session Data Length
	
	
	

	    Session Data {
	
	session data for the crypto session
	

	      SSRC
	
	
	

	      ROC
	
	
	

	      SEQ
	
	
	

	    }
	
	
	

	  SPI Length
	
	SPI MAY be omitted in the initial message (length = 0), but it MUST be provided in the response message
	

	  SPI
	
	the SPI (or MKI) corresponding to the session key to (initially) be used for the crypto session. Other keys can be used.
	

	  }
	
	
	

	}
	
	
	

	Timestamp Payload (T) {
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Role
	1
	Time of issue (TRi)
	

	  TS Type
	‘00000011’B
	NTP-UTC-32 (3)
	

	  TS Value
	3710502000
	A randomly chose value = Corresponds to 31/07/2017, 17:00:00.

The time of issue represented by the number of seconds since 0h on 1 January 1900 with respect to the Coordinated Universal Time (UTC)
	

	}
	
	
	

	RAND Payload {
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  RAND Role
	1
	Initiator (RANDRi)
	

	  RAND len
	‘00010000’B
	16 Bytes RAND
	

	  RAND
	128-bit random number
	
	

	}
	
	
	

	IDRi payload {
	
	
	

	  Next payload
	‘00000110’B
	Next payload is ID
	

	  ID Role
	1
	Initiator (IDRi)
	

	  ID Type
	0
	URI
	

	  ID len
	Length of ID Data
	
	

	  ID data
	user.001@mcptt.example.org
	MCPTT ID associated with the initiating user
	

	}
	
	
	

	IDRr payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is IDRkmsi
	

	  ID Role
	2
	Responder (IDRr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	user.002@mcptt.example.org
	MCPTT ID associated to the receiving user
	

	}
	
	
	

	IDRkmsi payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is IDRkmsi
	

	  ID Role
	6
	Initiator's KMS (IDRkmsi)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	the URI of the MCPTT KMS used by the initiating user
	
	

	}
	
	
	

	IDRkmsr payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is Security Properties
	

	  ID Role
	7
	Responder's KMS (IDRkmsr)
	

	  ID Type
	0
	
	

	  ID len
	Length of ID Data
	
	

	  ID data
	the URI of the MCPTT KMS used by the terminating user
	
	

	}
	
	
	

	Security Properties payload {
	
	When not included the content specified below is assumed
	

	  Next payload
	‘00011010’B
	Next payload is SAKKE (26)
	

	  Policy no
	'00000001'B
	Random nr
	

	  Prot type
	0
	SRTP
	

	  Policy param length
	
	
	

	  Policy param {
	
	
	

	    {
	
	
	

	      type
	0
	Encryption Algorithm
	

	      length
	
	
	

	      value
	6
	AES-GCM
	

	    }
	
	
	

	    {
	
	
	

	      type
	1
	Session encryption key length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	    {
	
	
	

	      type
	4
	Session salt key length
	

	      length
	
	
	

	      value
	12
	12 octets
	

	    }
	
	
	

	    {
	
	
	

	      type
	5
	SRTP PRF
	

	      length
	
	
	

	      value
	0
	AES-CM
	

	    }
	
	
	

	    {
	
	
	

	      type
	6
	Key derivation rate
	

	      length
	
	
	

	      value
	0
	No session key refresh.
	

	    }
	
	
	

	    {
	
	
	

	      type
	20
	AEAD authentication tag length
	

	      length
	
	
	

	      value
	16
	16 octets
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	

	SAKKE payload {
	
	
	

	  Next payload
	‘???’B
	Next payload is SIGN
	

	..SAKKE params {
	
	RFC 6509 [23], Appendix A
	

	    n
	128
	
	

	    p
	997ABB1F 0A563FDA 65C61198 DAD0657A

416C0CE1 9CB48261 BE9AE358 B3E01A2E

F40AAB27 E2FC0F1B 228730D5 31A59CB0

E791B39F F7C88A19 356D27F4 A666A6D0

E26C6487 326B4CD4 512AC5CD 65681CE1

B6AFF4A8 31852A82 A7CF3C52 1C3C09AA

9F94D6AF 56971F1F FCE3E823 89857DB0

80C5DF10 AC7ACE87 666D807A FEA85FEB
	
	

	    q
	265EAEC7 C2958FF6 99718466 36B4195E

905B0338 672D2098 6FA6B8D6 2CF8068B

BD02AAC9 F8BF03C6 C8A1CC35 4C69672C

39E46CE7 FDF22286 4D5B49FD 2999A9B4

389B1921 CC9AD335 144AB173 595A0738

6DABFD2A 0C614AA0 A9F3CF14 870F026A

A7E535AB D5A5C7C7 FF38FA08 E2615F6C

203177C4 2B1EB3A1 D99B601E BFAA17FB
	
	

	    Px
	53FC09EE 332C29AD 0A799005 3ED9B52A

2B1A2FD6 0AEC69C6 98B2F204 B6FF7CBF

B5EDB6C0 F6CE2308 AB10DB90 30B09E10

43D5F22C DB9DFA55 718BD9E7 406CE890

9760AF76 5DD5BCCB 337C8654 8B72F2E1

A702C339 7A60DE74 A7C1514D BA66910D

D5CFB4CC 80728D87 EE9163A5 B63F73EC

80EC46C4 967E0979 880DC8AB EAE63895
	
	

	    Py
	0A824906 3F6009F1 F9F1F053 3634A135

D3E82016 02990696 3D778D82 1E141178

F5EA69F4 654EC2B9 E7F7F5E5 F0DE55F6

6B598CCF 9A140B2E 416CFF0C A9E032B9

70DAE117 AD547C6C CAD696B5 B7652FE0

AC6F1E80 164AA989 492D979F C5A4D5F2

13515AD7 E9CB99A9 80BDAD5A D5BB4636

ADB9B570 6A67DCDE 75573FD7 1BEF16D7
	
	

	    g
	66FC2A43 2B6EA392 148F1586 7D623068

C6A87BD1 FB94C41E 27FABE65 8E015A87

371E9474 4C96FEDA 449AE956 3F8BC446

CBFDA85D 5D00EF57 7072DA8F 541721BE

EE0FAED1 828EAB90 B99DFB01 38C78433

55DF0460 B4A9FD74 B4F1A32B CAFA1FFA

D682C033 A7942BCC E3720F20 B9B7B040

3C8CAE87 B7A0042A CDE0FAB3 6461EA46
	
	

	    Hash
	SHA-256
	(defined in [FIPS180-3]
	

	  }
	
	
	

	  ID Scheme
	'URI Scheme'
	
	

	  SAKKE data length
	
	16 bits
	

	..SAKKE data
	encapsulate the PCK to the UID generated from the MCPTT ID of the terminating user
	
	

	}
	
	
	

	General Extension payload
	Not Included
	
	

	SIGN (ECCSI) payload {
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  S type
	2
	ECCSI signature
	

	  S data
	
	using (the KMS-provisioned key associated to) the identity of the initiating user. This identity is derived from the initiating user's URI (user.001@mcptt.example.org) and a time-related parameter (the current year and month)
	

	}
	
	
	


5.5.10
Common MCPTT test USIM parameters
5.5.10.1
General
The format and coding of elementary files of the USIM are defined in 3GPP TS 31.102 [73]. Those of the ISIM are defined in 3GPP TS 31.101 [74] and 3GPP TS 31.103 [75].
The present clause defines default MCPTT relevant parameters for programming the elementary files of the test USIM when running conformance test cases defined in 3GPP TS 36.579-2 [2].
For requirements to the test USIM/ISIM needed for the E-UTRA/EPC and MCPTT off-network ProSe operation see 3GPP TS 36.508 [6], clause 4.9.
5.5.10.2
Default settings for the Elementary Files (EFs)

EFUST (USIM Service Table)

	Services
	Discription
	Activated
	Version

	Service n°109
	MCPTT
	Yes
	

	Note:
Only the relevant MCPTT related services indicated.


EFMST (MCPTT Service Table)

This file shall be present. This EF indicates the coding of the MCPTT management objects and which MCPTT services are available.
Coding of the MCPTT management objects = '00' (XML format).

	Services
	Discription
	Activated
	Version

	Service n°1:
	UE configuration data
	Yes
	

	Service n°2:
	User configuration data
	Yes
	

	Service n°3:
	Group configuration data
	Yes
	

	Service n°4:
	Service configuration data
	Yes
	


EFMCPTT_CONFIG (MCPTT configuration data)

This file shall be present.

Encoded in XML format (as specified in the MCPTT Service Table).

	MCPTT configuration data objects
	Tag Values
	Condition

	MCPTT UE configuration data
	'80'
	Shall be present.

The content of the MCPTT UE configuration data object shall be as specified in Table 5.5.8.2-1.

	MCPTT User configuration data
	'81'
	Shall be present.

The content of the MCPTT User configuration data object shall be as specified in Table 5.5.8.3-1.

	MCPTT Group configuration data
	'82'
	Shall be present.

The content of the MCPTT Group configuration data object shall be as specified in Table 5.5.8.5-1.

	MCPTT Service configuration data
	'83'
	Shall be present.

The content of the MCPTT Server configuration data object shall be as specified in Table 5.5.8.4-1.


[Text skipped here]
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