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22.3.1
MAC

22.3.1.1
NB-IoT / RACH Procedure / Preamble Selected by MAC / Temporary C-RNTI

22.3.1.1.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_IDLE state }

ensure that {

  when { UE has need to send a CCCH UL MAC PDU and UE is in enhanced coverage level 0}

    then { UE transmits a random access preamble repeated numRepetitionPerPreambleAttempt from Random Access Preambles group and the NPRACH resource corresponding to enhanced coverage level 0}

           }

(2)

with { UE in E-UTRA RRC_IDLE state }

ensure that {

  when { UE has need to send a CCCH UL MAC PDU and UE is in enhanced coverage level 1}

    then { UE transmits a random access preamble repeated numRepetitionPerPreambleAttempt from Random Access Preambles group and the NPRACH resource corresponding to enhanced coverage level 1}

           }

(3)

with { UE in E-UTRA RRC_IDLE state }

ensure that {

  when { UE has need to send a CCCH UL MAC PDU and UE is in enhanced coverage level 2}

    then { UE transmits a random access preamble repeated numRepetitionPerPreambleAttempt from Random Access Preambles group and the NPRACH resource corresponding to enhanced coverage level 2}

           }

(4)

with { UE in E-UTRA RRC_IDLE state after transmission of a NPRACH preamble as per enhanced coverage level 0 or 1}

ensure that {

  when { SS does not answer with a matching Random Access Response but only non matching RAR within ra-ResponseWindowSize and PREAMBLE_TRANSMISSION_COUNTER_CE = maxNumPreambleAttemptCE for the corresponding coverage level + 1}

    then { UE transmits a random access preamble repeated numRepetitionPerPreambleAttempt from Random Access Preambles group and the NPRACH resource corresponding to enhanced coverage level 1, 2 respectively}

           }

(5)

with { UE in E-UTRA RRC_IDLE state after transmission of a NPRACH preamble }

ensure that {

  when { SS does not answer with a matching Random Access Response but only non matching RAR within ra-ResponseWindowSize and PREAMBLE_TRANSMISSION_COUNTER <= preambleTransMax-CE }

    then { UE retransmits the NPRACH preamble }

            }

(6)

with { UE in E-UTRA RRC_IDLE state and transmitted NPRACH preamble }

ensure that {

  when { UE receives during TTI window [RA_WINDOW_BEGIN—RA_WINDOW_END] MAC PDU containing multiple RAR’s but none of the subheaders contains a RAPID corresponding to the UE }

    then { UE transmits a random access preamble in the next available Random Access occasion }

            }

 (7)

with { UE in E-UTRA RRC_IDLE state and transmitted NPRACH preamble }

ensure that {

  when { SS transmits during RA Response window MAC PDU containing multiple RAR’s and one of the subheaders contains a RAPID corresponding to the UE }

    then { UE transmits MAC PDU containing RRCConnectionRequest-NB and including Data Volume and Power Headroom Report (DPR) MAC control element }
            }

(8)

with { UE in E-UTRA RRC_IDLE state and has transmitted Msg3 }

ensure that {

  when { SS does not respond before contention resolution timer expiry }

    then { UE transmits a random access preamble using a preamble in the same group of random access preambles as used for the previous preamble transmission }

            }

(9)

with { UE in E-UTRA RRC_IDLE state and after transmitting a RACH MSG3 containing RRCConnectionRequest-NB message }
ensure that {
  when { SS transmits a valid MAC PDU including 'UE Contention Resolution Identity' MAC control element but with un-matched 'Contention Resolution Identity' } 
    then { UE reinitiates RACH procedure } 
            } 

(10)

Void
(11)

with { UE in E-UTRA RRC_IDLE state and after transmitting a RACH MSG3 containing RRCConnectionRequest-NB message } 
ensure that { 
  when { SS transmits a valid MAC PDU containing RRCConnectionSetup-NB, including 'UE Contention Resolution Identity' MAC control element with matched 'Contention Resolution Identity' } 
    then { UE completes RACH procedure } 
            } 

(12)

with { UE in E-UTRA RRC_IDLE state and having initiated a random access procedure }

ensure that {

  when { The SS transmits a Timing Advance Command in a Random Access Response message }

    then {  the UE applies the received Timing Advance value in the next transmitted MAC PDU}

            }

22.3.1.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 36.321, clauses 5.1.1, 5.1.2, 5.1.3, 5.1.4, 5.1.5, 5.4.5a, 6.1.3.10.

[TS 36.321, clause 5.1.1]

The Random Access procedure described in this subclause is initiated by a PDCCH order, by the MAC sublayer itself or by the RRC sublayer. Random Access procedure on an SCell shall only be initiated by a PDCCH order. If a MAC entity receives a PDCCH transmission consistent with a PDCCH order [5] masked with its C-RNTI, and for a specific Serving Cell, the MAC entity shall initiate a Random Access procedure on this Serving Cell. For Random Access on the SpCell a PDCCH order or RRC optionally indicate the ra-PreambleIndex and the ra-PRACH-MaskIndex, except for NB-IoT where the subcarrier index is indicated; and for Random Access on an SCell, the PDCCH order indicates the ra-PreambleIndex with a value different from 000000 and the ra-PRACH-MaskIndex. For the pTAG preamble transmission on PRACH and reception of a PDCCH order are only supported for SpCell. If the UE is an NB-IoT UE and is configured with a non-anchor carrier, perform the Random Access procedure on the anchor carrier.

Before the procedure can be initiated, the following information for related Serving Cell is assumed to be available for UEs other than NB-IoT UEs, BL UEs or UEs in enhanced coverage [8], unless explicitly stated otherwise:

-
the available set of PRACH resources for the transmission of the Random Access Preamble, prach-ConfigIndex.

-
the groups of Random Access Preambles and the set of available Random Access Preambles in each group (SpCell only):


The preambles that are contained in Random Access Preambles group A and Random Access Preambles group B are calculated from the parameters numberOfRA-Preambles and sizeOfRA-PreamblesGroupA:


If sizeOfRA-PreamblesGroupA is equal to numberOfRA-Preambles then there is no Random Access Preambles group B. The preambles in Random Access Preamble group A are the preambles 0 to sizeOfRA-PreamblesGroupA – 1 and, if it exists, the preambles in Random Access Preamble group B are the preambles sizeOfRA-PreamblesGroupA to numberOfRA-Preambles – 1 from the set of 64 preambles as defined in [7].

-
if Random Access Preambles group B exists, the thresholds, messagePowerOffsetGroupB and messageSizeGroupA, the configured UE transmitted power of the Serving Cell performing the Random Access Procedure, PCMAX, c [10], and the offset between the preamble and Msg3, deltaPreambleMsg3, that are required for selecting one of the two groups of Random Access Preambles (SpCell only).

-
the RA response window size ra-ResponseWindowSize.

-
the power-ramping factor powerRampingStep.

-
the maximum number of preamble transmission preambleTransMax.

-
the initial preamble power preambleInitialReceivedTargetPower.

-
the preamble format based offset DELTA_PREAMBLE (see subclause 7.6).

-
the maximum number of Msg3 HARQ transmissions maxHARQ-Msg3Tx (SpCell only).
-
the Contention Resolution Timer mac-ContentionResolutionTimer (SpCell only).

NOTE:
The above parameters may be updated from upper layers before each Random Access procedure is initiated.

The following information for related Serving Cell is assumed to be available before the procedure can be initiated for NB-IoT UEs, BL UEs or UEs in enhanced coverage [8]:

-
…
-
if the UE is a NB-IoT UE:

-
the available set of PRACH resources supported in the Serving Cell, nprach-ParametersList.

-
for random access resource selection and preamble transmission:

-
a PRACH resource is mapped into an enhanced coverage level. 

-
each PRACH resource contains a set of nprach-NumSubcarriers subcarriers which can be partitioned into one or two groups for single/multi-tone Msg3 transmission by nprach-SubcarrierMSG3-RangeStart. Each group is referred to as a Random Access Preamble group below in the procedure text.

-
a subcarrier is identified by the subcarrier index in the range:
[nprach-SubcarrierOffset, nprach-SubcarrierOffset + nprach-NumSubcarriers -1]

-
each subcarrier of a Random Access Preamble group corresponds to a Random Access Preamble.

-
when the subcarrier index is explicitly sent from the eNB as part of a PDCCH order ra-PreambleIndex shall be set to the signalled subcarrier index.

-
the mapping of the PRACH resources into enhanced coverage levels is determined according to the following: 

-
the number of enhanced coverage levels is equal to one plus the number of RSRP thresholds present in RSRP-ThresholdsPrachInfoList.

-
each enhanced coverage level has one PRACH resource present in nprach-ParametersList.

-
enhanced coverage levels are numbered from 0 and the mapping of PRACH resources to enhanced coverage levels are done in increasing numRepetitionsPerPreambleAttempt order.

-
the criteria to select PRACH resources based on RSRP measurement per enhanced coverage level supported in the Serving Cell rsrp-ThresholdsPrachInfoList.

-
the maximum number of preamble transmission attempts per enhanced coverage level supported in the Serving Cell maxNumPreambleAttemptCE.

-
the number of repetitions required for preamble transmission per attempt for each enhanced coverage level supported in the Serving Cell numRepetitionPerPreambleAttempt.

-
the configured UE transmitted power of the Serving Cell performing the Random Access Procedure, PCMAX, c [10].

-
the RA response window size ra-ResponseWindowSize and the Contention Resolution Timer mac-ContentionResolutionTimer (SpCell only) per enhanced coverage level supported in the Serving Cell.

-
the power-ramping factor powerRampingStep.

-
the maximum number of preamble transmission preambleTransMax-CE. 

-
the initial preamble power preambleInitialReceivedTargetPower.

-
the preamble format based offset DELTA_PREAMBLE (see subclause 7.6). For NB-IoT the DELTA_PREAMBLE is set to 0.
The Random Access procedure shall be performed as follows:

-
Flush the Msg3 buffer;

-
set the PREAMBLE_TRANSMISSION_COUNTER to 1;

-
if the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage:

-
set the PREAMBLE_TRANSMISSION_COUNTER_CE to 1;

-
if the starting enhanced coverage level, or for NB-IoT the initial number of PRACH repetitions, has been indicated in the PDCCH order which initiated the Random Access procedure, or if the starting enhanced coverage level has been provided by upper layers:

-
the MAC entity considers itself to be in that enhanced coverage level regardless of the measured RSRP;

-
else:

-
if the RSRP threshold of enhanced coverage level 3 is configured by upper layers in rsrp-ThresholdsPrachInfoList and the measured RSRP is less than the RSRP threshold of enhanced coverage level 3 and the UE is capable of enhanced coverage level 3 then:

-
the MAC entity considers to be in enhanced coverage level 3;

-
else if the RSRP threshold of enhanced coverage level 2 configured by upper layers in rsrp-ThresholdsPrachInfoList and the measured RSRP is less than the RSRP threshold of enhanced coverage level 2 and the UE is capable of enhanced coverage level 2 then:

-
the MAC entity considers to be in enhanced coverage level 2;

-
else if the measured RSRP is less than the RSRP threshold of enhanced coverage level 1 as configured by upper layers in rsrp-ThresholdsPrachInfoList then:

-
the MAC entity considers to be in enhanced coverage level 1;

-
else:

-
the MAC entity considers to be in enhanced coverage level 0;

-
set the backoff parameter value to 0 ms;

-
for the RN, suspend any RN subframe configuration; 

-
proceed to the selection of the Random Access Resource (see subclause 5.1.2).

NOTE:
There is only one Random Access procedure ongoing at any point in time in a MAC entity. If the MAC entity receives a request for a new Random Access procedure while another is already ongoing in the MAC entity, it is up to UE implementation whether to continue with the ongoing procedure or start with the new procedure.

[TS 36.321, clause 5.1.2]

The Random Access Resource selection procedure shall be performed as follows:

-
…
-
else, for NB-IoT, if ra-PreambleIndex (Random Access Preamble) and PRACH resource have been explicitly signalled:

-
the PRACH resource is that explicitly signalled;
-
if the ra-PreambleIndex signalled is not 000000:

-
the Random Access Preamble is set to nprach-SubcarrierOffset + (ra-PreambleIndex modulo nprach-NumSubcarriers), where nprach-SubcarrierOffset and nprach-NumSubcarriers are parameters in the currently used PRACH resource.
-
else:

-
select the Random Access Preamble group according to the PRACH resource and the support for multi-tone Msg3 transmission.

-
randomly select a Random Access Preamble within the selected group.

-
else the Random Access Preamble shall be selected by the MAC entity as follows:

-
If Msg3 has not yet been transmitted, the MAC entity shall, for NB-IoT UEs, BL UEs or UEs in enhanced coverage:

-
expect for NB-IoT, select the Random Access Preambles group and the PRACH resource corresponding to the selected enhanced coverage level;

-
for NB-IoT, select the PRACH resource corresponding to the selected enhanced coverage level, and select the Random Access Preambles group corresponding to the PRACH resource and the support for multi-tone Msg3 transmission;
-
…

-
except for NB-IoT, set PRACH Mask Index to 0.

-
determine the next available subframe containing PRACH permitted by the restrictions given by the prach-ConfigIndex (except for NB-IoT), the PRACH Mask Index (except for NB-IoT, see subclause 7.3), physical layer timing requirements [2] and in case of NB-IoT, the subframes occupied by PRACH resources related to a higher enhanced coverage level (a MAC entity may take into account the possible occurrence of measurement gaps when determining the next available PRACH subframe);

-
if the transmission mode is TDD and the PRACH Mask Index is equal to zero:

-
…

-
else:

-
determine a PRACH within the determined subframe in accordance with the requirements of the PRACH Mask Index, if any.
-
for NB-IoT UEs, BL UEs or UEs in enhanced coverage, select the ra-ResponseWindowSize and mac-ContentionResolutionTimer corresponding to the selected enhanced coverage level and PRACH.

-
proceed to the transmission of the Random Access Preamble (see subclause 5.1.3).

[TS 36.321, clause 5.1.3]

The random-access procedure shall be performed as follows:

-
set PREAMBLE_RECEIVED_TARGET_POWER to preambleInitialReceivedTargetPower + DELTA_PREAMBLE + (PREAMBLE_TRANSMISSION_COUNTER – 1) * powerRampingStep;

-
if the UE is a BL UE or a UE in enhanced coverage:

-
the PREAMBLE_RECEIVED_TARGET_POWER is set to:
PREAMBLE_RECEIVED_TARGET_POWER - 10 * log10(numRepetitionPerPreambleAttempt);
-
if NB-IoT:

-
for enhanced coverage level 0, the PREAMBLE_RECEIVED_TARGET_POWER is set to:
 PREAMBLE_RECEIVED_TARGET_POWER - 10 * log10(numRepetitionPerPreambleAttempt)

-
for other enhanced coverage levels, the PREAMBLE_RECEIVED_TARGET_POWER is set corresponding to the max UE output power;

-
if the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage:

-
instruct the physical layer to transmit a preamble with the number of repetitions required for preamble transmission corresponding to the selected preamble group (i.e., numRepetitionPerPreambleAttempt) using the selected PRACH corresponding to the selected enhanced coverage level, corresponding RA-RNTI, preamble index or for NB-IoT subcarrier index, and PREAMBLE_RECEIVED_TARGET_POWER.

-
else:

-
instruct the physical layer to transmit a preamble using the selected PRACH, corresponding RA-RNTI, preamble index and PREAMBLE_RECEIVED_TARGET_POWER.

[TS 36.321, clause 5.1.4]

Once the Random Access Preamble is transmitted and regardless of the possible occurrence of a measurement gap or a Sidelink Discovery Gap for Transmission or a Sidelink Discovery Gap for Reception, the MAC entity shall monitor the PDCCH of the SpCell for Random Access Response(s) identified by the RA-RNTI defined below, in the RA Response window which starts at the subframe that contains the end of the preamble transmission [7] plus three subframes and has length ra-ResponseWindowSize. If the UE is a BL UE or a UE in enhanced coverage, RA Response window starts at the subframe that contains the end of the last preamble repetition plus three subframes and has length ra-ResponseWindowSize for the corresponding coverage level. If the UE is an NB-IoT UE, in case the number of NPRACH repetitions is greater than or equal to 64, RA Response window starts at the subframe that contains the end of the last preamble repetition plus 41 subframes and has length ra-ResponseWindowSize for the corresponding coverage level, and in case the number of NPRACH repetitions is less than 64, RA Response window starts at the subframe that contains the end of the last preamble repetition plus 4 subframes and has length ra-ResponseWindowSize for the corresponding coverage level. 

…

For NB-IoT UEs, the RA-RNTI associated with the PRACH in which the Random Access Preamble is transmitted, is computed as:

RA-RNTI=1+ floor(SFN_id/4)
where SFN_id is the index of the first radio frame of the specified PRACH.
The MAC entity may stop monitoring for Random Access Response(s) after successful reception of a Random Access Response containing Random Access Preamble identifiers that matches the transmitted Random Access Preamble.

-
If a downlink assignment for this TTI has been received on the PDCCH for the RA-RNTI and the received TB is successfully decoded, the MAC entity shall regardless of the possible occurrence of a measurement gap or a Sidelink Discovery Gap for Transmission or a Sidelink Discovery Gap for Reception:

-
if the Random Access Response contains a Backoff Indicator subheader:

-
set the backoff parameter value as indicated by the BI field of the Backoff Indicator subheader and Table 7.2-1, except for NB-IoT where the value from Table 7.2-2 is used.

-
else, set the backoff parameter value to 0 ms.

-
if the Random Access Response contains a Random Access Preamble identifier corresponding to the transmitted Random Access Preamble (see subclause 5.1.3), the MAC entity shall:

-
consider this Random Access Response reception successful and apply the following actions for the serving cell where the Random Access Preamble was transmitted:
-
process the received Timing Advance Command (see subclause 5.2);

-
indicate the preambleInitialReceivedTargetPower and the amount of power ramping applied to the latest preamble transmission to lower layers (i.e., (PREAMBLE_TRANSMISSION_COUNTER – 1) * powerRampingStep);

-
process the received UL grant value and indicate it to the lower layers;

-
if ra-PreambleIndex was explicitly signalled and it was not 000000 (i.e., not selected by MAC):

-
consider the Random Access procedure successfully completed.

-
else, if the Random Access Preamble was selected by the MAC entity:

-
set the Temporary C-RNTI to the value received in the Random Access Response message no later than at the time of the first transmission corresponding to the UL grant provided in the Random Access Response message;

-
if this is the first successfully received Random Access Response within this Random Access procedure:

-
if the transmission is not being made for the CCCH logical channel, indicate to the Multiplexing and assembly entity to include a C-RNTI MAC control element in the subsequent uplink transmission;

-
obtain the MAC PDU to transmit from the "Multiplexing and assembly" entity and store it in the Msg3 buffer.

NOTE:
When an uplink transmission is required, e.g., for contention resolution, the eNB should not provide a grant smaller than 56 bits (or 88 bits for NB-IoT) in the Random Access Response.

NOTE:
If within a Random Access procedure, an uplink grant provided in the Random Access Response for the same group of Random Access Preambles has a different size than the first uplink grant allocated during that Random Access procedure, the UE behaviour is not defined.

If no Random Access Response is received within the RA Response window, or if none of all received Random Access Responses contains a Random Access Preamble identifier corresponding to the transmitted Random Access Preamble, the Random Access Response reception is considered not successful and the MAC entity shall:

-
if the notification of power ramping suspension has not been received from lower layers:
-
increment PREAMBLE_TRANSMISSION_COUNTER by 1;

-
if the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage:

-
if PREAMBLE_TRANSMISSION_COUNTER = preambleTransMax-CE + 1:

-
if the Random Access Preamble is transmitted on the SpCell:

-
indicate a Random Access problem to upper layers;
-
if NB-IoT:

-
consider the Random Access procedure unsuccessfully completed;
-
else:

-
if PREAMBLE_TRANSMISSION_COUNTER = preambleTransMax + 1:

-
if the Random Access Preamble is transmitted on the SpCell:

-
indicate a Random Access problem to upper layers;

-
if the Random Access Preamble is transmitted on an SCell:

-
consider the Random Access procedure unsuccessfully completed.

-
if in this Random Access procedure, the Random Access Preamble was selected by MAC:

-
based on the backoff parameter, select a random backoff time according to a uniform distribution between 0 and the Backoff Parameter Value;

-
delay the subsequent Random Access transmission by the backoff time;

-
if the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage:

-
increment PREAMBLE_TRANSMISSION_COUNTER_CE by 1; 

-
if PREAMBLE_TRANSMISSION_COUNTER_CE = maxNumPreambleAttemptCE for the corresponding enhanced coverage level + 1:

-
reset PREAMBLE_TRANSMISSION_COUNTER_CE;

-
consider to be in the next enhanced coverage level, if it is supported by the Serving Cell and the UE, otherwise stay in the current enhanced coverage level; 

-
select the Random Access Preambles group, ra-ResponseWindowSize, mac-ContentionResolutionTimer, and PRACH resource corresponding to the selected enhanced coverage level;

-
if the UE is an NB-IoT UE: 

-
if the Random Access Procedure was initiated by a PDCCH order:

-
consider the PRACH resource corresponding to the selected enhanced coverage level as explicitly signalled;
-
proceed to the selection of a Random Access Resource (see subclause 5.1.2).

[TS 36.321, clause 5.1.5]

Contention Resolution is based on either C-RNTI on PDCCH of the SpCell or UE Contention Resolution Identity on DL-SCH. If the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage, the MAC entity shall use the mac-ContentionResolutionTimer for the corresponding enhanced coverage level if it exists.

Once Msg3 is transmitted, the MAC entity shall:

-
start mac-ContentionResolutionTimer and restart mac-ContentionResolutionTimer at each HARQ retransmission;

-
regardless of the possible occurrence of a measurement gap or Sidelink Discovery Gap for Reception, monitor the PDCCH until mac-ContentionResolutionTimer expires or is stopped;

-
if notification of a reception of a PDCCH transmission is received from lower layers, the MAC entity shall:

-
if the C-RNTI MAC control element was included in Msg3:

-
if the Random Access procedure was initiated by the MAC sublayer itself or by the RRC sublayer and the PDCCH transmission is addressed to the C-RNTI and contains an UL grant for a new transmission; or 

-
if the Random Access procedure was initiated by a PDCCH order and the PDCCH transmission is addressed to the C-RNTI: 

-
consider this Contention Resolution successful;

-
stop mac-ContentionResolutionTimer;

-
discard the Temporary C-RNTI;
-
if the UE is an NB-IoT UE and is configured with a non-anchor carrier:

-
the UL grant or DL assignment contained in the PDCCH transmission on the anchor carrier is valid only for the non-anchor carrier.
-
consider this Random Access procedure successfully completed.

-
else if the CCCH SDU was included in Msg3 and the PDCCH transmission is addressed to its Temporary C-RNTI:

-
if the MAC PDU is successfully decoded:

-
stop mac-ContentionResolutionTimer;

-
if the MAC PDU contains a UE Contention Resolution Identity MAC control element; and

-
if the UE Contention Resolution Identity included in the MAC control element matches the 48 first bits of the CCCH SDU transmitted in Msg3:

-
consider this Contention Resolution successful and finish the disassembly and demultiplexing of the MAC PDU;

-
set the C-RNTI to the value of the Temporary C-RNTI;

-
discard the Temporary C-RNTI;

-
consider this Random Access procedure successfully completed.

-
else

-
discard the Temporary C-RNTI;

-
consider this Contention Resolution not successful and discard the successfully decoded MAC PDU.

-
if mac-ContentionResolutionTimer expires:

-
discard the Temporary C-RNTI;

-
consider the Contention Resolution not successful.

-
if the Contention Resolution is considered not successful the MAC entity shall:

-
flush the HARQ buffer used for transmission of the MAC PDU in the Msg3 buffer;

-
if the notification of power ramping suspension has not been received from lower layers:

-
increment PREAMBLE_TRANSMISSION_COUNTER by 1; 

-
if the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage:

-
if PREAMBLE_TRANSMISSION_COUNTER = preambleTransMax-CE + 1:

-
indicate a Random Access problem to upper layers.
-
if NB-IoT:

-
consider the Random Access procedure unsuccessfully completed;
-
else:

-
if PREAMBLE_TRANSMISSION_COUNTER = preambleTransMax + 1:

-
indicate a Random Access problem to upper layers.

-
based on the backoff parameter, select a random backoff time according to a uniform distribution between 0 and the Backoff Parameter Value;

-
delay the subsequent Random Access transmission by the backoff time;

-
proceed to the selection of a Random Access Resource (see subclause 5.1.2).

[TS 36.321, clause 5.4.5a]

The Data Volume and Power Headroom reporting procedure is only applicable for NB-IoT UEs and is used to provide the serving eNB with information about the amount of data available for transmission in the UL buffers associated with the MAC entity, and to provide the serving eNB with information about the difference between the nominal UE maximum transmission power and the estimated transmission power for UL-SCH transmission for the Serving Cell. The reporting is done using the DPR MAC control element, which is sent in Msg3 together with a CCCH SDU.

[TS 36.321, clause 6.1.3.10]

The Data Volume and Power Headroom Report (DPR) MAC control element is identified by the MAC PDU subheader used for the CCCH MAC SDU, as specified in table 6.2.1-2. It does not add any additional subheader and is always placed before the CCCH MAC SDU.

It has a fixed size and consists of a single octet defined as follows (figure 6.1.3.10-1):
-
Data Volume (DV): The Data Volume field identifies the total amount of data available across all logical channels and of data not yet associated with a logical channel after all MAC PDUs for the TTI have been built. The amount of data is indicated in number of bytes. It shall include all data that is available for transmission in the RLC layer, in the PDCP layer, and in the RRC layer; the definition of what data shall be considered as available for transmission is specified in [3], [4] and [8] respectively. The size of the RLC and MAC headers are not considered in the buffer size computation. The length of this field is 4 bits. The values taken by the Data Volume field are shown in Table 6.1.3.10-1;
-
Power Headroom (PH): This field indicates the power headroom level. The length of the field is 2 bits. The reported PH and the corresponding power headroom levels are shown in Table 6.1.3.10-2 below (the corresponding measured values in dB can be found in [9]);

-
R: reserved bit, set to "0".

[image: image1.emf]PH DV Oct 1 R R


22.3.1.1.3
Test description

22.3.1.1.3.1
Pre-test conditions

System Simulator:

-
Ncell 1.

UE:

None.

Preamble:

-
UE is in state Registered, Idle Mode (state 3-NB) according to [18] in Ncell 1.

22.3.1.1.3.2
Test procedure sequence

Table 22.3.1.1.3.2-1 illustrates the downlink power levels and other changing parameters to be applied for the Ncells at various time instants of the test execution. Row marked "T0" denotes the initial conditions after preamble, while columns marked "T1, T2 and T3" are to be applied subsequently. The exact instants on which these values shall be applied are described in the texts in this clause.

Table 22.3.1.1.3.2-1: Time instances of cell power level and parameter changes
	
	Parameter
	Unit
	Ncell 1
	Remark

	T0
	NRS-EPRE
	dBm/15kHz
	-70
	The power level values are such that enhanced coverage level 0

	T1
	NRS-EPRE
	dBm/15kHz
	-90
	The power level values are such that UE is in enhanced coverage level 1

	T2
	NRS-EPRE
	dBm/15kHz
	-110
	The power level values are such that enhanced coverage level 2


Table 22.3.1.1.3.2-2: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	Exception: Steps 0-17E are repeated once for each time instant specified in table 22.3.1.1.3.2-1 by applying the Ncell 1 power level as per time instance.
	-
	-
	-
	-

	0
	The SS waits 15s to allow time to the UE to measure Ncell power level.
	
	
	
	

	1
	The SS transmits a Paging message including a matched identity.
	<--
	Paging
	-
	-

	-
	Exception: Steps 2, 4, 6, 9 & 13 is repeated for numRepetitionsPerPreambleAttempt-r13 times configured for corresponding CE level
	-
	-
	-
	-

	2
	Check: Does the UE transmit a preamble on NPRACH?

NOTE: The RACH preamble is calculated based on same nprach-ParametersList-r13 parameters for corresponding CE level defined in SystemInformationBlockType2-NB
	-->
	NPRACH Preamble
	1,2,3
	P

	3
	The SS transmits Random Access Response with RAPID different to the transmitted Preamble in step 2, including T-CRNTI and not including Back off Indicator sub header.
	<--
	Random Access Response
	-
	-

	4
	Check: Does the UE transmit same preamble group as step 2 on NPRACH?
	-->
	NPRACH Preamble
	1,2,3,5
	P

	5
	The SS transmits a MAC PDU addressed to UE RA-RNTI, containing multiple RAR’s but none of the MAC sub headers contains a matching RAPID
	<--
	Random Access Response
	-
	-

	6
	Check: Does the UE transmit same preamble group as step 2 on NPRACH?
	-->
	NPRACH Preamble
	1,2,3,6
	P

	
7
	The SS transmits a MAC PDU addressed to UE RA-RNTI, containing multiple RAR’s one of the MAC sub headers contains a matching RAPID
	<--
	Random Access Response
	-
	-

	8
	The UE transmits an RRCConnectionRequest-NB message including Data Volume and Power Headroom Report (DPR) MAC control element.
	-->
	MAC PDU
	7
	P

	9
	Check: Does the UE transmit same preamble group as step 2 on NPRACH?
	-->
	NPRACH Preamble
	1,2,3,8
	P

	
10
	The SS transmits a MAC PDU addressed to UE RA-RNTI, containing multiple RAR’s one  of the MAC sub headers contains a matching RAPID
	<--
	Random Access Response
	-
	-

	11
	Check: Does the UE transmits an RRCConnectionRequest-NB message including Data Volume and Power Headroom Report (DPR) MAC control element.
	-->
	MAC PDU
	7
	P

	12
	The SS Transmits a valid MAC PDU including ‘UE Contention Resolution Identity’ MAC control element but with un matched ‘Contention Resolution Identity’
	<--
	MAC PDU
	-
	-

	13
	Check: Does the UE transmit same preamble group as step 2 on NPRACH?
	-->
	NPRACH Preamble
	9
	P

	14
	Void
	-
	-
	-
	-

	-
	Exception: Steps 15 & 16 are repeated for numRepetitionsPerPreambleAttempt-r13 times configured for corresponding CE level
	-
	-
	-
	-

	15
	Check: Does the UE transmit a preamble on NPRACH?

NOTE: The RACH preamble is calculated based on same nprach-ParametersList-r13 parameters for corresponding CE level +1 (if CE level is 0,1) or CE level 2 defined in SystemInformationBlockType2-NB
	-->
	NPRACH Preamble
	4
	P

	16
	Check: Does the UE transmit same preamble group as step 15 on NPRACH(PREAMBLE_TRANSMISSION_COUNTER = preambleTransMax-CE (=7)+ 1)?
	-->
	NPRACH Preamble
	4
	P

	17
	The SS transmits a MAC PDU addressed to UE RA-RNTI, containing a matching RAPID.
	<--
	Random Access Response
	
	

	17A -  17D
	Steps 2 to 5 of the 'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18] clause 8.1.5A.2.3 are performed.
	-
	-
	-
	-

	17E
	SS transmits an RRCConnectionRelease-NB message.
	<--
	RRCConnectionRelease-NB
	-
	-

	18
	SS sets Ncell 1 power level as per T0
	-
	-
	-
	-

	18A
	The SS waits 15s to allow time to the UE to measure Ncell power level.
	-
	-
	-
	-

	19
	The SS transmits a Paging message including a matched identity.
	<--
	Paging
	-
	-

	20
	Check: Does the UE transmit a preamble on NPRACH?

NOTE: The RACH preamble is calculated based on same nprach-ParametersList-r13 parameters for corresponding CE level defined in SystemInformationBlockType2-NB
	-->
	NPRACH Preamble
	1
	P

	21
	SS respond to UE Random Access request by a Random Access Response with TA field within message set to 600 (NOTE 1)
	<--
	MAC PDU(Random Access Response (TA=600))
	-
	-

	22
	Check: Does UE send an RRCConnectionRequest-NB message?

NOTE: The UL transmission is using the Timing Advance value sent by the SS in step 21
	-->
	MAC PDU (RRCConnectionRequest-NB)
	12
	P

	23
	The SS transmits a valid MAC PDU containing “UE Contention Resolution Identity” MAC control element with matching “Contention Resolution Identity” and CCCH message (RRCConnectionSetup-NB containing configuration of UE-specific search space).
	<--
	MAC PDU (UE Contention Resolution Identity, RRCConnectionSetup-NB)
	-
	-

	24
	Void
	-
	-
	-
	-

	25
	Check: Does UE send an RRCConnectionSetupComplete-NB message?

NOTE: The UL transmission is using the Timing Advance value sent by the SS in step 21
	-->
	RRCConnectionSetupComplete-NB
	11
	P

	NOTE 1:
TA value of 600 has been chosen arbitrarily in the middle of the range 0 to 1282 and corresponds to 0.3125 ms (timing advance in ms = 1000 x NTA x 
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22.3.1.1.3.3
Specific message contents

Table 22.3.1.1.3.3-1: NPRACH-ConfigSIB-NB-DEFAULT in SystemInformationBlockType2-NB in preamble
	Derivation Path: 36.331 clause 6.7.3

	Information Element
	Value/remark
	Comment
	Condition

	NPRACH-ConfigSIB-NB-DEFAULT ::= SEQUENCE {
	
	
	

	  rsrp-ThresholdsPrachInfoList-r13::= SEQUENCE {
	2 entries
	
	

	    RSRP-Range[1]
	61
	-79 dBm
	

	    RSRP-Range[2]
	41
	-99 dBm
	

	  }
	
	
	

	  nprach-ParametersList-r13 ::= SEQUENCE {
	3 entries
	1: CE level 0

2: CE level 1

3: CE level 2
	

	  {
	
	
	

	     nprach-Periodicity-r13
	ms640
	
	

	     nprach-StartTime-r13
	ms8
	
	

	     nprach-SubcarrierOffset-r13
	n12
	
	

	     nprach-NumSubcarriers-r13
	n12
	
	

	     nprach-SubcarrierMSG3-RangeStart-r13
	oneThird
	
	

	     maxNumPreambleAttemptCE-r13
	n3
	
	

	     numRepetitionsPerPreambleAttempt-r13
	n1
	
	

	     npdcch-NumRepetitions-RA-r13
	r16
	
	

	     npdcch-StartSF-CSS-RA-r13
	v4
	
	

	     npdcch-Offset-RA-r13
	zero
	
	

	   }
	
	
	

	  {
	
	
	

	     nprach-Periodicity-r13
	ms640
	
	

	     nprach-StartTime-r13
	 ms32
	
	

	     nprach-SubcarrierOffset-r13
	n12
	
	

	     nprach-NumSubcarriers-r13
	n12
	
	

	     nprach-SubcarrierMSG3-RangeStart-r13
	oneThird
	
	

	     maxNumPreambleAttemptCE-r13
	n3
	
	

	     numRepetitionsPerPreambleAttempt-r13
	n2
	
	

	     npdcch-NumRepetitions-RA-r13
	r16
	
	

	     npdcch-StartSF-CSS-RA-r13
	v4
	
	

	     npdcch-Offset-RA-r13
	zero
	
	

	   }
	
	
	

	  {
	
	
	

	     nprach-Periodicity-r13
	ms640
	
	

	     nprach-StartTime-r13
	 ms128
	
	

	     nprach-SubcarrierOffset-r13
	n12
	
	

	     nprach-NumSubcarriers-r13
	n12
	
	

	     nprach-SubcarrierMSG3-RangeStart-r13
	oneThird
	
	

	     maxNumPreambleAttemptCE-r13
	n3
	
	

	     numRepetitionsPerPreambleAttempt-r13
	n4
	
	

	     npdcch-NumRepetitions-RA-r13
	r16
	
	

	     npdcch-StartSF-CSS-RA-r13
	v4
	
	

	     npdcch-Offset-RA-r13
	zero
	
	

	   }
	
	
	

	}
	
	
	


Table 22.3.1.1.3.3-2: RACH-ConfigCommon-NB-DEFAULT in SystemInformationBlockType2-NB in preamble
	Derivation Path: 36.508 Table 8.1.6.3-8

	Information Element
	Value/remark
	Comment
	Condition

	RACH-ConfigCommon-NB-DEFAULT ::= SEQUENCE {
	
	
	

	  preambleTransMax-CE-r13
	n7
	
	

	  rach-InfoList-r13 (SIZE (1.. maxNPRACH-Resources-NB-r13)) OF SEQUENCE {
	3 entries
	1: CE level 0
2: CE level 1

3: CE level 2
	

	    {
	
	
	

	      ra-ResponseWindowSize-r13
	pp10
	
	

	      mac-ContentionResolutionTimer-r13
	pp8
	
	

	    }
	
	
	

	    {
	
	
	

	      ra-ResponseWindowSize-r13
	pp10
	
	

	      mac-ContentionResolutionTimer-r13
	pp8
	
	

	    }
	
	
	

	    {
	
	
	

	      ra-ResponseWindowSize-r13
	pp10
	
	

	      mac-ContentionResolutionTimer-r13
	pp8
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.1.1.3.3-3: NPUSCH-ConfigCommon-NB-DEFAULT in SystemInformationBlockType2-NB in preamble
	Derivation Path: 36.508 Table 8.1.6.3-6

	Information Element
	Value/remark
	Comment
	Condition

	NPUSCH-ConfigCommon-NB-DEFAULT ::= SEQUENCE {
	
	
	

	  ack-NACK-NumRepetitions-Msg4-r13 (SIZE (1.. maxNPRACH-Resources-NB-r13)) OF SEQUENCE {
	3 entries
	1: CE level 0
2: CE level 1

3: CE level 2
	

	  ACK-NACK-NumRepetitions-NB-r13
	r8
	
	

	  ACK-NACK-NumRepetitions-NB-r13
	r8
	
	

	  ACK-NACK-NumRepetitions-NB-r13
	r8
	
	

	}
	
	
	


Table 22.3.1.1.3.3-4: q-RxLevMin in SystemInformationBlockType1-NB in preamble

	Derivation Path: 36.508 Table 8.1.4.3.2-3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1-NB ::= SEQUENCE {
	
	
	

	  cellSelectionInfo-r13 SEQUENCE {
	
	
	

	    q-RxLevMin-r13
	-70 (-140 dBm)
	
	

	  }
	
	
	

	}
	
	
	


22.3.1.2
NB-IoT / Correct Handling of DL MAC PDU/Assignment/HARQ process / TimeAlignmentTimer expiry

22.3.1.2.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { UE receives downlink assignment on the NPDCCH with a C-RNTI unknown by the UE and data is available in the associated subframe }

    then { UE does not send any HARQ feedback on the HARQ process }

            }

(2)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { UE receives downlink assignment on the NPDCCH for the UE’s C-RNTI and receives a MAC PDU containing an single AMD PDU with no padding in the associated TTI in repetitions as per DL_REPETITION_NUMBER }

    then { UE sends a HARQ feedback }

            }

(3)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { UE receives a MAC PDU containing multiple MAC SDUs each containing an AMD PDU and no padding }

    then { UE successfully decodes the MAC PDU and forwards the AMD PDUs to higher layer }
            }

(4)

with { UE in E-UTRA RRC_CONNECTED state }
ensure that {

   when{ UE is receiving RLC PDUs in MAC PDUs with padding greater than 2 bytes }

    then { UE acknowledges reception of the RLC PDUs }

            }

(5)

with { UE in E-UTRA RRC_CONNECTED state }
ensure that {

  when { UE is receiving RLC PDUs in MAC PDUs with padding equal to or less than 2 bytes }

    then { UE acknowledges reception of the RLC PDUs }

            }

(6)

with { UE in E-UTRA RRC_CONNECTED state }
ensure that {

  when { SS is transmitting a MAC control Timing Advance PDU with padding equal to or less than 2 bytes and no Data MAC PDU sub-headers followed by transmitting a RLC PDU }

    then { UE acknowledges reception of the RLC PDU using the new Timing Advance }

            }

(7)

with { UE in E-UTRA RRC_CONNECTED state and timeAlignmentTimer has expired }

ensure that {

  when { SS sends downlink assignment on the NPDCCH with a C-RNTI assigned to UE and data is available in the associated subframe }

    then { UE does not send any HARQ feedback on the HARQ process }

            }

(8)

with { UE in E-UTRA RRC_CONNECTED state and timeAlignmentTimer has expired }

ensure that {

  when { SS sends uplink grant on the NPDCCH with a C-RNTI assigned to UE }

    then { UE does not send any MAC PDU }

            }
(9)

with { UE in E-UTRA RRC_CONNECTED state and timeAlignmentTimer has expired }

 ensure that {

   when { SS sends NPDCCH order to the C-RNTI assigned to UE }

     then { UE sends a prach preamble given in the NPDCCH Order }

             }
22.3.1.2.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.321 clauses: 5.3.1, 5.3.2.1, 5.3.2.2., 6.1.2 & 6.2.1 

[TS 36.321, clause 5.1.2]

-
else, for NB-IoT, if ra-PreambleIndex (Random Access Preamble) and PRACH resource have been explicitly signalled:

-
the PRACH resource is that explicitly signalled;
-
if the ra-PreambleIndex signalled is not 000000:

-
the Random Access Preamble is set to nprach-SubcarrierOffset + (ra-PreambleIndex modulo nprach-NumSubcarriers), where nprach-SubcarrierOffset and nprach-NumSubcarriers are parameters in the currently used PRACH resource.

[TS 36.321, clause 5.1.4]

For NB-IoT UEs, the RA-RNTI associated with the PRACH in which the Random Access Preamble is transmitted, is computed as:

RA-RNTI=1+ floor(SFN_id/4)
where SFN_id is the index of the first radio frame of the specified PRACH.
The MAC entity may stop monitoring for Random Access Response(s) after successful reception of a Random Access Response containing Random Access Preamble identifiers that matches the transmitted Random Access Preamble.

-
If a downlink assignment for this TTI has been received on the PDCCH for the RA-RNTI and the received TB is successfully decoded, the MAC entity shall regardless of the possible occurrence of a measurement gap or a Sidelink Discovery Gap for Transmission or a Sidelink Discovery Gap for Reception:

-
if the Random Access Response contains a Backoff Indicator subheader:

-
set the backoff parameter value as indicated by the BI field of the Backoff Indicator subheader and Table 7.2-1, except for NB-IoT where the value from Table 7.2-2 is used.

-
else, set the backoff parameter value to 0 ms.

-
if the Random Access Response contains a Random Access Preamble identifier corresponding to the transmitted Random Access Preamble (see subclause 5.1.3), the MAC entity shall:

-
consider this Random Access Response reception successful and apply the following actions for the serving cell where the Random Access Preamble was transmitted:
-
process the received Timing Advance Command (see subclause 5.2);

-
indicate the preambleInitialReceivedTargetPower and the amount of power ramping applied to the latest preamble transmission to lower layers (i.e., (PREAMBLE_TRANSMISSION_COUNTER – 1) * powerRampingStep);

-
process the received UL grant value and indicate it to the lower layers;

-
if ra-PreambleIndex was explicitly signalled and it was not 000000 (i.e., not selected by MAC):

-
consider the Random Access procedure successfully completed.

 [TS 36.321, clause 5.3.1]

Downlink assignments transmitted on the PDCCH indicate if there is a transmission on a DL-SCH for a particular MAC entity and provide the relevant HARQ information.

When the MAC entity has a C-RNTI, Semi-Persistent Scheduling C-RNTI, or Temporary C-RNTI, the MAC entity shall for each TTI during which it monitors PDCCH and for each Serving Cell:

-
if a downlink assignment for this TTI and this Serving Cell has been received on the PDCCH for the MAC entity’s C-RNTI, or Temporary C‑RNTI:

-
if this is the first downlink assignment for this Temporary C-RNTI:

-
consider the NDI to have been toggled.

-
if the downlink assignment is for the MAC entity’s C-RNTI and if the previous downlink assignment indicated to the HARQ entity of the same HARQ process was either a downlink assignment received for the MAC entity’s Semi-Persistent Scheduling C-RNTI or a configured downlink assignment:

-
consider the NDI to have been toggled regardless of the value of the NDI.

-
indicate the presence of a downlink assignment and deliver the associated HARQ information to the HARQ entity for this TTI.

[TS 36.321, clause 5.3.2.1]

There is one HARQ entity at the MAC entity for each Serving Cell which maintains a number of parallel HARQ processes. Each HARQ process is associated with a HARQ process identifier. The HARQ entity directs HARQ information and associated TBs received on the DL-SCH to the corresponding HARQ processes (see subclause 5.3.2.2).

The number of DL HARQ processes per HARQ entity is specified in [2], clause 7.

When the physical layer is configured for downlink spatial multiplexing [2], one or two TBs are expected per TTI and they are associated with the same HARQ process. Otherwise, one TB is expected per TTI.

For NB-IoT UEs or BL UEs or UEs in enhanced coverage, the parameter DL_REPETITION_NUMBER provides the number of transmissions repeated in a bundle. For each bundle, DL_REPETITION_NUMBER is set to a value provided by lower layers. Within a bundle, after the initial (re)transmission, DL_REPETITION_NUMBER-1 HARQ retransmissions follow. The HARQ feedback is transmitted for the bundle and a downlink assignment corresponding to a new transmission or a retransmission of the bundle is received after the last repetition of the bundle. A retransmission of a bundle is also a bundle.
In addition to the broadcast HARQ process, NB-IoT has one DL HARQ process.
The MAC entity shall:

-
If a downlink assignment has been indicated for this TTI:

-
allocate the TB(s) received from the physical layer and the associated HARQ information to the HARQ process indicated by the associated HARQ information.

-
If a downlink assignment has been indicated for the broadcast HARQ process:

-
allocate the received TB to the broadcast HARQ process.

NOTE:
In case of BCCH and BR-BCCH a dedicated broadcast HARQ process is used.

[TS 36.321, clause 5.3.2.2]

For each TTI where a transmission takes place for the HARQ process, one or two (in case of downlink spatial multiplexing) TBs and the associated HARQ information are received from the HARQ entity.

For each received TB and associated HARQ information, the HARQ process shall:

-
if the NDI, when provided, has been toggled compared to the value of the previous received transmission corresponding to this TB; or

-
if the HARQ process is equal to the broadcast process and if this is the first received transmission for the TB according to the system information schedule indicated by RRC; or

-
if this is the very first received transmission for this TB (i.e. there is no previous NDI for this TB):

-
consider this transmission to be a new transmission.
-
else:

-
consider this transmission to be a retransmission.

The MAC entity then shall:

-
if this is a new transmission:

-
attempt to decode the received data.

-
else if this is a retransmission:

-
if the data for this TB has not yet been successfully decoded:

-
combine the received data with the data currently in the soft buffer for this TB and attempt to decode the combined data.

-
if the data which the MAC entity attempted to decode was successfully decoded for this TB; or

-
if the data for this TB was successfully decoded before:

-
if the HARQ process is equal to the broadcast process:

-
deliver the decoded MAC PDU to upper layers.

-
else if this is the first successful decoding of the data for this TB:

-
deliver the decoded MAC PDU to the disassembly and demultiplexing entity.

-
generate a positive acknowledgement (ACK) of the data in this TB.

-
else:

-
replace the data in the soft buffer for this TB with the data which the MAC entity attempted to decode.

-
generate a negative acknowledgement (NACK) of the data in this TB.

-
if the HARQ process is associated with a transmission indicated with a Temporary C-RNTI and the Contention Resolution is not yet successful (see subclause 5.1.5); or

-
if the HARQ process is equal to the broadcast process; or

-
if the timeAlignmentTimer, associated with the TAG containing the serving cell on which the HARQ feedback is to be transmitted, is stopped or expired:

-
do not indicate the generated positive or negative acknowledgement to the physical layer.

-
else:

-
indicate the generated positive or negative acknowledgement for this TB to the physical layer.

The MAC entity shall ignore NDI received in all downlink assignments on PDCCH for its Temporary C-RNTI when determining if NDI on PDCCH for its C-RNTI has been toggled compared to the value in the previous transmission.

NOTE:
When the MAC entity is configured with more than one serving cell, UE behaviours for storing data to the soft buffer is specified in [2].

NOTE:
If the MAC entity receives a retransmission with a TB size different from the last valid TB size signalled for this TB, the UE behaviour is left up to UE implementation.

[TS 36.321, clause 6.1.2]

A MAC PDU consists of a MAC header, zero or more MAC Service Data Units (MAC SDU), zero, or more MAC control elements, and optionally padding; as described in Figure 6.1.2-3. 

Both the MAC header and the MAC SDUs are of variable sizes.

A MAC PDU header consists of one or more MAC PDU subheaders; each subheader corresponds to either a MAC SDU, a MAC control element or padding. 

A MAC PDU subheader consists of the five or six header fields R/F2/E/LCID/(F)/L but for the last subheader in the MAC PDU and for fixed sized MAC control elements. The last subheader in the MAC PDU and subheaders for fixed sized MAC control elements consist solely of the four header fields R/F2/E/LCID. A MAC PDU subheader corresponding to padding consists of the four header fields R/F2/E/LCID.
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Figure 6.1.2-1: R/F2/E/LCID/F/L MAC subheader
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Figure 6.1.2-1a: R/F2/E/LCID/L MAC subheader
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Figure 6.1.2-2: R/F2/E/LCID MAC subheader

MAC PDU subheaders have the same order as the corresponding MAC SDUs, MAC control elements and padding.

MAC control elements are always placed before any MAC SDU.

Padding occurs at the end of the MAC PDU, except when single-byte or two-byte padding is required. Padding may have any value and the MAC entity shall ignore it. When padding is performed at the end of the MAC PDU, zero or more padding bytes are allowed.

When single-byte or two-byte padding is required, one or two MAC PDU subheaders corresponding to padding are placed at the beginning of the MAC PDU before any other MAC PDU subheader.

A maximum of one MAC PDU can be transmitted per TB per MAC entity. A maximum of one MCH MAC PDU can be transmitted per TTI.
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Figure 6.1.2-3: Example of MAC PDU consisting of MAC header, MAC control elements, MAC SDUs and padding

[TS 36.321, clause 6.2.1]

The MAC header is of variable size and consists of the following fields:

-
LCID: The Logical Channel ID field identifies the logical channel instance of the corresponding MAC SDU or the type of the corresponding MAC control element or padding as described in tables 6.2.1-1, 6.2.1-2 and 6.2.1-4 for the DL-SCH, UL-SCH and MCH respectively. There is one LCID field for each MAC SDU, MAC control element or padding included in the MAC PDU. In addition to that, one or two additional LCID fields are included in the MAC PDU, when single-byte or two-byte padding is required but cannot be achieved by padding at the end of the MAC PDU. A UE of Category 0 [12] shall indicate CCCH using LCID "01011", otherwise the UE shall indicate CCCH using LCID "00000". The LCID field size is 5 bits;

-
L: The Length field indicates the length of the corresponding MAC SDU or variable-sized MAC control element in bytes. There is one L field per MAC PDU subheader except for the last subheader and subheaders corresponding to fixed-sized MAC control elements. The size of the L field is indicated by the F field and F2 field;

-
F: The Format field indicates the size of the Length field as indicated in table 6.2.1-3. There is one F field per MAC PDU subheader except for the last subheader and subheaders corresponding to fixed-sized MAC control elements and except for when F2 is set to 1. The size of the F field is 1 bit. If the F field is included; if the size of the MAC SDU or variable-sized MAC control element is less than 128 bytes, the value of the F field is set to 0, otherwise it is set to 1; 

-
F2: The Format2 field indicates the size of the Length field as indicated in table 6.2.1-3. There is one F2 field per MAC PDU subheader. The size of the F2 field is 1 bit. If the size of the MAC SDU or variable-sized MAC control element is larger than 32767 bytes, and if the corresponding subheader is not the last subheader, the value of the F2 field is set to 1, otherwise it is set to 0.

-
E: The Extension field is a flag indicating if more fields are present in the MAC header or not. The E field is set to "1" to indicate another set of at least R/F2/E/LCID fields. The E field is set to "0" to indicate that either a MAC SDU, a MAC control element or padding starts at the next byte;

-
R: Reserved bit, set to "0".

The MAC header and subheaders are octet aligned.

Table 6.2.1-1: Values of LCID for DL-SCH

	Index
	LCID values

	00000
	CCCH

	00001-01010
	Identity of the logical channel

	01011-10111
	Reserved

	11000
	Activation/Deactivation (4 octets)

	11001
	SC-MCCH, SC-MTCH (see note)

	11010
	Long DRX Command

	11011
	Activation/Deactivation (1 octet)

	11100
	UE Contention Resolution Identity

	11101
	Timing Advance Command

	11110
	DRX Command

	11111
	Padding

	NOTE:
Both SC-MCCH and SC-MTCH cannot be multiplexed with other logical channels in the same MAC PDU except for Padding.


For NB-IoT only the following LCID values for DL-SCH are applicable: CCCH, Identity of the logical channel, UE Contention Resolution Identity, Timing Advance Command, DRX Command and Padding.

Table 6.2.1-2: Values of LCID for UL-SCH

	Index
	LCID values

	00000
	CCCH

	00001-01010
	Identity of the logical channel

	01011
	CCCH

	01100-10101
	Reserved

	10110
	Truncated Sidelink BSR

	10111
	Sidelink BSR

	11000
	Dual Connectivity Power Headroom Report

	11001
	Extended Power Headroom Report

	11010
	Power Headroom Report

	11011
	C-RNTI

	11100
	Truncated BSR

	11101
	Short BSR

	11110
	Long BSR

	11111
	Padding


For NB-IoT only the following LCID values for UL-SCH are applicable: CCCH (LCID "00000"), Identity of the logical channel, C-RNTI, Short BSR and Padding.

Table 6.2.1-3: Values of F and F2 fields
	Index of F2
	Index of F
	Size of Length field (in bits)

	0
	0
	7

	
	1
	15

	1
	-
	16


Table 6.2.1-4: Values of LCID for MCH

	Index
	LCID values

	00000
	MCCH (see note)

	00001-11100
	MTCH

	11101
	Reserved

	11110
	MCH Scheduling Information or Extended MCH Scheduling Information

	11111
	Padding

	NOTE:
If there is no MCCH on MCH, an MTCH could use this value.


22.3.1.2.3
Test description

22.3.1.2.3.1
Pre-test conditions
System Simulator:

-
Ncell 1. 

-
RRC-Connection-Setup-NB (preamble: Table 8.1.5.2.3-1, step 3 [18]) using parameters as specified in Table 22.3.1.2.3.3-1
UE:

None.

Preamble

-
UE is in state NB-IoT UE Attach, Connected Mode, UE Test Loopback Activated (State 2B-NB) with test loop mode G and configured to return no data in UL according to [18] in Ncell 1.
22.3.1.2.3.2
Test procedure sequence
Table 22.3.1.2.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	SS transmits a downlink assignment to a C-RNTI different from the C-RNTI assigned to the UE on NPDCCH and transmits in the indicated downlink assignment a RLC PDU in a MAC PDU on NPDSCH.
	<--
	(NPDCCH (unknown C-RNTI))

MAC PDU
	-
	-

	2
	Check: Does the UE send any HARQ ACK on PUCCH?
	-->
	HARQ ACK/NACK
	1
	F

	3
	The SS transmits DCI N1 with Irep=2 resulting in 4 repetitions.

The SS transmits a MAC PDU containing a MAC SDU with a RLC SDU of 38  bytes in an AMD PDU(SN=X+1) with polling field ‘P’ set to ‘1’ and repeats it in the next 3 consecutive TTIs; the SS shall generate a CRC error for each transmission causing the UE to send a NACK
(NOTE 1, 2, 4)
	<--
	NPDCCH (DCI N1 ))

MAC PDU (R/R/E/LCID MAC sub-header (E=’0’, LCID= ‘0011’), 40 bytes MAC SDU)
	-
	-

	4
	Check: Does the UE send HARQ NACK NPDSCH?
	-->
	HARQ NACK
	2
	P

	-
	EXCEPTION: Step 5 shall be repeated till HARQ ACK is received at step 6 (NOTE 11).
	-
	-
	-
	-

	5
	The SS indicates retransmissions on NPDCCH by transmitting DCI N1 with Irep=1 and NDI same as step 3 and transmits the same MAC PDU like step 3.
	
	NPDCCH (DCI N1 ))

MAC PDU (R/R/E/LCID MAC sub-header (E=’0’, LCID= ‘0011’), 40 bytes MAC SDU)
	
	

	-
	EXCEPTION: HARQ NACK from the UE should be allowed at step 6 (NOTE 11).
	-
	-
	-
	-

	6
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	2
	P

	7
	The SS allocates an UL grant for UE to send the RLC status PDU (NOTE 3)
	-
	-
	-
	-

	8
	Check: Does the UE transmit a MAC PDU containing an RLC STATUS PDU acknowledging the reception of the AMD PDU in step 3?
	-->
	MAC PDU (RLC STATUS PDU (ACK_SN ‘X+2’))
	2
	P

	9
	The SS transmits DCI N1 with Irep=3 resulting in 8 repetitions.

The SS transmits three MAC SDUs each containing a RLC SDU of 18, 19 or 21 bytes in an AMD PDU (SN=X+2 to X+4) with the polling field ‘P’ set to ‘1’ in the last AMD PDU and repeats it in the next 7 consecutive TTIs. (NOTE 1, 2, 5)
	<--
	NPDCCH (DCI N1 ))

MAC PDU (2 x R/R/E/LCID/L MAC sub-header (E=’1’, LCID=‘0011’, F=’0’, L=’11’),  R/R/E/LCID MAC sub-header (E=’0’, LCID=‘0011’), 19 bytes MAC SDU, 19 bytes MAC SDU, 21 bytes MAC SDU
	-
	-

	10
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	3
	P

	11
	In the third NPDCCH period after the transmission at  step 9 the SS allocates an UL grant for the UE to send the RLC status PDU (NOTE 3)
	-
	-
	-
	-

	12
	Check: Does the UE transmit a MAC PDU containing an RLC STATUS PDU acknowledging the reception of the AMD PDUs in step 5?
	-->
	MAC PDU (RLC STATUS PDU (ACK_SN ‘X+5’))
	3
	P

	13
	The SS transmits DCI N1 with Irep=4 resulting in 16 repetitions.

The SS transmits a MAC PDU containing an RLC SDU in an AMD PDU with polling field ‘P’ set to ‘1’and repeats it in the next 15 consecutive TTIs.
(NOTE 1, 2, 6)
	<--
	NPDCCH (DCI N1 ))

MAC PDU(AMD PDU, 7-byte padding)
	-
	-

	14
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	4
	P

	15
	In the third NPDCCH period after the transmission at step 13 the SS allocates an UL grant for the UE to send the RLC status PDU (NOTE 3)
	-
	-
	-
	-

	16
	Check: Does the UE transmit an RLC STATUS PDU with ACK_SN field equal to X+6?
	-->
	RLC STATUS PDU (ACK_SN ‘X+6’) 
	4
	P

	17
	The SS transmits DCI N1 with Irep=5 resulting in 32 repetitions.
The SS transmits a MAC PDU containing an RLC SDU in an AMD PDU with polling field ‘P’ set to ‘1’ and repeats it in the next 31 consecutive TTIs.
(NOTE 1, 2, 7)
	<--
	NPDCCH (DCI N1 ))

MACPDU(AMD PDU, one byte padding)
	-
	-

	18
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	5
	P

	19
	In the third NPDCCH period after the transmission at step 17 the SS allocates an UL grant for the UE to send the RLC status PDU
(NOTE 3)
	-
	-
	-
	-

	20
	Check: Does the UE transmit an RLC STATUS PDU with ACK_SN field equal to X+7?
	-->
	MAC PDU(RLC STATUS PDU (ACK_SN =X+7) )
	5
	P

	21
	The SS transmits a Timing Advance Command without any additional padding (i.e. TBS=16). Start Timer_1 = Time Alignment timer value. The Timing Advance Command indicates a TA index of 31 resulting in no change of timing advance (see TS 36.213 clause 4.2.3)
	<--
	NPDCCH (DCI N1))

MAC Control PDU (Timing Advance)
	-
	-

	22
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	6
	P

	23
	The SS waits for 39 NPDCCH periods.
(NOTE 8)
	-
	-
	-
	-

	24
	In the 40th NPDCCH period after the transmission at step 21 the SS transmit another Timing Advance MAC PDU (8 bits) with 1-byte padding (i.e. TBS=24).  Restart Timer_1 = Time Alignment timer value 
The Timing Advance Command indicates a TA index of 63 resulting in new timing advance to be applied at step 30.
(NOTE 8)
	<--
	MAC Control Element (Timing Advance) + 1-byte padding
	-
	-

	25
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	6
	P

	26
	The SS waits for 55 NPDCCH periods.

(NOTE 9)
	-
	-
	-
	-

	27
	In the 56th NPDCCH period after the transmission at step 24 the SS transmits MAC PDU containing one RLC SDU in an AMD PDU with polling field ‘P’ set to ‘1’.
(NOTE 9)
	<--
	MAC PDU(AMD PDU (SN=X+7, P=1))
	-
	-

	28
	Check: Does the UE send HARQ ACK NPDSCH?
	-->
	HARQ ACK
	6
	P

	29
	In the 58th NPDCCH period after the transmission at step 24 the SS allocates an UL grant for UE to send the RLC status PDU.

(NOTE 3)
	-
	-
	-
	-

	30
	Check: Does the UE transmit an RLC STATUS PDU acknowledging the reception of the RLC PDU in step 27 with new Timing Advance?
	-->
	MAC PDU(RLC STATUS PDU (ACK_SN =X+8))
	6
	P

	31
	Wait for timeAlignmentTimer to expire in UE
	-
	-
	
	

	32
	In the 88th NPDCCH period after the transmission at step 21 SS transmits a downlink assignment to C-RNTI assigned to the UE on NPDCCH and transmits in the indicated downlink assignment a RLC PDU with polling field ‘P’ set to ‘0’ in a MAC PDU on NPDSCH.
(NOTE 10)
	<--
	(NPDCCH (C-RNTI))

MAC PDU
	-
	-

	33
	Check: Does the UE send any HARQ ACK on PUCCH?
	-->
	HARQ ACK/NACK
	7
	F

	34
	In the 90th NPDCCH period after the transmission at step 24 the SS allocates an UL grant for the UE.
(NOTE 3)
	-
	-
	-
	-

	35
	Check: Does the UE transmit any UL MAC PDU?
	-->
	MAC PDU
	8
	F

	36
	The SS transmits a NPDCCH order to C-RNTI assigned to the UE on NPDCCH
	<--
	NPDCCH order (sub-carrier index := 13)
	
	

	37
	Check: Does the UE transmit a preamble on NPRACH with RAPID corresponding to subcarrier index provided in step 36?
	-->
	NPRACH Preamble
	9
	P

	38
	The SS transmits a MAC PDU addressed to UE RA-RNTI, containing a matching RAPID. 

(NOTE 12)
	<--
	Random Access Response
	
	

	39
	C-RNTI based contention resolution happens and causes the UE to be UL synchronised again. 

(NOTE 12)
	-
	-
	
	

	NOTE 1:
RLC SDU with size n contains a DLInformationTransfer-NB with ESM_DATA_TRANSPORT:
18 or 26
bits 
DLInformationTransfer-NB(PER encode: ‘0000000000’B + 8 bits ( length of  DedicatedInfoNAS <= 127 bytes ) or 16 bits length ( 128 bytes <= length of DedicatedInfoNAS < 16383 bytes ))
1/2 byte
Protocol discriminator ( SECURITY PROTECTED NAS MESSAGE )
1/2 byte
Security header type ( SECURITY PROTECTED NAS MESSAGE )
4 bytes
Message authentication code ( SECURITY PROTECTED NAS MESSAGE )
1 byte

Sequence number  ( SECURITY PROTECTED NAS MESSAGE )
1/2 byte
Protocol discriminator ( ESM_DATA_TRANSPORT )
1/2 byte
EPS bearer identity ( ESM_DATA_TRANSPORT )
1 byte

Procedure transaction identity ( ESM_DATA_TRANSPORT )
1 byte

ESM data transport message identity ( ESM_DATA_TRANSPORT )
2 bytes
length indicator of the user data container ( ESM_DATA_TRANSPORT )
N bytes
User data container contents ( UL RLC SDU )
6 bits

Aligned bits ( PER encode )
n = N+14 or  N+15 bytes

DL RLC SDU
NOTE 2:
The RLC SQN X is the last SQN used on SRB1bis before start of the test sequence.

NOTE 3:
NPDCCH period is 64ms according to TS 36.508 Table 8.1.6.3-3 [18]. 

NOTE 4:
MAC PDU at step 3 and 5:
1 byte

R/R/E/LCID MAC SDU sub-header
40 bytes
MAC SDU containing RLC AMD PDU (2 bytes AMD header, 38 bytes RLC SDU)
( TBS= 328 (ISF=1, ITBS=10)

NOTE 5:
MAC PDU at step 9:
4 bytes
2 x R/R/E/LCID/L MAC SDU sub-header
1 byte

R/R/E/LCID MAC SDU sub-header
18 bytes
MAC SDU containing RLC AMD PDU (2 bytes AMD header, 16 bytes RLC SDU) 
19 bytes
MAC SDU containing RLC AMD PDU (2 bytes AMD header, 17 bytes RLC SDU) 
21 bytes
MAC SDU containing RLC AMD PDU (2 bytes AMD header, 19 bytes RLC SDU)
( TBS= 504 (ISF=2, ITBS=10)

NOTE 6:
MAC PDU at step 13:
2 bytes
R/R/E/LCID/L MAC SDU sub-header
1 byte

R/F2/E/LCID padding sub-header
18 bytes
MAC SDU containing RLC AMD PDU (2 bytes AMD header, 16 bytes RLC SDU)
7 bytes
padding
( TBS= 224 (ISF=1, ITBS=7)

NOTE 7:
MAC PDU at step 17:
1 byte

R/F2/E/LCID padding sub-header
1 byte

R/R/E/LCID MAC SDU sub-header
16 bytes
MAC SDU containing RLC AMD PDU (2 bytes AMD header, 14 bytes RLC SDU)
( TBS= 144 (ISF=0, ITBS=10)

NOTE 8:
With an NPDCCH period of 64ms 40 NPDCCH periods are 2.56s i.e. the transmission at step 23 happens at about 50% of Timer_1 expiry (5.12s).

NOTE 9:
With an NPDCCH period of 64ms 56 NPDCCH periods are 3.584s i.e. the transmission at step 27 happens at about 70% of Timer_1 expiry (5.12s).

NOTE 10:
With an NPDCCH period of 64ms 88 NPDCCH periods are 5.632s corresponding to Timer_1 + 10%.

NOTE 11:
UE soft combiner implementation should have sufficient retransmissions to be able to successfully decode the data in its soft buffer.

NOTE 12:
The value of T-CRNTI and CRNTI are different at step 38/39.


22.3.1.2.3.3
Specific message contents

Table 22.3.1.2.3.3-1: RRCConnectionSetup-NB
	Derivation path: 36.508 table 8.1.6.1-14

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionSetup-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionSetup-r13 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated-r13 SEQUENCE {
	
	
	

	          mac-MainConfig-r13 CHOICE {
	
	
	

	            explicitValue-r13 SEQUENCE {
	
	
	

	              timeAlignmentTimerDedicated-r13
	sf5120
	needs to be long enough to ensure time alignment timer not to time out before step 20
	

	            }
	
	
	

	          }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


22.3.1.3
NB-IoT / Correct Handling of UL MAC PDU/Assignment/HARQ process/Padding
22.3.1.3.1
Test Purpose (TP)

(1)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE receives for a TTI an uplink grant with valid C-RNTI }

    then { UE transmits UL MAC PDU repetitions as per UL_REPETITION_NUMBER }

           }

(2)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE receives an UL Grant with toggled NDI, redundancy version = 0 in DCI format and has data available for transmission}

    then { UE transmits a new MAC PDU in repetitions as per UL_REPETITION_NUMBER using redundancy versions alternating between 0,2 for each repetition}

           }

(3)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE receives an UL Grant with un toggled NDI and redundancy version = 1 in DCI format }

    then { UE retransmits the  MAC PDU in repetitions as per UL_REPETITION_NUMBER using redundancy versions alternating between 2,0 for each repetition }

           }

(4)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE inserts a R/R/E/LCID field in the MAC header and there is a subsequent R/R/E/LCID field to be inserted }

    then { UE sets E field to 1 }

           }

(5)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE inserts a R/R/E/LCID field in the MAC header and a MAC SDU or a MAC control element starts at the next byte }

    then { UE sets E field to 0 }

           }

(6)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE inserts the last MAC sub-header in the MAC PDU }

    then { UE inserts a MAC sub-header consist solely of the four header fields R/R/E/LCID }

           }

(7)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE is to transmit a MAC PDU with padding exceeding 2 bytes }

    then { UE inserts the last MAC sub-header as a padding MAC subheader consisting solely of the four header fields R/R/E/LCID with LCID set to Padding and Padding goes to the end of the MAC PDU }

           }

(8)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE is to transmit a MAC PDU with single-byte padding and there is a data MAC PDU sub-header present }

    then { UE is inserting padding MAC PDU subheader before any other MAC PDU sub-header }

           }

(9)

with { UE in RRC_CONNECTED state }

ensure that {

  when { UE is to transmit a MAC PDU with two-byte padding and there is a data MAC PDU sub-header }

    then { UE is inserting two padding MAC PDU subheaders before any other MAC PDU sub-header or one padding MAC PDU subheader as a last MAC PDU subheader }

           }

22.3.1.3.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.321, clause 5.4.1, 5.4.2.1, 5.4.2.2, 6.1.2, 6.2.1. Unless otherwise stated these are Rel-13 requirements.
[TS 36.321, clause 5.4.1]

In order to transmit on the UL-SCH the MAC entity must have a valid uplink grant (except for non-adaptive HARQ retransmissions) which it may receive dynamically on the PDCCH or in a Random Access Response or which may be configured semi-persistently. To perform requested transmissions, the MAC layer receives HARQ information from lower layers. When the physical layer is configured for uplink spatial multiplexing, the MAC layer can receive up to two grants (one per HARQ process) for the same TTI from lower layers.

If the MAC entity has a C-RNTI, a Semi-Persistent Scheduling C-RNTI, or a Temporary C-RNTI, the MAC entity shall for each TTI and for each Serving Cell belonging to a TAG that has a running timeAlignmentTimer and for each grant received for this TTI:

-
if an uplink grant for this TTI and this Serving Cell has been received on the PDCCH for the MAC entity’s C-RNTI or Temporary C-RNTI; or

-
if an uplink grant for this TTI has been received in a Random Access Response:

-
if the uplink grant is for MAC entity’s C-RNTI and if the previous uplink grant delivered to the HARQ entity for the same HARQ process was either an uplink grant received for the MAC entity’s Semi-Persistent Scheduling C-RNTI or a configured uplink grant:

-
consider the NDI to have been toggled for the corresponding HARQ process regardless of the value of the NDI.

-
deliver the uplink grant and the associated HARQ information to the HARQ entity for this TTI.

-
else, if this Serving Cell is the SpCell and if an uplink grant for this TTI has been received for the SpCell on the PDCCH of the SpCell for the MAC entity’s Semi-Persistent Scheduling C-RNTI:

-
if the NDI in the received HARQ information is 1:

-
consider the NDI for the corresponding HARQ process not to have been toggled;

-
deliver the uplink grant and the associated HARQ information to the HARQ entity for this TTI.

-
else if the NDI in the received HARQ information is 0:

-
if PDCCH contents indicate SPS release:

-
clear the configured uplink grant (if any).

-
else:

-
store the uplink grant and the associated HARQ information as configured uplink grant;

-
initialise (if not active) or re-initialise (if already active) the configured uplink grant to start in this TTI and to recur according to rules in subclause 5.10.2;

-
if UL HARQ operation is asynchronous, set the HARQ Process ID to the HARQ Process ID associated with this TTI;

-
consider the NDI bit for the corresponding HARQ process to have been toggled;

-
deliver the configured uplink grant and the associated HARQ information to the HARQ entity for this TTI.

-
else, if this Serving Cell is the SpCell and an uplink grant for this TTI has been configured for the SpCell:

-
if UL HARQ operation is asynchronous, set the HARQ Process ID to the HARQ Process ID associated with this TTI;

-
consider the NDI bit for the corresponding HARQ process to have been toggled;

-
deliver the configured uplink grant, and the associated HARQ information to the HARQ entity for this TTI.

NOTE:
The period of configured uplink grants is expressed in TTIs.

NOTE:
If the MAC entity receives both a grant in a Random Access Response and a grant for its C-RNTI or Semi persistent scheduling C-RNTI requiring transmissions on the SpCell in the same UL subframe, the MAC entity may choose to continue with either the grant for its RA-RNTI or the grant for its C-RNTI or Semi persistent scheduling C-RNTI.

NOTE:
When a configured uplink grant is indicated during a measurement gap and indicates an UL-SCH transmission during a measurement gap, the MAC entity processes the grant but does not transmit on UL-SCH. When a configured uplink grant is indicated during a Sidelink Discovery gap for reception and indicates an UL-SCH transmission during a Sidelink Discovery gap for transmission with a SL-DCH transmission, the MAC entity processes the grant but does not transmit on UL-SCH.

For configured uplink grants, the HARQ Process ID associated with this TTI is derived from the following equation for asynchronous UL HARQ operation:

HARQ Process ID = [floor(CURRENT_TTI/semiPersistSchedIntervalUL)] modulo numberOfConfUlSPS-Processes,
where CURRENT_TTI=[(SFN * 10) + subframe number] and it refers to the subframe where the first transmission of a bundle takes place.

[TS 36.321, clause 5.4.2.1]

There is one HARQ entity at the MAC entity for each Serving Cell with configured uplink, which maintains a number of parallel HARQ processes allowing transmissions to take place continuously while waiting for the HARQ feedback on the successful or unsuccessful reception of previous transmissions.

The number of parallel HARQ processes per HARQ entity is specified in [2], clause 8. NB-IoT has one UL HARQ process.
When the physical layer is configured for uplink spatial multiplexing [2], there are two HARQ processes associated with a given TTI. Otherwise there is one HARQ process associated with a given TTI.

At a given TTI, if an uplink grant is indicated for the TTI, the HARQ entity identifies the HARQ process(es) for which a transmission should take place. It also routes the received HARQ feedback (ACK/NACK information), MCS and resource, relayed by the physical layer, to the appropriate HARQ process(es).

In asynchronous HARQ operation, a HARQ process is associated with a TTI based on the received UL grant except for UL grant in RAR. Except for NB-IoT, each asynchronous HARQ process is associated with a HARQ process identifier. For UL transmission with UL grant in RAR, HARQ process identifier 0 is used. HARQ feedback is not applicable for asynchronous UL HARQ.

When TTI bundling is configured, the parameter TTI_BUNDLE_SIZE provides the number of TTIs of a TTI bundle. TTI bundling operation relies on the HARQ entity for invoking the same HARQ process for each transmission that is part of the same bundle. Within a bundle HARQ retransmissions are non-adaptive and triggered without waiting for feedback from previous transmissions according to TTI_BUNDLE_SIZE. The HARQ feedback of a bundle is only received for the last TTI of the bundle (i.e. the TTI corresponding to TTI_BUNDLE_SIZE), regardless of whether a transmission in that TTI takes place or not (e.g. when a measurement gap occurs). A retransmission of a TTI bundle is also a TTI bundle. TTI bundling is not supported when the MAC entity is configured with one or more SCells with configured uplink.

Uplink HARQ operation is asynchronous for NB-IoT UEs, BL UEs or UEs in enhanced coverage except for the repetitions within a bundle.

For NB-IoT UEs, BL UEs or UEs in enhanced coverage, the parameter UL_REPETITION_NUMBER provides the number of transmission repetitions within a bundle. For each bundle, UL_REPETITION_NUMBER is set to a value provided by lower layers. Bundling operation relies on the HARQ entity for invoking the same HARQ process for each transmission that is part of the same bundle. Within a bundle HARQ retransmissions are non-adaptive and are triggered without waiting for feedback from previous transmissions according to UL_REPETITION_NUMBER. An uplink grant corresponding to a new transmission or a retransmission of the bundle is only received after the last repetition of the bundle. A retransmission of a bundle is also a bundle.

TTI bundling is not supported for RN communication with the E-UTRAN in combination with an RN subframe configuration.

For transmission of Msg3 during Random Access (see subclause 5.1.5) TTI bundling does not apply. For NB-IoT UEs, BL UEs or UEs in enhanced coverage, uplink repetition bundling is used for transmission of Msg3.

For each TTI, the HARQ entity shall:

-
identify the HARQ process(es) associated with this TTI, and for each identified HARQ process:

-
if an uplink grant has been indicated for this process and this TTI:

-
if the received grant was not addressed to a Temporary C-RNTI on PDCCH and if the NDI provided in the associated HARQ information has been toggled compared to the value in the previous transmission of this HARQ process; or

-
if the uplink grant was received on PDCCH for the C-RNTI and the HARQ buffer of the identified process is empty; or

-
if the uplink grant was received in a Random Access Response:

-
if there is a MAC PDU in the Msg3 buffer and the uplink grant was received in a Random Access Response:

-
obtain the MAC PDU to transmit from the Msg3 buffer.

-
else:

-
obtain the MAC PDU to transmit from the "Multiplexing and assembly" entity;

-
deliver the MAC PDU and the uplink grant and the HARQ information to the identified HARQ process;

-
instruct the identified HARQ process to trigger a new transmission.

-
else:

-
deliver the uplink grant and the HARQ information (redundancy version) to the identified HARQ process;

-
instruct the identified HARQ process to generate an adaptive retransmission.

-
else, if the HARQ buffer of this HARQ process is not empty:

-
instruct the identified HARQ process to generate a non-adaptive retransmission.

When determining if NDI has been toggled compared to the value in the previous transmission the MAC entity shall ignore NDI received in all uplink grants on PDCCH for its Temporary C-RNTI.

[TS 36.321, clause 5.4.2.2]

Each HARQ process is associated with a HARQ buffer.

For synchronous HARQ, each HARQ process shall maintain a state variable CURRENT_TX_NB, which indicates the number of transmissions that have taken place for the MAC PDU currently in the buffer, and a state variable HARQ_FEEDBACK, which indicates the HARQ feedback for the MAC PDU currently in the buffer. When the HARQ process is established, CURRENT_TX_NB shall be initialized to 0.

The sequence of redundancy versions is 0, 2, 3, 1. The variable CURRENT_IRV is an index into the sequence of redundancy versions. This variable is up-dated modulo 4. For BL UEs or UEs in enhanced coverage see subclause 8.6.1 in [2] for the sequence of redundancy versions and redundancy version determination. For NB-IoT UEs see subclause 16.5.1.2 in [2] for the sequence of redundancy versions and redundancy version determination.
For NB-IoT UEs, BL UEs or UEs in enhanced coverage for UL_REPETITION_NUMBER for Mode B operation, the same redundancy version is used multiple times before cycling to the next redundancy version as specified in Subclause 16.5.1.2, 8.6.1 and 7.1.7.1 in [2].

New transmissions are performed on the resource and with the MCS indicated on PDCCH or Random Access Response. Adaptive retransmissions are performed on the resource and, if provided, with the MCS indicated on PDCCH. Non-adaptive retransmission is performed on the same resource and with the same MCS as was used for the last made transmission attempt.

For synchronous HARQ, the MAC entity is configured with a maximum number of HARQ transmissions and a maximum number of Msg3 HARQ transmissions by RRC: maxHARQ-Tx and maxHARQ-Msg3Tx respectively. For transmissions on all HARQ processes and all logical channels except for transmission of a MAC PDU stored in the Msg3 buffer, the maximum number of transmissions shall be set to maxHARQ-Tx. For transmission of a MAC PDU stored in the Msg3 buffer, the maximum number of transmissions shall be set to maxHARQ-Msg3Tx.

When the HARQ feedback is received for this TB, the HARQ process shall:

-
set HARQ_FEEDBACK to the received value.

If the HARQ entity requests a new transmission, the HARQ process shall:

-
if UL HARQ operation is synchronous:
-
set CURRENT_TX_NB to 0;
-
set HARQ_FEEDBACK to NACK;
-
set CURRENT_IRV to 0;

-
store the MAC PDU in the associated HARQ buffer;

-
store the uplink grant received from the HARQ entity;

-
generate a transmission as described below.

If the HARQ entity requests a retransmission, the HARQ process shall:

-
if UL HARQ operation is synchronous:

-
increment CURRENT_TX_NB by 1;

-
if the HARQ entity requests an adaptive retransmission:

-
store the uplink grant received from the HARQ entity;

-
set CURRENT_IRV to the index corresponding to the redundancy version value provided in the HARQ information;

-
if UL HARQ operation is synchronous:

-
set HARQ_FEEDBACK to NACK;

-
generate a transmission as described below.

-
else if the HARQ entity requests a non-adaptive retransmission:

-
if UL HARQ operation is asynchronous or HARQ_FEEDBACK = NACK:

-
generate a transmission as described below.

NOTE:
When receiving a HARQ ACK alone, the MAC entity keeps the data in the HARQ buffer.

NOTE:
When no UL-SCH transmission can be made due to the occurrence of a measurement gap or a Sidelink Discovery Gap for Transmission, no HARQ feedback can be received and a non-adaptive retransmission follows.

NOTE:
For asynchronous HARQ operation, UL retransmissions are triggered only by adaptive retransmission grants, except for retransmissions within a bundle.

To generate a transmission, the HARQ process shall:

-
if the MAC PDU was obtained from the Msg3 buffer; or

-
if Sidelink Discovery Gaps for Transmission are not configured by upper layers, and there is no measurement gap at the time of the transmission and, in case of retransmission, the retransmission does not collide with a transmission for a MAC PDU obtained from the Msg3 buffer in this TTI; or

-
if Sidelink Discovery Gaps for Transmission are configured by upper layers, and there is no measurement gap at the time of the transmission and, in case of retransmission, the retransmission does not collide with a transmission for a MAC PDU obtained from the Msg3 buffer, and there is no Sidelink Discovery Gap for Transmission in this TTI; or

-
if Sidelink Discovery Gaps for Transmission are configured by upper layers, and there is no measurement gap at the time of the transmission and, in case of retransmission, the retransmission does not collide with a transmission for a MAC PDU obtained from the Msg3 buffer, and there is a Sidelink Discovery Gap for Transmission, and there is no configured grant for transmission on SL-DCH in this TTI:

-
instruct the physical layer to generate a transmission according to the stored uplink grant with the redundancy version corresponding to the CURRENT_IRV value;

-
increment CURRENT_IRV by 1;

-
if UL HARQ operation is synchronous and there is a measurement gap or Sidelink Discovery Gap for Reception at the time of the HARQ feedback reception for this transmission and if the MAC PDU was not obtained from the Msg3 buffer:

-
set HARQ_FEEDBACK to ACK at the time of the HARQ feedback reception for this transmission.

After performing above actions, if UL HARQ operation is synchronous the HARQ process then shall:

-
if CURRENT_TX_NB = maximum number of transmissions – 1:

-
flush the HARQ buffer;

[TS 36.321, clause 6.1.2]

A MAC PDU consists of a MAC header, zero or more MAC Service Data Units (MAC SDU), zero, or more MAC control elements, and optionally padding; as described in Figure 6.1.2-3. 

Both the MAC header and the MAC SDUs are of variable sizes.

A MAC PDU header consists of one or more MAC PDU subheaders; each subheader corresponds to either a MAC SDU, a MAC control element or padding. 

A MAC PDU subheader consists of the five or six header fields R/F2/E/LCID/(F)/L but for the last subheader in the MAC PDU and for fixed sized MAC control elements. The last subheader in the MAC PDU and subheaders for fixed sized MAC control elements consist solely of the four header fields R/F2/E/LCID. A MAC PDU subheader corresponding to padding consists of the four header fields R/F2/E/LCID.
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Figure 6.1.2-1: R/F2/E/LCID/F/L MAC subheader
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Figure 6.1.2-1a: R/F2/E/LCID/L MAC subheader
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Figure 6.1.2-2: R/F2/E/LCID MAC subheader

MAC PDU subheaders have the same order as the corresponding MAC SDUs, MAC control elements and padding.

MAC control elements are always placed before any MAC SDU.

Padding occurs at the end of the MAC PDU, except when single-byte or two-byte padding is required. Padding may have any value and the MAC entity shall ignore it. When padding is performed at the end of the MAC PDU, zero or more padding bytes are allowed.

When single-byte or two-byte padding is required, one or two MAC PDU subheaders corresponding to padding are placed at the beginning of the MAC PDU before any other MAC PDU subheader.

A maximum of one MAC PDU can be transmitted per TB per MAC entity. A maximum of one MCH MAC PDU can be transmitted per TTI.
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Figure 6.1.2-3: Example of MAC PDU consisting of MAC header, MAC control elements, MAC SDUs and padding

[TS 36.321, clause 6.2.1]
The MAC header is of variable size and consists of the following fields:

-
LCID: The Logical Channel ID field identifies the logical channel instance of the corresponding MAC SDU or the type of the corresponding MAC control element or padding as described in tables 6.2.1-1, 6.2.1-2 and 6.2.1-4 for the DL-SCH, UL-SCH and MCH respectively. There is one LCID field for each MAC SDU, MAC control element or padding included in the MAC PDU. In addition to that, one or two additional LCID fields are included in the MAC PDU, when single-byte or two-byte padding is required but cannot be achieved by padding at the end of the MAC PDU. A UE of Category 0 [12] shall indicate CCCH using LCID "01011", otherwise the UE shall indicate CCCH using LCID "00000". The LCID field size is 5 bits;

-
L: The Length field indicates the length of the corresponding MAC SDU or variable-sized MAC control element in bytes. There is one L field per MAC PDU subheader except for the last subheader and subheaders corresponding to fixed-sized MAC control elements. The size of the L field is indicated by the F field and F2 field;

-
F: The Format field indicates the size of the Length field as indicated in table 6.2.1-3. There is one F field per MAC PDU subheader except for the last subheader and subheaders corresponding to fixed-sized MAC control elements and except for when F2 is set to 1. The size of the F field is 1 bit. If the F field is included; if the size of the MAC SDU or variable-sized MAC control element is less than 128 bytes, the value of the F field is set to 0, otherwise it is set to 1; 

-
F2: The Format2 field indicates the size of the Length field as indicated in table 6.2.1-3. There is one F2 field per MAC PDU subheader. The size of the F2 field is 1 bit. If the size of the MAC SDU or variable-sized MAC control element is larger than 32767 bytes, and if the corresponding subheader is not the last subheader, the value of the F2 field is set to 1, otherwise it is set to 0.

-
E: The Extension field is a flag indicating if more fields are present in the MAC header or not. The E field is set to "1" to indicate another set of at least R/F2/E/LCID fields. The E field is set to "0" to indicate that either a MAC SDU, a MAC control element or padding starts at the next byte;

-
R: Reserved bit, set to "0".

The MAC header and subheaders are octet aligned.

Table 6.2.1-1 Values of LCID for DL-SCH

	Index
	LCID values

	00000
	CCCH

	00001-01010
	Identity of the logical channel

	01011-10111
	Reserved

	11000
	Activation/Deactivation (4 octets)

	11001
	SC-MCCH, SC-MTCH (see note)

	11010
	Long DRX Command

	11011
	Activation/Deactivation (1 octet)

	11100
	UE Contention Resolution Identity

	11101
	Timing Advance Command

	11110
	DRX Command

	11111
	Padding

	NOTE: Both SC-MCCH and SC-MTCH cannot be multiplexed with other logical channels in the same MAC PDU except for Padding


For NB-IoT only the following LCID values for DL-SCH are applicable: CCCH, Identity of the logical channel, UE Contention Resolution Identity, Timing Advance Command, DRX Command and Padding.

Table 6.2.1-2 Values of LCID for UL-SCH

	Index
	LCID values

	00000
	CCCH

	00001-01010
	Identity of the logical channel

	01011
	CCCH

	01100-10101
	Reserved

	10110
	Truncated Sidelink BSR

	10111
	Sidelink BSR

	11000
	Dual Connectivity Power Headroom Report

	11001
	Extended Power Headroom Report

	11010
	Power Headroom Report

	11011
	C-RNTI

	11100
	Truncated BSR

	11101
	Short BSR

	11110
	Long BSR

	11111
	Padding


For NB-IoT only the following LCID values for UL-SCH are applicable: CCCH (LCID "00000"), Identity of the logical channel, C-RNTI, Short BSR and Padding.

Table 6.2.1-3 Values of F and F2 fields:

	Index of F2
	Index of F
	Size of Length field (in bits)

	0
	0
	7

	
	1
	15

	1
	-
	16


Table 6.2.1-4 Values of LCID for MCH

	Index
	LCID values

	00000
	MCCH (see note)

	00001-11100
	MTCH

	11101
	Reserved

	11110
	MCH Scheduling Information or Extended MCH Scheduling Information

	11111
	Padding

	NOTE: If there is no MCCH on MCH, an MTCH could use this value.


22.3.1.3.3
Test description

22.3.1.3.3.1
Pre-test conditions

System Simulator:

-
NCell 1.

UE:
-
None.

Preamble:

-
The UE shall be in State 2B-NB with test loop mode G (CP CIoT Optimisation) according to TS 36.508 [18].
22.3.1.3.3.2
Test procedure sequence

NOTE:
In the Table 22.3.1.3.3.2-1 the LCID=’00011’ maps to SIB1bis in CP mode.

If the start RLC UL and DL sequence numbers to be used at start of test body are non zero, but X and Y respectively due to transmission/reception of RLC PDU's in preamble on bearer to be used, then any sequence number 'n' in test procedure maps as:

-
UL SQN n maps to SQN X+n MOD 1024 &

-
DL SQN n maps to SQN Y+n MOD 1024.

Table 22.3.1.3.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits a MAC PDU containing RLC PDU with polling field ‘P’ set to '0' and an RLC SDU
	<--
	MAC PDU(RLC SN=0)
	-
	-

	2
	The SS shall schedule UL grants at the beginning of the next 10 UE specific search spaces, allowing the UE to return the RLC SDU as received in step 1, on NPDCCH, but with the C-RNTI different from the C-RNTI assigned to the UE.
	<--
	(UL Grant (unknown C-RNTI))
	-
	-

	3
	Check: Does the UE transmit a MAC PDU corresponding to grant in step 2?
	-->
	MAC PDU
	1
	F

	4
	SS transmits one UL Grant, allowing the UE to return the RLC SDU as received in step 1, on NPDCCH with the C-RNTI assigned to the UE.
	<--
	(UL Grant (C-RNTI))
	-
	-

	5
	Check: Does the UE transmit a MAC PDU corresponding to grant in step 4?
	-->
	MAC PDU(RLC SN=0)
	1
	P

	6
	SS transmits an RLC STATUS PDU to acknowledge correctly received data。
	<--
	RLC STATUS PDU(RLC SN=1)
	-
	-

	7
	The SS Transmits a MAC PDU containing RLC PDU with polling field ‘P’ set to '0' and an RLC SDU
	<--
	MAC PDU(RLC SN=1)
	-
	-

	8
	The SS allocates one UL Grant, sufficient for one RLC SDU to be loop backed in slots within a repetition, and NDI indicates new transmission, and redundancy version = 0.
	<--
	Uplink Grant
	-
	-

	9
	Check: Does the UE transmit a MAC PDU including one RLC SDU, with redundancy version alternating between 0, 2 for each repetition?

(Note 1)
	-->
	MAC PDU(RLC SN=1)
	2
	P

	10
	 The SS allocates one UL Grant, sufficient for one RLC SDU to be loop backed in slots within a repetition, and NDI is the same with which in step 8, and redundancy version = 1.
	<--
	Uplink Grant
	
	

	11
	Check: Does the UE retransmit the MAC PDU in step 9, with redundancy version alternating between 2, 0 for each repetition?

(Note 1)
	-->
	MAC PDU(RLC SN=1)
	3
	P

	12
	SS transmits an RLC STATUS PDU to acknowledge correctly received data.
	<--
	RLC STATUS PDU(RLC SN=2)
	-
	-

	13
	The SS Transmits a MAC PDU containing RLC PDU with polling field ‘P’ set to '1' and an RLC SDU of 15 bytes
	<--
	MAC PDU(RLC SN=2)
	-
	-

	14
	The SS allocates one UL Grant of size 176 bits.

(Note 2)
	<--
	(UL grant)
	-
	-

	15
	Check: Does the UE return a MAC PDU of length 176 bits containing two MAC sub-headers where the first MAC sub-header have the Expansion bit ‘E’ set to ‘1’ and the second MAC sub-header has the Expansion bit ‘E’ set to ‘0’ and no length field? (Note 3)
	-->
	MAC PDU (MAC sub-header (E=’1’, LCID=’00011’, L=’ 17’), MAC sub-header (E=’0’, LCID=’00011’, no Length field present), AMD PDU(RLC SN=2), Status PDU)

Or

MAC PDU (MAC sub-header (E=’1’, LCID=’00011’, L=’ 2’), MAC sub-header (E=’0’, LCID=’00011’, no Length field present), Status PDU, AMD PDU(RLC SN=2))
	4,5,6
	P

	16
	SS transmits an RLC STATUS PDU to acknowledge correctly received data
	<--
	RLC STATUS PDU(RLC SN=3)
	-
	-

	17
	Void
	
	
	
	

	18
	The SS transmits a MAC PDU containing RLC PDU with polling field ‘P’ set to '0' and an RLC SDU of 8 bytes
	<--
	MAC PDU(RLC SN=3)
	-
	-

	19
	The SS transmits one uplink grant of size 176 bits. (Note 4)
	<--
	(UL grant)
	-
	-

	20
	Check: Does the UE transmit a MAC PDU with a MAC SDU of length 10 bytes and where the last MAC sub-header has the Extension field ‘E’  set to ‘0’ and the Logical Channel ID field ‘LCID’ set to ‘11111’?
	-->
	MAC PDU (BSR sub-header, MAC SDU sub-header, Padding MAC sub-header (E=’0’, LCID=’11111’),Short BSR, MAC SDU(RLC SN=3), padding)
	7
	P

	20A
	SS transmits an RLC STATUS PDU to acknowledge correctly received data.
	<--
	RLC STATUS PDU(RLC SN=4)
	
	

	21
	The SS transmits a MAC PDU containing RLC PDU with polling field ‘P’ set to '0' and an RLC SDU of 11 bytes
	<--
	MAC PDU(RLC SN=4)
	-
	-

	22
	The SS transmits one uplink grant of size 120 bits. (Note 5)
	<--
	(UL grant)
	-
	-

	23
	Check: Does the UE transmit a MAC PDU with a MAC SDU of length 13 bytes and with a padding MAC sub-header, with Extension field ‘E’ is set to ‘1’ and the Logical Channel ID field ‘LCID’ is set to ‘11111’, inserted before the MAC SDU sub-header?
	-->
	MAC PDU (Padding MAC-sub-header (E=’1’, LCID=’11111’), MAC SDU sub-header, MAC SDU)(RLC SN=4)
	8
	P

	23A
	SS transmits an RLC STATUS PDU to acknowledge correctly received data.
	<--
	RLC STATUS PDU(RLC SN=5)
	
	

	24
	The SS transmits a MAC PDU containing RLC PDU with polling field ‘P’ set to '0' and an RLC SDU of 8 bytes
	<--
	MAC PDU(RLC SN=5)
	-
	-

	25
	The SS transmits one uplink grant of size 120 bits. (Note 6)
	<--
	(UL grant)
	-
	-

	26
	Check: Does the UE transmit a MAC PDU with two padding MAC sub-headers, with Extension field ‘E’ is set to ‘1’ and the Logical Channel ID field ‘LCID’ is set to ‘11111’, inserted before the BSR sub-header and the MAC SDU sub-header. Or a MAC PDU with BSR sub-header with Extension field ‘E’ is set to ‘1’ and MAC SDU sub-header (R/R/E/LCID/F/L) inserted before the Padding MAC sub-header?
	-->
	MAC PDU (Padding MAC-sub-header#1 (E=’1’, LCID=’11111’), Padding MAC-sub-header#2 (E=’1’, LCID=’11111’), BSR sub-header, MAC SDU sub-header, Short BSR, MAC-SDU(RLC SN=5)) 

Or

MAC PDU(BSR sub-header, MAC SDU sub-header, Padding MAC-sub-header(E=’0’, LCID=’11111’), Short BSR, MAC-SDU(RLC SN=5))
	9
	P

	27
	SS transmits an RLC STATUS PDU to acknowledge correctly received data
	<--
	RLC STATUS PDU(RLC SN=6)
	
	

	NOTE 1:
Transmission of a UL MAC PDU with a specific redundancy version by the UE is implicitly tested by receiving the UL MAC PDU correctly at SS.

NOTE 2:
UL grant of 176 bits (ITBS=3, IRU=2, see TS 36.213 Table 16.5.1.2-2) is chosen to enable UE to transmit two MAC SDUs, one of size 17 and one of size 2 bytes, in a MAC PDU (15 bytes RLC SDU + 2 bytes AMD PDU header +  2 bytes RLC Status PDU + 2 bytes MAC sub-header (7 bit LI) + one byte MAC sub-header (R/R/E/LCID) = 22 bytes = 176 bits). 

NOTE 3:
MAC SDUs can come in any order

NOTE 4:
UL grant of 176 bits (ITBS=3, IRU=2, see TS 36.213 Table 16.5.1.2-2) is chosen such that the MAC PDU padding will be larger than 2 bytes. RLC SDU size is 8 bytes, size of AMD PDU header is 2 bytes, size of MAC header is 4 bytes (2 bytes for MAC SDU sub-header using 7-bit LI, 1 byte for BSR sub-header and 1 byte for padding MAC sub-header) and size of Short BSR is 1 byte, equals to 120 bits (15 bytes) and resulting into 56 bits padding.

NOTE 5:
UL grant of 120 bits (ITBS=0, IRU=4, see TS 36.213 Table 16.5.1.2-2) is chosen such that the MAC PDU padding will be a single byte. RLC SDU size is 11 bytes, size of AMD PDU header is 2 bytes and size of MAC header is 1 byte for MAC SDU sub-header, equals to 112 bits (14 bytes) and resulting into 1 single byte padding.

NOTE 6:
UL grant of 120 bits (ITBS=0, IRU=4, see TS 36.213 Table 16.5.1.2-2) is chosen such that the MAC PDU padding will be equal to 2 bytes. RLC SDU size is 8 bytes, size of AMD PDU header is 2 bytes, size of MAC header is 4 bytes (1 bytes for MAC SDU sub-header, 1 byte for Short BSR sub-header and 2 bytes for padding MAC sub-header) and size of Short BSR is 1 byte, equals to 120 bits (15 bytes) and resulting no padding at the end of the MAC PDU.


22.3.1.3.3.3
Specific message contents
Table 22.3.1.3.3.3-1: Void
22.3.1.4
NB-IoT / Correct handling of MAC control information / Buffer status

22.3.1.4.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { UL data arrives in the UE transmission buffer and no BSR has been triggered }

    then { UE triggers a regular BSR and Reports a Short Buffer Status Reporting (BSR) }

            }

(2)
with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

   when{RETX_BSR_TIMER expires and UE has pending data for transmission }

    then { UE transmits a random access preamble }

            }

(3)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { a Regular BSR has been triggered and UE has pending data for transmission and UE has only resources to send either BSR report or partial data }

    then { UE transmits the BSR report }

            }

 (4)

with { UE in E-UTRA RRC_CONNECTED state }

 ensure that {

   when { a Regular BSR has been triggered and UE has pending data for transmission and UE has only UL resources to send all pending data available for transmission, but UL grant is not sufficient to additionally accommodate the BSR MAC control element}

     then { UE cancels the triggered BSR report and transmits the UL data}

             }

(5)

with { UE in E-UTRA RRC_CONNECTED state }

 ensure that {

   when { a Regular BSR has been triggered and UE has pending data for transmission and UE has UL resources to send all pending data including BSR }

     then { UE transmits the UL data and reports buffer status reporting (BSR) that indicates there is no more data in the buffer}

             }

(6)

with { UE in E-UTRA RRC_CONNECTED state }
ensure that {

  when { UE transmits a MAC PDU and the number of padding bits is equal to or larger than the size of a Short BSR plus its subheader and the UE has available data for transmission form in the TTI where the BSR is transmitted }

    then { UE triggers padding BSR and reports a Short BSR }

            }

(7)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { periodicBSR-Timer expires and UE has buffered data in a TTI }

    then { UE triggers a Periodic BSR and reports Short BSR and restarts the periodicBSR-Timer}

            }

22.3.1.4.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 36.321, clause 5.4.3.1, 5.4.5, 6.1.2, 6.1.3.1 and 6.2.1. Unless otherwise stated these are Rel-13 requirements.
[TS 36.321 clause 5.4.3.1]

For the Logical Channel Prioritization procedure, the MAC entity shall take into account the following relative priority in decreasing order:

-
MAC control element for C-RNTI or data from UL-CCCH;

-
MAC control element for BSR, with exception of BSR included for padding;

-
MAC control element for PHR, Extended PHR, or Dual Connectivity PHR;

-
MAC control element for Sidelink BSR, with exception of Sidelink BSR included for padding;

-
data from any Logical Channel, except data from UL-CCCH;

-
MAC control element for BSR included for padding;

-
MAC control element for Sidelink BSR included for padding.

NOTE:
When the MAC entity is requested to transmit multiple MAC PDUs in one TTI, steps 1 to 3 and the associated rules may be applied either to each grant independently or to the sum of the capacities of the grants. Also the order in which the grants are processed is left up to UE implementation. It is up to the UE implementation to decide in which MAC PDU a MAC control element is included when MAC entity is requested to transmit multiple MAC PDUs in one TTI. When the UE is requested to generate MAC PDU(s) in two MAC entities in one TTI, it is up to UE implementation in which order the grants are processed.

[TS 36.321 clause 5.4.5]

The Buffer Status reporting procedure is used to provide the serving eNB with information about the amount of data available for transmission in the UL buffers associated with the MAC entity. RRC controls BSR reporting by configuring the three timers periodicBSR-Timer, retxBSR-Timer and logicalChannelSR-ProhibitTimer and by, for each logical channel, optionally signalling logicalChannelGroup which allocates the logical channel to an LCG [8].

For the Buffer Status reporting procedure, the MAC entity shall consider all radio bearers which are not suspended and may consider radio bearers which are suspended.
For NB-IoT the Long BSR is not supported and all logical channels belong to one LCG.
A Buffer Status Report (BSR) shall be triggered if any of the following events occur:

-
UL data, for a logical channel which belongs to a LCG, becomes available for transmission in the RLC entity or in the PDCP entity (the definition of what data shall be considered as available for transmission is specified in [3] and [4] respectively) and either the data belongs to a logical channel with higher priority than the priorities of the logical channels which belong to any LCG and for which data is already available for transmission, or there is no data available for transmission for any of the logical channels which belong to a LCG, in which case the BSR is referred below to as "Regular BSR";

-
UL resources are allocated and number of padding bits is equal to or larger than the size of the Buffer Status Report MAC control element plus its subheader, in which case the BSR is referred below to as "Padding BSR";

-
retxBSR-Timer expires and the MAC entity has data available for transmission for any of the logical channels which belong to a LCG, in which case the BSR is referred below to as "Regular BSR";

-
periodicBSR-Timer expires, in which case the BSR is referred below to as "Periodic BSR".

For Regular BSR:

-
if the BSR is triggered due to data becoming available for transmission for a logical channel for which logicalChannelSR-ProhibitTimer is configured by upper layers:

-
start or restart the logicalChannelSR-ProhibitTimer;

-
else:

-
if running, stop the logicalChannelSR-ProhibitTimer.

For Regular and Periodic BSR:

-
if more than one LCG has data available for transmission in the TTI where the BSR is transmitted: report Long BSR;

-
else report Short BSR.

For Padding BSR:

-
if the number of padding bits is equal to or larger than the size of the Short BSR plus its subheader but smaller than the size of the Long BSR plus its subheader:

-
if more than one LCG has data available for transmission in the TTI where the BSR is transmitted: report Truncated BSR of the LCG with the highest priority logical channel with data available for transmission;

-
else report Short BSR.

-
else if the number of padding bits is equal to or larger than the size of the Long BSR plus its subheader, report Long BSR.

If the Buffer Status reporting procedure determines that at least one BSR has been triggered and not cancelled:

-
if the MAC entity has UL resources allocated for new transmission for this TTI:

-
instruct the Multiplexing and Assembly procedure to generate the BSR MAC control element(s);

-
start or restart periodicBSR-Timer except when all the generated BSRs are Truncated BSRs;

-
start or restart retxBSR-Timer.

-
else if a Regular BSR has been triggered and logicalChannelSR-ProhibitTimer is not running:

-
if an uplink grant is not configured or the Regular BSR was not triggered due to data becoming available for transmission for a logical channel for which logical channel SR masking (logicalChannelSR-Mask) is setup by upper layers:

-
a Scheduling Request shall be triggered.

A MAC PDU shall contain at most one MAC BSR control element, even when multiple events trigger a BSR by the time a BSR can be transmitted in which case the Regular BSR and the Periodic BSR shall have precedence over the padding BSR.

The MAC entity shall restart retxBSR-Timer upon indication of a grant for transmission of new data on any UL-SCH.

All triggered BSRs shall be cancelled in case the UL grant(s) in this TTI can accommodate all pending data available for transmission but is not sufficient to additionally accommodate the BSR MAC control element plus its subheader. All triggered BSRs shall be cancelled when a BSR is included in a MAC PDU for transmission.

The MAC entity shall transmit at most one Regular/Periodic BSR in a TTI. If the MAC entity is requested to transmit multiple MAC PDUs in a TTI, it may include a padding BSR in any of the MAC PDUs which do not contain a Regular/Periodic BSR.

All BSRs transmitted in a TTI always reflect the buffer status after all MAC PDUs have been built for this TTI. Each LCG shall report at the most one buffer status value per TTI and this value shall be reported in all BSRs reporting buffer status for this LCG.

NOTE:
A Padding BSR is not allowed to cancel a triggered Regular/Periodic BSR, except for NB-IoT. A Padding BSR is triggered for a specific MAC PDU only and the trigger is cancelled when this MAC PDU has been built.

[TS 36.321 clause 6.1.2]

A MAC PDU consists of a MAC header, zero or more MAC Service Data Units (MAC SDU), zero, or more MAC control elements, and optionally padding; as described in Figure 6.1.2-3. 

Both the MAC header and the MAC SDUs are of variable sizes.

A MAC PDU header consists of one or more MAC PDU subheaders; each subheader corresponds to either a MAC SDU, a MAC control element or padding. 

A MAC PDU subheader consists of the five or six header fields R/F2/E/LCID/(F)/L but for the last subheader in the MAC PDU and for fixed sized MAC control elements. The last subheader in the MAC PDU and subheaders for fixed sized MAC control elements consist solely of the four header fields R/F2/E/LCID. A MAC PDU subheader corresponding to padding consists of the four header fields R/F2/E/LCID.
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Figure 6.1.2-1: R/F2/E/LCID/F/L MAC subheader
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Figure 6.1.2-1a: R/F2/E/LCID/L MAC subheader
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Figure 6.1.2-2: R/F2/E/LCID MAC subheader

MAC PDU subheaders have the same order as the corresponding MAC SDUs, MAC control elements and padding.

MAC control elements are always placed before any MAC SDU.

Padding occurs at the end of the MAC PDU, except when single-byte or two-byte padding is required. Padding may have any value and the MAC entity shall ignore it. When padding is performed at the end of the MAC PDU, zero or more padding bytes are allowed.

When single-byte or two-byte padding is required, one or two MAC PDU subheaders corresponding to padding are placed at the beginning of the MAC PDU before any other MAC PDU subheader.

A maximum of one MAC PDU can be transmitted per TB per MAC entity. A maximum of one MCH MAC PDU can be transmitted per TTI.
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Figure 6.1.2-3: Example of MAC PDU consisting of MAC header, MAC control elements, MAC SDUs and padding

[TS 36.321 clause 6.1.3.1]

Buffer Status Report (BSR) MAC control elements consist of either:

-
Short BSR and Truncated BSR format: one LCG ID field and one corresponding Buffer Size field (figure 6.1.3.1-1); or

-
Long BSR format: four Buffer Size fields, corresponding to LCG IDs #0 through #3 (figure 6.1.3.1-2).

The BSR formats are identified by MAC PDU subheaders with LCIDs as specified in table 6.2.1-2.

The fields LCG ID and Buffer Size are defined as follow:

-
LCG ID: The Logical Channel Group ID field identifies the group of logical channel(s) which buffer status is being reported. The length of the field is 2 bits;

-
Buffer Size: The Buffer Size field identifies the total amount of data available across all logical channels of a logical channel group after all MAC PDUs for the TTI have been built. The amount of data is indicated in number of bytes. It shall include all data that is available for transmission in the RLC layer and in the PDCP layer; the definition of what data shall be considered as available for transmission is specified in [3] and [4] respectively. The size of the RLC and MAC headers are not considered in the buffer size computation. The length of this field is 6 bits. If extendedBSR-Sizes is not configured, the values taken by the Buffer Size field are shown in Table 6.1.3.1-1. If extendedBSR-Sizes is configured, the values taken by the Buffer Size field are shown in Table 6.1.3.1-2.
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Figure 6.1.3.1-1: Short BSR and Truncated BSR MAC control element
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Figure 6.1.3.1-2: Long BSR MAC control element

Table 6.1.3.1-1: Buffer size levels for BSR

	Index
	Buffer Size (BS) value [bytes]
	Index
	Buffer Size (BS) value [bytes]

	0
	BS = 0
	32
	1132 < BS <= 1326

	1
	0 < BS <= 10
	33
	1326 < BS <= 1552

	2
	10 < BS <= 12
	34
	1552 < BS <= 1817

	3
	12 < BS <= 14
	35
	1817 < BS <= 2127

	4
	14 < BS <= 17
	36
	2127 < BS <= 2490

	5
	17 < BS <= 19
	37
	2490 < BS <= 2915

	6
	19 < BS <= 22
	38
	2915 < BS <= 3413

	7
	22 < BS <= 26
	39
	3413 < BS <= 3995

	8
	26 < BS <= 31
	40
	3995 < BS <= 4677

	9
	31 < BS <= 36
	41
	4677 < BS <= 5476

	10
	36 < BS <= 42
	42
	5476 < BS <= 6411

	11
	42 < BS <= 49
	43
	6411 < BS <= 7505

	12
	49 < BS <= 57
	44
	7505 < BS <= 8787

	13
	57 < BS <= 67
	45
	8787 < BS <= 10287

	14
	67 < BS <= 78
	46
	10287 < BS <= 12043

	15
	78 < BS <= 91
	47
	12043 < BS <= 14099

	16
	91 < BS <= 107
	48
	14099 < BS <= 16507

	17
	107 < BS <= 125
	49
	16507 < BS <= 19325

	18
	125 < BS <= 146
	50
	19325 < BS <= 22624

	19
	146 < BS <= 171
	51
	22624 < BS <= 26487

	20
	171 < BS <= 200
	52
	26487 < BS <= 31009

	21
	200 < BS <= 234
	53
	31009 < BS <= 36304

	22
	234 < BS <= 274
	54
	36304 < BS <= 42502

	23
	274 < BS <= 321
	55
	42502 < BS <= 49759

	24
	321 < BS <= 376
	56
	49759 < BS <= 58255

	25
	376 < BS <= 440
	57
	58255 < BS <= 68201

	26
	440 < BS <= 515
	58
	68201 < BS <= 79846

	27
	515 < BS <= 603
	59
	79846 < BS <= 93479

	28
	603 < BS <= 706
	60
	93479 < BS <= 109439

	29
	706 < BS <= 826
	61
	109439 < BS <= 128125

	30
	826 < BS <= 967
	62
	128125 < BS <= 150000

	31
	967 < BS <=1132
	63
	BS > 150000


Table 6.1.3.1-2: Extended Buffer size levels for BSR

	Index
	Buffer Size (BS) value [bytes]
	Index
	Buffer Size (BS) value [bytes]

	0
	BS = 0
	32
	4940 < BS <= 6074

	1
	0 < BS <= 10
	33
	6074 < BS <= 7469

	2
	10 < BS <= 13
	34
	7469 < BS <= 9185

	3
	13 < BS <= 16
	35
	9185 < BS <= 11294

	4
	16 < BS <= 19
	36
	11294 < BS <= 13888

	5
	19 < BS <= 23
	37
	13888 < BS <= 17077

	6
	23 < BS <= 29
	38
	17077 < BS <= 20999

	7
	29 < BS <= 35
	39
	20999 < BS <= 25822

	8
	35 < BS <= 43
	40
	25822 < BS <= 31752

	9
	43 < BS <= 53
	41
	31752 < BS <= 39045

	10
	53 < BS <= 65
	42
	39045 < BS <= 48012

	11
	65 < BS <= 80
	43
	48012 < BS <= 59039

	12
	80 < BS <= 98
	44
	59039 < BS <= 72598

	13
	98 < BS <= 120
	45
	72598 < BS <= 89272

	14
	120 < BS <= 147
	46
	89272 < BS <= 109774

	15
	147 < BS <= 181
	47
	109774 < BS <= 134986

	16
	181 < BS <= 223
	48
	134986 < BS <= 165989

	17
	223 < BS <= 274
	49
	165989 < BS <= 204111

	18
	274 < BS <= 337
	50
	204111 < BS <= 250990

	19
	337 < BS <= 414
	51
	250990 < BS <= 308634

	20
	414 < BS <= 509
	52
	308634 < BS <= 379519

	21
	509 < BS <= 625
	53
	379519 < BS <= 466683

	22
	625 < BS <= 769
	54
	466683 < BS <= 573866

	23
	769 < BS <= 945
	55
	573866 < BS <= 705666

	24
	945 < BS <= 1162
	56
	705666 < BS <= 867737

	25
	1162 < BS <= 1429
	57
	867737 < BS <= 1067031

	26
	1429 < BS <= 1757
	58
	1067031 < BS <= 1312097

	27
	1757 < BS <= 2161
	59
	1312097 < BS <= 1613447

	28
	2161 < BS <= 2657
	60
	1613447 < BS <= 1984009

	29
	2657 < BS <= 3267
	61
	1984009 < BS <= 2439678

	30
	3267 < BS <= 4017
	62
	2439678 < BS <= 3000000

	31
	4017 < BS <=4940
	63
	BS > 3000000


[TS 36.321 clause 6.2.1]

The MAC header and subheaders are octet aligned.

Table 6.2.1-1 Values of LCID for DL-SCH

	Index
	LCID values

	00000
	CCCH

	00001-01010
	Identity of the logical channel

	01011-10111
	Reserved

	11000
	Activation/Deactivation (4 octets)

	11001
	SC-MCCH, SC-MTCH (see note)

	11010
	Long DRX Command

	11011
	Activation/Deactivation (1 octet)

	11100
	UE Contention Resolution Identity

	11101
	Timing Advance Command

	11110
	DRX Command

	11111
	Padding

	NOTE: Both SC-MCCH and SC-MTCH cannot be multiplexed with other logical channels in the same MAC PDU except for Padding


For NB-IoT only the following LCID values for DL-SCH are applicable: CCCH, Identity of the logical channel, UE Contention Resolution Identity, Timing Advance Command, DRX Command and Padding.

Table 6.2.1-2 Values of LCID for UL-SCH

	Index
	LCID values

	00000
	CCCH

	00001-01010
	Identity of the logical channel

	01011
	CCCH

	01100-10101
	Reserved

	10110
	Truncated Sidelink BSR

	10111
	Sidelink BSR

	11000
	Dual Connectivity Power Headroom Report

	11001
	Extended Power Headroom Report

	11010
	Power Headroom Report

	11011
	C-RNTI

	11100
	Truncated BSR

	11101
	Short BSR

	11110
	Long BSR

	11111
	Padding


For NB-IoT only the following LCID values for UL-SCH are applicable: CCCH (LCID "00000"), Identity of the logical channel, C-RNTI, Short BSR and Padding.

Table 6.2.1-3 Values of F and F2 fields:

	Index of F2
	Index of F
	Size of Length field (in bits)

	0
	0
	7

	
	1
	15

	1
	-
	16


Table 6.2.1-4 Values of LCID for MCH

	Index
	LCID values

	00000
	MCCH (see note)

	00001-11100
	MTCH

	11101
	Reserved

	11110
	MCH Scheduling Information or Extended MCH Scheduling Information

	11111
	Padding

	NOTE: If there is no MCCH on MCH, an MTCH could use this value.


22.3.1.4.3
Test description

22.3.1.4.3.1
Pre-test conditions
System Simulator:

-
Ncell 1
-
RRC Connection Setup (preamble: Table 8.1.5.2.3-1, step 3 [18]) using parameters as specified in Table 22.3.1.4.3.3-1
UE:

None.

Preamble:

-
The UE is in Loopback Activated State 2B-NB with test loop mode G according to [18] on Ncell 1.

22.3.1.4.3.2
Test procedure sequence

Table 22.3.1.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Void
	-
	-
	-
	-

	2
	The SS transmits a MAC PDU containing two RLC SDUs of RLC UL SDU size 10 bytes.
(Note 0)
	<--
	MAC PDU (2 RLC SDUs)
	-
	-

	3
	In the third NPDCCH period after DL transmission of step 2 the SS allocates an UL Grant of 32 bits. (Note 1)
	<--
	(UL Grant, 32 bits)
	-
	-

	4
	Check: Does the UE transmit a Short BSR with ‘Buffer size’ field set to value ‘6’ or bigger? (Note 2)
	-->
	MAC PDU (MAC Short BSR (Buffer Size=’6’ or bigger))
	1,3
	P

	5
	Wait for retxBSR-Timer expiry on UE side. 
	-
	-
	-
	-

	5A
	Check: Does the UE transmit a preamble on NPRACH?
	-->
	NPRACH Preamble
	2
	P

	5B
	The SS transmits a Random Access Response containing a matching RAPID. (Note 7)
	<--
	Random Access Response
	-
	-

	5C
	The UE transmit a MAC PDU containing C-RNTI, BSR and a portion of loop backed first RLC SDU. (Note 2a)
	-->
	MAC PDU(C-RNTI, MAC Short BSR(Buffer Size=’4’ or bigger), portion of loop backed first RLC SDU)
	-
	-

	6
	The SS allocates an UL Grant of 176 bits before mac‑ContentionResolutionTimer expiry. (Notes 2b, 7)
	<--
	(UL Grant, 176 bits)
	-
	-

	7
	Check: Does the UE transmit a MAC PDU including a portion of loop backed first RLC SDU and second RLC SDUs? (Note 2b)
	-->
	MAC PDU (RLC AMD PDU with header, 2 RLC SDU)
	
	

	7A
	SS transmits an RLC STATUS PDU to acknowledge correctly received data.
	<--
	RLC STATUS PDU (ACK_SN=1)
	-
	-

	8
	The SS transmits a MAC PDU containing one RLC UL SDU of size 10 bytes. (Note 0)
	<--
	MAC PDU (1 RLC SDU)
	-
	-

	9
	In the third NPDCCH period after DL transmission of step 8 the SS allocates an UL Grant of 32 bits. (Note 1)
	<--
	(UL Grant, 32 bits)
	-
	-

	10
	Check: Does the UE transmit a Short BSR with Buffer size#1’ field set to value '1’ or bigger?  (Note 2)
	-->
	MAC PDU (MAC Short BSR (Buffer Size=’1’ or bigger))
	3
	P

	10A
	In the third NPDCCH period after the transmission at step 9 the SS allocates an UL Grant of 104 bits. (Note 2c) 
	<--
	(UL Grant, 104 bits)
	-
	-

	10B
	Check: Does the UE transmit a MAC PDU including the RLC SDU sent at step 8? (Note 2c)
	-->
	MAC PDU (SDU subheader, RLC AMD PDU with header, 1 RLC SDU)
	-
	-

	10C
	SS transmits an RLC STATUS PDU to acknowledge correctly received data
	<--
	RLC STATUS PDU (ACK_SN=2)
	-
	-

	11
	 The SS transmits a MAC PDU containing three RLC UL SDUs of size 10 bytes. (Note 0)
	<--
	MAC PDU (3 RLC SDUs)
	-
	-

	12
	In the third NPDCCH period after the transmission at step 11 the SS allocates an UL Grant of 296 bits. (Note 3) 
	<--
	(UL Grant, 296 bits)
	-
	-

	13
	Check: Does the UE transmit a MAC PDU including three RLC SDUs and not including any BSR? (Note 3)
	-->
	MAC PDU (padding, SDU subheader, RLC AMD PDU with header, 2 LIs, 3 RLC SDUs)
	4
	P

	14
	SS transmits an RLC STATUS PDU to acknowledge correctly received data
	<--
	RLC STATUS PDU (ACK_SN=3)
	-
	-

	15
	The SS  transmits a MAC PDU containing two MAC SDUs, the first containing a 8 byte RLC UL SDU and the second containing a 7 byte RLC UL SDU. (Note 0)
	<--
	MAC PDU 
	-
	-

	16
	In the third NPDCCH period after DL transmission of step 15 the SS allocates an uplink grant of size 256 bits. (Note 4)
	<--
	(UL grant, 256 bits)
	-
	-

	17
	Check: Does the UE return a MAC PDU of length 256 bits including 2 RLC SDUs, Padding and Short BSR with Buffer size(s) set to ‘0’? (Note 4)
	-->
	MAC PDU (Short BSR subheader, SDU subheader, padding subheader, short BSR, RLC AMD PDU with header, 1 LI, 2 RLC SDUs, padding)
	5
	P

	18
	SS transmits an RLC STATUS PDU to acknowledge correctly received data
	<--
	RLC STATUS PDU (ACK_SN=4)
	-
	-

	19
	The SS transmits a MAC PDU including an RLC SDU of RLC UL SDU size 12 bytes. (Note 0)
	<--
	MAC PDU
	-
	-

	20
	In the third NPDCCH period after DL transmission of step 19 the SS transmits an uplink grant of size 136 bits. (Note 4a)
	<--
	(UL grant, 136 bits)
	-
	-

	21
	Check: Does UE transmit a MAC PDU containing an RLC SDU and with a Short BSR indicating pending data (‘Buffer size’ field = ‘0’) for ‘LCG ID’ field set to ‘0’? (Note 4a)
	-->
	MAC PDU (Short BSR header, Short BSR(LCG ID=’00’, Buffer size=’0’), MAC SDU)
	6
	P

	21A
	SS transmits an RLC STATUS PDU to acknowledge correctly received data.
	<--
	RLC STATUS PDU (ACK_SN=3)
	
	

	21B
	The SS transmits an RRCConnectionRelease-NB message.
	<--
	RRC: RRCConnectionRelease-NB
	
	

	21C
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	-
	-

	22
	The SS transmits a MAC PDU containing an RLC PDU, which contains 1 RLC UL SDU of size 14 bytes. (Note 0)
	<--
	MAC PDU (RLC PDU)
	-
	-

	23
	The SS sends an uplink grant of size 32 bits.
	<--
	(UL grant, 32 bits)
	-
	-

	24
	The UE transmits a short BSR report. (Note 6)
	-->
	MAC PDU (Short BSR header, Short BSR(LCG ID='00', Buffer size index > 0))
	-
	-

	-
	EXCEPTION: Steps 25 to 27 shall be repeated two times (Note 5).
	-
	-
	-
	-

	25
	Wait for periodicBSR-Timer expiry.
	-
	-
	-
	-

	26
	In the next NPDCCH period after periodicBSR -Timer expiry the SS sends an uplink grant of size 32 bits (Note 1)
	-
	(UL Grant, 32 bits)
	-
	-

	27
	Check: Does UE transmit a MAC PDU containing a Short BSR with ‘LCG ID’ field set to ‘00’ and Buffer Size Index > 0?
	-->
	MAC PDU (Short BSR header, Short BSR(LCG ID=’00’, Buffer Size index > 0))
	7
	P

	Note 0: 
RLC SDU with size n contains a DLInformationTransfer-NB with ESM_DATA_TRANSPORT:
18 or 26
bits 
DLInformationTransfer-NB(PER encode: ‘0000000000’B + 8 bits ( length of  DedicatedInfoNAS <= 127 bytes ) or 16 bits length ( 128 bytes <= length of DedicatedInfoNAS < 16383 bytes ))
1/2 byte
Protocol discriminator ( SECURITY PROTECTED NAS MESSAGE )
1/2 byte
Security header type ( SECURITY PROTECTED NAS MESSAGE )
4 bytes
Message authentication code ( SECURITY PROTECTED NAS MESSAGE )
1 byte

Sequence number  ( SECURITY PROTECTED NAS MESSAGE )
1/2 byte
Protocol discriminator ( ESM_DATA_TRANSPORT )
1/2 byte
EPS bearer identity ( ESM_DATA_TRANSPORT )
1 byte

Procedure transaction identity ( ESM_DATA_TRANSPORT )
1 byte

ESM data transport message identity ( ESM_DATA_TRANSPORT )
2 bytes
length indicator of the user data container ( ESM_DATA_TRANSPORT )
N bytes
User data container contents ( UL RLC SDU )
6 bits

Aligned bits ( PER encode )
n = N+14 or  N+15 bytes

DL RLC SDU

Note 1:
32 bits enables UE to transmit a MAC PDU with a MAC BSR header and a Short BSR (1 bytes).

Note 2:
UE triggers a Short BSR of type "Regular BSR" to report buffer status for one LCG for that TTI. The UE should not send any of the received RLC SDUs (segmented) due to Regular BSR has higher priority than U-plane logical channels.

Note 2a:
88 bits for msg3 enable UE to transmit the CRNTI, BSR and user data (received in step 2), where 3 bytes belong first RLC SDU with FI=01 in its AMD PUD header, in a MAC PDU with
3 bytes
MAC subheader: 1 byte CRNTI, 1 byte BSR, 1 byte SDU subheader
3 bytes
MAC CE: 2 bytes CRNTI, 1 byte BSR
5 bytes
MAC SDU: AMD PDU with 2 bytes header and a portion of 1 RLC SDU (3 bytes)
( 11 bytes (TBS = 88)

Note 2b:
The UE has 17 bytes of user data (received in step 2) in the transmission buffer, where 17 bytes belong RLC SDU with FI=10 in its AMD PUD header. 176 bits enables UE to transmit the user data in a MAC PDU with 
1 byte
      MAC subheader: 1 byte SDU subheader
21 bytes
MAC SDU: AMD PDU with 4 bytes header and a portion of 1 RLC SDU (7 bytes) and 1 RLC SDUs (10 bytes)
( 22 bytes (TBS = 176)Note 2c:
The UE has 10 bytes of user data (received in step 8) in the transmission buffer. 104 bits enables UE to transmit the user data in a MAC PDU with 
1 byte
      MAC subheader: 1 byte SDU subheader
12 bytes
MAC SDU: AMD PDU with 2 bytes header and 1 RLC SDU (10 bytes)
( 13 bytes (TBS =104)

Note 3:
The UE has 30 bytes of user data (received in steps 11) in the transmission buffer. 296 bits enables UE to transmit the user data in a MAC PDU with 
2 bytes
MAC subheader: 1 byte padding, 1 byte SDU subheader
35 bytes
MAC SDU: AMD PDU with 5 bytes header (2 LIs) and 3 RLC SDUs (10 bytes each)
( 37 bytes (TBS = 296)

Note 4:
 The UE has 15 bytes of user data (received in steps 15) in the transmission buffer. 256 bits enables UE to transmit the user data in a MAC PDU with 
4 bytes
MAC subheader (1 byte BSR subheader, 2 bytes SDU subheader, 1 byte paddingr)
1 byte

short BSR
19 bytes
MAC SDU: AMD PDU with 4 bytes header (1 LI) and 2 RLC SDUs (7 and 8 bytes)
8 bytes
padding
( 32 bytes (TBS=256).

Note 4a:
The UE has 12 bytes of user data (received in steps 19) in the transmission buffer. 136 bits enables UE to transmit the user data in a MAC PDU with 
2 bytes
MAC subheader: 1 byte BSR subheader, 1 byte SDU subheader
1 byte

short BSR
14 bytes
MAC SDU: AMD PDU with 2 byte header and 12 bytes RLC SDU
( 17 bytes (TBS=136).

Note 5:
One short BSR due to first expiry of periodicBSR-Timer and one short BSR due to second expire of periodicBSR-Timer.

Note 6:
The UE starts periodicBSR-Timer. 

Note 7:
The value of T-CRNTI and CRNTI are different at step 5B/6.


22.3.1.4.3.3
Specific Message Contents

Table 22.3.1.4.3.3-1: RRCConnectionSetup-NB (Preamble)
	Derivation path: 36.508 table 8.1.6.1-14

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionSetup-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionSetup-r13 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated-r13 SEQUENCE {
	
	
	

	          mac-MainConfig-r13 CHOICE {
	
	
	

	            explicitValue-r13 SEQUENCE {
	
	
	

	              ul-SCH-Config-r13 SEQUENCE {
	
	
	

	                periodicBSR-Timer-r13
	pp64
	
	

	                retxBSR-Timer-r13
	pp16
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.1.4.3.3-2: RRCConnectionSetup-NB (Step 21C, Table 22.3.1.4.3.2-1)

	Derivation path: 36.508 table 8.1.6.1-14

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionSetup-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionSetup-r13 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated-r13 SEQUENCE {
	
	
	

	          mac-MainConfig-r13 CHOICE {
	
	
	

	            explicitValue-r13 SEQUENCE {
	
	
	

	              ul-SCH-Config-r13 SEQUENCE {
	
	
	

	                periodicBSR-Timer-r13
	pp16
	
	

	                retxBSR-Timer-r13
	pp64
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


22.3.1.5
NB-IoT / DRX operation / DRX cycle configured / Parameters configured by RRC / DRX command MAC control element reception

22.3.1.5.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { DRX cycle is configured and [(SFN * 10) + subframe number] modulo (DRX-Cycle) = drxStartOffset-r13 }

    then { UE starts the OnDurationTimer-r13 and monitors the NPDCCH for OnDurationTimer-r13 NPDCCH subframes }
            }

(2)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { DRX cycle is configured and a new DL transmission is indicated on the NPDCCH during Active Time }

    then { After expiry of the HARQ RTT timer the UE starts or restarts the Drx-InactivityTimer-r13 and monitors the NPDCCH for Drx-InactivityTimer-r13 NPDCCH periods }

            }

(3)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { DRX cycle is configured and when a HARQ RTT Timer expires and the data in the soft buffer of the corresponding HARQ process has not been successfully decoded }

    then { UE starts the drx-RetransmissionTimer-r13 for the corresponding HARQ process and monitors the NPDCCH for drx-RetransmissionTimer-r13 consecutive NPDCCH periods  }

            }

(4)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { DRX cycle is configured and an uplink grant for a pending HARQ retransmission can occur in this NPDCCH period }

    then { UE monitors the NPDCCH in this period }

 (5)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { DRX cycle is configured and a DRX Command MAC control element is received }

    then { UE successfully decodes the MAC control PDU }

            }

(6)

Void
(7)

Void
22.3.1.5.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 36.321, clause 3.1 and 5.7.

[TS 36.321, clause 3.1]

Active Time: Time related to DRX operation, as defined in subclause 5.7, during which the MAC entity monitors the PDCCH.

…
DRX Cycle: Specifies the periodic repetition of the On Duration followed by a possible period of inactivity (see figure 3.1-1 below). 
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Figure 3.1-1: DRX Cycle

drx-InactivityTimer: Except for NB-IoT, it specifies the number of consecutive PDCCH-subframe(s) after the subframe in which a PDCCH indicates an initial UL, DL or SL user data transmission for this MAC entity. For NB-IoT, it specifies the number of consecutive PDCCH-subframe(s) after the subframe in which the HARQ RTT timer or UL HARQ RTT timer expires. 
drx-RetransmissionTimer: Specifies the maximum number of consecutive PDCCH-subframe(s) until a DL retransmission is received.

drxShortCycleTimer: Specifies the number of consecutive subframe(s) the MAC entity shall follow the Short DRX cycle.

drxStartOffset: Specifies the subframe where the DRX Cycle starts.

drx-ULRetransmissionTimer: Specifies the maximum number of consecutive PDCCH-subframe(s) until a grant for UL retransmission is received.

…

HARQ RTT Timer: This parameter specifies the minimum amount of subframe(s) before a DL HARQ retransmission is expected by the MAC entity. 

…

onDurationTimer: Specifies the number of consecutive PDCCH-subframe(s) at the beginning of a DRX Cycle.

PDCCH: Refers to the PDCCH [7], EPDCCH (in subframes when configured), MPDCCH [2], for an RN with R-PDCCH configured and not suspended, to the R-PDCCH or, for NB-IoT to the NPDCCH.
PDCCH period (pp): Refers to the interval between the start of two consecutive PDCCH occasions and depends on the currently used PDCCH search space [2]. A PDCCH occasion is the start of a search space and is defined by subframe k0 as specified in section 16.6 of [2]. For an NB-IoT UE, if a timer duration is configured by upper layers in units of a PDCCH period, the calculation of number of PDCCH-subframes for the timer is done by multiplying the number of PDCCH periods with npdcch-NumRepetitions-RA when the UE uses the common search space or by npdcch-NumRepetitions when the UE uses the UE specific search space.
PDCCH-subframe: Refers to a subframe with PDCCH. For a MAC entity not configured with any TDD serving cell(s), this represents any subframe; for a MAC entity configured with at least one TDD serving cell, if a MAC entity is capable of simultaneous reception and transmission in the aggregated cells, this represents the union over all serving cells of downlink subframes and subframes including DwPTS of the TDD UL/DL configuration indicated by tdd-Config [8], except serving cells that are configured with schedulingCellId [8]; otherwise, this represents the subframes where the SpCell is configured with a downlink subframe or a subframe including DwPTS of the TDD UL/DL configuration indicated by tdd-Config [8].
For RNs with an RN subframe configuration configured and not suspended, in its communication with the E-UTRAN, this represents all downlink subframes configured for RN communication with the E-UTRAN.
For SC-PTM reception on a FDD cell, this represents any subframe of the cell except MBSFN subframes; for SC-PTM reception on a TDD cell, this represents the downlink subframes and subframes including DwPTS of the TDD UL/DL configuration indicated by tdd-Config [8] of the cell except MBSFN subframes.
…

UL HARQ RTT Timer: This parameter specifies the minimum amount of subframe(s) before a UL HARQ retransmission grant is expected by the MAC entity.

 [TS 36.321, clause 5.7]

The MAC entity may be configured by RRC with a DRX functionality that controls the UE’s PDCCH monitoring activity for the MAC entity’s C-RNTI, TPC-PUCCH-RNTI, TPC-PUSCH-RNTI, Semi-Persistent Scheduling C-RNTI (if configured), eIMTA-RNTI (if configured), SL-RNTI (if configured), and CC-RNTI (if configured). When in RRC_CONNECTED, if DRX is configured, the MAC entity is allowed to monitor the PDCCH discontinuously using the DRX operation specified in this subclause; otherwise the MAC entity monitors the PDCCH continuously. When using DRX operation, the MAC entity shall also monitor PDCCH according to requirements found in other subclauses of this specification. RRC controls DRX operation by configuring the timers onDurationTimer, drx-InactivityTimer, drx-RetransmissionTimer (one per DL HARQ process except for the broadcast process), drx-ULRetransmissionTimer (one per asynchronous UL HARQ process), the longDRX-Cycle, the value of the drxStartOffset and optionally the drxShortCycleTimer and shortDRX-Cycle. A HARQ RTT timer per DL HARQ process (except for the broadcast process) and UL HARQ RTT Timer per asynchronous UL HARQ process is also defined (see subclause 7.7).

When a DRX cycle is configured, the Active Time includes the time while: 

-
onDurationTimer or drx-InactivityTimer or drx-RetransmissionTimer or drx-ULRetransmissionTimer or mac-ContentionResolutionTimer (as described in subclause 5.1.5) is running; or

-
a Scheduling Request is sent on PUCCH and is pending (as described in subclause 5.4.4); or

-
an uplink grant for a pending HARQ retransmission can occur and there is data in the corresponding HARQ buffer for synchronous HARQ process; or

-
a PDCCH indicating a new transmission addressed to the C-RNTI of the MAC entity has not been received after successful reception of a Random Access Response for the preamble not selected by the MAC entity (as described in subclause 5.1.4).

When DRX is configured, the MAC entity shall for each subframe:

-
if a HARQ RTT Timer expires in this subframe:

-
if the data of the corresponding HARQ process was not successfully decoded:

-
start the drx-RetransmissionTimer for the corresponding HARQ process;

-
if NB-IoT, start or restart the drx-InactivityTimer.

-
if an UL HARQ RTT Timer expires in this subframe:

-
start the drx-ULRetransmissionTimer for the corresponding HARQ process.
-
if NB-IoT, start or restart the drx-InactivityTimer.
-
if a DRX Command MAC control element or a Long DRX Command MAC control element is received:

-
stop onDurationTimer;

-
stop drx-InactivityTimer.

-
if drx-InactivityTimer expires or a DRX Command MAC control element is received in this subframe:

-
if the Short DRX cycle is configured:

-
start or restart drxShortCycleTimer;

-
use the Short DRX Cycle.

-
else:

-
use the Long DRX cycle.

-
if drxShortCycleTimer expires in this subframe:

-
use the Long DRX cycle.

-
if a Long DRX Command MAC control element is received:

-
stop drxShortCycleTimer;

-
use the Long DRX cycle.

-
If the Short DRX Cycle is used and [(SFN * 10) + subframe number] modulo (shortDRX-Cycle) = (drxStartOffset) modulo (shortDRX-Cycle); or

-
if the Long DRX Cycle is used and [(SFN * 10) + subframe number] modulo (longDRX-Cycle) = drxStartOffset:

-
if NB-IoT:

-
if neither HARQ RTT Timer nor UL HARQ RTT Timer is running, start onDurationTimer.

-
else:

-
start onDurationTimer.

-
during the Active Time, for a PDCCH-subframe, if the subframe is not required for uplink transmission for half-duplex FDD UE operation, and if the subframe is not a half-duplex guard subframe [7] and if the subframe is not part of a configured measurement gap and if the subframe is not part of a configured Sidelink Discovery Gap for Reception, and for NB-IoT if the subframe is not required for uplink transmission or downlink reception other than on PDCCH; or

-
during the Active Time, for a subframe other than a PDCCH-subframe and for a UE capable of simultaneous reception and transmission in the aggregated cells, if the subframe is a downlink subframe indicated by a valid eIMTA L1 signalling for at least one serving cell not configured with schedulingCellId [8] and if the subframe is not part of a configured measurement gap and if the subframe is not part of a configured Sidelink Discovery Gap for Reception; or

-
during the Active Time, for a subframe other than a PDCCH-subframe and for a UE not capable of simultaneous reception and transmission in the aggregated cells, if the subframe is a downlink subframe indicated by a valid eIMTA L1 signalling for the SpCell and if the subframe is not part of a configured measurement gap and if the subframe is not part of a configured Sidelink Discovery Gap for Reception:

-
monitor the PDCCH;

-
if the PDCCH indicates a DL transmission or if a DL assignment has been configured for this subframe:

-
if the UE is an NB-IoT UE, a BL UE or a UE in enhanced coverage:

-
start the HARQ RTT Timer for the corresponding HARQ process in the subframe containing the last repetition of the corresponding PDSCH reception;

-
else:

-
start the HARQ RTT Timer for the corresponding HARQ process;

-
stop the drx-RetransmissionTimer for the corresponding HARQ process.

-
if the PDCCH indicates an UL transmission for an asynchronous HARQ process:

-
start the UL HARQ RTT Timer for the corresponding HARQ process in the subframe containing the last repetition of the corresponding PUSCH transmission;

-
except for NB-IoT, stop the drx-ULRetransmissionTimer for the corresponding HARQ process.

-
if the PDCCH indicates a new transmission (DL, UL or SL):

-
except for NB-IoT, start or restart drx-InactivityTimer.
-
if the PDCCH indicates a transmission (DL, UL) for a NB-IoT UE:

-
stop drx-InactivityTimer, drx-ULRetransmissionTimer and onDurationTimer.
-
in current subframe n, if the MAC entity would not be in Active Time considering grants/assignments/DRX Command MAC control elements/Long DRX Command MAC control elements received and Scheduling Request sent until and including subframe n-5 when evaluating all DRX Active Time conditions as specified in this subclause, type-0-triggered SRS [2] shall not be reported.

-
if CQI masking (cqi-Mask) is setup by upper layers:

-
in current subframe n, if onDurationTimer would not be running considering grants/assignments/DRX Command MAC control elements/Long DRX Command MAC control elements received until and including subframe n-5 when evaluating all DRX Active Time conditions as specified in this subclause, CQI/PMI/RI/PTI/CRI on PUCCH shall not be reported.

-
else:

-
in current subframe n, if the MAC entity would not be in Active Time considering grants/assignments/DRX Command MAC control elements/Long DRX Command MAC control elements received and Scheduling Request sent until and including subframe n-5 when evaluating all DRX Active Time conditions as specified in this subclause, CQI/PMI/RI/PTI/CRI on PUCCH shall not be reported.

Regardless of whether the MAC entity is monitoring PDCCH or not, the MAC entity receives and transmits HARQ feedback and transmits type-1-triggered SRS [2] when such is expected.

NOTE:
The same Active Time applies to all activated serving cell(s).

NOTE:
In case of downlink spatial multiplexing, if a TB is received while the HARQ RTT Timer is running and the previous transmission of the same TB was received at least N subframes before the current subframe (where N corresponds to the HARQ RTT Timer), the MAC entity should process it and restart the HARQ RTT Timer. 

NOTE:
The BL UE and the UE in enhanced coverage waits until the last subframe of the configured MPDCCH search space before executing the next specified action.
22.3.1.5.3
Test description

22.3.1.5.3.1
Pre-test conditions

System Simulator:

-
Ncell 1.
-
RRC Connection Setup (preamble: Table 8.1.5.2.3-1, step 3 [18]) using parameters as specified in Table 22.3.1.5.3.3-1
UE:

None.

Preamble:

-
UE is in state NB-IoT UE Attach, Connected Mode, UE Test Loopback Activated (State 2B-NB) with test loop mode G and configured to return no data in UL according to [18] in Ncell 1.

22.3.1.5.3.2
Test procedure sequence

DRX parameters and search space parameters according to Table 22.3.1.5.3.3-1 result in periods as shown in the table below

	Period/Timer
	NPDCCH periods
	Duration (ms)

	NPDCCH period
	1
	256 (Rmax * G)

	DRX cycle
	16
	16 * 256 = 4096

	On Duration
	4
	1024

	Opportunity for DRX
	12
	3076

	drx-InactivityTimer
	4
	1024

	drx-RetransmissionTimer
	6
	1536

	drx-ULRetransmissionTimer
	24
	6144


In the following figures illustrate timing for the different test purposes; NPDCCH periods are marked in

-
green

for DL transmission (no CRC error)

-
red


for DL transmission (CRC error)

-
yellow
for DL transmission of MAC DRX command CE

-
blue

for UL transmission

The relevant timer/period for the test purpose is marked in light yellow.
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Figure 22.3.1.5.3.2-1: Timing for TP1 and TP2
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Figure 22.3.1.5.3.2-2: Timing for TP3
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Figure 22.3.1.5.3.2-3: Timing for TP4

Figure 22.3.1.5.3.2-4: Void
Figure 22.3.1.5.3.2-5: Void
Table 22.3.1.5.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	In the first NPDCCH period of the next DRX On Duration the SS schedules the DL transmission of a MAC PDU in the first search space candidate of the search space.
	<--
	MAC PDU
	-
	-

	2
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 1?
	-->
	HARQ ACK
	1
	P

	3
	In the last NPDCCH period of the next DRX On Duration the SS schedules DL transmission of a MAC PDU in the last search space candidate of the search space.
	<--
	MAC PDU
	-
	-

	4
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 3?
	-->
	HARQ ACK
	1
	P

	5
	Four NPDCCH periods after the transmission at step 3 the SS schedules the DL transmission of a MAC PDU in the last search space candidate of the search space.
Note: Four NPDCCH periods is the duration of the drx-InactivityTimer
	<--
	MAC PDU
	-
	-

	6
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 5?
	-->
	HARQ ACK
	2
	P

	7
	In the last NPDCCH period of the next DRX On Duration the SS schedules the DL transmission of a MAC PDU in the last search space candidate of the search space; the SS shall generate a CRC error for this transmission causing the UE to send a NACK but the SS shall not perform any retransmissions. 
	<--
	Invalid MAC PDU
	-
	-

	8
	Check: Does the UE transmit a HARQ NACK for the DL MAC PDU in Step 7?
	-->
	HARQ NACK
	1
	P

	9
	In the next NPDCCH period the SS schedules the DL transmission of a (new) MAC PDU in the first search space candidate of the search space.

Note: The NDI of the corresponding DCI indicates a new  transmission
	<--
	MAC PDU
	-
	-

	10
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 9?
	-->
	HARQ ACK
	3
	P

	11
	In the last NPDCCH period of the next DRX On Duration the SS schedules the DL transmission of a MAC PDU in the last search space candidate of the search space; the SS shall generate a CRC error for this transmission causing the UE to send a NACK but the SS shall not perform any retransmissions.
	<--
	Invalid MAC PDU
	-
	-

	12
	Check: Does the UE transmit a HARQ NACK for the DL MAC PDU in Step 11?
	-->
	HARQ NACK
	1
	P

	13
	Six NPDCCH periods after the transmission at step 11 the SS schedules the DL transmission of a (new) MAC PDU in the last search space candidate of the search space.
Note 1: Six NPDCCH periods is the duration of the drx-RetransmissionTimer
Note 2: The NDI of the corresponding DCI indicates a new  transmission
	<--
	MAC PDU
	-
	-

	14
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 13?
	-->
	HARQ ACK
	3
	P

	15
	In the last NPDCCH period of the next DRX On Duration the SS allocates an UL grant for UE in the last search space candidate of the search space.
	<--
	UL grant on PDCCH
	-
	-

	16
	Check: Does the UE transmit a Buffer Status Report on the UL indicating an empty buffer?
	-->
	Buffer Status Report MAC control element
	-
	-

	17
	24 NPDCCH periods after the transmission at step 15 the SS schedules the DL transmission of a MAC PDU in the last search space candidate of the search space.
Note: 26 NPDCCH periods is the duration of the drx-ULRetransmissionTimer
	<--
	MAC PDU
	-
	-

	18
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 17?
	-->
	HARQ ACK
	4
	P

	19
	In the third NPDCCH period of the next DRX On Duration the SS schedules the DL transmission of a MAC PDU in the first search space candidate of the search space; the SS shall generate a CRC error for this transmission causing the UE to send a NACK but the SS shall not perform any retransmissions. 
	<--
	Invalid MAC PDU
	-
	-

	20
	Check: Does the UE transmit a HARQ NACK for the DL MAC PDU in Step 19?
	-->
	HARQ NACK
	5
	P

	21
	In the next NPDCCH period after the MAC PDU at step 19 was sent the SS schedules the DL transmission of a MAC PDU containing a DRX MAC Control element in the first search space candidate of the search space.
Note 1:
MAC PDU in step 19 causes drx‑InactivityTimer and onDurationTimer to be stopped at the UE and the UE starts the HARQ RTT.

Note 2:
Expiry of HARQ RTT timer at the end of the NPDCCH period causes start of drx-RetransmissionTimer and drx‑InactivityTimer. 

Note 3:
The NDI of the corresponding DCI indicates a new  transmission.
	<--
	MAC PDU(DRX MAC Control element)
	-
	-

	22
	Check: Does the UE transmit a HARQ ACK for the DL MAC PDU in Step 21? 
Note: The UE sends the HARQ when it has successfully decoded the MAC PDU containing the DRX MAC Control element
	-->
	HARQ ACK
	5
	P

	23-30
	Void
	
	
	-
	-


22.3.1.5.3.3
Specific message contents

Table 22.3.1.5.3.3-1: RRCConnectionSetup-NB
	Derivation path: 36.508 table 8.1.6.1-14

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionSetup-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionSetup-r13 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated-r13 SEQUENCE {
	
	
	

	          mac-MainConfig-r13 CHOICE {
	
	
	

	            explicitValue-r13 SEQUENCE {
	
	
	

	              ul-SCH-Config-r13 SEQUENCE {
	
	
	

	                periodicBSR-Timer-r13
	infinity
	
	

	              }
	
	
	

	              drx-Config-r13 SEQUENCE {
	
	
	

	                setup SEQUENCE {
	
	
	

	                  onDurationTimer-r13
	pp4
	4 NPDCCH periods
	

	                  drx-InactivityTimer-r13
	pp4
	4 NPDCCH periods
	

	                  drx-RetransmissionTimer-r13
	pp6
	6 NPDCCH periods
	

	                  drx-Cycle-r13
	st4096
	16 NPDCCH periods (Note 1)
	

	                  drx-StartOffset-r13
	0
	
	

	                  drx-ULRetransmissionTimer-r13
	pp24
	24 NPDCCH periods
	

	                }
	
	
	

	              }
	
	
	

	            }
	
	
	

	          }
	
	
	

	          physicalConfigDedicated-r13 SEQUENCE {
	
	
	

	            npdcch-ConfigDedicated-r13 SEQUENCE {
	
	
	

	              npdcch-NumRepetitions-r13
	r64
	Rmax=64
(Note 1)
	

	            }
	
	
	

	          }
	
	
	

	        }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Note 1: 
The default value of ‘npdcch-StartSF-USS’=4 and the specific value ‘npdcch-NumRepetitions-r13’=64 result in PDCCH period =256 for the UE specific search space.
22.3.1.6
NB-IoT / DL-SCH /UL-SCH transport block size selection / DCI format N1/ N0

22.3.1.6.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { UE on NPDCCH receives DCI format N1 indicating a resource assignment corresponding to 
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 number of subframes and a modulation and coding scheme 
[image: image20.wmf]MCS

I

 }

    then { UE decodes the received transport block of size corresponding to the read 
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 and 
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 and forwards it to higher layers }

            }
(2)

with { UE in E-UTRA RRC_CONNECTED state }

ensure that {

  when { UE has pending data for transmission and receives a Resource Block Assignment corresponding to 
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 number of subframes and a modulation and coding scheme 
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 for NPUSCH scheduling }

    then { UE transmits MAC PDU on NPUSCH on the granted resources using a transport block size corresponding to the read 
[image: image25.wmf]RU

N

 and 
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 }

22.3.1.6.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 36.212, clause 6.4.3.1, 6.4.3.2; TS 36.213, clauses 16.4.3.1, 16.4.1.5, 16.4.1.5.1; and TS 36.306 clause 4.1C.

[TS 36.212, clause 6.4.3.1]

DCI format N0 is used for the scheduling of NPUSCH in one UL cell. 

The following information is transmitted by means of the DCI format N0:
-
Flag for format N0/format N1 differentiation – 1 bit, where value 0 indicates format N0 and value 1 indicates format N1
-
Subcarrier indication – 6 bits as defined in section 16.5.1.1 of [3]

-
Resource assignment – 3 bits as defined in section 16.5.1.2 of [3]
-
Scheduling delay – 2 bits as defined in section 16.5.1 of [3]

-
Modulation and coding scheme – 4 bits as defined in section 16.5.1.2 of [3]
-
Redundancy version – 1 bit as defined in section 16.5.1.2 of [3]

-
Repetition number – 3 bits as defined in section 16.5.1.2 of [3]

-
New data indicator – 1 bit
-
DCI subframe repetition number – 2 bits as defined in section 16.6 in [3]

[TS 36.212, clause 6.4.3.2]

DCI format N1 is used for the scheduling of one NPDSCH codeword in one cell and random access procedure initiated by a NPDCCH order. The DCI corresponding to a NPDCCH order is carried by NPDCCH.
The following information is transmitted by means of the DCI format N1:
-
Flag for format N0/format N1 differentiation – 1 bit, where value 0 indicates format N0 and value 1 indicates format N1

-
NPDCCH order indicator – 1 bit

Format N1 is used for random access procedure initiated by a NPDCCH order only if NPDCCH order indicator is set to ‘1’, format N1 CRC is scrambled with C-RNTI, and all the remaining fields are set as follows:

-
Starting number of NPRACH repetitions – 2 bits as defined in section 16.3.1 of [3]

-
Subcarrier indication of NPRACH – 6 bits as defined in section 16.3.1 of [3]

-
All the remaining bits in format N1 are set to one

Otherwise, 
-
Scheduling delay – 3 bits as defined in section 16.4.1 of [3]

-
Resource assignment – 3 bits as defined in section 16.4.1.3 of [3]

-
Modulation and coding scheme – 4 bits as defined in section 16.4.1.5 of [3]

-
Repetition number – 4 bits as defined in section 16.4.1.3 of [3]

-
New data indicator – 1 bit
-
HARQ-ACK resource – 4 bits as defined in section 16.4.2 of [3]. 

-
DCI subframe repetition number – 2 bits as defined in section 16.6 in [3]

When the format N1 CRC is scrambled with a RA-RNTI, then the following fields among the fields above are reserved:

-
New data indicator
-
HARQ-ACK resource
If the number of information bits in format N1 is less than that of format N0, zeros shall be appended to format N1 until the payload size equals that of format N0.

[TS 36.306, clause 4.1C]

The field ue-Category-NB defines a combined uplink and downlink capability in NB-IoT. The parameters set by the UE Category are defined in subclause 4.2. Tables 4.1C-1 and 4.1C-2 define the downlink and, respectively, uplink physical layer parameter values for each UE Category.

Table 4.1C-1: Downlink physical layer parameter values set by the field ue-Category-NB
	UE Category
	Maximum number of DL-SCH transport block bits received within a TTI
	Maximum number of bits of a DL-SCH transport block received within a TTI
	Total number of soft channel bits

	Category NB1
	680
	680
	2112


Table 4.1C-2: Uplink physical layer parameter values set by the field ue-Category-NB

	UE Category
	Maximum number of UL-SCH transport block bits transmitted within a TTI
	Maximum number of bits of an UL-SCH transport block transmitted within a TTI

	Category NB1
	1000
	1000


[TS 36.213, clause 16.4.1.3]

The resource allocation information in DCI format N1, N2 (paging) for NPDSCH indicates to a scheduled UE

-
a number of subframes (
[image: image27.wmf]SF

N

) determined by the resource assignment field (
[image: image28.wmf]SF

I

) in the corresponding DCI according to Table 16.4.1.3-1.
-
a repetition number (
[image: image29.wmf]Rep

N

) determined by the repetition number field (
[image: image30.wmf]Rep

I

) in the corresponding DCI according to Table 16.4.1.3-2.
Table 16.4.1.3-1: Number of subframes (
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Table 16.4.1.3-2: Number of repetitions (
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) for NPDSCH
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The number of repetitions for the NPDSCH carrying SystemInformationBlockType1-NB is determined based on the parameter schedulingInfoSIB1 configured by higher-layers and according to Table 16.4.1.3-3.

[TS 36.213, clause 16.4.1.5]

The UE shall use modulation order, 
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= 2.

To determine the transport block size in the NPDSCH, the UE shall first,

-
if NPDSCH carries SystemInformationBlockType1-NB

-
set 
[image: image38.wmf]TBS
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 to the value of the parameter schedulingInfoSIB1 configured by higher-layers

-
otherwise

-
read the 4-bit "modulation and coding scheme" field (
[image: image39.wmf]MCS
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) in the DCI and set 
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=

.

and second,

-
if NPDSCH carries SystemInformationBlockType1-NB 

-
use subclause 16.4.1.5.2 for determining its transport block size.

-
otherwise,

-
read the 3-bit "resource assignment" field (
[image: image41.wmf]SF

I

) in the DCI and determine its TBS by the procedure in subclause 16.4.1.5.1.

The NDI as signalled on NPDCCH, and the TBS, as determined above, shall be delivered to higher layers.

[TS 36.213, clause 16.4.1.5.1]

The TBS is given by the (
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,
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) entry of Table 16.4.1.5.1-1. For the value of the higher layer parameter operationModeInfo set to ‘00’ or ‘01’, 
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Table 16.4.1.5.1-1: Transport block size (TBS) table
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	0
	1
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	4
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	0
	16
	32
	56
	88
	120
	152
	208
	256

	1
	24
	56
	88
	144
	176
	208
	256
	344

	2
	32
	72
	144
	176
	208
	256
	328
	424

	3
	40
	104
	176
	208
	256
	328
	440
	568

	4
	56
	120
	208
	256
	328
	408
	552
	680

	5
	72
	144
	224
	328
	424
	504
	680
	

	6
	88
	176
	256
	392
	504
	600
	
	

	7
	104
	224
	328
	472
	584
	680
	
	

	8
	120
	256
	392
	536
	680
	
	
	

	9
	136
	296
	456
	616
	
	
	
	

	10
	144
	328
	504
	680
	
	
	
	

	11
	176
	376
	584
	
	
	
	
	

	12
	208
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[TS 36.213, clause 16.5.1.1]

The resource allocation information in uplink DCI format N0 for NPUSCH transmission indicates to a scheduled UE

· a set of contiguously allocated subcarriers (
[image: image47.wmf]sc
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) of a resource unit determined by the Subcarrier indication field in the corresponding DCI, 

· a number of resource units (
[image: image48.wmf]RU
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) determined by the resource assignment field in the corresponding DCI according to Table 16.5.1.1-2,
· a repetition number (
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) determined by the repetition number field in the corresponding DCI according to Table 16.5.1.1-3.
The subcarrier spacing 
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 of NPUSCH transmission is determined by the uplink subcarrier spacing field in the Narrowband Random Access Response Grant according to subclause 16.3.3.

For NPUSCH transmission with subcarrier spacing
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 is the subcarrier indication field in the DCI. 
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is reserved.
For NPUSCH transmission with subcarrier spacing
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, the subcarrier indication field (
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) in the DCI determines the set of contiguously allocated subcarriers (
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) according to Table 16.5.1.1-1.

Table 16.5.1.1-1: Allocated subcarriers for NPUSCH with 
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Table 16.5.1.1-2: Number of resource units (
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Table 16.5.1.1-3: Number of repetitions (
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) for NPUSCH.
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[TS 36.213, clause 16.5.1.2]

To determine the modulation order, redundancy version and transport block size for the NPUSCH, the UE shall first

-
read the “modulation and coding scheme” field ([image: image71.wmf]MCS

I

) in the DCI, and

-
read the “redundancy version” field (
[image: image72.wmf]DCI

rv

) in the DCI, and

-
read the "resource assignment" field (
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) in the DCI, and 

-
compute the total number of allocated subcarriers (
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), number of resource units (
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), and repetition number (
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) according to subclause 16.5.1.1.

The UE shall use modulation order, 
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and Table 16.5.1.2-1 to determine the modulation order to use for NPUSCH if 
[image: image80.wmf]1

RU

sc

=

N

.

Table 16.5.1.2-1: Modulation and TBS index table for NPUSCH with 
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NPUSCH is transmitted in N consecutive NB-IoT UL slots, ni , i=0,1,…,N-1. The redundancy version 
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The UE shall use (
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Table 16.5.1.2-2: Transport block size (TBS) table for NPUSCH
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	0
	16
	32
	56
	88
	120
	152
	208
	256

	1
	24
	56
	88
	144
	176
	208
	256
	344

	2
	32
	72
	144
	176
	208
	256
	328
	424

	3
	40
	104
	176
	208
	256
	328
	440
	568

	4
	56
	120
	208
	256
	328
	408
	552
	680

	5
	72
	144
	224
	328
	424
	504
	680
	872

	6
	88
	176
	256
	392
	504
	600
	808
	1000

	7
	104
	224
	328
	472
	584
	712
	1000
	

	8
	120
	256
	392
	536
	680
	808
	
	

	9
	136
	296
	456
	616
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	10
	144
	328
	504
	680
	872
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	11
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	376
	584
	776
	1000
	
	
	

	12
	208
	440
	680
	1000
	
	
	
	


Table 16.4.1.5.1-1: Transport block size (TBS) table
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	552
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	5
	72
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	328
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	504
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	7
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	9
	136
	296
	456
	616
	
	
	
	

	10
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	11
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	12
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The NDI as signalled on NPDCCH, and the RV and TBS, as determined above, shall be delivered to higher layers.

22.3.1.6.3
Test description

22.3.1.6.3.1
Pre-test conditions

System Simulator:

-
Ncell 1. 

-
MasterInformationBlock-NB using parameters as specified in TS 36.508 [18] Table 8.1.4.3.2-1 with condition "Standalone"
NOTE: According to TS 36.213 [30] clause 16.4.1.5.1 for Inband Operation Mode ITBS is restricted to 0 ≤ ITBS ≤ 10 i.e. ISF/IMCS combinations with IMCS = 11, 12 could not be tested
UE:

None.

Preamble:

-
UE is in state NB-IoT UE Attach, Connected Mode, UE Test Loopback Activated (State 2B-NB) with test loop mode G and according to [18] in Ncell 1.

22.3.1.6.3.2
Test procedure sequence

Table 22.3.1.6.3.2-1: RLC SDU size used as test data

	TBSUL
[bits]
	UL RLC SDU size

[bits]

	56 < TBsize ≤1000 (Note)
	TBSUL – 56 (Note)

	Note:
UL MAC PDU contains 2 MAC SDUs (RLC STATUS PDU, RLC AMD PDU with a single RLC SDU):
2 bytes
R/R/E/LCID/L header for 1st MAC SDU
1 byte

R/R/E/LCID header for 2nd MAC SDU
2 bytes
RLC STATUS PDU
2 bytes
RLC AMD header
N bytes
UL RLC SDU 

( N = (TBSUL – 56) / 8


Table 22.3.1.6.3.2-2: TB sizes and ISF/ITBS combinations used for UL and DL
	
	DL
	UL

	S.No
	ISF
	IMCS = ITBS
	TBSDL
	IRU
	IMCS / ITBS
	TBSUL

	1
	0
	0
	16
	0
	0/0
	16

	2
	0
	1
	24
	0
	2/1
	24

	3
	0
	2
	32
	0
	1/2
	32

	4
	0
	3
	40
	0
	3/3
	40

	5
	0
	4
	56
	0
	4/4
	56

	6
	0
	5
	72
	0
	5/5
	72

	7
	0
	6
	88
	0
	6/6
	88

	8
	0
	7
	104
	0
	7/7
	104

	9
	0
	8
	120
	0
	8/8
	120

	10
	0
	9
	136
	0
	9/9
	136

	11
	0
	10
	144
	0
	10/10
	144

	12
	0
	11
	176
	0
	10/10
	144

	13
	0
	12
	208
	0
	10/10
	144

	14
	1
	0
	32
	1
	0/0
	32

	15
	1
	1
	56
	1
	2/1
	56

	16
	1
	2
	72
	1
	1/2
	72

	17
	1
	3
	104
	1
	3/3
	104

	18
	1
	4
	120
	1
	4/4
	120

	19
	1
	5
	144
	1
	5/5
	144

	20
	1
	6
	176
	1
	6/6
	176

	21
	1
	7
	224
	1
	7/7
	224

	22
	1
	8
	256
	1
	8/8
	256

	23
	1
	9
	296
	1
	9/9
	296

	24
	1
	10
	328
	1
	10/10
	328

	25
	1
	11
	376
	1
	10/10
	328

	26
	1
	12
	440
	1
	10/10
	328

	27
	2
	0
	56
	2
	0/0
	56

	28
	2
	1
	88
	2
	2/1
	88

	29
	2
	2
	144
	2
	1/2
	144

	30
	2
	3
	176
	2
	3/3
	176

	31
	2
	4
	208
	2
	4/4
	208

	32
	2
	5
	224
	2
	5/5
	224

	33
	2
	6
	256
	2
	6/6
	256

	34
	2
	7
	328
	2
	7/7
	328

	35
	2
	8
	392
	2
	8/8
	392

	36
	2
	9
	456
	2
	9/9
	456

	37
	2
	10
	504
	2
	10/10
	504

	38
	2
	11
	584
	2
	10/10
	504

	39
	2
	12
	680
	2
	10/10
	504

	40
	3
	0
	88
	3
	0/0
	88

	41
	3
	1
	144
	3
	2/1
	144

	42
	3
	2
	176
	3
	1/2
	176

	43
	3
	3
	208
	3
	3/3
	208

	44
	3
	4
	256
	3
	4/4
	256

	45
	3
	5
	328
	3
	5/5
	328

	46
	3
	6
	392
	3
	6/6
	392

	47
	3
	7
	472
	3
	7/7
	472

	48
	3
	8
	536
	3
	8/8
	536

	49
	3
	9
	616
	3
	9/9
	616

	50
	3
	10
	680
	3
	10/10
	680

	51
	4
	0
	120
	4
	0/0
	120

	52
	4
	1
	176
	4
	2/1
	176

	53
	4
	2
	208
	4
	1/2
	208

	54
	4
	3
	256
	4
	3/3
	256

	55
	4
	4
	328
	4
	4/4
	328

	56
	4
	5
	424
	4
	5/5
	424

	57
	4
	6
	504
	4
	6/6
	504

	58
	4
	7
	584
	4
	7/7
	584

	59
	4
	8
	680
	4
	8/8
	680

	60
	4
	8
	680
	4
	9/9
	776

	61
	4
	8
	680
	4
	10/10
	872

	62
	5
	0
	152
	5
	0/0
	152

	63
	5
	1
	208
	5
	2/1
	208

	64
	5
	2
	256
	5
	1/2
	256

	65
	5
	3
	328
	5
	3/3
	328

	66
	5
	4
	408
	5
	4/4
	408

	67
	5
	5
	504
	5
	5/5
	504

	68
	5
	6
	600
	5
	6/6
	600

	69
	5
	7
	680
	5
	7/7
	712

	70
	5
	7
	680
	5
	8/8
	808

	71
	5
	7
	680
	5
	9/9
	936

	72
	5
	7
	680
	5
	10/10
	1000

	73
	6
	0
	208
	6
	0/0
	208

	74
	6
	1
	256
	6
	2/1
	256

	75
	6
	2
	328
	6
	1/2
	328

	76
	6
	3
	440
	6
	3/3
	440

	77
	6
	4
	552
	6
	4/4
	552

	78
	6
	5
	680
	6
	5/5
	680

	79
	6
	5
	680
	6
	6/6
	808

	80
	6
	5
	680
	6
	7/7
	1000

	81
	7
	0
	256
	7
	0/0
	256

	82
	7
	1
	344
	7
	2/1
	344

	83
	7
	2
	424
	7
	1/2
	424

	84
	7
	3
	568
	7
	3/3
	568

	85
	7
	4
	680
	7
	4/4
	680

	86
	7
	4
	680
	7
	5/5
	872

	87
	7
	4
	680
	7
	6/6
	1000


Table 22.3.1.6.3.2-3: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	Void.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 1 to 8 are repeated as per table 22.3.1.6.3.2-2 with values of  ISF, DL IMCS,  IRU and UL IMCS
	-
	-
	-
	-

	2
	SS looks up for TBSUL   in table 22.3.1.6.3.2-1 as per the execution counter
	-
	-
	-
	-

	-
	EXCEPTION: Steps 3 to 6 are performed  for TBSUL>56 
	-
	-
	-
	-

	3
	SS creates one  UL RLC SDU of size TBSUL, embeds it in an ESM DATA TRANSPORT and  DLInformationTransfer-NB and splits the resulting DL RLC SDU into three RLC AMD PDUs ( if TBSDL < 100 bits ) or two equal sized RLC AMD PDUs ( if TBSDL > 100 bits ) 
(NOTE 1)
	-
	-
	-
	-

	3A
	SS gets current timing and NPDCCH period N is the next NPDCCH period which can be used by the SS for a DL transmission
	-
	-
	-
	-

	4
	At NPDCCH period N+1 the SS sends a DCI format N1 and a MAC PDU containing an RLC AMD PDU with polling field ‘P’ set to '0' and containing the 1st AMD PDU of the RLC SDU created at step 3.
	<--
	DCI N1 format with  ISF, DL IMCS
MAC PDU with 1st AMD PDU of the DL RLC SDU
	-
	-

	4A
	IF TBSDL < 100 bits 

At NPDCCH period N+2 the SS sends a DCI format N1 and a MAC PDU containing an RLC AMD PDU  with polling field ‘P’ set to '0' and containing the 2nd AMD PDU of the RLC SDU created at step 3.
	<--
	DCI N1 format with  ISF, DL IMCS
MAC PDU with 2nd AMD PDU of the DL RLC SDU
	-
	-

	4B
	At NPDCCH period N+i the SS sends a DCI format N1 and a MAC PDU containing an RLC AMD PDU  with polling field ‘P’ set to '1' and containing the last   AMD PDU of the RLC SDU created at step 3.
Where i=3 if TBSDL < 100 bits, otherwise i=2.

(NOTE 2)
	<--
	DCI N1 format with  ISF, DL IMCS
MAC PDU with last AMD PDU of the DL RLC SDU
	-
	-

	5
	In the NPDCCH period N+3 after the transmission at step 4B the SS allocates an uplink grant for the UL TBS according to 22.3.1.6.3.2-2
	<--
	(UL Grant)

DCI N0 format with  IRU and UL IMCS
	-
	-

	6
	CHECK: Does UE return an RLC SDU with the same content as created and embedded in the ESM DATA TRANSPORT at step 3 using the Resource unit Assignment and modulation and coding scheme as configured by the SS in step 5?
	-->
	 MAC PDU containing RLC STATUS PDU and RLC AMD PDU with UL RLC SDU
	1,2
	P

	7
	The SS transmits an RLC STATUS PDU to acknowledge correctly received data
	<--
	RLC STATUS PDU 
	-
	-

	8
	Void.
	
	
	-
	-

	NOTE 1:
DL RLC SDU with size n contains a DLInformationTransfer-NB with ESM_DATA_TRANSPORT:18 or 26 bits

DLInformationTransfer-NB (PER encode: ‘0000000000’B + 8 bits ( length of  DedicatedInfoNAS <= 127 bytes ) or 16 bits length ( 128 bytes <= length of DedicatedInfoNAS < 16383 bytes ))
1/2 byte
Protocol discriminator ( SECURITY PROTECTED NAS MESSAGE )
1/2 byte
Security header type ( SECURITY PROTECTED NAS MESSAGE )
4 bytes
Message authentication code ( SECURITY PROTECTED NAS MESSAGE )
1 byte

Sequence number  ( SECURITY PROTECTED NAS MESSAGE )
1/2 byte
Protocol discriminator ( ESM_DATA_TRANSPORT )
1/2 byte
EPS bearer identity ( ESM_DATA_TRANSPORT )
1 byte

Procedure transaction identity ( ESM_DATA_TRANSPORT )
1 byte

ESM data transport message identity ( ESM_DATA_TRANSPORT )
2 bytes
length indicator of the user data container ( ESM_DATA_TRANSPORT )
 N bytes
User data container contents ( UL RLC SDU )
6 bits

Aligned bits ( PER encode )
 n = N+14 or N+15 bytes
DL RLC SDU
( to achieve the maximum TBS in UL (1000 bits) the DL RLC SDU needs to be segmented

NOTE 2:
 setting of the poll bit causes the UE to insert an RLC Status PDU in the UL message of step 6


22.3.1.6.3.3
Specific message contents

None.

<START OF NEXT MODIFIED SECTION>

22.3.3
PDCP

22.3.3.1
NB-IoT / Maintenance of PDCP sequence numbers / User plane / RLC AM

22.3.3.1.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { UE transmits a PDCP Data SDU on a DRB mapped on AM RLC }

    then { UE increments SN with 1 for each transmitted PDU for SN=0 to Maximum_PDCP_SN }

}

(2)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { UE transmits a PDCP Data SDU on a DRB mapped on AM RLC and, after incrementation, Next_PDCP_TX_SN is larger than the Maximum_PDCP_SN }

    then { UE sets SN to 0 in the next transmitted PDCP SDU}

}

22.3.3.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.323 clause 5.1.1, 5.1.2.2 and 6.2.4.
[TS 36.323, clause 5.1.1]

At reception of a PDCP SDU from upper layers, the UE shall:
-
start the discardTimer associated with this PDCP SDU (if configured);

For a PDCP SDU received from upper layers, the UE shall:
-
associate the PDCP SN corresponding to Next_PDCP_TX_SN to this PDCP SDU;
NOTE:
Associating more than half of the PDCP SN space of contiguous PDCP SDUs with PDCP SNs, when e.g., the PDCP SDUs are discarded or transmitted without acknowledgement, may cause HFN desynchronization problem. How to prevent HFN desynchronization problem is left up to UE implementation.
-
perform header compression of the PDCP SDU (if configured) as specified in the subclause 5.5.4;
-
perform integrity protection (if applicable), and ciphering (if applicable) using COUNT based on TX_HFN and the PDCP SN associated with this PDCP SDU as specified in the subclause 5.7 and 5.6, respectively;
-
increment Next_PDCP_TX_SN by one;
-
if Next_PDCP_TX_SN > Maximum_PDCP_SN:
-
set Next_PDCP_TX_SN to 0;
-
increment TX_HFN by one;
-
submit the resulting PDCP Data PDU to lower layer.
[TS 36.323, clause 5.1.2.1.2]

For DRBs mapped on RLC AM, when the reordering function is not used, at reception of a PDCP Data PDU from lower layers, the UE shall:
-
if received PDCP SN – Last_Submitted_PDCP_RX_SN > Reordering_Window or 0 <= Last_Submitted_PDCP_RX_SN – received PDCP SN < Reordering_Window:
-
if received PDCP SN > Next_PDCP_RX_SN:
-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN - 1 and the received PDCP SN;
-
else:
-
decipher the PDCP PDU as specified in the subclause 5.6, using COUNT based on RX_HFN and the received PDCP SN;
-
perform header decompression (if configured) as specified in the subclause 5.5.5;
-
discard this PDCP SDU;
-
else if Next_PDCP_RX_SN – received PDCP SN > Reordering_Window:
-
increment RX_HFN by one;
-
use COUNT based on RX_HFN and the received PDCP SN for deciphering the PDCP PDU;
-
set Next_PDCP_RX_SN to the received PDCP SN + 1;
-
else if received PDCP SN – Next_PDCP_RX_SN >= Reordering_Window:
-
use COUNT based on RX_HFN – 1 and the received PDCP SN for deciphering the PDCP PDU;
-
else if received PDCP SN >= Next_PDCP_RX_SN:
-
use COUNT based on RX_HFN and the received PDCP SN for deciphering the PDCP PDU;
-
set Next_PDCP_RX_SN to the received PDCP SN + 1;
-
if Next_PDCP_RX_SN is larger than Maximum_PDCP_SN:
-
set Next_PDCP_RX_SN to 0;
-
increment RX_HFN by one;
-
else if received PDCP SN < Next_PDCP_RX_SN:
-
use COUNT based on RX_HFN and the received PDCP SN for deciphering the PDCP PDU;
-
if the PDCP PDU has not been discarded in the above:
-
perform deciphering and header decompression (if configured) for the PDCP PDU as specified in the subclauses 5.6 and 5.5.5, respectively;
-
if a PDCP SDU with the same PDCP SN is stored:
-
discard this PDCP SDU;
-
else:
-
store the PDCP SDU;
-
if the PDCP PDU received by PDCP is not due to the re-establishment of lower layers:
-
deliver to upper layers in ascending order of the associated COUNT value: 
-
all stored PDCP SDU(s) with an associated COUNT value less than the COUNT value associated with the received PDCP SDU;
-
all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU;
-
set Last_Submitted_PDCP_RX_SN to the PDCP SN of the last PDCP SDU delivered to upper layers;.
-
else if received PDCP SN = Last_Submitted_PDCP_RX_SN + 1 or received PDCP SN = Last_Submitted_PDCP_RX_SN – Maximum_PDCP_SN:
-
deliver to upper layers in ascending order of the associated COUNT value:
-
all stored PDCP SDU(s) with consecutively associated COUNT value(s) starting from the COUNT value associated with the received PDCP SDU;
-
set Last_Submitted_PDCP_RX_SN to the PDCP SN of the last PDCP SDU delivered to upper layers.
[TS 36.323, clause 6.2.4]

Figure 6.2.4.1 shows the format of the PDCP Data PDU when a 7 bit SN length is used. This format is applicable for PDCP Data PDUs carrying data from DRBs mapped on RLC UM or in NB-IoT DRBs mapped on RLC AM.
[image: image108.emf]...
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Figure 6.2.4.1: PDCP Data PDU format for DRBs using 7 bit SN

22.3.3.1.3
Test description

22.3.3.1.3.1
Pre-test conditions

System Simulator 

-
Ncell 1
-
SS PDCP set to Transparent Mode

UE:

None.
Preamble 
-
The UE shall be in state 2B-NB with test loop mode A according to TS 36.508.

22.3.3.1.3.2
Test procedure sequence

Table 22.3.3.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: Steps 1 and 2 shall be repeated for k=0 to Maximum_PDCP_SN (increment=1).
	
	
	
	

	1
	SS transmits a PDCP Data PDU on DRB1 containing one IP packet without header compression.
	<--
	PDCP Data PDU (SN = k)
	
	

	2
	CHECK: Does UE transmit a PDCP Data PDU with SN=0 for the first iteration and then incremented by 1 at each iteration?
	-->
	PDCP Data PDU (SN = k)
	1
	P

	3
	SS transmits a PDCP Data PDU on DRB1 containing one IP packet without header compression.
	<--
	PDCP Data PDU (SN = 0)
	
	

	4
	CHECK: Does UE transmit a PDCP Data PDU with SN=0?
	-->
	PDCP Data PDU (SN = 0)
	2
	P

	5
	SS sends a PDCP Data PDU on DRB1 containing one IP packet without header compression.
	<--
	PDCP Data PDU (SN = 1)
	
	

	6
	CHECK: Does UE transmit a PDCP Data PDU with SN=1?
	-->
	PDCP Data PDU (SN = 1)
	1
	P


22.3.3.1.3.3
Specific message contents

None
22.3.3.2
NB-IoT / Integrity protection / Ciphering and deciphering / Correct functionality of EPS AS and UP encryption algorithms / SNOW3G
22.3.3.2.1
Test Purpose (TP)

(1)

with { UE in RRC_IDLE/E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { Functionality of EPS AS encryption algorithms with SNOW 3G is taken into use }

      then { UE performs correct AS ciphering function in PDCP entities associated with SRBs. }

}

(2)

with { UE in RRC_IDLE/E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { Functionality of EPS AS integrity algorithms with SNOW3G is taken into use }

      then { UE performs the integrity protection function in PDCP entities associated with SRBs. }

}

(3)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { SecurityModeCommand fails the integrity protection check }

      then { UE transmits SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message }

}

(4)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { UE has AS security activated and integrity check fails }

      then { UE initiates RRC connection re-establishment procedure }

}

(5)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { UE is requested to achieve functionality of EPS UP encryption algorithms with SNOW 3G }

      then { UE performs correct UP ciphering function in PDCP entities associated with DRBs. }

}

22.3.3.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.323, clause 5.6, clause 5.7, clause 5.1.2.2, TS 33.401, clause 5.1.3.2, clause 5.1.4.2 and TS 36.331, clause 6.3.3. 
[TS 36.323, clause 5.6]

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

For RNs, for the user plane, in addition to the data part of the PDCP PDU, the MAC-I (see 6.3.4) is also ciphered if integrity protection is configured.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).

[TS 36.323, clause 5.7]

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs and the SLRB that needs integrity protection. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering.

For RNs, the integrity protection function is performed also for PDCP entities associated with DRBs if integrity protection is configured.

The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (KRRCint).

-
for RNs, KEY (KUPint)

For the SLRB that needs integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value and DIRECTION (which value shall be set is specified in [13]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]);

-
KEY (PIK).

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.

[TS 36.323, clause 5.1.2.2]

-
if integrity verification is not applicable:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;

-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.

[TS 33.401, clause 5.1.3.2]
All algorithms specified in this subclause are algorithms with a 128-bit input key except Null ciphering algorithm.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00012"      128-EEA1      SNOW 3G based algorithm

"00102"      128-EEA2      AES based algorithm

"00112"      128-EEA3      ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement EEA0, 128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering. UEs and eNBs may implement 128-EEA3 for both RRC signalling ciphering and UP ciphering.

UEs and MMEs shall implement EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering. UEs and MMEs may implement 128-EEA3 for NAS signalling ciphering.

[TS 33.401, clause 5.1.4.2]
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G based algorithm
"00102"      128-EIA2 
 AES based algorithm
"00112"      128-EIA3 
 ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. UEs and eNBs may implement 128-EIA3 for RRC signalling integrity protection.

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection. UEs and MMEs may implement 128-EIA3 for NAS signalling integrity protection.

UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls. EIA0 shall not be used for integrity protection between RN and DeNB.

Implementation of EIA0 in MMEs, RNs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs, RNs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement.
[TS 36.331, clause 6.3.3]
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs). For RNs, the IE SecurityAlgorithmConfig is also used to configure AS integrity protection algorithm for DRBs between the RN and the E-UTRAN.

…

Table 22.3.3.2.2-1: SecurityAlgorithmConfig field descriptions
	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.401 [32, 5.1.3.2].

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.401 [32, 5.1.4.2]. For RNs, also indicates the integrity protection algorithm to be used for integrity protection-enabled DRB(s).


22.3.3.2.3
Test description

22.3.3.2.3.1
Pre-test conditions

System Simulator:

-
NCell 1.

UE:
-
None.

Preamble:

-
The UE shall be in State 3A-NB Registered, Idle Mode, UE Test Mode Activated for UE test loop mode A  according to TS 36.508.
22.3.3.2.3.2
Test procedure sequence

Table 22.3.3.2.3.2-1: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS sends a Paging-NB message to the UE on the appropriate paging block, and including the UE identity in one entry of the IE pagingRecordList-NB.
	<--
	Paging-NB (PCCH)
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionRequest-NB message on SRB0?
	-->
	RRCConnectionRequest-NB
	-
	-

	3
	 Void
	
	
	-
	-

	4
	 Void
	
	
	-
	-

	5
	The SS transmits an RRCConnectionSetup-NB message on SRB0.
	<--
	RRCConnectionSetup-NB
	-
	-

	6
	Check: Does the UE transmit an RRCConnectionSetupComplete-NB message on SRB1bis to confirm the successful completion of the connection establishment and to initiate the session management procedure by including the SERVICE REQUEST message ?
	-->
	RRCConnectionSetupComplete-NB
	1, 2
	 P

	7
	Void
	
	
	-
	-

	8
	Void
	
	
	-
	-

	9
	The SS transmits a SecurityModeCommand message on SRB1. MAC-I is calculated in such way, it will result in integrity check failure on UE side.
	<--
	SecurityModeCommand
	-
	-

	10
	Check: Does the UE transmit a SecurityModeFailure message on SRB1 without integrity protection nor ciphering?
	-->
	SecurityModeFailure
	3
	P

	11
	The SS transmits a SecurityModeCommand message on SRB1 to activate EPS AS encryption algorithm security. The message related PDCP Data PDU shall be integrity protected but not ciphered.
	(
	SecurityModeCommand
	-
	-

	12
	Check: Does the UE transmit a SecurityModeComplete message on SRB1 and establishes the initial security configuration without the message related PDCP Data PDU being ciphered (but integrity protected)?.
	(
	SecurityModeComplete
	1, 2
	 P

	13
	Void
	
	
	-
	-

	14
	Void
	
	
	-
	-

	15
	The SS transmits a UECapabilityEnquiry-NB message on SRB1 to initiate the UE radio access capability transfer procedure. MAC-I is calculated in such way, it will result in integrity check failure on UE side.
	<--
	UECapabilityEnquiry-NB
	-
	-

	16
	Check: Does the UE transmit an RRCConnectionReestablishmentRequest-NB message on  SRB0?
	-->
	RRCConnectionReestablishmentRequest-NB
	4
	P

	17
	The SS transmits a RRCConnectionReestablishment-NB message on SRB0
	<--
	RRCConnectionReestablishment-NB
	-
	-

	18
	The UE transmits RRCConnectionReestablishmentComplete-NB message on SRB1.
	-->
	RRCConnectionReestablishmentComplete-NB
	-
	-

	19
	Void
	
	
	-
	-

	20
	Void
	
	
	-
	-

	21
	The SS transmits an RRCConnectionReconfiguration-NB message on SRB1 to configure a new data radio bearer, associated with the default EPS bearer context. This message related PDCP Data PDU shall be integrity protected and ciphered. The COUNT of this message related PDCP Data PDU is used for deciphering.
	<--
	RRCConnectionReconfiguration-NB
	-
	-

	22
	Check: Does the UE transmit an RRCConnectionReconfigurationComplete-NB message being ciphered and integrity protected on SRB1 to confirm the establishment of the new data radio bearer, associated with the default EPS bearer context.
	-->
	RRCConnectionReconfigurationComplete-NB
	1, 2
	 P

	23
	Void
	
	
	-
	-

	24
	Void
	
	
	-
	-

	25-26
	UE Test Loopback Activated procedure according to TS 36.508 clause 8.1.5.2B to activate loopback mode A for DRB1
	
	
	-
	-

	27
	SS transmits PDCP PDU on DRB1 ciphered.
	<--
	PDCP PDU
	-
	-

	28
	Check: Does the UE transmit looped back PDCP PDU ciphered.
	-->
	PDCP PDU
	5
	P


22.3.3.2.3.3
Specific message contents
Table 22.3.3.2.3.3-1 SecurityModeCommand (step 9 and 11, Table 22.3.3.2.3.2-1)

	Derivation Path: TS36.508 clause 4.6.1 table 4.6.1-19

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea1
	
	

	            integrityProtAlgorithm
	eia1
	
	

	          }
	
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.2.3.3-2: RRCConnectionReestablishmentRequest-NB (step 16, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508, Table 8.1.6.1-7

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReestablishmentRequest-RB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionReestablishmentRequest-r13 SEQUENCE {
	
	
	

	      ue-Identity-r13 SEQUENCE {
	
	
	

	        c-RNTI
	the value of the C-RNTI of the UE
	
	

	        physCellId
	PhysicalCellIdentity of Cell 1
	
	

	        shortMAC-I
	The same value as the 16 least significant bits of the XMAC-I value calculated by SS
	
	

	      }
	
	
	

	      reestablishmentCause-r13
	otherFailure
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.2.3.3-3: RRCConnectionReconfiguration-NB (step 21, Table 22.3.3.2.3.2-1)

	

	Derivation Path: 36.508 table 8.1.6.1-3

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReconfiguration-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      rrcConnectionReconfiguration-r13 SEQUENCE {
	
	
	

	        dedicatedInfoNASList-r13
	Not present
	
	

	        radioResourceConfigDedicated-r13
	RadioResourceConfigDedicated-NB-DRB(1)
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.2.3.3-4: Void
22.3.3.3
NB-IoT / Integrity protection / Ciphering and deciphering / Correct functionality of EPS AS and UP encryption algorithms / AES
22.3.3.3.1
Test Purpose (TP)

(1)

with { UE in RRC_IDLE/E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { Functionality of EPS AS encryption algorithms with AES is taken into use }

      then { UE performs correct AS ciphering function in PDCP entities associated with SRBs. }

}

(2)

with { UE in RRC_IDLE/E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { Functionality of EPS AS integrity algorithms with AES is taken into use }

      then { UE performs the integrity protection function in PDCP entities associated with SRBs. }

}

(3)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { SecurityModeCommand fails the integrity protection check }

      then { UE transmits SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message }

}

(4)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { UE has AS security activated and integrity check fails }

      then { UE initiates RRC connection re-establishment procedure }

}

(5)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { UE is requested to achieve functionality of EPS UP encryption algorithms with AES }

      then { UE performs correct UP ciphering function in PDCP entities associated with DRBs. }

}

22.3.3.3.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.323, clause 5.6, clause 5.7, clause 5.1.2.2, TS 33.401, clause 5.1.3.2, clause 5.1.4.2 and TS 36.331, clause 6.3.3. 
[TS 36.323, clause 5.6]

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

For RNs, for the user plane, in addition to the data part of the PDCP PDU, the MAC-I (see 6.3.4) is also ciphered if integrity protection is configured.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).

[TS 36.323, clause 5.7]

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs and the SLRB that needs integrity protection. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering.

For RNs, the integrity protection function is performed also for PDCP entities associated with DRBs if integrity protection is configured.

The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (KRRCint).

-
for RNs, KEY (KUPint)

For the SLRB that needs integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value and DIRECTION (which value shall be set is specified in [13]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]);

-
KEY (PIK).

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.

[TS 36.323, clause 5.1.2.2]

-
if integrity verification is not applicable:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;

-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.

[TS 33.401, clause 5.1.3.2]
All algorithms specified in this subclause are algorithms with a 128-bit input key except Null ciphering algorithm.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00012"      128-EEA1      SNOW 3G based algorithm

"00102"      128-EEA2      AES based algorithm

"00112"      128-EEA3      ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement EEA0, 128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering. UEs and eNBs may implement 128-EEA3 for both RRC signalling ciphering and UP ciphering.

UEs and MMEs shall implement EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering. UEs and MMEs may implement 128-EEA3 for NAS signalling ciphering.

[TS 33.401, clause 5.1.4.2]
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G based algorithm
"00102"      128-EIA2 
 AES based algorithm
"00112"      128-EIA3 
 ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. UEs and eNBs may implement 128-EIA3 for RRC signalling integrity protection.

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection. UEs and MMEs may implement 128-EIA3 for NAS signalling integrity protection.

UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls. EIA0 shall not be used for integrity protection between RN and DeNB.

Implementation of EIA0 in MMEs, RNs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs, RNs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement.
[TS 36.331, clause 6.3.3]
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs). For RNs, the IE SecurityAlgorithmConfig is also used to configure AS integrity protection algorithm for DRBs between the RN and the E-UTRAN.

…

	SecurityAlgorithmConfig field descriptions

	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.401 [32, 5.1.3.2].

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.401 [32, 5.1.4.2]. For RNs, also indicates the integrity protection algorithm to be used for integrity protection-enabled DRB(s).


22.3.3.3.3
Test description

22.3.3.3.3.1
Pre-test conditions

System Simulator:

-
Ncell [1].

UE:
-
None.

Preamble:

-
The UE shall be in State 3-NB according to TS 36.508.
22.3.3.3.3.2
Test procedure sequence

Same Test procedure sequence as in table 22.3.3.2.3.2-1, except the ciphering and integrity protection algorithm is AES.

22.3.3.3.3.3
Specific message contents
Table 22.3.3.3.3.3-1 SecurityModeCommand-NB (step 9 and 11, Table 22.3.3.2.3.2-1)

	Derivation Path: TS36.508 [clause 4.6.1 table 4.6.1-19]

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea2
	
	

	            integrityProtAlgorithm
	eia2
	
	

	          }
	
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.3.3.3-2: RRCConnectionReestablishmentRequest-NB (step 16, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508, Table 8.1.6.1-7

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReestablishmentRequest-RB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionReestablishmentRequest-r13 SEQUENCE {
	
	
	

	      ue-Identity-r13 SEQUENCE {
	
	
	

	        c-RNTI
	the value of the C-RNTI of the UE
	
	

	        physCellId
	PhysicalCellIdentity of Cell 1
	
	

	        shortMAC-I
	The same value as the 16 least significant bits of the XMAC-I value calculated by SS
	
	

	      }
	
	
	

	      reestablishmentCause-r13
	otherFailure
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.3.3.3-3: RRCConnectionReconfiguration-NB (step 21, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508 table 8.1.6.1-3, condition [NB-DRB(1)]


Table 22.3.3.3.3.3-4: CLOSE UE TEST LOOP (step 25, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508 table 4.7A-3, condition [UE TEST LOOP MODE A]


22.3.3.4
NB-IoT / Integrity protection / Ciphering and deciphering / Correct functionality of EPS AS and UP encryption algorithms / ZUC
22.3.3.4.1
Test Purpose (TP)

(1)

with { UE in RRC_IDLE/E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { Functionality of EPS AS encryption algorithms with ZUC is taken into use }

      then { UE performs correct AS ciphering function in PDCP entities associated with SRBs. }

}

(2)

with { UE in RRC_IDLE/E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { Functionality of EPS AS integrity algorithms with ZUC is taken into use }

      then { UE performs the integrity protection function in PDCP entities associated with SRBs. }

}

(3)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { SecurityModeCommand fails the integrity protection check }

      then { UE transmits SecurityModeFailure message and continues using the configuration used prior to the reception of the SecurityModeCommand message }

}

(4)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {
  when { UE has AS security activated and integrity check fails }

      then { UE initiates RRC connection re-establishment procedure }

}

(5)

with { UE in E-UTRA RRC_CONNECTED state and network decides to use User plane CIoT EPS optimisation }

ensure that {

  when { UE is requested to achieve functionality of EPS UP encryption algorithms with ZUC }

      then { UE performs correct UP ciphering function in PDCP entities associated with DRBs. }

}

22.3.3.4.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.323, clause 5.6, clause 5.7, clause 5.1.2.2, TS 33.401, clause 5.1.3.2, clause 5.1.4.2 and TS 36.331, clause 6.3.3. 
[TS 36.323, clause 5.6]

The ciphering function includes both ciphering and deciphering and is performed in PDCP. For the control plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3) and the MAC-I (see subclause 6.3.4). For the user plane, the data unit that is ciphered is the data part of the PDCP PDU (see subclause 6.3.3); ciphering is not applicable to PDCP Control PDUs.

For RNs, for the user plane, in addition to the data part of the PDCP PDU, the MAC-I (see 6.3.4) is also ciphered if integrity protection is configured.

The ciphering algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the ciphering method shall be applied as specified in [6].
The ciphering function is activated by upper layers [3]. After security activation, the ciphering function shall be applied to all PDCP PDUs indicated by upper layers [3] for the downlink and the uplink, respectively.
For downlink and uplink ciphering and deciphering, the parameters that are required by PDCP for ciphering are defined in [6] and are input to the ciphering algorithm. The required inputs to the ciphering function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]).The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (the ciphering keys for the control plane and for the user plane are KRRCenc and KUPenc, respectively).

[TS 36.323, clause 5.7]

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP for PDCP entities associated with SRBs and the SLRB that needs integrity protection. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering.

For RNs, the integrity protection function is performed also for PDCP entities associated with DRBs if integrity protection is configured.

The integrity protection algorithm and key to be used by the PDCP entity are configured by upper layers [3] and the integrity protection method shall be applied as specified in [6].

The integrity protection function is activated by upper layers [3]. After security activation, the integrity protection function shall be applied to all PDUs including and subsequent to the PDU indicated by upper layers [3] for the downlink and the uplink, respectively.

NOTE:
As the RRC message which activates the integrity protection function is itself integrity protected with the configuration included in this RRC message, this message needs first be decoded by RRC before the integrity protection verification could be performed for the PDU in which the message was received.

For downlink and uplink integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value, and DIRECTION (direction of the transmission: set as specified in [6]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]. It will use the value RB identity –1 as in [3]);

-
KEY (KRRCint).

-
for RNs, KEY (KUPint)

For the SLRB that needs integrity protection and verification, the parameters that are required by PDCP for integrity protection are defined in [6] and are input to the integrity protection algorithm. The required inputs to the integrity protection function include the COUNT value and DIRECTION (which value shall be set is specified in [13]). The parameters required by PDCP which are provided by upper layers [3] are listed below:

-
BEARER (defined as the radio bearer identifier in [6]);

-
KEY (PIK).

At transmission, the UE computes the value of the MAC-I field and at reception it verifies the integrity of the PDCP PDU by calculating the X-MAC based on the input parameters as specified above. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully.

[TS 36.323, clause 5.1.2.2]

-
if integrity verification is not applicable:

-
if received PDCP SN < Next_PDCP_RX_SN:

-
increment RX_HFN by one;

-
set Next_PDCP_RX_SN to the received PDCP SN + 1;

-
if Next_PDCP_RX_SN > Maximum_PDCP_SN:

-
set Next_PDCP_RX_SN to 0;

-
increment RX_HFN by one;

-
deliver the resulting PDCP SDU to upper layer;

-
else, if integrity verification is applicable and the integrity verification fails:

-
discard the received PDCP Data PDU;

-
indicate the integrity verification failure to upper layer.

[TS 33.401, clause 5.1.3.2]
All algorithms specified in this subclause are algorithms with a 128-bit input key except Null ciphering algorithm.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been defined for NAS, RRC and UP ciphering:

"00012"      128-EEA1      SNOW 3G based algorithm

"00102"      128-EEA2      AES based algorithm

"00112"      128-EEA3      ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement EEA0, 128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering. UEs and eNBs may implement 128-EEA3 for both RRC signalling ciphering and UP ciphering.

UEs and MMEs shall implement EEA0, 128-EEA1 and 128-EEA2 for NAS signalling ciphering. UEs and MMEs may implement 128-EEA3 for NAS signalling ciphering.

[TS 33.401, clause 5.1.4.2]
All algorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE:
Deviations from the above requirement have to be indicated explicitly in the algorithm identifier list below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been defined:
"00002"      EIA0      Null Integrity Protection algorithm
"00012"      128-EIA1      SNOW 3G based algorithm
"00102"      128-EIA2 
 AES based algorithm
"00112"      128-EIA3 
 ZUC based algorithm

The remaining values have been reserved for future use.

UEs and eNBs shall implement 128-EIA1 and 128-EIA2 for RRC signalling integrity protection. UEs and eNBs may implement 128-EIA3 for RRC signalling integrity protection.

UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection. UEs and MMEs may implement 128-EIA3 for NAS signalling integrity protection.

UEs shall implement EIA0 for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this specification, EIA0 is only allowed for unauthenticated emergency calls. EIA0 shall not be used for integrity protection between RN and DeNB.

Implementation of EIA0 in MMEs, RNs and eNBs is optional, EIA0, if implemented, shall be disabled in MMEs, RNs and eNBs in the deployments where support of unauthenticated emergency calling is not a regulatory requirement.
[TS 36.331, clause 6.3.3]
The IE SecurityAlgorithmConfig is used to configure AS integrity protection algorithm (SRBs) and AS ciphering algorithm (SRBs and DRBs). For RNs, the IE SecurityAlgorithmConfig is also used to configure AS integrity protection algorithm for DRBs between the RN and the E-UTRAN.

…

Table 22.3.3.4.2-1: SecurityAlgorithmConfig field descriptions
	cipheringAlgorithm

Indicates the ciphering algorithm to be used for SRBs and DRBs, as specified in TS 33.401 [32, 5.1.3.2].

	integrityProtAlgorithm

Indicates the integrity protection algorithm to be used for SRBs, as specified in TS 33.401 [32, 5.1.4.2]. For RNs, also indicates the integrity protection algorithm to be used for integrity protection-enabled DRB(s).


22.3.3.4.3
Test description

22.3.3.4.3.1
Pre-test conditions

System Simulator:

-
Ncell [1].

UE:
-
None.

Preamble:

-
The UE shall be in State 3-NB according to TS 36.508.
22.3.3.4.3.2
Test procedure sequence

Same Test procedure sequence as in table 22.3.3.2.3.2-1, except the ciphering and integrity protection algorithm is ZUC.

22.3.3.4.3.3
Specific message contents
Table 22.3.3.4.3.3-1 SecurityModeCommand-NB (step 9 and 11, Table 22.3.3.2.3.2-1)

	Derivation Path: TS36.508 [clause 4.6.1 table 4.6.1-19]

	Information Element
	Value/remark
	Comment
	Condition

	SecurityModeCommand ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE{
	
	
	

	      securityModeCommand-r8 SEQUENCE {
	
	
	

	        securityConfigSMC SEQUENCE {
	
	
	

	          securityAlgorithmConfig SEQUENCE {
	
	
	

	            cipheringAlgorithm
	eea3-v1130
	
	

	            integrityProtAlgorithm
	eia3-v1130
	
	

	          }
	
	
	

	        }
	
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.4.3.3-2: RRCConnectionReestablishmentRequest-NB (step 16, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508, Table 8.1.6.1-7

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionReestablishmentRequest-RB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionReestablishmentRequest-r13 SEQUENCE {
	
	
	

	      ue-Identity-r13 SEQUENCE {
	
	
	

	        c-RNTI
	the value of the C-RNTI of the UE
	
	

	        physCellId
	PhysicalCellIdentity of Cell 1
	
	

	        shortMAC-I
	The same value as the 16 least significant bits of the XMAC-I value calculated by SS
	
	

	      }
	
	
	

	      reestablishmentCause-r13
	otherFailure
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.4.3.3-3: RRCConnectionReconfiguration-NB (step 21, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508 table 8.1.6.1-3, condition [NB-DRB(1)]


Table 22.3.3.4.3.3-4: CLOSE UE TEST LOOP (step 25, Table 22.3.3.2.3.2-1)

	Derivation Path: 36.508 table 4.7A-3, condition [UE TEST LOOP MODE A]


22.3.3.5
NB-IoT / PDCP re-establishment / stored UE AS context is used and drb-ContinueROHC is configured

22.3.3.5.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_IDLE state and upper layers indicate stored UE AS context }

ensure that {

  when { UE is requested to resume a suspended RRC connection }

   then { UE transmits next PDCP Data PDU with SN value 0 }

            }

22.3.3.5.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.331 clause 5.3.3.4a and 3GPP TS 36.523 clause 5.2.1.2

[TS 36.331, clause 5.3.3.4a]

Reception of the RRCConnectionResume by the UE

1>
stop timer T300;

1>
restore the PDCP state and re-establish PDCP entities for SRB2 and all DRBs;

1>
if drb-ContinueROHC is included:

2>
indicate to lower layers that stored UE AS context is used and that drb-ContinueROHC is configured;

2>
continue the header compression protocol context for the DRBs configured with the header compression protocol;

1>
else:

2>
indicate to lower layers that stored UE AS context is used;
2>
reset the header compression protocol context for the DRBs configured with the header compression protocol;

1>
 discard the stored UE AS context and resumeIdentity;

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
resume SRB2 and all DRBs;

…

[TS 36.323, clause 5.2.1.2]

When upper layers request a PDCP re-establishment, the UE shall:

-
reset the header compression protocol for uplink and start with an IR state in U-mode [9] [11] if the DRB is configured with the header compression protocol and drb-ContinueROHC is not configured [3];

-
set Next_PDCP_TX_SN, and TX_HFN to 0;

-
apply the ciphering algorithm and key provided by upper layers during the re-establishment procedure;

-
if connected as an RN, apply the integrity protection algorithm and key provided by upper layers (if configured) during the re-establishment procedure;

-
for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers:

-
consider the PDCP SDUs as received from upper layer;

-
perform transmission of the PDCP SDUs in ascending order of the COUNT value associated to the PDCP SDU prior to the PDCP re-establishment, as specified in the subclause 5.1.1 without restarting the discardTimer.

22.3.3.5.3
Test description

22.3.3.5.3.1
Pre-test conditions

System Simulator:

-
Ncell 1 according to TS 36.508 [18] Table 8.1.4.2-1A.

UE:

None.

Preamble:

-
The UE is in State 2B-NB, Attach Connected Mode, UE Test Loopback Activated for UE test loop mode B on Ncell 1 (serving cell) according to TS 36.508 [18] clause 8.1.5.2A.

22.3.3.5.3.2
Test procedure sequence

Table 22.3.3.5.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS creates 3 IP Packets.
	-
	-
	-
	-

	
	EXCEPTION: Step 2 and 3 shall be repeated

for k=0 to 1 (increment=1).
	-
	-
	-
	-

	2
	The SS transmits one IP packet to the UE on the DRB associated with the default EPS bearer context.
	<-
	IP Packet #k
	
	-

	3
	The UE loops back the IP packet received in Step 2 on the DRB associated with the default EPS bearer context.
	->
	IP Packet #k
	
	-

	4
	SS transmits an RRCConnectionRelease-NB
Message. (IE ReleaseCause-r13 with Value rrc-Suspend).
	<-
	RRCConnectionRelease-NB
	
	-

	5
	Wait for 10 s for the UE to enter E-UTRA

RRC_IDLE state on Ncell 1.
	-
	
	
	-

	6
	The SS transmits a Paging-NB message with a matching UE identity.
	<-
	Paging-NB
	
	-

	7
	The UE transmits RRCConnectionResumeRequest-NB message.
	->
	RRCConnectionResumeRequest-NB
	
	

	8
	The SS transmits RRCConnectionResume-NB message with drb-ContinueROHC-r13 present.
	<-
	RRCConnectionResume-NB
	
	

	9
	The UE transmits RRCConnectionResumeComplete-NB message to confirm the successful completion of an RRC connection resumption.
	->
	RRCConnectionResumeComplete-NB
	
	

	10
	The SS transmits a SecurityModeCommand message to activate AS security.
	<-
	SecurityModeCommand
	
	

	11
	The UE transmits SecurityModeComplete message.
	->
	SecurityModeComplete
	
	

	12
	The SS transmits one IP packet to the UE on the DRB associated with the default EPS bearer context.
	<-
	IP Packet
	
	

	13
	Check: Does the UE loop back the IP packet on the DRB associated with the default EPS bearer context with PDCP SN=0?
	->
	IP Packet
	1
	P


22.3.3.5.3.3
Specific message contents

Table 22.3.4.5.3.3-1: PDCP-Config-NB (step 1, Table 22.3.3.5.2-1)
	Derivation Path: 36.331 clause 6.7.3.2

	Information Element
	Value/remark
	Comment
	Condition

	PDCP-Config-NB-r13 ::= SEQUENCE {
	
	
	

	headerCompression-r13 CHOICE {
	
	
	

	       rohc SEQUENCE {
	
	
	

	           maxCID-r13
	15
	Default 15
	

	           profiles-r13 SEQUENCE {
	
	
	

	                       profile0x0002
	TRUE
	
	

	                       profile0x0003
	FALSE
	
	

	                       profile0x0004
	FALSE
	
	

	                       profile0x0006
	FALSE
	
	

	                       profile0x0102
	FALSE
	
	

	                       profile0x0103
	FALSE
	
	

	                       profile0x0104
	FALSE
	
	

	          }
	
	
	

	       }
	
	
	

	    }
	
	
	

	}
	
	
	


Table 22.3.3.5.3.3-2: RRCConnectionRelease-NB message (step 4, Table 22.3.3.5.2-1)

	Derivation Path: 36.508 clause 8.1.6.1-9

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRelease-NB ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionRelease-r13 SEQUENCE {
	
	
	

	        releaseCause-r13
	rrc-suspend
	
	

	        resumeIdentity-r13
	BIT STRING (SIZE(40))
	Any value
	

	        extendedWaitTime-r13
	Not present
	
	

	        redirectedCarrierInfo
	Not present
	
	

	        lateNonCriticalExtension
	Not present
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.3.3.5.3.3-3: RRCConnectionResume-NB message (step 8, Table 22.3.3.5.2-1)
	Derivation Path: 36.508 table 8.1.6.1-11

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRelease-NB ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionResume-r13 SEQUENCE {
	
	
	

	        radioResourceConfigDedicated-r13
	RadioResourceConfigDedicated-NB-DRB(1)
	
	

	        nextHopChainingCount-r13
	0
	
	

	        drb-ContinueROHC-r13
	true
	
	

	        lateNonCriticalExtension
	Not present
	
	

	        nonCriticalExtension SEQUENCE {}
	Not present
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


22.3.3.6
NB-IoT / PDCP Discard

22.3.3.6.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_CONNECTED state }
ensure that {

    when { the Discard Timer for a PDCP SDU expires }
      then { UE discards the corresponding PDCP SDU }
            }

22.3.3.6.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: 3GPP TS 36.323 clause 5.9

[TS 36.323, clause 5.4]

When the Discard_Timer expires for a PDCP SDU, or the successful delivery of a PDCP SDU is confirmed by PDCP status report, the UE shall discard the PDCP SDU along with the corresponding PDCP PDU. If the corresponding PDCP PDU has already been submitted to lower layers the discard is indicated to lower layers.
22.3.3.6.3
Test description

22.3.3.6.3.1
Pre-test conditions

System Simulator:

-
Ncell 1 according to TS 36.508 [18] Table 8.1.4.2-1A.

UE:

None.

Preamble:

-
The UE is in state Loopback Activated for UE test loop mode A (State 2B-NB) on Ncell 1 (serving cell) according to TS 36.508 [18] clause 8.1.5.2A with the exceptions listed in table 22.3.3.6.3.1-1 applicable for the configured AM DRB.

Table 22.3.3.6.3.1-1: PDCP Settings
	Parameter
	Value

	discardTimer-r13
	5120 ms


22.3.3.6.3.2
Test procedure sequence

Table 22.3.3.6.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS creates 5 PDCP Data PDUs with 32 bytes of different SDU data each and the Next_PDCP_TX_SN is set to "0".
	-
	-
	-
	-

	-
	EXCEPTION: Step 2 shall be repeated for k=0 to 2

(increment=1) with the below specified PDU sent to the UE:

Data PDU#1 for k=0

Data PDU#2 for k=1

Data PDU#3 for k=2
	-
	-
	
	-

	2
	The SS sends a PDCP Data PDU via RLC-AM RB

with the following content to the UE:

D/C field = 1 (PDCP Data PDU) and PDCP SN = k

After having sent a PDU, the SS sets Next_PDCP_TX_SN = k+1.
	<-
	PDCP DATA PDU (SN=k)
	
	-

	3
	Wait for Discard_Timer to expire.

Note: Timer tolerances according to TS 36.508 [18] clause 8.3.7 are applied.
	-
	-
	
	-

	-
	EXCEPTION: Step 4 shall be repeated for k=3 to 4

(increment=1) with the below specified PDU sent to the UE:

Data PDU#4 for k=3

Data PDU#5 for k=4
	-
	-
	
	-

	4
	The SS sends a PDCP Data PDU via RLC-AM RB

with the following content to the UE:

D/C field = 1 (PDCP Data PDU) and PDCP SN = k

After having sent a PDU, the SS set

Next_PDCP_TX_SN = k+1.
	<-
	PDCP DATA PDU (SN=k)
	
	-

	5
	The SS allocates UL grant of size 296 bits for the next NPDCCH period (Note 3).
	-
	-
	
	-

	6
	Check: Does UE transmit a PDCP Data PDU # 4? (Note 2)
	->
	PDCP Data PDU # 4
	1
	P

	7
	Check: Does UE transmit a PDCP Data PDU # 5? (Note 2)
	->
	PDCP Data PDU # 5
	1
	P

	NOTE 1:
Void.

NOTE 2:
PDCP Data PDU contents are checked to verify that the UL PDU is same as the DL P
NOTE 3:
UL grant of 296 bits (ITBS=9,  
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=1, see TS 36.213 Table 16.5.1.2-2) is chosen to allow the UE to transmit one PDU at a time. (MAC subheader: 1 byte Padding subheader + 1 byte MAC SDU subheader, 35 bytes MAC SDU(2 bytes RLC AMD PDU header + 1 byte PDCP PDU header + 32 bytes UL RLC SDU))DU.


22.3.3.6.3.3
Specific message contents

None.

22.4
RRC
22.4.1
NB-IoT / Notification of BCCH modification in idle mode / eDRX cycle longer than the modification period

22.4.1.1
Test Purpose (TP)

(1)

with { UE in E-UTRA RRC_IDLE state using eDRX cycle longer than System Information Modification period}

ensure that {
  when { UE receives a Paging-NB message including IE systemInfoModification-eDRX-r13}

    then { UE re-acquires and applies the new system information from the next eDRX acquisition period defined by H-SFN mod 1024 = 0  }

            }

(2)

with { UE in E-UTRA RRC_IDLE state using eDRX cycle longer than System Information Modification period}

ensure that {
  when { UE receives a Direct Indication Information message with the bit corresponding to  systemInfoModification-eDRX set to 1}

    then { UE re-acquires and applies the new system information from the next eDRX acquisition period defined by H-SFN mod 1024 = 0  }

            }

22.4.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.304, clause 7.3, TS 36.331, clauses 5.2.1.3, 5.2.2.4, 5.3.2.3 and 6.7.5. Unless and otherwise stated these are Rel-13 requirements.

[TS 36.304, clause 7.3]

The UE may be configured by upper layers with an extended DRX (eDRX) cycle TeDRX. The UE may operate in extended DRX only if the cell indicates support for eDRX in System Information.

If the UE is configured with a TeDRX cycle of 512 radio frames, it monitors POs as defined in 7.1 with parameter T = 512. Otherwise, a UE configured with eDRX monitors POs as defined in 7.1 (i.e., based on the upper layer configured DRX value and a default DRX value determined in 7.1), during a periodic Paging Time Window (PTW) configured for the UE or until a paging message including the UE’s NAS identity is received for the UE during the PTW, whichever is earlier. The PTW is UE-specific and is determined by a Paging Hyperframe (PH), a starting position within the PH (PTW_start) and an ending position (PTW_end). PH, PTW_start and PTW_end are given by the following formulae:

The PH is the H-SFN satisfying the following equation:

H-SFN mod TeDRX,H= (UE_ID_H mod TeDRX,H), where


-
UE_ID_H: 



- 10 most significant bits of the Hashed ID, if P-PRNTI is monitored on PDCCH or MPDCCH




- 12 most significant bits of the Hashed ID, if P-RNTI is monitored on NPDCCH
IMSI mod 1024

-
T eDRX,H  : eDRX cycle of the UE in Hyper-frames, (TeDRX,H =1, 2, …, 256 Hyper-frames) (for NB-IoT, TeDRX,H =2, …, 1024 Hyper-frames) and configured by upper layers.

PTW_start denotes the first radio frame of the PH that is part the PTW and has SFN satisfying the following equation:

SFN = 256* ieDRX, where

-
ieDRX = floor(UE_ID_H /TeDRX,H) mod 4

PTW_end is the last radio frame of the PTW and has SFN satisfying the following equation:

SFN = (PTW_start + L*100 - 1) mod 1024, where

-
L = Paging Time Window length (in seconds) configured by upper layers

Hashed ID is defined as follows:

Hashed_ID is the Cyclic Redundancy Check value of b31, b30…, b0 of S-TMSI, computed according to CRC-32 algorithm in [34], and

S-TMSI = <b39, b38, …, b0> as defined in [35]

[TS 36.331, clause 5.2.1.3]

Change of system information (other than for ETWS, CMAS and EAB parameters and other than for AB parameters for NB-IoT) only occurs at specific radio frames, i.e. the concept of a modification period is used. System information may be transmitted a number of times with the same content within a modification period, as defined by its scheduling. The modification period boundaries are defined by SFN values for which SFN mod m= 0, where m is the number of radio frames comprising the modification period. The modification period is configured by system information. If H-SFN is provided in SystemInformationBlockType1-BR, modification period boundaries for BL UEs and UEs in CE are defined by SFN values for which (H-SFN * 1024 + SFN) mod m=0. For NB-IoT, H-SFN is always provided and the modification period boundaries are defined by SFN values for which (H-SFN * 1024 + SFN) mod m=0.

To enable system information update notification for RRC_IDLE UEs configured to use a DRX cycle longer than the modification period, an eDRX acquisition period is defined. The boundaries of the eDRX acquisition period are determined by H-SFN values for which H-SFN mod 256 =0. For NB-IoT, the boundaries of the eDRX acquisition period are determined by H-SFN values for which H-SFN mod 1024 =0.

When the network changes (some of the) system information, it first notifies the UEs about this change, i.e. this may be done throughout a modification period. In the next modification period, the network transmits the updated system information. These general principles are illustrated in figure 5.2.1.3-1, in which different colours indicate different system information. Upon receiving a change notification, the UE not configured to use a DRX cycle that is longer than the modification period acquires the new system information immediately from the start of the next modification period. Upon receiving a change notification applicable to eDRX, a UE in RRC_IDLE configured to use a DRX cycle that is longer than the modification period acquires the updated system information immediately from the start of the next eDRX acquisition period. The UE applies the previously acquired system information until the UE acquires the new system information. The possible boundaries of modification for SystemInformationBlockType1-BR are defined by SFN values for which SFN mod 512 = 0 except for notification of ETWS/CMAS for which the eNB may change SystemInformationBlockType1-BR content at any time. For NB-IoT, the possible boundaries of modification for SystemInformationBlockType1-NB are defined by SFN values for which (H-SFN * 1024 + SFN) mod 4096 = 0.
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Figure 5.2.1.3-1: Change of system Information

The Paging message is used to inform UEs in RRC_IDLE and UEs in RRC_CONNECTED about a system information change. If the UE is in RRC_CONNECTED or is not configured to use a DRX cycle longer than the modification period in RRC_IDLE, and receives a Paging message including the systemInfoModification, it knows that the system information will change at the next modification period boundary. If a UE in RRC_IDLE is configured to use a DRX cycle longer than the modification period, and the notification is received in a Paging message including the systemInfoModification-eDRX, it acquires the updated system information at the next eDRX acquisition period boundary. Although the UE may be informed about changes in system information, no further details are provided e.g. regarding which system information will change, except if systemInfoValueTagSI is received by BL UEs or UEs in CE.

In RRC_CONNECTED, BL UEs or UEs in CE or NB-IoT UEs are not required to acquire system information except when T311 is running or upon handover where the UE is only required to acquire the MasterInformationBlock in the target PCell. In RRC_IDLE, E-UTRAN may notify BL UEs or UEs in CE or NB-IoT UEs about SI update, and except for NB-IoT, ETWS and CMAS notification and EAB modification, using Direct Indication information, as specified in 6.6 (or 6.7.5 in NB-IoT) and TS 36.212 [22].

…

For BL UEs or UEs in CE or NB-IoT UEs, the change of specific SI message can additionally be indicated by a SI message specific value tag systemInfoValueTagSI. If systemInfoValueTag included in the SystemInformationBlockType1-BR (or MasterInformationBlock-NB in NB-IoT) is different from the one of the stored system information and if systemInfoValueTagSI is included in the SystemInformationBlockType1-BR (or SystemInformationBlockType1-NB in NB-IoT) for a specific SI message and is different from the stored one, the UE shall consider this specific SI message to be invalid. If only systemInfoValueTag is included and is different from the stored one, the BL UE or UE in CE should consider any stored system information except SystemInformationBlockType10, SystemInformationBlockType11, SystemInformationBlockType12 and SystemInformationBlockType14 to be invalid; the NB-IoT UE should consider any stored system information except SystemInformationBlockType14-NB to be invalid.

[TS 36.331, clause 5.2.2.4]

The UE shall:

1>
apply the specified BCCH configuration defined in 9.1.1.1 or BR-BCCH configuration defined in 9.1.1.8;

1>
if the procedure is triggered by a system information change notification:

2>
if the UE uses an idle DRX cycle longer than the modification period:

3>
start acquiring the required system information, as defined in 5.2.2.3, from the next eDRX acquisition period boundary;

[TS 36.331, clause 5.3.2.3]

Upon receiving the Paging message, the UE shall:

1>
if in RRC_IDLE, for each of the PagingRecord, if any, included in the Paging message:

2>
if the ue-Identity included in the PagingRecord matches one of the UE identities allocated by upper layers:

3>
forward the ue-Identity and, except for NB-IoT, the cn-Domain to the upper layers;

1>
if the systemInfoModification is included; or

1> if the UE is configured with a DRX cycle longer than the modification period and the systemInfoModification-eDRX is included:

2>
re-acquire the required system information using the system information acquisition procedure as specified in 5.2.2

[TS 36.331, clause 6.7.5]

Direct Indication information is transmitted on NPDCCH using P-RNTI but without associated Paging-NB message. Table 6.7.5-1 defines the Direct Indication information, see TS 36.212 [22, 6.4.3.3].

When bit n is set to 1, the UE shall behave as if the corresponding field is set in the Paging-NB message, see 5.3.2.3. Bit 1 is the least significant bit.

Table 6.7.5-1: Direct Indication information

	Bit
	Field in Direct Indication information

	1
	systemInfoModification

	2
	systemInfoModification-eDRX

	3, 4, 5, 6, 7, 8
	Not used, and shall be ignored by UE if received


22.4.1.3
Test description

22.4.1.3.1
Pre-test conditions

System Simulator:

-
Ncell 1.
UE:

None.

Preamble:

-
The UE is configured to request the use of eDRX  (in the ATTACH REQUEST and TRACKING AREA UPDATE REQUEST messages).

-    The UE sends “extended DRX parameters IE” in ATTACH REQUEST message and receives “extended DRX parameters IE” in ATTACH ACCEPT message.-     The eDRX value in ATTACH ACCEPT is set to a value such that the eDRX cycle is longer than the System Information Modification period.

-    The UE is in state Registered, Idle mode (State 3-NB) according to [18].

22.4.1.3.2
Test procedure sequence

Table 22.4.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS changes nprach-SubcarrierOffset-r13 in SystemInformationBlockType2-NB. 
	-
	-
	-
	-

	2
	The SS transmits a Paging message including IE systemInfoModification-eDRX-r13 in a valid PO within the PTW of the next upcoming UE’s PH as per Idle eDRX.
	=
	Paging-NB
	-
	-

	3
	Wait till the beginning of next eDRX acquisition time (next H-SFN for which H-SFN mod 1024 =0).
	-
	-
	-
	-

	4
	After Step 3, wait for 10s for the UE to acquire the new system information
	-
	-
	-
	-

	5
	The SS transmits a Paging-NB message including a matched identity in a valid PO within the PTW of the next upcoming UE’s PH as per Idle eDRX.
	<--
	Paging-NB
	-
	-

	6
	Check: Does the UE transmit a random access using nprach-SubcarrierOffset-r13 given in step 1?
	-
	-
	1
	P

	7-10
	Steps 2-5 of the generic procedure 8.1.5A.2 specified in TS 36.508 are performed
	-
	-
	-
	-

	11
	The SS transmits an RRCConnectionRelease-NB message.
	<--
	RRCConnectionRelease-NB
	-
	-

	12
	Wait for 5 seconds 
	-
	-
	-
	-

	13
	The SS changes nprach-SubcarrierOffset-r13 in SystemInformationBlockType2-NB 
	-
	-
	-
	-

	14
	The SS indicates a systemInfoModification using Direct Indication Information with bit 2 set as 1
	-
	-
	-
	-

	15
	Wait till the beginning of next eDRX acquisition time (next H-SFN for which H-SFN mod 1024 =0).
	-
	-
	-
	-

	16
	After Step 15, wait for 10s for the UE to acquire the new system information
	-
	-
	-
	-

	17
	The SS transmits a Paging-NB message including a matched identity in a valid PO within the PTW of the next upcoming UE’s PH as per Idle eDRX.
	<--
	Paging-NB
	-
	-

	18
	Check: Does the UE transmit a random access using nprach-SubcarrierOffset-r13 given in step 13?
	-
	-
	2
	P

	19-22
	Steps 2-5 of the generic procedure 8.1.5A.2 specified in TS 36.508 are performed
	-
	-
	-
	-

	23
	The SS transmits an RRCConnectionRelease-NB message.
	<--
	RRCConnectionRelease-NB
	-
	-


22.4.1.3.3
Specific message contents

Table 22.4.1.3.3-1: SystemInformationBlockType2-NB (Preamble)

	Derivation Path: 36.508 Table 8.1.4.3.3-1

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType2-NB-r13 ::= SEQUENCE {
	
	
	

	  radioResourceConfigCommon-r13 
	RadioResourceConfigCommonSIB-NB
	
	

	}
	
	
	


Table 22.4.1.3.3-2: RadioResourceConfigCommonSIB-NB (Preamble)

	Derivation Path: 36.508 Table 8.1.6.3-9

	Information Element
	Value/remark
	Comment
	Condition

	RadioResourceConfigCommonSIB-NB-DEFAULT ::= SEQUENCE {
	
	
	

	  bcch-Config-r13 SEQUENCE {
	
	
	

	    modificationPeriodCoeff-r13
	n16
	
	

	  }                         
	
	
	

	  pcch-Config-r13 SEQUENCE {
	
	
	

	    defaultPagingCycle-r13
	rf256
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.1.3.3-3: ATTACH ACCEPT (Preamble)

	Derivation Path: 36.508 Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	Extended DRX parameters
	
	
	

	  Paging Time Window
	‘0001’B
	5,12 seconds 
	

	  eDRX value
	‘0101’B
	81,92 seconds
	


Table 22.4.1.3.3-4: Paging-NB (step 2, Table 22.4.1.3.2-1)

	Derivation Path: 36.508 Table 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  systemInfoModification-eDRX-r13
	True
	
	

	}
	
	
	


Table 22.4.1.3.3-5: MasterInformationBlock-NB (step 3, table 22.4.1.3.2-1)

	Derivation path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  systemInfoValueTag-r13
	1
	Default value is 0
	

	}
	
	
	


Table 22.4.1.3.3-6: Void
Table 22.4.1.3.3-7: SystemInformationBlockType2-NB (step 3, Table 22.4.1.3.2-1)

	Derivation Path: 36.508 Table 8.1.4.3.3-1

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType2-NB-r13 ::= SEQUENCE {
	
	
	

	  radioResourceConfigCommon-r13 SEQUENCE {
	
	
	

	    nprach-Config-r13 SEQUENCE {
	
	
	

	      nprach-ParametersList-r13 SEQUENCE {
	
	
	

	        nprach-SubcarrierOffset-r13
	n24
	Default value is n12
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.1.3.3-8: MasterInformationBlock-NB (step 15, table 22.4.1.3.2-1)

	Derivation path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  systemInfoValueTag-r13
	2
	
	

	}
	
	
	


Table 22.4.1.3.3-9: SystemInformationBlockType2-NB (step 15, Table 22.4.1.3.2-1)

	Derivation Path: 36.508 Table 8.1.4.3.3-1

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType2-NB-r13 ::= SEQUENCE {
	
	
	

	  radioResourceConfigCommon-r13 SEQUENCE {
	
	
	

	    nprach-Config-r13 SEQUENCE {
	
	
	

	      nprach-ParametersList-r13 SEQUENCE {
	
	
	

	        nprach-SubcarrierOffset-r13
	n12
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


22.4.2
NB-IoT / RRC / Paging for connection in idle mode / Multiple paging records / Shared network environment
22.4.2.1
Test Purpose (TP)

(1)

with { UE in RRC_IDLE state in a cell which has broadcasted SystemInformationBlockType1-NB message including multiple PLMN identities }

ensure that {
  when { UE receives a Paging-NB message including IE ue-Identity set to the S-TMSI which was

allocated to the UE during registration }

    then { UE successfully establishes the RRC connection }

            }

(2)

with { UE in RRC_IDLE state which has broadcasted SystemInformationBlockType1-NB message including multiple PLMN identities }

ensure that {
  when { UE receives a Paging-NB message including multiple paging records with unmatched identities }

    then { UE does not establish any RRC connection }

            }

(3)

with { UE in RRC_IDLE state in a cell which has broadcasted SystemInformationBlockType1-NB message including multiple PLMN identities }

ensure that {
  when { UE receives a Paging-NB message including multiple paging records with only one matched identity}

    then { UE successfully establishes the RRC connection }

            }

22.4.2.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.331, clauses 5.3.2.3, 5.3.3.2, 5.3.3.3, 5.3.3.4. Unless and otherwise stated these are Rel-13 requirements.

[TS 36.331, clause 5.3.2.3]

Upon receiving the Paging message, the UE shall:

1>
if in RRC_IDLE, for each of the PagingRecord, if any, included in the Paging message:

2>
if the ue-Identity included in the PagingRecord matches one of the UE identities allocated by upper layers:

3>
forward the ue-Identity and, except for NB-IoT, the cn-Domain to the upper layers;

[TS 36.331, clause 5.3.3.2]

…

For NB-IoT, upon initiation of the procedure, the UE shall:

…

1>

if the UE is establishing an RRC connection:

2>
initiate transmission of the RRCConnectionRequest message in accordance with 5.3.3.3;

[TS 36.331, clause 5.3.3.4]

The UE shall:

…

1>
perform the radio resource configuration procedure in accordance with the received radioResourceConfigDedicated and as specified in 5.3.10;

1>
if stored, discard the cell reselection priority information provided by the idleModeMobilityControlInfo or inherited from another RAT;

1>
stop timer T300;

1>
stop timer T302, if running;

1>
stop timer T303, if running;

1>
stop timer T305, if running;

1>
stop timer T306, if running;
1>
stop timer T308, if running;

1>
perform the actions as specified in 5.3.3.7;

1>
stop timer T320, if running;

1>
stop timer T350, if running;
1>
perform the actions as specified in 5.6.12.4;
1>
release rclwi-Configuration, if configured, as specified in 5.6.16.2;
1>
stop timer T360, if running;

1>
enter RRC_CONNECTED;

1>
stop the cell re-selection procedure;

1>
consider the current cell to be the PCell;

1>
set the content of RRCConnectionSetupComplete message as follows:

2>
if the RRCConnectionSetup is received in response to an RRCConnectionResumeRequest:

3>
if upper layers provide an S-TMSI:

4>
set the s-TMSI to the value received from upper layers;

2>
set the selectedPLMN-Identity to the PLMN selected by upper layers (see TS 23.122 [11], TS 24.301 [35]) from the PLMN(s) included in the plmn-IdentityList in SystemInformationBlockType1 (or SystemInformationBlockType1-NB in NB-IoT);

2>
if upper layers provide the 'Registered MME', include and set the registeredMME as follows:

3>
if the PLMN identity of the 'Registered MME' is different from the PLMN selected by the upper layers:

4>
include the plmnIdentity in the registeredMME and set it to the value of the PLMN identity in the 'Registered MME' received from upper layers;

3>
set the mmegi and the mmec to the value received from upper layers;

2>
except for NB-IoT, if upper layers provided the 'Registered MME':

3>
include and set the gummei-Type to the value provided by the upper layers;

2>
if the UE supports CIoT EPS optimisation(s):

3>
include attachWithoutPDN-Connectivity if received from upper layers;

3>
include up-CIoT-EPS-Optimisation if received from upper layers;

3>
except for NB-IoT, include cp-CIoT-EPS-Optimisation if received from upper layers;

2>
if connecting as an RN:

3>
include the rn-SubframeConfigReq;

2>
set the dedicatedInfoNAS to include the information received from upper layers;

…

2>
submit the RRCConnectionSetupComplete message to lower layers for transmission, upon which the procedure ends;

22.4.2.3
Test description

22.4.2.3.1
Pre-test conditions

System Simulator:

-
Ncell 1 (primary PLMN: same MCC like HPLMN but different MNC, secondary PLMN: HPLMN).
UE:

None.

Preamble:

-
The UE is in state Registered, Idle mode (State 3-NB) according to [18].

22.4.2.3.2
Test procedure sequence

Table 22.4.2.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits a Paging-NB message including a matched identity
	<--
	Paging-NB
	-
	-

	2
	Check: Does the test result of generic test procedure in TS 36.508 subclause 8.1.5A.2 indicate that the UE successfully responds to Paging for control plane CIoT MT access?
	-
	-
	1
	P

	3
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	
	

	4
	The SS transmits a Paging-NB message including only unmatched identities (incorrect S-TMSI).
	<--
	Paging-NB
	-
	-

	5
	Check: Does the NB-IoT UE transmit an RRCConnectionRequest-NB message within 10s?
	-->
	RRCConnectionRequest-NB
	2
	F

	6
	Check: Does the test result of generic test procedure in TS 36.508 subclause 8.1.5A.2 indicate that the UE successfully responds to Paging for control plane CIoT MT access?
	-
	-
	3
	-

	7
	The SS transmits an RRCConnectionRelease-NB message.
	<--
	RRCConnectionRelease-NB
	-
	-


22.4.2.3.3
Specific message contents

Table 22.4.2.3.3-1: SystemInformationBlockType1-NB(Preamble)

	Derivation Path: 36.508 Table 8.1.4.3.2-3

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType1-NB ::= SEQUENCE {
	
	
	

	  cellAccessRelatedInfo-r13 SEQUENCE {
	
	
	

	    plmn-IdentityList-r13 SEQUENCE (SIZE(1..6)) OF SEQUENCE {
	2 entries
	
	

	      plmn-Identity-r13[1] SEQUENCE {
	
	
	

	        Mcc
	Set to the same MCC stored in the EFIMSI on the test USIM card
	
	

	        Mnc
	02
	
	

	      }
	
	
	

	      cellReservedForOperatorUse-r13[1]
	notReserved
	
	

	      attachWithoutPDN-Connectivity-r13[1]
	Not Present
	
	

	      plmn-Identity-r13[1] SEQUENCE {
	
	
	

	        Mcc
	Set to the same MCC stored in the EFIMSI on the test USIM card
	
	

	        Mnc
	Set to the same MNC stored in the EFIMSI on the test USIM card
	
	

	      }
	
	
	

	      cellReservedForOperatorUse-r13[2]
	notReserved
	
	

	      attachWithoutPDN-Connectivity-r13[2]
	Not Present
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.2.3.3-2: RRCConnectionSetupComplete-NB(step 2, table 22.4.2.3.2-1)
	Derivation Path: 36.508 Table 8.1.6.1-15

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionSetupComplete-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionSetupComplete-r13 SEQUENCE {
	
	
	

	      selectedPLMN-Identity
	2
	HPLMN
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.2.3.3-2: Paging-NB (step 4, Table 22.4.2.3.2-1)

	Derivation Path: 36.508 Table 8.1.6.1.2 s

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13 SEQUENCE (SIZE (1..maxPageRec)) OF SEQUENCE {
	3 entries
	
	

	    ue-Identity-r13[1] CHOICE {
	
	
	

	      s-TMSI
	Set to the different value from the S-TMSI of the UE
	
	

	    }
	
	
	

	    ue-Identity[2] CHOICE {
	
	
	

	      s-TMSI
	Set to the different value from the S-TMSI of the UE
	
	

	    }
	
	
	

	    ue-Identity[3] CHOICE {
	
	
	

	      s-TMSI
	Set to the different value from the S-TMSI of the UE
	
	

	    }
	
	
	

	  }
	
	
	

	  systemInfoModification-r13
	Not present
	
	

	  systemInfoModification-eDRX-r13
	Not present
	
	

	  nonCriticalExtension SEQUENCE {}
	Not present
	
	

	}
	
	
	


Table 22.4.2.3.3-3: Paging-NB (step 6, table 22.4.2.3.2-1)

	Derivation Path: 36.508 Table 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13 SEQUENCE (SIZE (1..maxPageRec)) OF SEQUENCE {
	3 entries
	
	

	    ue-Identity-r13[1] CHOICE {
	
	
	

	      s-TMSI
	Set to the different value from the S-TMSI of the UE
	
	

	    }
	
	
	

	    ue-Identity[2] CHOICE {
	
	
	

	      s-TMSI
	Set to the different value from the S-TMSI of the UE
	
	

	    }
	
	
	

	    ue-Identity[3] CHOICE {
	
	
	

	      s-TMSI
	Set to the value of the S-TMSI of the UE
	
	

	    }
	
	
	

	  }
	
	
	

	  systemInfoModification-r13
	Not present
	
	

	  systemInfoModification-eDRX-r13
	Not present
	
	

	  nonCriticalExtension SEQUENCE {}
	Not present
	
	

	}
	
	
	


22.4.3
Void
22.4.4
NB-IoT / RRC connection establishment / Paging / Access Barring for UE with AC 0 to 9 / ab-Category a, b and c

22.4.4.1
Test Purpose (TP)

(1)

with { UE in RRC_IDLE state on VPLMN having an Access Class with a value in the range 0..9 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to c }

ensure that {

  when { UE has user data pending }

    then { UE does not transmit RRC Connection Request-NB message }

            }

(2)

with { UE in RRC_IDLE state on OPLMN having an Access Class with a value in the range 0..9 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to c }

ensure that {

  when { UE has user data pending }

    then { UE transmits RRC Connection Request-NB message }

            }

(3)

with { UE in RRC_IDLE state on OPLMN having an Access Class with a value in the range 0..9 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to b }

ensure that {

  when { UE has user data pending }

    then { UE does not transmit RRC Connection Request-NB message }

            }

(4)

with { UE in RRC_IDLE state on HPLMN having an Access Class with a value in the range 0..9 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to b }

ensure that {

  when { UE has user data pending }

    then { UE transmits RRC Connection Request-NB message }

           }

(5)

with { UE in RRC_IDLE state on HPLMN having an Access Class with a value in the range 0..9 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to a }

ensure that {

  when { UE has user data pending }

    then { UE does not transmit RRC Connection Request-NB message }

            }

(6)

with { Access to the cell barred for mo-data because UE belongs to ab-Category ‘c’ and having an Access Class with a value in the range 0..9 }

ensure that {

  when { UE receives paging }

    then { UE transmits RRC Connection Request-NB message }

            }

(7)

with { Access to the cell barred for mo-data because UE belongs to ab-Category ‘b’ and having an Access Class with a value in the range 0..9 }

ensure that {

  when { UE receives paging }

    then { UE transmits RRC Connection Request-NB message }

            }

(8)

with { Access to the cell barred for mo-data because UE belongs to ab-Category ‘a’ and having an Access Class with a value in the range 0..9 }

ensure that {

  when { UE receives paging }

    then { UE transmits RRC Connection Request-NB message }

            }

22.4.4.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 36.331, clause 5.3.3.14, 5.2.2.4. Unless otherwise stated these are Rel-13 requirements..

[TS 36.331, clause 5.2.2.4]

1>
if the UE is a NB-IoT UE and if ab-Enabled included in MasterInformationBlock-NB is set to TRUE:

2>
not initiate the RRC connection establishment/resume procedure for all access causes except mobile terminating calls until the UE has a valid version of SystemInformationBlockType14-NB;

[TS 36.331, clause 5.3.3.14]

The UE shall:

1>
if ab-Enabled included in MasterInformationBlock-NB is set to TRUE and SystemInformationBlockType14-NB is broadcast:

2>
if the ab-Common is included in ab-Param:

3>
if the UE belongs to the category of UEs as indicated in the ab-Category contained in ab-Common; and

3>
if for the Access Class of the UE, as stored on the USIM and with a value in the range 0..9, the corresponding bit in the ab-BarringBitmap contained in ab-Common is set to one:

4>
if the establishmentCause received from higher layers is set to mo-ExceptionData and ab-BarringForExceptionData is set to FALSE in the ab-Common:

5>
consider access to the cell as not barred;

4>
else:

5>
if the UE has one or more Access Classes, as stored on the USIM, with a value in the range 11..15, which is valid for the UE to use according to TS 22.011 [10] and TS 23.122 [11] and for at least one of these valid Access Classes for the UE, the corresponding bit in the ab-BarringForSpecialAC contained in ab-Common is set to zero:

NOTE 1:
ACs 12, 13, 14 are only valid for use in the home country and ACs 11, 15 are only valid for use in the HPLMN/ EHPLMN.

6>
consider access to the cell as not barred;

5>
else:

6>
consider access to the cell as barred;

3>
else;

4>
consider access to the cell as not barred;

22.4.4.3
Test description

22.4.4.3.1
Pre-test conditions

System Simulator:

-
Three inter-frequency multi-PLMN cells as specified in TS 36.508 clause 8.1.4.1.2 are configured broadcasting PLMNs as indicated in Table 22.4.4.3.1–1. 

-
The PLMNs are identified in the test by the identifiers in Table 22.4.4.3.1–1.

Table 22.4.4.3.1–1: PLMN identifiers

	Ncell
	PLMN name
	MCC
	MNC

	1
	PLMN4
	001
	01

	12
	PLMN1
	001
	11

	13
	PLMN2
	001
	21


-
System information combination 4 as defined in TS 36.508[18] clause 8.1.4.3.1.1 is used in NB-IoT cells;

UE:

-
The UE is in Automatic PLMN selection mode.

-
The UE is equipped with a USIM containing default values (as per TS 36.508) except for those listed in Table 22.4.4.3.1–2.

Table 22.4.4.3.1–2: USIM configuration

	USIM field
	Value
	Access Technology Identifier

	EFIMSI
	The HPLMN (MCC+MNC) of the IMSI is set to PLMN4.
	

	EFPLMNwAcT
	PLMN2

Remaining mandatory entries use default values
	All specified

E-UTRAN



	EFOPLMNwACT
	PLMN1

Remaining defined entries use default values
	All specified

	EFHPLMNwAcT
	PLMN4
	E-UTRAN


-
The UE belong to access class 0
Table 22.4.4.3.1–3: USIM Configuration

	USIM field
	Value

	EFACC
	Type “A” as defined in TS 34.108 clause 8.3.2.15


Preamble:

-
The UE is in state NB-IoT UE Attach, Connected Mode, UE Test Loopback Activated (State 2B-NB) with test loop mode G on Ncell 13 according to [18]

22.4.4.3.2
Test procedure sequence

Table 22.4.4.3.2-1 shows the cell configurations used during the test. The configuration T0 indicates the initial conditions. Subsequent configurations marked “T1”, “T2” etc are applied at the points indicated in the Main behaviour description in Table 22.4.4.3.2-2. Cell powers are chosen for a serving cell and a non-suitable “Off” cell as defined in TS 36.508 Table 8.3.2.2.1-1.

Table 22.4.4.3.2-1: Cell configuration changes over time

	
	Parameter
	Unit
	Ncell 1
	Ncell 12
	Ncell 13
	Remarks

	T0
	NRS EPRE
	dBm/15kHz
	“Off”
	“Off”
	-85
	Power level “Off” is defined in TS 36.508 Table 8.3.2.2.1-1

	T1
	NRS EPRE
	dBm/15kHz
	“Off”
	-85
	-120
	Power level “Off” is defined in TS 36.508 Table 8.3.2.2.1-1

	T2
	NRS EPRE
	dBm/15kHz
	-85
	-120
	“Off”
	Power level “Off” is defined in TS 36.508 Table 8.3.2.2.1-1


Table 22.4.4.3.2-2: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	2
	SS adjusts MasterInformationBlock-NB of Ncell 13 with ab-Enabled-r13 set to TRUE and SystemInformationBlockType14-NB of Ncell 13 with ab-Category set to ‘c’
	-
	-
	-
	-

	3
	The SS notifies the UE of change of System Information
	<--
	Paging-NB
	-
	-

	4
	Wait for 90 seconds for UE to read updated MasterInformationBlock-NB
	-
	-
	-
	-

	5
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	6
	P

	6
	The SS transmits one IP packet to the UE embedded in a ESM DATA TRANSPORT and DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	7
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	8
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	9
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 13 within 30s?
	-->
	RRCConnectionRequest-NB
	1
	F

	10
	SS adjusts cell levels according to row T1 of table 22.4.4.3.2-1
	-
	-
	-
	-

	11
	Steps 1 to 5 of Generic test procedure in TS 36.508 subclause 8.1.5A.5 takes place on Ncell 12.

NOTE: The UE performs a TAU procedure
	-
	-
	-
	-

	12
	The SS starts timer Timer_1 = 8 s
	-
	-
	-
	-

	-
	EXCEPTION: Steps 13a1 to 13b1 describe a transaction that depends on the UE behaviour; the “lower case letter” identifies a test sequence that takes place if a specific behaviour happens (Note 2)
	-
	-
	-
	-

	13a1
	The UE transmits one IP packet embedded in a ESM DATA TRANSPORT and ULInformationTransfer-NB
	-->
	NAS: ESM DATA TRANSPORT
	-
	-

	13b1
	The SS waits for Timer_1 expiry
	-
	-
	-
	-

	14
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	15
	SS adjusts MasterInformationBlock-NB of Ncell 12 with ab-Enabled-r13 set to TRUE and SystemInformationBlockType14-NB of Ncell 12 with ab-Category set to ‘c’
	-
	-
	-
	-

	16
	The SS notifies the UE of change of System Information
	<--
	Paging-NB
	-
	-

	17
	Wait for 90 seconds for UE to read updated MasterInformationBlock-NB
	-
	-
	-
	-

	18
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	-
	-

	18A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	18B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	19
	The SS transmits one IP packet to the UE embedded in a ESM DATA TRANSPORT and DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	20
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	21
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	22
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 12 with establishmentCause-r13 set to mo-Data?
	-->
	RRCConnectionRequest-NB
	2
	P

	23-25
	Steps 2 to 4 of the 'Generic Test Procedure NB-IoT Control Plan CIoT MO user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.3.3 are performed

NOTE: The UE will transmit one ESM DATA TRANSPORT message containing loopback data received in step 19.
	-
	-
	
	-

	26
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	27
	SS adjusts SystemInformationBlockType14-NB of Ncell 12 with ab-Category set to ‘b’
	-
	-
	-
	-

	28
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	7
	P

	28A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	28B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	29
	The SS transmits one IP packet to the UE embedded in a ESM DATA TRANSPORT and DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	30
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	31
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	32
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 12 within 30s?
	-->
	RRCConnectionRequest-NB
	3
	F

	33
	SS adjusts cell levels according to row T2 of table 22.4.4.3.2-1
	-
	-
	-
	-

	34
	Steps 1 to 5 of Generic test procedure in TS 36.508 subclause 8.1.5A.5 to takes place on Ncell 1.

NOTE: The UE performs a TAU procedure.
	-
	-
	-
	-

	35
	The SS starts timer Timer_1 = 8 s
	-
	-
	-
	-

	-
	EXCEPTION: Steps 36a1 to 36b1 describe a transaction that depends on the UE behaviour; the “lower case letter” identifies a test sequence that takes place if a specific behaviour happens (Note 3)
	-
	-
	-
	-

	36a1
	The UE transmits one IP packet embedded in a ESM DATA TRANSPORT and ULInformationTransfer-NB
	-->
	NAS: ESM DATA TRANSPORT
	-
	-

	36b1
	The SS waits for Timer_1 expiry
	-
	-
	-
	-

	37
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	38
	SS adjusts MasterInformationBlock-NB of Ncell 1 with ab-Enabled-r13 set to TRUE and SystemInformationBlockType14-NB of Ncell 1 with ab-Category set to ‘b’
	-
	-
	-
	-

	39
	The SS notifies the UE of change of System Information
	<--
	Paging-NB
	-
	-

	40
	Wait for 90 seconds for UE to read updated MasterInformationBlock-NB
	-
	-
	-
	-

	41
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	-
	-

	41A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	41B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	42
	The SS transmits one IP packet to the UE embedded in a ESM DATA TRANSPORT and DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	43
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	44
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	45
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 1 with establishmentCause-r13 set to mo-Data?
	-->
	RRCConnectionRequest-NB
	4
	P

	46-48
	Steps 2 to 4 of the 'Generic Test Procedure NB-IoT Control Plan CIoT MO user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.3.3 are performed

NOTE: The UE will transmit one ESM DATA TRANSPORT message containing loopback data received in step 43.
	-
	-
	-
	-

	49
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	50
	SS adjusts SystemInformationBlockType14-NB of Ncell 1 with ab-Category set to ‘a’ 
	-
	-
	-
	-

	51
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	8
	P

	51A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	51B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	52
	The SS transmits one IP packet to the UE embedded in a ESM DATA TRANSPORT and DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	53
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	54
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	55
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 1 within 30s?
	-->
	RRCConnectionRequest-NB
	5
	F

	56
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed (Note 4)
	-
	-
	-
	-

	57
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	Note 1:
The 1 second delay is used to secure that the UE have received and forwarded the IP Packet transmitted by the SS to the UE test loop function before the RRCConnectionRelease-NB message is sent by the SS. 

Note 2:
A UE may send the pending data sent at step 6

Note 3:
A UE may send the pending data sent at step 29
Note 4:
A UE may send the pending data sent at step 52


22.4.4.3.3
Specific message contents
Table 22.4.4.3.3-1: CLOSE UE TEST LOOP (Preamble and steps 18A/28A/41A/51A, Table 22.4.4.3.2-2)

	Derivation path: 36.508 Table 8.1.5.2B

	Information Element
	Value/Remark
	Comment
	Condition

	UE test loop mode
	'00000110'B
	UE test loop mode G setup
	TL_MODE_G

	Operation mode and repetitions
	
	
	

	  M0
	0
	
	return_via_EMM_SMC

	  R6..R0
	'0000001'B
	1

The received DL message in uplink shall be looped back 1 time (once)
	

	Uplink data delay
	'00001111'B
	T_delay_modeGH timer = 15 sec
	


Table 22.4.4.3.3-2: MasterInformationBlock-NB for Ncell 13 (Step 2, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  ab-Enabled-r13
	TRUE
	
	

	}
	
	
	


Table 22.4.4.3.3-3: SystemInformationBlockType14-NB for Ncell 13 (Step 2, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	c
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘00000’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.4.3.3-4: Paging-NB for Ncell 13 (step 3, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13
	Not present
	
	

	  systemInfoModification-r13
	True
	
	Ncell 13

	}
	
	
	


Table 22.4.4.3.3-5: RRCConnectionRequest-NB (Step 9, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.5A.3.4-1

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r13 SEQUENCE {
	
	
	

	      establishmentCause-r13
	mo-data
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.4.3.3-6: MasterInformationBlock-NB for Ncell 12 (Step 12, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  ab-Enabled-r13
	TRUE
	
	

	}
	
	
	


Table 22.4.4.3.3-7: SystemInformationBlockType14-NB for Ncell 12 (Step 15, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	c
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘00000’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.4.3.3-8: Paging-NB for Ncell 12 (step 16, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13
	Not present
	
	

	  systemInfoModification-r13
	True
	
	Ncell 12

	}
	
	
	


Table 22.4.4.3.3-9: RRCConnectionRequest-NB (Step 22, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.5A.3.4-1

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r13 SEQUENCE {
	
	
	

	      establishmentCause-r13
	mo-data
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.4.3.3-10: SystemInformationBlockType14-NB for Ncell 12 (Step 27, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	b
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘00000’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.4.3.3-11: MasterInformationBlock-NB for Ncell 1 (Step 38, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  ab-Enabled-r13
	TRUE
	
	

	}
	
	
	


Table 22.4.4.3.3-12: SystemInformationBlockType14-NB for Ncell 1 (Step 38, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	b
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘00000’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.4.3.3-13: Paging-NB for Ncell 1 (step 39, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 clause 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13
	Not present
	
	

	  systemInfoModification-r13
	True
	
	Ncell 1

	}
	
	
	


Table 22.4.4.3.3-14: RRCConnectionRequest-NB (Step 45, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.5A.3.4-1

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r13 SEQUENCE {
	
	
	

	      establishmentCause-r13
	mo-data
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.4.3.3-15: SystemInformationBlockType14-NB for Ncell 1 (Step 50, Table 22.4.4.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	a
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘00000’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


22.4.5
NB-IoT / RRC connection establishment / Paging / Access Barring for UE with AC 11 to 15 / ab-Category a, b and c

22.4.5.1
Test Purpose (TP)

(1)

with { UE in RRC_IDLE state on VPLMN having an Access Class with a value in the range 11..15 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to c }

ensure that {

  when { UE has user data pending }

    then { UE does not transmit RRC Connection Request-NB message }

            }

(2)

with { UE in RRC_IDLE state on OPLMN having an Access Class with a value in the range 11..15 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to c }

ensure that {

  when { UE has user data pending }

    then { UE transmits RRC Connection Request-NB message }

            }

(3)


with { UE in RRC_IDLE state on OPLMN having an Access Class with a value in the range 11..15 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to b }

ensure that {

  when { UE has user data pending }

    then { UE does not transmit RRC Connection Request-NB message }

            }

(4)

with { UE in RRC_IDLE state on HPLMN having an Access Class with a value in the range 11..15 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to b }

ensure that {

  when { UE has user data pending }

    then { UE transmits RRC Connection Request-NB message }

           }

(5)

with { UE in RRC_IDLE state on HPLMN having an Access Class with a value in the range 11..15 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB and ab-Category set to a }

ensure that {

  when { UE has user data pending }

    then { UE does not transmit RRC Connection Request-NB message }

            }

(6)

with { Access to the cell barred for mo-data because UE belongs to ab-Category ‘c’ and having an Access Class with a value in the range 11..15 }

ensure that {

  when { UE receives paging }

    then { UE transmits RRC Connection Request-NB message }

            }

(7)

with { Access to the cell barred for mo-data because UE belongs to ab-Category ‘b’ and having an Access Class with a value in the range 11..15 }

ensure that {

  when { UE receives paging }

    then { UE transmits RRC Connection Request-NB message }

            }

(8)

with { Access to the cell barred for mo-data because UE belongs to ab-Category ‘a’ and having an Access Class with a value in the range 11..15 }

ensure that {

  when { UE receives paging }

    then { UE transmits RRC Connection Request-NB message }

            }

(9)

with { UE in RRC_IDLE state on HPLMN having an Access Class with a value in the range 11..15 and with Access barring enabled in MasterInformationBlock-NB and broadcasts SystemInformationBlockType14-NB with a special access class bitmap different from the special access class bitmap set in USIM and ab-Category set to a }

ensure that {

  when { UE has user data pending }

    then { UE transmits RRC Connection Request-NB message }

            }

22.4.5.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 36.331, clause 5.3.3.14, 5.2.2.4. Unless otherwise stated these are Rel-13 requirements..

[TS 36.331, clause 5.2.2.4]

1>
if the UE is a NB-IoT UE and if ab-Enabled included in MasterInformationBlock-NB is set to TRUE:

2>
not initiate the RRC connection establishment/resume procedure for all access causes except mobile terminating calls until the UE has a valid version of SystemInformationBlockType14-NB;

[TS 36.331, clause 5.3.3.14]

The UE shall:

1>
if ab-Enabled included in MasterInformationBlock-NB is set to TRUE and SystemInformationBlockType14-NB is broadcast:

2>
if the ab-Common is included in ab-Param:

3>
if the UE belongs to the category of UEs as indicated in the ab-Category contained in ab-Common; and

3>
if for the Access Class of the UE, as stored on the USIM and with a value in the range 0..9, the corresponding bit in the ab-BarringBitmap contained in ab-Common is set to one:

4>
if the establishmentCause received from higher layers is set to mo-ExceptionData and ab-BarringForExceptionData is set to FALSE in the ab-Common:

5>
consider access to the cell as not barred;

4>
else:

5>
if the UE has one or more Access Classes, as stored on the USIM, with a value in the range 11..15, which is valid for the UE to use according to TS 22.011 [10] and TS 23.122 [11] and for at least one of these valid Access Classes for the UE, the corresponding bit in the ab-BarringForSpecialAC contained in ab-Common is set to zero:

NOTE 1:
ACs 12, 13, 14 are only valid for use in the home country and ACs 11, 15 are only valid for use in the HPLMN/ EHPLMN.

6>
consider access to the cell as not barred;

5>
else:

6>
consider access to the cell as barred;

3>
else;

4>
consider access to the cell as not barred;

22.4.5.3
Test description

22.4.5.3.1
Pre-test conditions

System Simulator:

-
Three inter-frequency multi-PLMN cells as specified in TS 36.508 clause 8.1.4.1.2 are configured broadcasting PLMNs as indicated in Table 22.4.5.3.1–1. 

-
The PLMNs are identified in the test by the identifiers in Table 22.4.5.3.1–1.

Table 22.4.5.3.1–1: PLMN identifiers

	Ncell
	PLMN name
	MCC
	MNC

	1
	PLMN4
	001
	01

	12
	PLMN1
	001
	11

	13
	PLMN2
	001
	21


-
System information combination 4 as defined in TS 36.508[18] clause 8.1.4.3.1.1 is used in NB-IoT cells;

UE:

-
The UE is in Automatic PLMN selection mode.

-
The UE is equipped with a USIM containing default values (as per TS 36.508) except for those listed in Table 22.4.5.3.1–2.

Table 22.4.5.3.1–2: USIM configuration

	USIM field
	Value
	Access Technology Identifier

	EFIMSI
	The HPLMN (MCC+MNC) of the IMSI is set to PLMN4.
	

	EFPLMNwAcT
	PLMN2

Remaining mandatory entries use default values
	All specified

E-UTRAN



	EFOPLMNwACT
	PLMN1

Remaining defined entries use default values
	All specified

	EFHPLMNwAcT
	PLMN4
	E-UTRAN


-
The UE belong to access class 0 and special access class 11 and 15
Table 22.4.5.3.1–3: USIM Configuration

	USIM field
	Value

	EFACC
	Type “C” as defined in  TS 34.108 clause 8.3.2.15


Preamble:

-
The UE is in state NB-IoT UE Attach, Connected Mode, UE Test Loopback Activated (State 2B-NB) with test loop mode G on Ncell 13 according to [18]

22.4.5.3.2
Test procedure sequence

Table 22.4.5.3.2-1 shows the cell configurations used during the test. The configuration T0 indicates the initial conditions. Subsequent configurations marked “T1”, “T2” etc are applied at the points indicated in the Main behaviour description in Table 22.4.5.3.2-2. Cell powers are chosen for a serving cell and a non-suitable “Off” cell as defined in TS 36.508 Table 8.3.2.2.1-1.

Table 22.4.5.3.2-1: Cell configuration changes over time

	
	Parameter
	Unit
	Ncell 1
	Ncell 12
	Ncell 13
	Remarks

	T0
	NRS EPRE
	dBm/15kHz
	“Off”
	“Off”
	-85
	Power level “Off” is defined in TS 36.508 Table 8.3.2.2.1-1

	T1
	NRS EPRE
	dBm/15kHz
	“Off”
	-85
	-120
	Power level “Off” is defined in TS 36.508 Table 8.3.2.2.1-1

	T2
	NRS EPRE
	dBm/15kHz
	-85
	-120
	“Off”
	Power level “Off” is defined in TS 36.508 Table 8.3.2.2.1-1


Table 22.4.5.3.2-2: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	2
	SS adjusts MasterInformationBlock-NB of Ncell 13 with ab-Enabled-r13 set to TRUE and SystemInformationBlockType14-NB of Ncell 13 with ab-Category set to ‘c’
	-
	-
	-
	-

	3
	The SS notifies the UE of change of System Information
	<--
	Paging-NB
	-
	-

	4
	Wait for 90 seconds for UE to read updated MasterInformationBlock-NB
	-
	-
	-
	-

	5
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed
	-
	-
	6
	P

	6
	The SS transmits one IP packet to the UE embedded in a  ESM DATA TRANSPORT and  DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	7
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	8
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	9
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 13 within 30s?
	-->
	RRCConnectionRequest-NB
	1
	F

	10
	SS adjusts cell levels according to row T1 of table 22.4.5.3.2-1
	-
	-
	-
	-

	11
	Steps 1 to 5 of Generic test procedure in TS 36.508 subclause 8.1.5A.5 takes place on Ncell 12.

NOTE: The UE performs a TAU procedure
	-
	-
	-
	-

	12
	The SS starts timer Timer_1 = 8 s
	-
	-
	-
	-

	-
	EXCEPTION: Steps 13a1 to 13b1 describe a transaction that depends on the UE behaviour; the “lower case letter” identifies a test sequence that takes place if a specific behaviour happens (Note 2)
	-
	-
	-
	-

	13a1
	The UE transmits one IP packet embedded in a  ESM DATA TRANSPORT and  ULInformationTransfer-NB
	-->
	NAS: ESM DATA TRANSPORT
	-
	-

	13b1
	The SS waits for Timer_1 expiry
	-
	-
	-
	-

	14
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	15
	SS adjusts MasterInformationBlock-NB of Ncell 12 with ab-Enabled-r13 set to TRUE and SystemInformationBlockType14-NB of Ncell 12 with ab-Category set to ‘c’
	-
	-
	-
	-

	16
	The SS notifies the UE of change of System Information
	<--
	Paging-NB
	-
	-

	17
	Wait for 90 seconds for UE to read updated MasterInformationBlock-NB
	-
	-
	-
	-

	18
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3  are performed
	-
	-
	-
	-

	18A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	18B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	19
	The SS transmits one IP packet to the UE embedded in a  ESM DATA TRANSPORT and  DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	20
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	21
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	22
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 12 with establishmentCause-r13 set to mo-Data?
	-->
	RRCConnectionRequest-NB
	2
	P

	23-25
	Steps 2 to 4 of the 'Generic Test Procedure NB-IoT Control Plan CIoT MO user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.3.3  are performed

NOTE: The UE will transmit one ESM DATA TRANSPORT message containing loopback data received in step 19.
	-
	-
	
	-

	26
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	27
	SS adjusts SystemInformationBlockType14-NB of Ncell 12 with ab-Category set to ‘b’
	-
	-
	-
	-

	28
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3  are performed
	-
	-
	7
	P

	28A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	28B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	29
	The SS transmits one IP packet to the UE embedded in a  ESM DATA TRANSPORT and  DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	30
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	31
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	32
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 12 within 30s?
	-->
	RRCConnectionRequest-NB
	3
	F

	33
	SS adjusts cell levels according to row T2 of table 22.4.5.3.2-1
	-
	-
	-
	-

	34
	Steps 1 to 5 of Generic test procedure in TS 36.508 subclause 8.1.5A.5 takes place on Ncell 1.

NOTE: The UE performs a TAU procedure.
	-
	-
	-
	-

	35
	The SS starts timer Timer_1 = 8 s
	-
	-
	-
	-

	-
	EXCEPTION: Steps 36a1 to 36b1 describe a transaction that depends on the UE behaviour; the “lower case letter” identifies a test sequence that takes place if a specific behaviour happens (Note 3)
	-
	-
	-
	-

	36a1
	The UE transmits one IP packet embedded in a  ESM DATA TRANSPORT and  ULInformationTransfer-NB
	-->
	NAS: ESM DATA TRANSPORT
	-
	-

	36b1
	The SS waits for Timer_1 expiry
	-
	-
	-
	-

	37
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	38
	SS adjusts MasterInformationBlock-NB of Ncell 1 with ab-Enabled-r13 set to TRUE and SystemInformationBlockType14-NB of Ncell 1 with ab-Category set to ‘b’
	-
	-
	-
	-

	39
	The SS notifies the UE of change of System Information
	<--
	Paging-NB
	-
	-

	40
	Wait for 90 seconds for UE to read updated MasterInformationBlock-NB
	-
	-
	-
	-

	41
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3  are performed
	-
	-
	-
	-

	41A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	41B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	42
	The SS transmits one IP packet to the UE embedded in a  ESM DATA TRANSPORT and  DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	43
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	44
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	45
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 1 with establishmentCause-r13 set to mo-Data?
	-->
	RRCConnectionRequest-NB
	4
	P

	46-48
	Steps 2 to 4 of the 'Generic Test Procedure NB-IoT Control Plan CIoT MO user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.3.3  are performed

NOTE: The UE will transmit one ESM DATA TRANSPORT message containing loopback data received in step 43.
	-
	-
	-
	-

	49
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	50
	SS adjusts SystemInformationBlockType14-NB of Ncell 1 with ab-Category set to ‘a’ 
	-
	-
	-
	-

	51
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3  are performed
	-
	-
	8
	P

	51A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	51B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	52
	The SS transmits one IP packet to the UE embedded in a  ESM DATA TRANSPORT and  DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	53
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	54
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	55
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 1 within 30s?
	-->
	RRCConnectionRequest-NB
	5
	F

	56
	SS adjusts SystemInformationBlockType14-NB of Ncell 1 with a special access class bitmap different from the special access class bitmap set in USIM
	-
	-
	-
	-

	57
	'Generic Test Procedure NB-IoT Control Plane CIoT MT user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.2.3 are performed (Note 4)
	-
	-
	-
	-

	58
	The SS starts timer Timer_1 = 8 s
	-
	-
	-
	-

	-
	EXCEPTION: Steps 59a1 to 59b1 describe a transaction that depends on the UE behaviour; the “lower case letter” identifies a test sequence that takes place if a specific behaviour happens (Note 4)
	-
	-
	-
	-

	59a1
	The UE transmits one IP packet embedded in a  ESM DATA TRANSPORT and  ULInformationTransfer-NB
	-->
	NAS: ESM DATA TRANSPORT
	-
	-

	59b1
	The SS waits for Timer_1 expiry
	-
	-
	-
	-

	59A
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (15 sec delay).
	<--
	RRC: DLInformationTransfer-NB
TC: CLOSE UE TEST LOOP
	-
	-

	59B
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer-NB
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	60
	The SS transmits one IP packet to the UE embedded in a  ESM DATA TRANSPORT and  DLInformationTransfer-NB
	<--
	NAS: ESM DATA TRANSPORT
	-
	-

	61
	Wait for 1 s after the IP packet has been transmitted. (Note 1)
	-
	-
	-
	-

	62
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	63
	Check: Does the UE transmit an RRCConnectionRequest-NB message on Ncell 1 with establishmentCause-r13 set to mo-Data?
	-->
	RRCConnectionRequest-NB
	9
	P

	64-66
	Steps 2 to 4 of the 'Generic Test Procedure NB-IoT Control Plan CIoT MO user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.3.3  are performed

NOTE: The UE will transmit one ESM DATA TRANSPORT message containing loopback data received in step 60.
	-
	-
	-
	-

	67
	The SS transmits an RRCConnectionRelease-NB message
	<--
	RRCConnectionRelease-NB
	-
	-

	NOTE 1:
The 1 second delay is used to secure that the UE have received and forwarded the IP Packet transmitted by the SS to the UE test loop function before the RRCConnectionRelease-NB message is sent by the SS.

NOTE 2:
A UE may send the pending data sent at step 6.

NOTE 3:
A UE may send the pending data sent at step 29.

NOTE 4:
A UE may send the pending data sent at step 52.


22.4.5.3.3
Specific message contents
Table 22.4.5.3.3-1: CLOSE UE TEST LOOP (Preamble and steps 18A/28A/41A/51A/59A, Table 22.4.5.3.2-2)

	Derivation path: 36.508 Table 8.1.5.2B

	Information Element
	Value/Remark
	Comment
	Condition

	UE test loop mode
	'00000110'B
	UE test loop mode G setup
	TL_MODE_G

	Operation mode and repetitions
	
	
	

	  M0
	0
	
	return_via_EMM_SMC

	  R6..R0
	'0000001'B
	1

The received DL message in uplink shall be looped back 1 time (once)
	

	Uplink data delay
	'00001111'B
	T_delay_modeGH timer=8 sec
	


Table 22.4.5.3.3-2: MasterInformationBlock-NB for Ncell 13 (Step 2, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  ab-Enabled-r13
	TRUE
	
	

	}
	
	
	


Table 22.4.5.3.3-3: SystemInformationBlockType14-NB for Ncell 13 (Step 2, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	c
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘10001’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.5.3.3-4: Paging-NB for Ncell 13 (step 3, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13
	Not present
	
	

	  systemInfoModification-r13
	True
	
	Ncell 13

	}
	
	
	


Table 22.4.5.3.3-5: RRCConnectionRequest-NB (Step 9, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.5A.3.4-1

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r13 SEQUENCE {
	
	
	

	      establishmentCause-r13
	mo-data
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.5.3.3-6: MasterInformationBlock-NB for Ncell 12 (Step 12, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  ab-Enabled-r13
	TRUE
	
	

	}
	
	
	


Table 22.4.5.3.3-7: SystemInformationBlockType14-NB for Ncell 12 (Step 15, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	c
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘10001’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.5.3.3-8: Paging-NB for Ncell 12 (step 16, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13
	Not present
	
	

	  systemInfoModification-r13
	True
	
	Ncell 12

	}
	
	
	


Table 22.4.5.3.3-9: RRCConnectionRequest-NB (Step 22, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.5A.3.4-1

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r13 SEQUENCE {
	
	
	

	      establishmentCause-r13
	mo-data
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.5.3.3-10: SystemInformationBlockType14-NB for Ncell 12 (Step 27, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	b
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘10001’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.5.3.3-11: MasterInformationBlock-NB for Ncell 1 (Step 38, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.2-1

	Information Element
	Value/remark
	Comment
	Condition

	MasterInformationBlock-NB ::= SEQUENCE {
	
	
	

	  ab-Enabled-r13
	TRUE
	
	

	}
	
	
	


Table 22.4.5.3.3-12: SystemInformationBlockType14-NB for Ncell 1 (Step 38, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	b
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘10001’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.5.3.3-13: Paging-NB for Ncell 1 (step 39, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 clause 8.1.6.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Paging-NB ::= SEQUENCE {
	
	
	

	  pagingRecordList-r13
	Not present
	
	

	  systemInfoModification-r13
	True
	
	Ncell 1

	}
	
	
	


Table 22.4.5.3.3-14: RRCConnectionRequest-NB (Step 45, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.5A.3.4-1

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRequest-NB ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionRequest-r13 SEQUENCE {
	
	
	

	      establishmentCause-r13
	mo-data
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 22.4.5.3.3-15: SystemInformationBlockType14-NB for Ncell 1 (Step 50, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	a
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘10001’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


Table 22.4.5.3.3-16: SystemInformationBlockType14-NB for Ncell 1 (Step 56, Table 22.4.5.3.2-2)

	Derivation Path: 36.508 Table 8.1.4.3.3-5

	Information Element
	Value/remark
	Comment
	Condition

	SystemInformationBlockType14-NB-r13 ::= SEQUENCE {
	
	
	

	  ab-Param-r13 CHOICE {
	
	
	

	    ab-Common-r13 SEQUENCE {
	
	
	

	      ab-Category-r13
	a
	
	

	      ab-BarringBitmap-r13
	‘1000000000’
	
	

	      ab-BarringExceptionData-r13
	FALSE
	
	

	      ab-BarringForSpecialAC-r13
	‘10000’
	
	

	    }
	
	
	

	  }
	
	
	

	  lateNonCriticalExtension
	Not present
	
	

	}
	
	
	


<START OF NEXT MODIFIED SECTION>

22.6
ESM-CIoT

22.6.1
NB-IoT / UE routing of uplinks packets/User Plane/UE requested PDN disconnect procedure accepted by the network

22.6.1.1.1
Test Purpose (TP)

(1)

Void
(2)

with { the UE is in BEARER CONTEXT ACTIVE STATE state and in EMM-CONNECTED mode with a default EPS bearer }

ensure that {

  when { the UE has an IP packet for transmission AND no packet filter is configured for the default EPS bearer }

    then { the UE transmits the IP packet in uplink on the default EPS bearer }

            }

(3)

with { the UE is in BEARER CONTEXT ACTIVE STATE state and in EMM-CONNECTED mode with a default EPS bearer }

ensure that {

  when { the UE has an IP packet for transmission where the IP header only satisfies a packet filter configured in the UL TFT for the default EPS bearer }

    then { the UE transmits the IP packet in uplink on the default EPS bearer }

            }

(4)

with { the UE is in BEARER CONTEXT ACTIVE STATE state and in EMM-CONNECTED mode with a default EPS bearer }

ensure that {

  when { the UE has an IP packet for transmission where the IP header does not satisfy any of the configured packet filters in the UL TFT configured for the default EPS bearers }

    then { the UE discards the IP packet }

            }

(5)

with { UE is in BEARER CONTEXT ACTIVE STATE state }

ensure that {

  when { UE is triggered to disconnect from a PDN }

    then { UE sends a PDN DISCONNECT REQUEST message including the default EPS bearer identity associated with this PDN }

            }

(6)

with { UE is in PROCEDURE TRANSACTION PENDING state }

ensure that {

  when { UE receives a DEACTIVATE EPS BEARER CONTEXT REQUEST message with any valid ESM cause }

    then { UE deactivates the default EPS bearer context for this PDN connection between the UE and the SS }

            }

22.6.1.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 23.060, clause 15.3.2.0, TS 24.008, clause 10.5.6.12 and TS 24.301, clauses 6.4.4.2, 6.5.2.2 and 6.5.2.4.

[TS 23.060, clause 15.3.2.0]

Each valid downlink- and uplink-packet filter contains a unique identifier within a given TFT, an evaluation precedence index that is unique among all packet filters for one PDP address and APN pair, and at least one of the following attributes:

-
Remote Address and Subnet Mask.

-
Protocol Number (IPv4) / Next Header (IPv6).

-
Local Address and Mask.

-
Local Port Range.

-
Remote Port Range.

-
IPSec Security Parameter Index (SPI).

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

-
Flow Label (IPv6).

In the list of attributes above 'Remote' refers to the external network entity, and 'Local' to the MS.

Some of the above-listed attributes may coexist in a packet filter while others mutually exclude each other. In table 12 below, the possible combinations are shown. Only those attributes marked with an "X" may be specified for a single packet filter. All marked attributes may be specified, but at least one shall be specified.

If the parameters of the header of a received PDP PDU match all specified attribute values in a packet filter, then it is considered that a match is found for this packet filter. In this case, the evaluation procedure is aborted. Other packet filters in increasing order of their evaluation precedence index are evaluated until such match is found.

There may be potential conflicts if attribute values are combined in such a way that the defined filter can never achieve a match to a valid IP packet header. However, the determination of such conflicts is outside the scope of GPRS standardization.

Table 12: Valid Packet Filter Attribute Combinations

	
	Valid combination types

	Packet filter attribute
	I
	II
	III

	Remote Address and Subnet Mask
	X
	X
	X

	Protocol Number (IPv4) / Next Header (IPv6)
	X
	X
	

	Local Address and Mask
	X
	X
	X

	Local Port Range
	X
	
	

	Remote Port Range
	X
	
	

	IPSec SPI
	
	X
	

	TOS (IPv4) / Traffic Class (IPv6) and Mask
	X
	X
	X

	Flow Label (IPv6)
	
	
	X


[TS 24.008, clause 10.5.6.12]

The purpose of the traffic flow template information element is to specify the TFT parameters and operations for a PDP context. In addition, this information element may be used to transfer extra parameters to the network (e.g. the Authorization Token; see 3GPP TS 24.229 [95]). The TFT may contain packet filters for the downlink direction, the uplink direction or packet filters that are applicable to both directions. The packet filters determine the traffic mapping to PDP contexts. The downlink packet filters shall be used by the network and the uplink packet filters shall be used by the MS. A packet filter that is applicable to both directions shall be used by the network as a downlink packet filter and by the MS as an uplink packet filter.

The traffic flow template is a type 4 information element with a minimum length of 3 octets. The maximum length for the IE is 257 octets.
NOTE 1:
The IE length restriction is due to the maximum length that can be encoded in a single length octet.

NOTE 2:
A maximum size IPv4 packet filter can be 32 bytes. Therefore, 7 maximum size IPv4 type packet filters, plus the last packet filter which can contain max 30 octets can fit into one TFT IE, i.e. if needed not all packet filter components can be defined into one message. A maximum size IPv6 packet filter can be 60 bytes. Therefore, only 4 maximum size IPv6 packet filters can fit into one TFT IE. However, using "Add packet filters to existing TFT", it's possible to create a TFT data structure including 16 maximum size IPv4 or IPv6 filters.

The traffic flow template information element is coded as shown in figure 10.5.144/3GPP TS 24.008 and table 10.5.162/3GPP TS 24.008.

NOTE 3:
The 3GPP TS 24.301 [120] reuses the traffic flow template information element for the purpose of the traffic aggregate description, where the use of individual TFT parameters, e.g. the packet filter identifier in the parameter list, can differ from this specification.
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Figure 10.5.144/3GPP TS 24.008: Traffic flow template information element
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Figure 10.5.144a/3GPP TS 24.008: Packet filter list when the TFT operation is "delete packet filters from existing TFT" (z=N+3)
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Figure 10.5.144b/3GPP TS 24.008: Packet filter list when the TFT operation is "create new TFT", or "add packet filters to existing TFT" or "replace packet filters in existing TFT"
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Figure 10.5.144c/3GPP TS 24.008: Parameters list

Table 10.5.162/3GPP TS 24.008: Traffic flow template information element

	TFT operation code (octet 3)
Bits
8 7 6

0 0 0 Spare
0 0 1 Create new TFT

0 1 0 Delete existing TFT

0 1 1 Add packet filters to existing TFT

1 0 0 Replace packet filters in existing TFT

1 0 1 Delete packet filters from existing TFT

1 1 0 No TFT operation

1 1 1 Reserved 

The TFT operation code "No TFT operation" shall be used if a parameters list is included but no packet filter list is included in the traffic flow template information element.


E bit (bit 5 of octet 3)

The E bit indicates if a parameters list is included in the TFT IE and it is encoded as follows:

0
parameters list is not included

1
parameters list is included
Number of packet filters (octet 3)

The number of packet filters contains the binary coding for the number of packet filters in the packet filter list. The number of packet filters field is encoded in bits 4 through 1 of octet 3 where bit 4 is the most significant and bit 1 is the least significant bit. For the "delete existing TFT" operation and for the "no TFT operation", the number of packet filters shall be coded as 0. For all other operations, the number of packet filters shall be greater than 0 and less than or equal to 15. 

Packet filter list (octets 4 to z)

The packet filter list contains a variable number of packet filters. For the "delete existing TFT" operation and the "no TFT operation", the packet filter list shall be empty.

For the "delete packet filters from existing TFT" operation, the packet filter list shall contain a variable number of packet filter identifiers. This number shall be derived from the coding of the number of packet filters field in octet 3.

For the "create new TFT", "add packet filters to existing TFT" and "replace packet filters in existing TFT" operations, the packet filter list shall contain a variable number of packet filters. This number shall be derived from the coding of the number of packet filters field in octet 3.

Each packet filter is of variable length and consists of 

-
a packet filter identifier and direction (1 octet); 
-
a packet filter evaluation precedence (1 octet);

- 
the length of the packet filter contents (1 octet); and
-
the packet filter contents itself (v octets).

The packet filter identifier field is used to identify each packet filter in a TFT. The least significant 4 bits are used. 

The packet filter direction is used to indicate, in bits 5 and 6, for what traffic direction the filter applies:

00 - pre Rel-7 TFT filter
01 - downlink only
10 - uplink only
11 - bidirectional

Bits 8 through 7 are spare bits.

The packet filter evaluation precedence field is used to specify the precedence for the packet filter among all packet filters in all TFTs associated with this PDP address. Higher the value of the packet filter evaluation precedence field, lower the precedence of that packet filter is. The first bit in transmission order is the most significant bit.

The length of the packet filter contents field contains the binary coded representation of the length of the packet filter contents field of a packet filter. The first bit in transmission order is the most significant bit.

The packet filter contents field is of variable size and contains a variable number (at least one) of packet filter components. Each packet filter component shall be encoded as a sequence of a one octet packet filter component type identifier and a fixed length packet filter component value field. The packet filter component type identifier shall be transmitted first.

In each packet filter, there shall not be more than one occurrence of each packet filter component type. Among the "IPv4 remote address type" and "IPv6 remote address type" packet filter components, only one shall be present in one packet filter. Among the "single local port type" and "local port range type" packet filter components, only one shall be present in one packet filter. Among the "single remote port type" and "remote port range type" packet filter components, only one shall be present in one packet filter.

The term local refers to the MS and the term remote refers to an external network entity.

Packet filter component type identifier
Bits
8 7 6 5 4 3 2 1 

0 0 0 1 0 0 0 0
IPv4 remote address type
0 0 0 1 0 0 0 1
IPv4 local address type 
0 0 1 0 0 0 0 0
IPv6 remote address type
0 0 1 0 0 0 0 1
IPv6 remote address/prefix length type
0 0 1 0 0 0 1 1
IPv6 local address/prefix length type
0 0 1 1 0 0 0 0
Protocol identifier/Next header type
0 1 0 0 0 0 0 0
Single local port type
0 1 0 0 0 0 0 1
Local port range type
0 1 0 1 0 0 0 0
Single remote port type 
0 1 0 1 0 0 0 1
Remote port range type
0 1 1 0 0 0 0 0
Security parameter index type
0 1 1 1 0 0 0 0
Type of service/Traffic class type
1 0 0 0 0 0 0 0
Flow label type

All other values are reserved.

The description and valid combinations of packet filter component type identifiers in a packet filter are defined in 3GPP TS 23.060 [74] subclause 15.3.2.

For "IPv4 remote address type", the packet filter component value field shall be encoded as a sequence of a four octet IPv4 address field and a four octet IPv4 address mask field. The IPv4 address field shall be transmitted first.

For "IPv4 local address type", the packet filter component value field shall be encoded as defined for "IPv4 remote address type".
Both the MS and network indication for support of the Local address in TFTs are required to use this packet filter component.

For "IPv6 remote address type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and a sixteen octet IPv6 address mask field. The IPv6 address field shall be transmitted first.

For "IPv6 remote address/prefix length type", the packet filter component value field shall be encoded as a sequence of a sixteen octet IPv6 address field and one octet prefix length field. The IPv6 address field shall be transmitted first.
This parameter shall be used, instead of IPv6 remote address type, when both the MS and network indication for support of the Local address in TFT are present.

For "IPv6 local address/prefix length type", the packet filter component value field shall be encoded as defined for "IPv6 remote address /prefix length".

Both the MS and network indication for support of the Local address in TFTs are required to use this packet filter component.

NOTE:
Local IP address and mask can be used when IPv6 prefix delegation is used (see 3GPP TS 23.060 [74] subclause  9.2.1.2).

For "Protocol identifier/Next header type", the packet filter component value field shall be encoded as one octet which specifies the IPv4 protocol identifier or IPv6 next header.

For "Single local port type" and "Single remote port type", the packet filter component value field shall be encoded as two octet which specifies a port number.

For "Local port range type" and "Remote port range type", the packet filter component value field shall be encoded as a sequence of a two octet port range low limit field and a two octet port range high limit field. The port range low limit field shall be transmitted first.

For "Security parameter index", the packet filter component value field shall be encoded as four octet which specifies the IPSec security parameter index.

For "Type of service/Traffic class type", the packet filter component value field shall be encoded as a sequence of a one octet Type-of-Service/Traffic Class field and a one octet Type-of-Service/Traffic Class mask field. The Type-of-Service/Traffic Class field shall be transmitted first.

For "Flow label type", the packet filter component value field shall be encoded as three octet which specifies the IPv6 flow label. The bits 8 through 5 of the first octet shall be spare whereas the remaining 20 bits shall contain the IPv6 flow label.

Parameters list (octets z+1 to v)

The parameters list contains a variable number of parameters that may be transferred. If the parameters list is included, the E bit is set to 1; otherwise, the E bit is set to 0.

Each parameter included in the parameters list is of variable length and consists of:

-
a parameter identifier (1 octet); 
-
the length of the parameter contents (1 octet); and
-
the parameter contents itself (v octets). 

The parameter identifier field is used to identify each parameter included in the parameters list and it contains the hexadecimal coding of the parameter identifier. Bit 8 of the parameter identifier field contains the most significant bit and bit 1 contains the least significant bit. In this version of the protocol, the following parameter identifiers are specified:

-
01H (Authorization Token);

-
02H (Flow Identifier); and
-
03H (Packet Filter Identifier).

If the parameters list contains a parameter identifier that is not supported by the receiving entity the corresponding parameter shall be discarded.

The length of parameter contents field contains the binary coded representation of the length of the parameter contents field. The first bit in transmission order is the most significant bit.

When the parameter identifier indicates Authorization Token, the parameter contents field contains an authorization token, as specified in 3GPP TS 29.207 [100]. The first octet is the most significant octet of the authorization token and the last octet is the least significant octet of the authorization token.
The parameters list shall be coded in a way that an Authorization Token (i.e. a parameter with identifier 01H) is always followed by one or more Flow Identifiers (i.e. one or more parameters with identifier 02H).

If the parameters list contains two or more consecutive Authorization Tokens without any Flow Identifiers in between, the receiver shall treat this as a semantical TFT error.

When the parameter identifier indicates Flow Identifier, the parameter contents field contains the binary representation of a flow identifier. The Flow Identifier consists of four octets. Octets 1 and 2 contains the Media Component number as specified in 3GPP TS 29.207 [100]. Bit 1 of octet 2 is the least significant bit, and bit 8 of octet 1 is the most significant bit. Octets 3 and 4 contains the IP flow number as specified in 3GPP TS 29.207 [100]. Bit 1 of octet 4 is the least significant bit, and bit 8 of octet 3 is the most significant bit.

When the parameter identifier indicates Packet Filter Identifier, the parameter contents field contains the binary representation of one or more packet filter identifiers. Each packet filter identifier is encoded in one octet, in the 4 least significant bits. This parameter is used by the MS and the network to identify one or more packet filters in a TFT when modifying the QoS of a PDP context without modifying the packet filter itself.


[TS 24.301, clause 6.5.2.2]

In order to request PDN disconnection from a PDN, the UE shall send a PDN DISCONNECT REQUEST message to the MME, start the timer T3492 and enter the state PROCEDURE TRANSACTION PENDING (see example in figure 6.5.2.2.1). The PDN DISCONNECT REQUEST message shall include the EPS bearer identity of the default bearer associated with the PDN to disconnect from as the linked EPS bearer identity in the PDN DISCONNECT REQUEST message.
[TS 24.301, clause 6.5.2.3]

...

Upon receipt of the DEACTIVATE EPS BEARER CONTEXT REQUEST message, the UE shall stop the timer T3492 and enter the state PROCEDURE TRANSACTION INACTIVE. The behaviour of the UE is described in subclause 6.4.4.

[TS 24.301, clause 6.4.4.2]

If a NAS signalling connection exists when the MME initiates the EPS bearer context deactivation procedure, the MME shall initiate the EPS bearer context deactivation procedure by sending a DEACTIVATE EPS BEARER CONTEXT REQUEST message to the UE, start the timer T3495, and enter the state BEARER CONTEXT INACTIVE PENDING (see example in figure 6.4.4.2.1). The DEACTIVATE EPS BEARER CONTEXT REQUEST message contains an ESM cause typically indicating one of the following:

#8:

operator determined barring;
#26:
insufficient resources;
#36:
regular deactivation;

#38:
network failure;

#39:
reactivation requested;

#112:
APN restriction value incompatible with active EPS bearer context; or
#113:
Multiple accesses to a PDN connection not allowed.
If the deactivation is triggered by a UE initiated bearer resource modification procedure or UE requested PDN disconnect procedure, the DEACTIVATE EPS BEARER CONTEXT REQUEST message shall contain the procedure transaction identity (PTI) value received by the MME in the BEARER RESOURCE MODIFICATION REQUEST or PDN DISCONNECT REQUEST respectively.

…

22.6.1.1.3
Test description

22.6.1.1.3.1
Pre-test conditions

System Simulator:

-
NB-IoT Ncell 1, default parameter;

UE:

-
None
Preamble:

-
The UE is in state Switched OFF (State 1)

22.6.1.1.3.2
Test procedure sequence

Table 22.6.1.3.2-1: Packet filters

	
	
	Packet filter components

	Packet filter ID
	UL TFT
	Packet filter evaluation precedence
	Protocol Number (IPv4) / Next Header (IPv6)
	Remote address and Subnet mask
	Single Local Port

(UE)
	 Local Port Range

(UE)
	Single Remote  Port

(NW)
	Remote  Port Range

(NW)
	IPSec SPI range
	Type of Service (IPv4) / Traffic Class (IPv6) and Mask
	Flow Label (IPv6)
	Comments

	5
	DRB1

(default bearer)
	255
	-
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	-
	-
	-
	-
	-
	-
	Application identified by remote address.

This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.


Table 22.6.1.3.2-2: Sub-test test parameters and test requirements

	Sub-test

Index
	Test data

(IP packet)

Note 1
	Expected DRB associated with the EPS bearer context for the matching packet filter
	Packet Filter Attribute Combination under test
	Packet Filter Component under test
	Comment

	1
	IP packet#1
	DRB1
	Type I
	Remote Address does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	2
	IP packet#2
	DRB1
	Type I
	Protocol identifier/Next header does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	3
	IP packet#3
	DRB1
	Type I
	Local port range does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	4
	IP packet#4
	DRB1
	Type I
	Remote port range does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	5
	IP packet#5
	DRB1
	Type I
	Type of service/Traffic class does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	6
	IP packet#6
	DRB1
	Type II
	Remote Address does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	7
	IP packet#7
	DRB1
	Type II
	Protocol identifier/Next header does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	8
	IP packet#8
	DRB1
	Type II
	Security parameter index does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	9
	IP packet#9
	DRB1
	Type II
	Type of service/Traffic class does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	10
	IP packet#10
	DRB1
	Type III
	Remote Address does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	11
	IP packet#11
	DRB1
	Type III
	Type of service/Traffic class does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	12
	IP packet#12
	DRB1
	Type III
	Flow Label does not match
	No packet filter matches. The IP packet is returned on DRB1 (default bearer)

	13
	IP packet#13
	DRB1
	Type I
	Remote Address match
	IP packet is only matching Packet Filter 5 in Table 22.6.1.3.2-1.

	14
	IP packet#14
	None
	Type I
	Remote Address does not match
	IP packet does not match any Packet Filters.

	Note 1:
IP Packet details are specified in Tables 22.6.1.3.3-7 to 22.6.1.3.3-26 in clause 22.6.1.3.3.

Note 2:
IP packets for sub-test index 1 to 12 are sent by the SS while no TFT is assigned to the default EPS bearer (associated by DRB1). IP packets for sub-test index 13 and 14 are sent by the SS after adding a TFT to the default EPS bearer.


The test procedure in Table 22.6.1.3.2-3, steps 1- 14 is executed once for IPv4 case (sub test 1) and once for IPv6 case (sub test 2) dependent on UE capability as specified in Table 22.6.1.3.2-3.

Table 22.6.1.3.2-3: Test executions and test parameters

	Sub test
	Applicability
	IPtyp

	1
	UE supporting IPv4
	‘IPv4’

	2
	UE supporting IPv6
	‘IPv6’

	Note 1:
For UEs supporting both IPv4 and IPv6 then both test execution 1 and 2 shall be performed.


Table 22.6.1.1.3.2-4: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The SS performs the generic procedure in subclause 8.1.5.2A in 36.508 to get UE in the Test Mode Activated (State 2A-NB) state with test loop mode B on Ncell1 establishing a default EPS bearer in accordance to Reference default EPS bearer context #1 (DRB1) as specified in subclause 6.6.1 in TS 36.508 [18].
	-
	-
	-
	-

	2
	The SS performs the generic procedure in subclause 8.1.5.2B in [18] to get UE in the Test Loopback Activated (State 2B-NB) with test loop mode B.
	-
	-
	-
	-

	-
	EXCEPTION:

IF IPtype='IPv4' then test steps 3 to 4 are repeated for N = 1 to 9 using the IPv4 packet filters components in Table 22.6.1.3.2-1.

IF IPtype='IPv6' then test steps 3 to 4 are repeated for N = 1 to 12 using the IPv6 packet filters components in Table 22.6.1.3.2-1.
	-
	-
	-
	-

	-
	Void
	-
	-
	-
	-

	3
	The SS transmits one IP Packet according to Table 22.6.1.3.2-2 for Sub-test index=N on DRB1
	-
	-
	-
	-

	4
	Check: Does UE send the IP Packet on the data radio bearer as specified by Table 22.6.1.3.2-2 for Sub-test index=N?
	-
	-
	2
	P

	5
	The SS transmits a MODIFY EPS BEARER CONTEXT REQUEST message to add TFT to the default EPS bearer. This message is included in a DLInformationTransfer message.
	<--
	MODIFY EPS BEARER CONTEXT REQUEST
	-
	-

	6
	UE transmits a MODIFY EPS BEARER CONTEXT ACCEPT message
	-->
	MODIFY EPS BEARER CONTEXT ACCEPT
	-
	-

	7
	The SS transmits one IP Packet according to Table 22.6.1.3.2-2 for Sub-test index=13 on DRB1
	-
	-
	-
	-

	8
	Check: Does UE send the IP Packet on the data radio bearer as specified by Table 22.6.1.3.2-2 for Sub-test index=13?
	-
	-
	3
	P

	9
	The SS transmits one IP Packet according to Table 22.6.1.3.2-2 for Sub-test index=14 on DRB1
	-
	-
	-
	-

	10
	Check: Does UE send an IP Packet on the data radio bearer?
	-
	-
	4
	F

	11
	The SS transmits an OPEN UE TEST LOOP message to exit the UE test loop mode.
	<--
	RRC: DLInformationTransfer-NB
TC: OPEN UE TEST LOOP
	-
	-

	12
	The UE transmits an OPEN UE TEST LOOP COMPLETE message.
	-->
	RRC: ULInformationTransfer-NB
TC: OPEN UE TEST LOOP COMPLETE
	-
	-

	13
	The SS transmits an DEACTIVATE TEST MODE message to de-activate UE radio bearer test mode procedure.
	<--
	RRC: DLInformationTransfer-NB
TC: DEACTIVATE TEST MODE
	-
	-

	14
	The UE transmits an DEACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer-NB
TC: DEACTIVATE TEST MODE COMPLETE
	-
	-

	-
	EXCEPTION: If this is the first of two executions according to table 22.6.1.3.2-3, step 15 is performed, otherwise the test is continued from step 16.
	
	
	
	

	15
	The UE is switched OFF, see Note 1. The test is restarted from step 1.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 16a1 to 16a15 describe behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE supports multiple DRBs in NB-IoT.
	-
	-
	-
	-

	16a1
	Void
	
	
	-
	-

	16a2
	Void
	
	
	-
	-

	16a2A
	Void
	
	
	-
	-

	16a3
	IF pc_NB_MultiDRB cause the UE to request connectivity to an additional PDN (see Note 3)
	-
	-
	-
	-

	16a4
	Void
	
	
	-
	-

	16a5
	Check: Does the UE transmit a PDN CONNECTIVITY REQUEST message as specified to request an additional PDN? 
	-->
	PDN CONNECTIVITY REQUEST
	-
	-

	16a6
	SS transmits a RRCConnectionReconfiguration-NB message to establish the default.

This message includes the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message.
	<--
	RRC: RRCConnectionReconfiguration-NB

ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	-
	-

	16a7
	The UE transmits an RRCConnectionReconfigurationComplete-NB message to confirm the establishment of default bearer,
	-->
	RRC: RRCConnectionReconfigurationComplete-NB
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 16a8 below the generic procedure for IP address allocation in the U-plane specified in TS 36.508 [18] subclause 4.5A.1 takes place performing IP address allocation in the U-plane.
	-
	-
	-
	-

	16a8
	Check: Does the UE transmit an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message for the additional default EPS Bearer?
	-->
	ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
	-
	-

	16a9
	Void
	
	
	-
	-

	16a10
	Cause the UE to request disconnection from the additional PDN (see Note 2)
	-
	-
	-
	-

	16a11
	Void
	
	
	-
	-

	16a12
	Check: Does the UE transmit a PDN DISCONNECT REQUEST message to disconnect from the additional PDN?
	(
	PDN DISCONNECT REQUEST
	5
	p

	16a13
	The SS establishes DRBs associated with two default EPS bearer contexts (a first PDN obtained during the attach procedure and an additional PDN). 
	-
	-
	-
	-

	16a14
	The SS transmits a DEACTIVATE EPS BEARER CONTEXT REQUEST message included in an RRCConnectionReconfiguration-NB message.
	<--
	DEACTIVATE EPS BEARER CONTEXT REQUEST
	-
	-

	16a15
	Check: Does the UE transmit a DEACTIVATE EPS BEARER CONTEXT ACCEPT message.
	-->
	DEACTIVATE EPS BEARER CONTEXT ACCEPT
	6
	P

	NOTE 1:
This implies detaching of the UE, releasing of the RRC connection and resetting of the radio bearers at the SS side.

NOTE 2:
The request to disconnect from a PDN may be performed by MMI or AT command.

NOTE 3:
The request of connectivity to an additional PDN may be performed by MMI or AT command.


22.6.1.1.3.3
Specific message contents

Table 22.6.1.3.3-1: UECapabilityInformation  (step 1, Table 22.6.1.3.2-3)

	Derivation Path: 36.508 table 8.1.6.1-17

	Information Element
	Value/remark
	Comment
	Condition

	PDN address
	
	
	 

	  criticalExtensions CHOICE {
	
	
	

	    ueCapabilityInformation-r13 SEQUENCE {
	
	
	

	      ue-Capability-Container-r13 SEQUENCE {
	
	
	

	        multipleDRB-r13
	supported
	
	pc_NB_MultiDRB

	
	Not present
	
	NOT pc_NB_MultiDRB

	        }
	
	
	

	      }
	
	
	

	  }
	
	
	


Table 22.6.1.3.3-2: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (Test execution 2: step 1, Table 22.6.1.3.2-3)

	Derivation Path: 36.508 table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	PDN address
	
	
	 

	  Length of PDN address contents
	9 octets
	
	

	  PDN type value
	‘010’B
	IPv6
	

	  PDN address information
	IPv6 interface identifier
	The SS provides a valid IPv6 interface identifier
	

	ESM cause
	IF "PDN type" IE in step 4 (preamble) is 'IPv4v6' THEN '00110011'B ELSE Not present
	"PDN type IPv6 only allowed"
	


Table 22.6.1.3.3-3: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (Test execution 1: step 1, Table 22.6.1.3.2-3)

	Derivation Path: 36.508 table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	PDN address
	
	
	 

	  Length of PDN address contents
	5 octets
	
	

	  PDN type value
	‘001’B
	IPv4
	

	  PDN address information
	IPv4 address
	The SS provides a valid IPv4 address
	

	ESM cause
	IF "PDN type" IE in step 4 (preamble) is 'IPv4v6' THEN '00110010'B ELSE Not present
	"PDN type IPv4 only allowed"
	


Table 22.6.1.3.3-4: Void
Table 22.6.1.3.3-5: Message MODIFY EPS BEARER CONTEXT REQUEST (step 5, Table 22.6.1.3.2-3)

	Derivation path: 36.508 table 4.7.3-16 and table 4.6.1-3

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	The same value as the value set in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message
	SS assigns the current default EPS bearer context. 
	

	Procedure transaction identity
	0
	"No procedure transaction identity assigned"
	

	TFT
	
	
	

	TFT operation code
	“Create new TFT”
	
	

	E bit
	0
	
	

	Packet filters (Note 1)
	5
	SS adds packet filter to the default EPS bearer context.
	

	Note 1:
This row refers to the packet filters defined in Table 22.6.1.3.2-1.


Table 22.6.1.3.3-6: Message MODIFY EPS BEARER CONTEXT ACCEPT (step 6, Table 22.6.1.3.2-3)

	Derivation path: 36.508 table 4.7.3-14

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	The same value as the value set in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message
	Same value as in MODIFY EPS BEARER CONTEXT REQUEST
	

	Procedure transaction identity
	0
	"No procedure transaction identity assigned"
	


Table 22.6.1.3.3-7: IP packet#1 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#13, Table 22.6.1.3.3-19

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filter 1, 2 and 3. Value does not match packet filters 1, 2 or 3. 
	IPv4

	
	2001:0bb0::0001:0001
	Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1.3.3-8: IP packet#2 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#13, Table 22.6.1.3.3-19

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	


Table 22.6.1.3.3-9: IP packet#3 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#13, Table 22.6.1.3.3-19

	Information Element
	Value/Remark
	Comment
	Condition

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	


Table 22.6.1.3.3-10: IP packet#4 (step 3, Table 22.6.1.3.2-2) 

	Derivation path: IP packet#13, Table 22.6.1.3.3-19

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filter 1 or 2.
	


Table 22.6.1.3.3-11: IP packet#5 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#13, Table 22.6.1.3.3-19

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	11101001
	Significant for packet filters 1, 2, 3, and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 22.6.1.3.3-12: IP packet#6 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#16 Table 22.6.1.3.3-22

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filter 1, 2 and 3. Value does not match packet filters 1, 2 or 3. 
	IPv4

	
	2001:0bb0::0001:0001
	Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1.3.3-13: IP packet#7 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#16 Table 22.6.1.3.3-22

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	


Table 22.6.1.3.3-14: IP packet#8 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#16 Table 22.6.1.3.3-22

	Information Element
	Value/Remark
	Comment
	Condition

	IP Sec SPI range
	0x0F90F0000
	Significant for packet filter 3. Value does not match packet filter 3.
	


Table 22.6.1.3.3-15: IP packet#9 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#16 Table 22.6.1.3.3-22

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	11101001
	Significant for packet filters 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 22.6.1.3.3-16: IP packet#10 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#17, Table 22.6.1.3.3-23

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	2001:0bb0::0001:0001
	IPv6

Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	


Table 22.6.1.3.3-17: IP packet#11 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#17, Table 22.6.1.3.3-23

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	11101001
	Significant for packet filters 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4.
	


Table 22.6.1.3.3-18: IP packet#12 (step 3, Table 22.6.1.3.2-2)

	Derivation path: IP packet#17, Table 22.6.1.3.3-23

	Information Element
	Value/Remark
	Comment
	Condition

	Flow Label
	10
	IPv6

Significant for packet filter 4. Value does not match packet filter 4.
	


Table 22.6.1.3.3-19: Void
Table 22.6.1.3.3-20: Void
Table 22.6.1.3.3-21: Void
Table 22.6.1.3.3-22: Void
Table 22.6.1.3.3-23: Void
Table 22.6.1.3.3-24: IP packet#13 (step 7, Table 22.6.1.3.2-2)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101010
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filter 1 and 2. Value does not match packet filters 3 or 4.
	

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3Value does not match packet filters 1, 2 or 3.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	Fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.8.1
	Significant for packet filters 1, 2, 3 and 5. Value matches packet filters 1, 2, 3 and 5.
	IPv4

	
	2001:0ba0: :0001:0001
	Significant for packet filters 1, 2, 3, 4 and 5. Value matches packet filters 1, 2, 3, 4 and 5.
	IPv6

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Flow Label
	10
	Significant for packet filter 4. Value does not match packet filter 4.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1.3.3-25: IP packet#14 (step 7, Table 22.6.1.3.2-2)

	Derivation path: IP packet#18, Table 22.6.1.3.3-24

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filters 1, 2, 3 and 5. Value does not match packet filters 1, 2, 3 and 5. 
	IPv4

	
	2001:0ba1::0001:0001
	Significant for packet filters 1, 2, 3, 4 and 5. Value does not match packet filters 1, 2, 3, 4 and 5. 
	IPv6


Table 22.6.1.3.3-25A: Void
Table 22.6.1.3.3-26: Message PDN CONNECTIVITY REQUEST (step 16a5, Table 22.6.1.3.2-3)

	Derivation Path: TS 36.508 Table 4.7.3-20

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	0000
	No EPS bearer identity assigned
	

	Procedure transaction identity
	PTI-1
	UE assigns a particular PTI not yet used between 1 and 254 
	

	ESM information transfer flag
	Not present
	This IE is only used during an attach procedure.
	

	Access point name
	APN-1(New PDN name)
	The requested PDN is different from default PDN
	


Table 22.6.1.3.3-27: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (step 16a6, Table 22.6.1.3.2-3)

	Derivation Path: TS 36.508 Table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	6
	
	

	Procedure transaction identity
	PTI-1
	SS re-uses the particular PTI defined by UE for this present additional PDN connectivity request procedure.
	

	Access point name
	APN-1
	SS re-uses the particular APN defined by UE for this present additional PDN connectivity request procedure
	


Table 22.6.1.3.3-28: Message ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT (step 16a8, Table 22.6.1.3.2-3)

	Derivation Path: TS 36.508 Table 4.7.3-4

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	6
	
	

	Procedure transaction identity
	0
	No procedure transaction identity assigned
	


Table 22.6.1.3.3-29: Message PDN DISCONNECT REQUEST (step 16a13, Table 22.6.1.3.2-3)

	Derivation Path: TS 36.508 Table 4.7.3-22

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	‘0000’
	"no EPS bearer identity assigned"
	

	Procedure transaction identity
	PTI-1
	UE assigns a particular PTI not yet used between 1 and 254
	

	Linked EPS bearer identity
	6
	
	


Table 22.6.1.3.3-30: Message DEACTIVATE EPS BEARER CONTEXT REQUEST (step 16a14, Table 22.6.1.3.2-3)

	Derivation Path: TS 36.508 Table 4.7.3-12

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	6
	SS re-uses the EPS Bearer Id defined by UE for this present PDN disconnection procedure.
	

	Procedure transaction identity
	PTI-1
	SS re-uses the particular PTI defined by UE for this present PDN disconnection procedure.
	UE-INITIATED

	ESM cause
	#36
	regular deactivation
	


Table 22.6.1.3.3-31: Message DEACTIVATE EPS BEARER CONTEXT ACCEPT (step 16a15, Table 22.6.1.3.2-3)

	Derivation Path: TS 36.508 Table 4.7.3-11

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	6
	The same value as the value set in DEACTIVATE EPS BEARER CONTEXT REQUEST message.
	

	Procedure transaction identity
	0
	No procedure transaction identity assigned
	


22.6.1a
NB-IoT / UE routing of uplinks packets / Control Plane

22.6.1a.1.1
Test Purpose (TP)

(1)

with { the UE is in BEARER CONTEXT ACTIVE STATE state and in EMM-CONNECTED mode with a default EPS bearer active }

ensure that {

  when { the UE has IP packets for transmission where each IP packet matches at least one of the different packet filters configured in the UL TFTs for the default EPS  }

    then { the UE evaluates the packet filters in the correct evaluation order and transmits IP packets in uplink on the default EPS bearer }

            }

(2)

with { the UE is in BEARER CONTEXT ACTIVE STATE state and in EMM-CONNECTED mode with a default EPS bearer active }

ensure that {

  when { the UE has an IP packet for transmission where the IP header does not satisfy any of the configured packet filters in the UL TFT configured for the default EPS bearer }

    then { the UE discards the IP packet }

            }

22.6.1a.1.2
Conformance requirements

The conformance requirements covered in the current TC are the same as in section 22.6.1.1.2.

22.6.1a.1.3
Test description

22.6.1a.1.3.1
Pre-test conditions

System Simulator:

-
NB-IoT Ncell 1, default parameter;

UE:

-
None

Preamble:

-
The UE is in state Switched OFF (State 1)

22.6.1a.1.3.2
Test procedure sequence

Table 22.6.1a.3.2-1: Packet filters

	
	
	Packet filter components

	Packet filter ID
	UL TFT
	Packet filter evaluation precedence
	Protocol Number (IPv4) / Next Header (IPv6)
	Remote address and Subnet mask
	Single Local Port

(UE)
	 Local Port Range

(UE)
	Single Remote  Port

(NW)
	Remote  Port Range

(NW)
	IPSec SPI range
	Type of Service (IPv4) / Traffic Class (IPv6) and Mask
	Flow Label (IPv6)
	Comments

	1
	DRB2
	6
	17

(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	60001
	-
	-
	60350:

60450
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and specific local and remote port numbers

This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	2
	DRB2
	7
	17

(UDP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	60000:60100
	-
	60350
	-
	10101000, Mask=
11111100
	-
	UDP application identified by remote address, type of service/traffic class and range of local and remote port numbers. This is a valid Packet Filter Attribute Combination Type I according to TS 23.060, subclause 15.3.2.0.

	3
	DRB2
	5
	50 
IPSec (ESP)
	IPv4:

172.168.8.0 [255.255.255.0]

IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	-
	-
	-
	0x0F80F0000
	10100000, Mask=
11111100
	-
	IPSec session. Example from TS 23.060 clause 15.3.3.3

This is a valid Packet Filter Attribute Combination Type II according to TS 23.060, subclause 15.3.2.0.

	4
	DRB2
	2
	-
	IPv6:

2001:0ba0:: [ffff:ffff::]
	-
	-
	-
	-
	-
	10110000, Mask=
11111100
	5
	IPv6 Flow Label filter.

This is a valid Packet Filter Attribute Combination Type III according to TS 23.060, subclause 15.3.2.0.


Table 22.6.1a.3.2-2: Sub-test test parameters and test requirements

	Sub-test

Index
	Test data

(IP packet)

Note
	IP packet expected to be returned 
	Packet Filter Attribute Combination under test
	Packet Filter Component under test
	Comment

	1
	IP packet#1
	Yes
	Type I
	All Type I packet filter components match
	The IP packet is only matching Packet Filter 1 and 2 in Table 22.6.1a.3.2-1. The IP packet is returned as Packet Filter 1 is evaluated before Packet Filter 2. 

	2
	IP packet#2
	Yes
	Type I
	Single local port does not match
	The IP packet is only matching Packet Filter 2 in Table 22.6.1a.3.2-1. The IP packet is returned.

	3
	IP packet#3
	Yes
	Type I
	Single remote port does not match
	IP packet is only matching Packet Filter 1 in Table 22.6.1a.3.2-1. The IP packet is returned.

	4
	IP packet#4
	Yes
	Type II
	All Type II packet filter components match
	The IP packet is only matching Packet Filter 3 in Table 22.6.1a.3.2-1. The IP packet is returned.

	5
	IP packet#5
	Yes
	Type III
	All Type III packet filter components match
	The IP packet is only matching Packet Filter 4 in Table 22.6.1a.3.2-1. The IP packet is returned.

	6
	IP packet#6
	No
	Type I
	Remote Address does not match
	IP packet does not match any Packet Filters.

	7
	IP packet#7
	No
	Type II
	Remote Address does not match
	IP packet does not match any Packet Filters.

	8
	IP packet#8
	No
	Type II
	Protocol identifier/Next header does not match
	IP packet does not match any Packet Filters.

	9
	IP packet#9
	No
	Type II
	Security parameter index does not match
	IP packet does not match any Packet Filters.

	10
	IP packet#10
	No
	Type III
	Remote Address does not match
	IP packet does not match any Packet Filters.

	11
	IP packet#11
	No
	Type III
	Flow Label does not match
	IP packet does not match any Packet Filters.

	Note:
IP Packet details are specified in Tables 22.6.1a.3.3-5 to 22.6.1a.3.3-16 in clause 22.6.1a.3.3.


The test procedure in Table 22.6.1a.3.2-4, is executed once for IPv4 case (sub test 1) and once for IPv6 case (sub test 2) dependent on UE capability as specified in Table 22.6.1a.3.2-3.

Table 22.6.1a.3.2-3: Test executions and test parameters

	Sub test
	Applicability
	IPtyp

	1
	UE supporting IPv4
	‘IPv4’

	2
	UE supporting IPv6
	‘IPv6’

	Note 1:
For UEs supporting both IPv4 and IPv6 then both test execution 1 and 2 shall be performed.


Table 22.6.1a.1.3.2-4: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The SS performs the generic procedure in subclause 8.1.5.2A in 36.508 to get UE in the Test Mode Activated (State 2A-NB) state with test loop mode I on Ncell1 establishing a default EPS bearer.
	-
	-
	-
	-

	2
	The SS performs the generic procedure in subclause 8.1.5.2B in [18] to get UE in the Test Loopback Activated (State 2B-NB) with test loop mode I.
	-
	-
	-
	-

	3
	The SS transmits a MODIFY EPS BEARER CONTEXT REQUEST message to add TFT to the default EPS bearer. This message is included in a DLInformationTransfer-NB message.
	<--
	MODIFY EPS BEARER CONTEXT REQUEST
	-
	-

	4
	UE transmits a MODIFY EPS BEARER CONTEXT ACCEPT message. This message is included in a DLInformationTransfer-NB message.
	-->
	MODIFY EPS BEARER CONTEXT ACCEPT
	-
	-

	-
	EXCEPTION:

IF IPtype='IPv4' then test steps 5 to 6 are repeated for N = 1 to 4 using the IPv4 packet filters components in Table 22.6.1a.3.2-1.

IF IPtype='IPv6' then test steps 5 to 6 are repeated for N = 1 to 5 using the IPv6 packet filters components in Table 22.6.1a.3.2-1.
	-
	-
	-
	-

	5
	The SS transmits one IP Packet according to Table 22.6.1a.3.2-2 for Sub-test index=N
	-
	-
	-
	-

	6
	Check: Does the UE return the IP Packet as specified by Table 22.6.1a.3.2-2 for Sub-test index=N?
	-
	-
	1
	P

	-
	EXCEPTION:

IF IPtype='IPv4' then test steps 7 to 8 are repeated for N = 6 to 9 using the IPv4 packet filters components in Table 22.6.1a.3.2-1.

IF IPtype='IPv6' then test steps 7 to 8 are repeated for N = 6 to 11 using the IPv6 packet filters components in Table 22.6.1a.3.2-1.
	-
	-
	-
	-

	7
	The SS transmits one IP Packet according to Table 22.6.1a.3.2-2 for Sub-test index=N
	-
	-
	-
	-

	8
	Check: Does the UE send an IP Packet?
	-
	-
	2
	F

	9
	The SS transmits an OPEN UE TEST LOOP message to exit the UE test loop mode.
	<--
	RRC: DLInformationTransfer-NB
TC: OPEN UE TEST LOOP
	-
	-

	10
	The UE transmits an OPEN UE TEST LOOP COMPLETE message.
	-->
	RRC: ULInformationTransfer-NB
TC: OPEN UE TEST LOOP COMPLETE
	-
	-

	11
	The SS transmits an DEACTIVATE TEST MODE message to de-activate UE radio bearer test mode procedure.
	<--
	RRC: DLInformationTransfer-NB
TC: DEACTIVATE TEST MODE
	-
	-

	12
	The UE transmits an DEACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer-NB
TC: DEACTIVATE TEST MODE COMPLETE
	-
	-

	-
	EXCEPTION: If this is the first of two executions according to table 22.6.1a.3.2-3, step 13 is performed, otherwise the test is continued from step 14.
	
	
	
	

	13
	The UE is switched OFF, see Note 1. The test is restarted from step 1.
	-
	-
	-
	-

	14
	The SS releases the RRC connection
	-->
	RRC: RRCConnectionRelease-NB
	-
	-

	Note 1:
This implies detaching of the UE, releasing of the RRC connection and resetting of the radio bearers at the SS side.


22.6.1a.1.3.3
Specific message contents

Table 22.6.1a.3.3-1: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (Test execution 1: step 1, Table 22.6.1a.3.2-4)

	Derivation Path: 36.508 table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	PDN address
	
	
	 

	  Length of PDN address contents
	5 octets
	
	

	  PDN type value
	‘001’B
	IPv4
	

	  PDN address information
	IPv4 address
	The SS provides a valid IPv4 address
	

	ESM cause
	IF "PDN type" IE in step 4 (preamble) is 'IPv4v6' THEN '00110010'B ELSE Not present
	"PDN type IPv4 only allowed"
	


Table 22.6.1a.3.3-2: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (Test execution 2: step 1, Table 22.6.1a.3.2-4)

	Derivation Path: 36.508 table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	PDN address
	
	
	 

	  Length of PDN address contents
	9 octets
	
	

	  PDN type value
	‘010’B
	IPv6
	

	  PDN address information
	IPv6 interface identifier
	The SS provides a valid IPv6 interface identifier
	

	ESM cause
	IF "PDN type" IE in step 4 (preamble) is 'IPv4v6' THEN '00110011'B ELSE Not present
	"PDN type IPv6 only allowed"
	


Table 22.6.1a.3.3-3: Message MODIFY EPS BEARER CONTEXT REQUEST (step 3, Table 22.6.1a.3.2-4)

	Derivation path: 36.508 table 4.7.3-16 and table 4.6.1-3

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	The same value as the value set in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message
	SS assigns the current default EPS bearer context. 
	

	Procedure transaction identity
	0
	"No procedure transaction identity assigned"
	

	TFT
	
	
	

	TFT operation code
	“Create new TFT”
	
	

	E bit
	0
	
	

	Packet filters (Note 1)
	1, 2, 3
	
	IPv4

	
	1, 2, 3, 4
	
	IPv6

	Note 1:
This row refers to the packet filters defined in Table 22.6.1a.3.2-1.


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1a.3.3-4: Message MODIFY EPS BEARER CONTEXT ACCEPT (step 4, Table 22.6.1a.3.2-4)

	Derivation path: 36.508 table 4.7.3-14

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	The same value as the value set in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message
	Same value as in MODIFY EPS BEARER CONTEXT REQUEST
	

	Procedure transaction identity
	0
	"No procedure transaction identity assigned"
	


Table 22.6.1a.3.3-5: IP packet#1 (step 5, Table 22.6.1a.3.2-2)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10101001
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filters 1 and 2. Value does not match packet filters 3 or 4.
	

	Protocol
	17
	UDP

Significant packet filters 1, 2 and 3. Value matches packet filters 1 and 2. Value does not match packet filter 3.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.8.1
	Significant for packet filters 1, 2 and 3. Value matches packet filters 1, 2 and 3. 
	IPv4

	
	2001:0ba0::0001:0001
	Significant for packet filters 1, 2, 3 and 4. Value matches packet filters 1, 2, 3 and 4. 
	IPv6

	Source Port
	60001
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2.
	

	Destination Port
	60350
	Significant for packet filters 1 and 2. Value matches packet filters 1 and 2.
	

	Flow Label
	10
	Significant for packet filter 4. Value does not match packet filter 4.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1a.3.3-6: IP packet#2 (step 5, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#1, Table 22.6.1a.3.3-5

	Information Element
	Value/Remark
	Comment
	Condition

	Source Port
	60002
	Significant for packet filters 1 and 2. Value matches packet filter 2. Value does not match packet filter 1.
	


Table 22.6.1a.3.3-7: IP packet#3 (step 5, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#1, Table 22.6.1a.3.3-5

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Port
	60351
	Significant for packet filters 1 and 2. Value matches packet filter 1. Value does not match packet filter 2
	


Table 22.6.1a.3.3-8: IP packet#4 (step 5, Table 22.6.1a.3.2-2)

	Derivation path: IETF RFC 791 section 3.1 (IPv4) or RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10100010
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filter 3. Value does not match packet filters 1, 2 or 4.
	

	Protocol
	50
	IPSec (ESP)

Significant packet filters 1, 2 and 3. Value matches packet filter 3. Value does not match packet filters 1 or 2.
	

	Source Address
	192.168.0.1
	Not significant for any packet filters
	IPv4

	
	Fe80::1:1
	Not significant for any packet filters
	IPv6

	Destination Address
	172.168.8.1
	Significant for packet filters 1, 2 and 3. Value matches packet filters 1, 2 and 3. 
	IPv4

	
	2001:0ba0::0001:0001
	Significant for packet filters 1, 2, 3 and 4. Value matches packet filters 1, 2, 3 and 4. 
	IPv6

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	IP Sec SPI range
	0x0F80F0000
	Significant for packet filter 3. Value matches packet filter 3.
	

	Flow Label
	10
	Significant for packet filter 4. Value does not match packet filter 4.
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1a.3.3-9: IP packet#5 (step 5, Table 22.6.1a.3.2-2)

	Derivation path: RFC 2460 section 3 (IPv6) and RFC 769 introduction

	Information Element
	Value/Remark
	Comment
	Condition

	Type of service (IPv4) / Traffic Class (IPv6)
	10110011
	Significant for packet filters 1, 2, 3, and 4. Value matches packet filter 4. Value does not match packet filters 1, 2 or 3.
	

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	

	Source Address
	Fe80::1:1
	IPv6

Not significant for any packet filters
	

	Destination Address
	2001:0ba0::0001:0001
	IPv6

Significant for packet filters 1, 2, 3 and 4. Value matches packet filters 1, 2, 3 and 4. 
	

	Source Port
	60101
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Destination Port
	60451
	Significant for packet filters 1 and 2. Value does not match packet filters 1 or 2.
	

	Flow Label
	5
	IPv6

Significant for packet filter 4. Value matches packet filter 4.
	


Table 22.6.1a.3.3-10: IP packet#6 (step 7, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#1, Table 22.6.1a.3.3-5

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filter 1, 2 and 3. Value does not match packet filters 1, 2 or 3. 
	IPv4

	
	2001:0bb0::0001:0001
	Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1a.3.3-11: IP packet#7 (step 7, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#4 Table 22.6.1a.3.3-8

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	172.168.9.1
	Significant for packet filter 1, 2 and 3. Value does not match packet filters 1, 2 or 3. 
	IPv4

	
	2001:0bb0::0001:0001
	Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	IPv6


	Condition
	Explanation

	IPv4
	This condition applies if test variable IP type is set to 'IPv4'.

	IPv6
	This condition applies if test variable IP type is set to 'IPv6'.


Table 22.6.1a.3.3-12: IP packet#8 (step 7, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#4 Table 22.6.1a.3.3-8

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol
	6
	TCP

Significant packet filters 1, 2 and 3. Value does not match packet filters 1, 2 or 3.
	


Table 22.6.1a.3.3-13: IP packet#9 (step 7, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#4 Table 22.6.1a.3.3-8

	Information Element
	Value/Remark
	Comment
	Condition

	IP Sec SPI range
	0x0F90F0000
	Significant for packet filter 3. Value does not match packet filter 3.
	


Table 22.6.1a.3.3-14: IP packet#10 (step 7, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#5, Table 22.6.1a.3.3-9

	Information Element
	Value/Remark
	Comment
	Condition

	Destination Address
	2001:0bb0::0001:0001
	IPv6

Significant for packet filter 1, 2, 3 and 4. Value does not match packet filters 1, 2, 3 or 4. 
	


Table 22.6.1a.3.3-15: IP packet#11 (step 7, Table 22.6.1a.3.2-2)

	Derivation path: IP packet#5, Table 22.6.1a.3.3-9

	Information Element
	Value/Remark
	Comment
	Condition

	Flow Label
	10
	IPv6

Significant for packet filter 4. Value does not match packet filter 4.
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