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1
Introduction

CT1 has agreed a Rel-13 correction ([1],[2]) related to handling NAS messages without integrity protection as the current UE behaviour of processing NAS reject messages without protection can result in DoS attacks caused by malicious networks.

Additionally according to the coversheet of [1]: 

"This CR can be taken by UE implementation in an earlier version of the specification so that the security vulnerability can be closed as soon as possible."

The above correction is only applicable to UEs that are not configured to use timer T3245.
As a consequence of the above changes several legacy test cases need to be updated otherwise they will fail conformant UEs that have implemented changes in [1] and [2]. 
The purpose of present document is to provide a list of the work that needs to be done.

Section 2 gives an overview of the work status. Section 3 lists the planned test case updates and the detailed status.
2
Work status

The current completeness of the work is:

	Test specification
	Testing area
	Current

Completeness
	3 month target
	Comments
	History

	TS 36.508
	E-UTRA Common test environment
	100 %
	100%
	  
	

	TS 36.523-1

TS 36.523-2
	E-UTRA SIG testing area
	85 %
	100%
	
	

	34.123-1

34.123-2
	UTRA SIG testing area
	75%
	100%
	
	


Estimation of WI overall completeness:

	Test specification
	Testing area
	Current

Completeness
	3 month target
	Comments
	History

	Overall completeness
	85%
	100%
	
	


Colour coding: 

	
	Not started

	
	Ongoing

	
	Ready


3 Test Case list
3.1
E-UTRA test specifications
	Area
	TS
	Clause
	Company
	Target
	Status
	TDOC
	Comments

	36.508

	Common message definitions
	36.508
	
	Mediatek, Anritsu, Keysight
	RAN5#76
	100%
	R5-174501, R5-176575
	

	36.523-1

	Authentication Reject/test body
	36.523-1
	9.1.2.3
	MediaTek
	 RAN5#78
	0%
	
	

	Attach Reject/test body cause #3
	36.523-1
	9.2.1.1.9
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #8
	36.523-1
	9.2.1.1.11
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #7
	36.523-1
	9.2.1.1.12
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #11
	36.523-1
	9.2.1.1.13
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #11
	36.523-1
	9.2.1.1.13a
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #12
	36.523-1
	9.2.1.1.14
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #13
	36.523-1
	9.2.1.1.15
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #13
	36.523-1
	9.2.1.1.15a
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #14
	36.523-1
	9.2.1.1.16
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #14
	36.523-1
	9.2.1.1.16a
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #15
	36.523-1
	9.2.1.1.17
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #3
	36.523-1
	9.2.1.2.5
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #6
	36.523-1
	9.2.1.2.6
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #8
	36.523-1
	9.2.1.2.7
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #7
	36.523-1
	9.2.1.2.8
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #11
	36.523-1
	9.2.1.2.9
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #12
	36.523-1
	9.2.1.2.10
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #13
	36.523-1
	9.2.1.2.11
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #14
	36.523-1
	9.2.1.2.12
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #15
	36.523-1
	9.2.1.2.13
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #8
	36.523-1
	9.2.2.1.10
	MediaTek
	RAN5#76
	100%
	R5-175224
	

	Attach Reject/test body cause #8
	36.523-1
	9.2.3.2.9
	MediaTek
	RAN5#78
	0%
	
	IRAT test case. REJECT on 2G branch not possible -> 2G option to be removed.

	RAU reject #13/Attach Reject/test body cause #13
	36.523-1
	9.2.3.2.13
	MediaTek
	RAN5#78
	0%
	
	IRAT test case. REJECT on 2G branch not possible -> 2G option to be removed.

	Service Reject/test body cause #3
	36.523-1
	9.3.1.4
	KeySight
	RAN5#77
	100%
	R5-176575
	

	Service Reject/test body cause #6
	36.523-1
	9.3.1.5
	KeySight
	RAN5#77
	100%
	R5-176575
	

	Service Reject/test body cause #7
	36.523-1
	9.3.1.6
	KeySight
	RAN5#77
	100%
	R5-176575
	

	Attach Reject/test body cause #15
	36.523-1
	11.2.8
	KeySight
	RAN5#77
	100%
	R5-176575
	

	Attach Reject/test body cause #15
	36.523-1
	11.2.8a
	KeySight
	RAN5#77
	100%
	R5-176575
	

	Service Reject/test body cause #3 #6 #7 #9
	36.523-1
	22.5.9
	KeySight
	RAN5#77
	100%
	R5-176575
	

	ATTACH REJECT
	36.523-1
	22.5.14
	MediaTek
	RAN5#77
	100%
	R5-176875
	

	36.523-2

	Test case applicability
	36.523-2
	4
	MediaTek
	RAN5#77
	60%
	R5-175226, R5-176049
	Add than remove note for affected test cases that are not yet fixed.

	Attach Reject/test body cause #8
	36.523-2
	9.2.3.2.9
	MediaTek
	RAN5#78
	0%
	
	2G option to be removed

	RAU reject #13/Attach Reject/test body cause #13
	36.523-2
	9.2.3.2.13
	MediaTek
	RAN5#78
	0%
	
	2G option to be removed


3.2
UTRA test specifications
	Area
	TS
	Clause
	Company
	Target
	Status
	TDOC
	Comments

	34.123-1

	LU Reject/test body cause #2 #3
	34.123-1
	8.3.1.22
	Rohde & Schwarz
	RAN5#77
	100%
	R5-176342
	

	LU Reject/test body cause #2 #3
	34.123-1
	9.4.2.1
	Rohde & Schwarz
	RAN5#77
	100%
	R5-174454
	

	LU Reject/test body cause #2 #3
	34.123-1
	9.4.2.2
	Rohde & Schwarz
	RAN5#77
	100%
	R5-174454
	

	Attach Reject/test body cause #12
	34.123-1
	9.4.2.3
	Rohde & Schwarz
	RAN5#77
	100%
	R5-174454
	

	LU Reject/test body cause #12
	34.123-1
	9.4.2.4
	Rohde & Schwarz
	RAN5#77
	100%
	R5-174454
	

	LU Reject/test body cause #15
	34.123-1
	9.4.2.5
	Rohde & Schwarz
	RAN5#77
	100%
	R5-174454
	

	RAU Reject/test body cause #7
	34.123-1
	9.4.3.3
	Rohde & Schwarz
	RAN5#78
	0%
	
	

	Attach Reject/test body cause #7
	34.123-1
	9.4.3.3a
	Rohde & Schwarz
	RAN5#78
	0%
	
	

	RAU Reject/test body cause #13
	34.123-1
	9.5.7.1
	Rohde & Schwarz
	RAN5#78
	0%
	
	

	Attach Reject/test body cause #7
	34.123-1
	12.2.1.3
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	Attach Reject/test body cause #11
	34.123-1
	12.2.1.4.1
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	Attach Reject/test body cause #11
	34.123-1
	12.2.1.5a
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	Attach Reject/test body cause #15
	34.123-1
	12.2.1.5b
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	Attach Reject/test body cause #14
	34.123-1
	12.2.1.5d
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body cause #6
	34.123-1
	12.4.1.2
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body cause #12
	34.123-1
	12.4.1.4a
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body cause #15
	34.123-1
	12.4.1.4b
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body cause #15
	34.123-1
	12.4.1.4c
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body cause #14
	34.123-1
	12.4.1.4d
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body cause #11
	34.123-1
	12.4.2.4
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	RAU Reject/test body
	34.123-1
	12.4.2.5b
	Rohde & Schwarz
	RAN5#76
	100%
	R5-173740
	

	Service Reject/test body cause #7
	34.123-1
	12.9.1
	
	
	0%
	
	No current plan to fix. See R5-173972.

	Service Reject/test body cause #3
	34.123-1
	12.9.3
	
	
	0%
	
	No current plan to fix. See R5-173972.

	Service Reject/test body cause #7
	34.123-1
	12.9.4
	
	
	0%
	
	No current plan to fix. See R5-173972.

	Service Reject/test body cause #11
	34.123-1
	12.9.6
	
	
	0%
	
	No current plan to fix. See R5-173972.

	Service Reject/test body cause #13
	34.123-1
	12.9.7c
	
	
	0%
	
	No current plan to fix. See R5-173972.

	Service Reject/test body cause #25
	34.123-1
	12.9.7d
	
	
	0%
	
	No current plan to fix. See R5-173972.

	Service Reject/test body cause #7
	34.123-1
	12.9.8
	Rohde & Schwarz
	RAN5#78
	0%
	
	Testing cause #7 is not the main TP so cause can be changed.

	Service Reject/test body cause #7 #22
	34.123-1
	12.9.15
	Rohde & Schwarz
	RAN5#78
	0%
	
	Testing cause #7 /#22is not the main TP so cause can be changed.

	34.123-2

	Test case applicability
	34.123-2
	4
	MediaTek
	RAN5#78
	50%
	R5-174699
	Add than remove note for affected test cases that are not yet fixed.


4
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